Cisco Unified Communications Manager Express

~ a\ ]
a@?e, TaYtae€s
a, Caf%oaf @a,nd,aFraFnlD : cisco-sa CVE-2009-
H |gh 20090923-cme 2865

& @a...~né-<ae—Y¥ : 2009-09-23 16:00
df @afa, afsasf 1.1: Find
CVS&4,14,%4,¢: 7.6

&76€¢¢- : No Workarounds available
Cisco af @a,° ID : CSCsg58779

B Y- &73@«a, a «ef..a t3@ A€QectezaP«a,"a «dZYe-faH9REHZA
Al

av el@

Cisco Unified Communications Manager Express

1/ CMEiV%.3€ 53,3633, 3,73, af a5, - af8a35fC afafafta £
2OYefhiQ@IOPVE, 3«2 3REH-3,ES,« Cisco IOSA®

.maV2ad

Af1af©3,03,'3@ af@affafa,i3, 5 %af@afhaf-afafha@®e, 1a%te€s5«2, 13%+3 Q559,35 <3€,
59"39®8,18%teE5i90I @RLEIOC 3OO 9ISVIQ i, @IP®3 5 %if%aPRIBYE|EFQ S

%" DOSi%%0e @5»13€ " 3€,3@ TP EIeIP«Cy,3, Gea, 50 —3,EIP%I3, 3¢,

8,-8,14%€ J@"'dO®e,1al+rt8a@«d %At |aO™4,3,%afaf4,4,88,¢
3,Caffaf—aftafuaf a, afarasing,' 3@ —i9%ui9—iQYaE,

5@ "3@®3,Caf%05f€a,13,95f°5€ http://tools.cisco.com/security/center/content/CiscoSecurity Advisor

y/Cisco-sa-20090923-cme &€ 8aeZ¢x°5 €3, EG @ %I @ ™AE,

8" 2009 & 9 e 23 2 ¥a@® I0S 3,Caf%03f@ 3,13, 93 3f@afiaf%oaf«ad...é—3@«3€@ 11

a»93€® Security Advisory @ Ea@«3@%3,ES@ | 3€,3Q9%IO™IE, 10
a»93@®3,Caf%oaf€ 5,03, 95°5€ Cisco IOS
a,%afaf"3,13,83,C3@®e,Tal+tr€83@«a 343t 3@O™3,3,aQ@RIQ83€Q 1 4»93€ Cisco

Unified Communications Manager 3@ ®¢, Ta%+xe€83¢«a 343t |3@™a,<3,3QRIQP8IQ™IE,
3€,3,C35%0af93,03,933@«3Q € QPIQPOIOP®I, Caf%af@a,13, 93 3€820%,;°3€+3,E3@Ye,Ta%:

"Cisco Event Response: Semiannual Cisco |0S Software Advisory Bundled Publication”

O BIEGE..3Q®]...~6-EfEFE, 3@ x-ja@®AFIFSE, AT, 5@« V%09 3, EiQ 39, 30%IO™:

http://www.cisco.com/web/about/security/intelligence/Cisco ERP sep09.html



http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090923-cme
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090923-cme
http://www.cisco.com/web/about/security/intelligence/Cisco_ERP_sep09.html
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:H/Au:N/C:C/I:C/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsq58779
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-2865
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-2865

€028V e£V23" €

Cisco |0Saftaf€a,03,"3€@ a€@Cisco Unified CME

3€53,°3€°%3,73,73,art1a°3,-ar83af CAF"aFafTa,£ 2OYefhaQPPIQYS, @I@«@ A®33€3,EA <
Cisco Unified Communications 500

3,-3f281%4,°3, 8 @ «3,"a @ 83€Q312+6Y: 3/ 89 —39'3€ | 3€,39AUIQ™IE,

&, T/t e€85@®aQ,a,<e£%23" @

Cisco Unified CME

3€53,°3€3%, 73,73, aftafs, - afsartafcarafrafta fi@@iOYs, @39« d®33€+3,E3,« Cisco
10Saffaf€a,»a,'3€ show running-config

8, 3Af2Af % %o 2@ ECT™MO (EA@ 3, (5,39 5O QX-3OBI1°853 @ E39«39%3,E30 ' 5,30%iO™

ephone [Ethernet phone tag]

logout-profile [logout-profile tag]

8, -8,18, %Ly @A 8¢ hif@Ii9—ae | 3,3« Cisco I0S §,%%af-af"a,!4,83,¢

afrafeasad,'a, o’ @I OMa I P«3Q aEQ@aftafea nd,'a@«afs ca naffa@—ai@ | show

version & 38f7af3af %o, a4 A LA | € @E,-3, aftaf Af@ArSafiAa,'e) (°iQP—3QNIY™AE,
"Internetwork Operating System Software"a€€"Cisco IOS Software"

3,839,359 30"3,E3,%0d@«Eiza%hi@™a <3, 3, aftaf

AfQarSafhae«3, 3Q£3@ | 3ftar@a,na,'3€8 Cisco I0S

a,%af-af"3,)3,83,Ca@E¢ Lhaf@PiO—i@ | 3€,3309"3@ 4,/ QIQPlIQQPIPNIO™AE,
3,08f3f1%3, 8@ @I FEEIFQAfKa, 385 3€9355,°3€° Cisco I0S
a,%af+af"a,)a,83,cafafafaa,  c @ @3 «3,"aQLIQ | F€QCYSiQ 3, EIQ | 2~aW8AT..a@«e| ¢r°aQ
a»-3@®3,-3,'3,° aftaf@a,na,'a@83€@ a€@show version

8,38f 78f38f %o Fa"ace " 3@ —3 Q3@ G QLI YA, SIEQI YIQPB®EIES3Q T (°36+3, E3Y3,Sa

¥8 <A@ B®a%3Q A€QCisco e£1a"@i@«aQ | 3€QI0Safafaraa," 12.3(26)
O EC %I QP—CQPIOQIOB®I,pafiafhd, 3@ @@ E C2500-1S-L
d983€,3«39"39 3,/(r°3@—3¢ 39,39 IO™:

Router#show version

Cisco Internetwork Operating System Software

I0S (tm) 2500 Software (C2500-IS-L), Version 12.3(26), RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by cisco Systems, Inc.

Compiled Mon 17-Mar-@8 14:39 by dchih



<output truncated>

2P REYEQ F€QF,nafE, af afhif«E3,EFQYE, nafiaf ks, SO V3T C1841-
ADVENTERPRISEK9-M 5@83€€Cisco I0S &,%af3f°3, ' 5,83,¢ 3fafaf%a," 12.420)T
5,80V E5Q—3€ | 50,5,8,5,5,0£13"9 3, (1°AQ9—3@ | 5,39%IQ™EE,

Router#show version

Cisco I0S Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWARE
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 1@-Jul-08 20:25 by prod_rel_team

<output truncated>

Cisco |OS

8, Y-8f~8f 8,13, 8 ¢a@®afafiafaa,'aa @ e ©3%0t3Q®&;14S =f...4 +3€@ a»¥a 3@QB®Afafs, 3¢
"White Paper: Cisco IOS Reference Guide" d@8¢(°e’°@a @83 @ @a@34a@™: http://www.cisco.
com/warp/public/620/1.html &€,

8, TaYrac€ss, 49 «a,"89839,39%36,,30"39 3G ECC°* QIO 3, EIHYELLI"O

Survivable Remote Site Telephony 14 SRSTiV%o Af CAf Vi %A@ ®IQ VS, @ 5@« " A®Za+3,ES ¢
Cisco IOSaf{af€ 3,13, '5€ 3%:£6Y;5,30—39'30 | 5€,50%363,"3€,

Cisco IOSXR 3@ 60%?31,"3€@—3@3%43€»3,"3€,
Cisco IOSXE 4@ 3%+6Y:3,4@—3€'3€ | 3€,393%43€>3,"3€,
Cisco Unified Communications Manager 4 a%2+€Y;3,/4€@—39'3€ | 3€,393%43€>3,"3€,

Cisco Unified CME 8@ 3,3, a,'aftaf%a, afsaffasfcarafarta,
2OYef1d, a1 " 3QP™a APV, P3P« AR3I9 3, T3 | 81p+6Y;3,89—39'59 | 5€,50%33,"5

@ ®E, 3,3 f1h8"QIQ 955,39 | 59 "IQB®F,Caf%05f 5,058, N5 IQ®EL+EY;E/ 89—,
N\ : 39/ o

Cisco Unified CME 4@ Cisco I10S 3@ «(u+39 563, E3€ | 5,3, aly IP aftaf-af3,05faf%
3,%:3faf¥af 3, af5aP5@®3, 25 Uaf«at c@T 3,5 afQafhaf @A 39 5I@™AE,

Cisco Unified CME 3@®3, "3, 3,'aftaf?a,-afsasafcafafrasta,


http://www.cisco.com/warp/public/620/1.html
http://www.cisco.com/warp/public/620/1.html

2OVYefha@ a, afaf%oaf! afud ¢ a€@«é»e©+afCaf'afaf13,£3@®A"0C, '3, @ Qi IQP—I @3¢
a€xe™,cS, a9« % Oce 1S,
3@°6»e0+3Q«L1e°«dQ9®E»eO+a»¥an-3,C3, 3,»3,'aQ@ —3€Qa€a°°¢5,39% "a®S3, 3£ QLT °«IQ9®
dial 4£23,"af" 3€53,"3€°3,paf%3f3,'3€®3," 3@ 1363 OC" 3€™a,af | 4143, 9 5f3,°8,04F°
3,1af14a53,"3%0%5,581," 5@ | é>»2©+af ! af 143, 93E,

é»20+af ! 4F13,95€@ 2@ Ea@ 3513, 1,aFSaf«afta,£3f-3, af 3fa+°5,4%i(" 3@ —3@ 3P PIO®é
3,78, a,'aftasra,-afsarsarcarafrasts £ eoYefhi@®x-id@® URL

3,/3€,0.809—3€ 33039,

http://www.cisco.com/en/US/docs/voice ip_comm/cucme/admin/configuration/quide/cmemobl.html

5,5, 3, '6f 14/%3, -4 SAf°af CAf* Af%Ef 15 £ a0OY &f V50 ®4f3,°5, 5

3,3, 3,,af83 3@ ®e,18%+2€83@ c@78°@& Uir"»r'fRE. 3@ Tirrae, @IO®3 351 14a %03, a®YE;EAS
’I'%ADOS'I'%%oggﬂ&...(5,’5%'500ép'50"50""5@"50"5,’50_é.f1/2&~]0«50""5,(5@(5,,5Q—é,@é@%é0>5,
5003003 5015055 taffAN 5@ HTTP &! @t 3@ ®ILCIG ™M EE R, 5630 ®éme0+

IP &,¢3f%03f-3,'5€<3, %03 Q@—3 @« P¥i 39" "3@ QTIPS QQPIQIY3,"3E,

8323 (™»6(F22OYef1L3@ Er0e%0dS 3@« 55,4 4@ €@ r"»2'fe€.5€ IP

3,Caf%03f3,13,/CMr 28 @ —FE QIO "I OB, TaVitae€83, 5 GeLs O 3O™3, A OVE, @ IO «CISIO, 3¢
afsa,nafaf1af%od, €@ a;|0 @83 Q@ Q@I QIO ™AE,

1930 M E(E2 ROV A @ AfEAf 3, OFf«AF 30 520e%0aS 30« 565,539 %a@™aE,

€18 (M»E(E2a Q@ «E-CIQP™ME O3 °FQ 2-jaQ®AfEFE, 8L« AQriea e iQ IQPTIP8IHP YL

http://www.cisco.com/en/US/docs/voice ip comm/cucme/command/reference/cme alht.html#wpl031242
a€,

4@ "3a@®e,Ta%+x€8 Cisco af@a,° ID CSCsq58779
T4 CVEERAf A VA TA@ @30, 1V hd@«d, AQL3€ | 31"3@V5,55€ 93, 39 93,5, 13%+2€8555,°39%4...
ID CVE-2009-2865 3€ 8%0%3,581,"5€ | 8,%03, E3@%3@—3@Y3E,

DZEQ G-

"8, 3, 'af tAfsa, -af SAf3af ¢Af“ Af%Af 14 £4 ¢, 8S1E@«

FOMIIO"IQ I ¥An-39"aQ®E,TaV+2E83, IEQe» R  aQP™E 376 -3QFI9,3,559%3 >3, 5¢
FOVIQ 3@ —35, @R OC" 5,59°3,%03 @ «S°HEIQPAOP™E APV, QIO FEQLIECMEE2 IO ¢, 8
FO™I, QIO IOTIPIPVIONIO™IE,

&8 C™» (3@ 2-dQ®3E, 528 E %A@ «d, AQLI@ | C,iaS a@«

FO™I QIO IOTIVP8IPVIONIO™:

an

R

telephony-service
no auto-reg-ephone


http://www.cisco.com/en/US/docs/voice_ip_comm/cucme/admin/configuration/guide/cmemobl.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cucme/command/reference/cme_a1ht.html#wp1031242
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsq58779
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do

&tehec™»E[E24," G, j8SEa@ « I@™E,«3%0 QI QP«IEPIO™IQ'3Q | GOB®E»EO+ MAC
5,Caf%0af-3,'a€ & Zcr°cs, 3@« Cisco Unified CME

FO8A®3CUO0FIQ S, ES,&;..0 | QIOTI9,3,539%IY™3E,

59°3,309%39'3,Ea9°6»20+3Q (™M»EéE23€+3,(ES,%0a, E3O %33, 3E,

e8¢ CM»E 25 Q@ «é-CAP™E, R0 °FQ 2-idPPAfEFE, 3988 APrIPa, 3O"IO 1P FIP8IH O3

http://www.cisco.com/en/US/docs/voice ip comm/cucme/command/reference/cme alht.html#wpl1031242

af @affaf af afua, a€@® on Cisco

é..9CLRIH 3, E3QPYaftafea,nd,'3Q®3 3674, 3€,5,0: %3S érhe 3@ »-jd@B®IFEFE, 3858 O
Cisco

59«3, 3QL39 | 8S 3€°3,%03,EA @»lrae raef...& +3f%08,aF¥aS;3F35F 8,8, 035 %03 @88 OC" 5@ 83 O @A
http://tools.cisco.com/security/center/content/CiscoA ppliedMitigationBull etin/ci sco-amb-20090923-cme

aRxfx a@¢a,2afaf " a,  a,8a,¢

8, 158f*af 4, !4, 83, CA@ ®3, CAffaf—3&,°8f~af 143 %03, 'enced /3@ ™3, 53 @«3€9 AE@http://www.cis
co.com/go/psirt

5€53,39°39 93, Ea»¥E™QIQ®E,Caf%oaf 3,05, 95F5,3€,C..859—30 | 3€QL 365,559 13,4350
3,3 af¥af13, 3f833,/8 ne-3Q9—3@ 19 QIO 5959,

59,3933, FIQ® 3073, 3€93,Caffaf—a,°3F a3 %03 @™3,«2OYa™ 3@ «I Q@3 TIPaf;afCaf5¢
ef..4 +3€9«3 @2 739,59 E36,3,3 3639 a€@Cisco Technical Assistance

Centeri% TACi%4%03@%3OYaO a¥C 8, cuea, 5€83€,3, AfiafartarSars,
3f—afaf@3,nafE€afhi@ 3955 939,59 303093 3630 ,3€,

Cisco 10S & Y44f+4f 4, 15, §3, ¢ ®8; 1% 3 721 %03 @ ®39, & E5 9«59 3€@Cisco I0S

3O ®AFPIFEFAE, 35 53f-3,05P3QEe "eY%03@ 3, E3Q | 50,59 UIO™IE,

C%0'AREIQ ®AFAFEF A,

3F 8f-3,035 9«8, 14Vt eE55Q E5€,5,& 39 30 €03, PxLd, 40«3 20 GIORIFIFPAFNS, Y
158;@efe, 505875543, 13€08" —3@«@ "e%%03 @3, EIQUIQ™IE,

S€EeZ"3¥ 3FaFEMA, 3O —I9«IQ FEHIO IO, Caf%oaf 5,05, 15159 Edlcee" @595, E
%' 4RZTOB —3Q« "39+3, IO 59,3, AF 5 %S,'5,°5,55, 40159, 1% ¢ 1

5,@xfe, 36381 5F%3,'3,°5,53 @156, V%03 33,053 @ «3 9 «aQ %3, E3 AFaFEM%, aQEC 1hd
& AOO®IEERZ " 3Y aFAFE%A, FEH —FO«@ "eU%03 95, EFQ | 3©,3, A%, FEQIOUIOY.

afig, afEafvsl e e A faxgax f1r % 1% o R R R R R
Afeafaarya, .



http://www.cisco.com/en/US/docs/voice_ip_comm/cucme/command/reference/cme_a1ht.html#wp1031242
http://tools.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20090923-cme
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt

Affected
12.0-Based
Releases

First Fixed
ReleaseiVs 8, @acfi€p+3, Ea QP Yrr€d" @aO®afafafa, i%%o

~

e &Y AfoAfeafya,!

80234 3@™3,< 12.0 AY A QY3 @, 3@ Yafafaf1a, 3@ E3€,3,539 %4363, 3€,

Affected
12.1-Based
Releases

First Fixed
Rel ease|'1/4Aa<;®aeEéQ°§,CE:?\OVaeoe€é"050@5&35&355%5,‘?%%0

~

o7 " 8¥ AfeAfeary.A, L

80285 aQ™3,« 12.1 AV 5 QY3 €, 39 YafaFEf1E,39 E3€,3,539%3€:3,"3€,

Affected
12.2-Based
Releases

First Fixed
ReleaseiVs 4, @afi€a, EaQ Yr€d™ @39 ®aFaFaF1a, 114 %o0

ae7 8% AfPAfoafya,!

Q0284 GQ™E < 12.2 AV 5 QY3 €, 3@ YaFAFEfE, 39 E5€,5,539%3€:3,"3€,

Affected
12.3-Based
Releases

First Fixed
ReleaseiVs 8, @acfa€p+3, Ea QP Yrr€d" @a@®afafafa, %%

~

el &Y Afoafeafya,!

8O3+ 3@™3 < 12.3 AY A QY3 @, 3@ YA af1a, 3@ E3€,3,539 %4363, 3€,

Affected

First Fixed .
12.4-Based o o . n eax Eax £1p = 1o e/ a¥ afaafaafy.aa,t
ReleaseiVs a;®aeLa@a, Ea@Yee€a @a@®afraFasaa, 1¥%o
Releases
12.4 8, 1aYtaeE859 3 @ —
12.4GC &, TaV/a- e85 5 @ —




12.4JA 8, t8/taec889 3 @ —
12.4JDA 8, T&/to£859°3 @ —
12.41DC 8, T8/t aec8a9° 3 @ —
12.4JDD e, Ta/aeL839°a @—
12.4JK 8, 1Y/t o853 @ —
12.4)L e, Ta/aL83e 3 @—
12.4IMA 6, T8/t o839 3 @ —
12.4IMB 8, ta/ec859 3 @ —
12.43X 6, T8Y/s+ L8393 @ —
12.4MD 8, ta/cec859° 3 @ —
12.4MDA 8, T8Y/st o839 3 @ —
12.4MR 8, T8/t aec859° 3 @ —
12.4SW 8, T&/to£859°3 @ —
12.4T 8, t8/ataec8a9° 3 @ —
12.4XA e, Ta/aeL83e°a @ —




12.4XB 8, t8/taec889 3 @ —
12.4XC 8, T&/to£859°3 @ —
12.4XD 8, T8/t aec8a9° 3 @ —
12.4XE e, Ta/aeL839°a @—
12.4XF &, T8/t o839 3 @ —
12.4XG e, Ta/aL83e 3 @—
12.4XJ 6, T8/t o839 3 @ —
12.4XK 8, ta/ec859 3 @ —
12.4XL e, Ta/aeL839 3 @—
12.4XM 8, ta/cec859° 3 @ —
12.4XN e, Ta/aeL839 3 @—
12.4XP e, T8/ taec889 3@ —
12.4XQ e, Ta/aeL839°a @—
12.4XR 8, t8/ataec8a9° 3 @ —
12.4XT e, Ta/aeL83e°a @ —




12.4XV 8, TaVa- L8595 @ —
12.4(20)T4
12.4(22)T3

12.4XW 12.4(11)XW8
12.4(24)T2; 23-OCT-
2009
383" 0C" 4@ efls
12.4(20)T4
12.4(22)T3

12.4XY 12.4(15)XY 4
12.4(24)T2; 23-OCT-
2009
3983°0OC¢" 4@ efrs
12.4(20)T4
12.4(22)T3

12.4XZ 12.4(15)XZ1
12.4(24)T2; 23-OCT-
2009
383" 0C" 4@ efls
12.4(20)T4
12.4(22)T3

12.4YA 12.4(20)YA1
12.4(24)T2; 23-OCT-
2009
3983°0OC¢" " a@ efr

12.4YB 8, 1&V/oe85@23 @ —

12.4YD e, TaY L8595 @ —




12.4YE 8, TaVa- L8595 @ —

4 QRESOC" " 4%EVEQ 8.~V @R "

Cisco PSIRT
G833 €@ F€Q@r0e-3,Caf%af@a,ra, Naffa@«e "e1%iea,EIQ | i€, d,,TaV+trE8aQRE, @rLd " OC

59"3O®e,13Y%2€539 4,4,'5,°81...6 5QEC™Me |59+, E5Q%IO—IQVIE,
URL

http://tools.cisco.com/security/center/content/CiscoSecurityA dvisory/cisco-sa-20090923-cme

7

o' e’ at¥ee

afeaf"5, AfSAf° | 2009-September-

-4 a3 faxfaz 1,y 1
1.0 23 8@ C%o afafafia,

d'C¢" elO¢ .,

aee-4, Caf %oaf 3,03, 94f°8@ ¢,ja; @ %hiQPRE, IQPRIQP IQP—iQ | iQP ' xQPOPIINIO—IY )] 5€53,55¢
20e-a,caf%oaf@a,nd affde®xf...a ié@éé,Aé03éfaéf3é,_50®é1/zgg""éQ«é—C507M5,<é2—-é»>>50®éﬁ
5QUIOYIEDS,3,'3,25€ 0e-df%od,af¥afiafaf 3@ ®AT...4®"5,3°°4'SA 9T O —3 @ «dn%hoa> 3P —3a€
aee-3, CAf %ol 3,08, 5P @® " "8;°81.. 40 5@ «6-CAP—3@ | &f...3 +6..94;/39® URL

3,/ CeQPCYIQ—IfQIQ («IP®E»(2%%0d,, 2, 33, 2-1IQP—3QYa 49 QI (nUIYP TR
3Q"3aQP®af%oa,af¥afiafPaf d@®axf...d +ta@ 3€@3,3,'3°eL13"QAQP®A, afaf%0af| af14a3,93,'3 34t


http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090923-cme

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



