Cisco |l OSMPLSVPN
~ — o ~ ~ ~ ~ " ~ ~ ~ ~ ~ ~
@ ef...a ta,/afPafa, a@*ae1>a,<a@Y<a,,a@—a
&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2008-
M edi un{FOO80924-vpn 3803
& @a...~é-<e—Y¥ : 2008-09-24 16:00
df@afa, afsaf 1.2 : Find
CVSS3,4,%3,¢: 5.1
DZEQPic-: Yes
Cisco af@a,° ID : CSCec12299 , CSCee83237

se—Yooe-E7AQ«d, a,cef...a 3@ A€Qe 23 9«A, a,<AZYr-1aQPREPZA...~ a1 P4
&, €O

Cisco |OSaf @ af143, Af8af° 12.0S &,5€@12.23€912.3 3@« 12.4 3953, 3@>af7af«af@af—af-
af"aj af« afoaf™af« a,'a,naffaf@asra, iva"MPLS%%o0 af @afhaf@afEaf« af—afOa,naf™afuas”
af@affaf as afua, 1% VPNi%%o0d€<« VPN Routing and Forwarding 4f©4&,2af % VRF

3fO3,naf 1% 3@ RIQPYS, @IQ« AR3I@ 3, E3€ | 4®YeEa@—aE@Customer Edge

%" CEi%%03€53,"3€°> Provider Edge i14"PEi%4%o aftaf€a,na,'é-"a@®afoeafhafeafa
a,2af1haf a, ! a,8a,n af—afaf a af«iva"BGPi14%038, a2 ¢"  d@™a «affaf@a,na,'a@ =f.3 +3@CE
VPN 3@®é-"3@83%@r@-3@™a3,3, 0@ TaQ«a@™3 2«3, a09—3, E3QI@>3,"3€,

é>2é0gg—é@?0“é@®é,,’ré%iae€§§0®é>>1/zae,>é,’é§©éo’éo 13"0¢" " A Q8I QPP IONIGO™AIE,
GQ"aQPRI QEEIQ e«—CcOT3, afOif1haQP«a,"aQLIQ | PE dftaf€a,n3,'3€® extended

community 3,81 ! c@T13QO™3 3@ IQ QI IQOLY-IQIQ 3, EIQUIQMIE,

59"3QOPI QEFIQ R"»X'fO€.. 59«3, IOLIO | RLOABZE«—(E, 50«8, QXL OC" GO™MIIQ"TO 3¢
§,-815%@ a€"3,(E3,%3@®e,Tal+r€85@«a %4at|a@™a,a,%afaf"3,!4a,84a,¢
a,caffaf—aftafihasf a,'r @@ a¥n»i@P—ai@ | 3, Q%IYP™IE,

59"3,E3, %39 ®8,T8%+teE83€«8 hIP—39 3@ 376, -39F3€,5,559%IQ™IE,

3@ "3@®3,Caf%05f€a,13,935°3€ http://tools.cisco.com/security/center/content/CiscoSecurity Advisor
y/Cisco-sa-20080924-vpn &€ 8ae72¢°a €3, E3 @ %A@ ™EE,

2008 & 9aac 24 se—¥ |0S &, Caf %oaf @ 3,13,93f° 5@ «3," 3@ L3@ | L, 3903413 @%a,Ed > 3@
12 3@ ®3a,»3,af¥afaft5,£ &, %0af€a,15,93 5@ Ea @« @3, E3@ | 5,3 9%3Q™EE,


http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-vpn
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-vpn
http://tools.cisco.com/security/center/cvssCalculator.x?version=1.2&vector=AV:N/AC:H/Au:N/C:P/I:P/A:P/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCec12299
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCee83237
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-3803
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-3803

3,Caf%03f€a,03,95°5€@® 11 3€ Cisco 3€® IOS software

dQ®e,Tal+e€83@«a 43t aQ@—3€Q1 3QrIY®A, Caf%odf@a,nd 9af3€ Cisco Unified
Communications Manager 3@ ®¢, Ta%+e€83@«a 343t | 3@ —3@3%HaQ™aE,

3€,3,Caf%03f@a,nd N5fa€ afafafnsa, s, afa, 'af d@—a©%aO ™3, Caf%oaf 3,13, 9af 5«27
é@,,éf%oé,éﬁéé.fi§f3éféO,éé®§fa§f3§,_éé_ae—|ié0®é@"50§§,§§0§§0“"é€,

« http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20080924-i0sips

 http://tools.cisco.com/security/center/content/CiscoSecurityA dvisory/cisco-sa-20080924-ss|

« http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-sip

e 924-cucm
 http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20080924-mfi

« http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-ipc

 http://tools.cisco.com/security/center/content/CiscoSecurityA dvisory/cisco-sa-20080924-ubr

* http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20080924-mul ti cast
» 924-scep

* http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-20080924-i osfw

o 924-12tp

€023V eFYLa" €@
ac®xfx a@éa,2afaf " aq, a,84,¢
Cisco |0Saft4f €&,25,'4€  MPLS VPN 36« VRF
3f03,paf 3QRIOYI, @I« AR 3, EIEQCE 3€53,"3€° PE aftaf€a,na,'é-"36®
BGP3,»affa,-af8af 5@ E3€,3,55€83€@extended community
3/at | cOTta@—a@3%a@™e,Ta%+aE, aftaf€a,na,'a€E MPLS VPN 3€< VRF
3f03,n3f 3@ RIPYI, @3 «3,3af73F3af %0 address-family ipv4 vrf <vrf 4@ @a%o€ >
3Q%IQYIQ & ARG 3, (S 3@ 3€@address-family ipv6 VRF <vrf 4@ @3%0 3 & >
af faf €a,0d,"3,%a5°af+a,£3, ®afYaf-asia, 4f8ar’a € «3€,3,55 @ %3 9™aE,
¥4 <3¢ MPLS VPN
FORIPYS, QIO «2 AR33@ 3, F5,Aftaf@3,03,'3Q83RYe|E3€+3,F5,<3,35f 238 %03, (°3 @ —3 €

<#root>

router#

show runni ng-config | include address-family [ipv4]|ipv6]

address-family ipv4 vrf <vrf-name>


http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-iosips
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-ssl
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-sip
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-cucm
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-mfi
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-ipc
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-ubr
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-multicast
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-sccp
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-iosfw
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-l2tp

a¥a 3@ PE 3@ CE é-"3® IPv4 BGP3,»3ff3,-3f83 3@ @I V3, @ 3@« a®33+3,E4 «
PE 3ft53f€3a,03,'3,/(n°3@—a@%3@™:

router bgp <Local AS>
address-family ipv4 vrf one
neighbor <nei ghbor | P> remote-as < Renpte AS>
neighbor <nei ghbor | P> activate

Aftaf€a,nd,'a@«

Ciscoe£%a"@a€@afa, a,naffa@8a«al0ea@™a 3,1,afaf"3,!8,83,C3,3" nd"Ya@—a€@4a,-3,"aftaf a
" show version " &,23f7338f%o03,'C™°¢;E3@™3,«39Ya,@3€, Cisco I0S

a,%.af-af" 4, a,83,¢a€ a€CEInternetwork Operating System
Softwared€Q@3@%iQYi@ 3@ IQ«IEEI0SIEQIQ & (n°3@+3,EIPAUIQ™AE,

31°85,e- |3 Q@R FEA@8I€QF,0afafa, 4@ QIQ FEEAFQafl3, 3335 «F€QA... & EIQP—3@ |2
10Safeafeaf1ad,' a @ @I @®E-"a@8e| ¢r°a@™3,«a€, a»-3@® Ciscoaffaf@a,na,'a@«" show

version "

3,°8525585%05 @ E3€,3,539%3€>3,"89%3QVI@ QY3 @I9« YIQ®I1°85:3,4 759 3@ | 4,45€
a9 ®33%4<3€ Cisco IOS Release 12.4(11)T2 3,3®Ye|E3@—3€@ | 3€,5,¢
Ciscoef)3"€a,xE1a®359—iQV5, i0RIP550™:

<#root>

Router#

show ver si on

Cisco IOS Software, 7200 Software (C7200-ADVSECURITYK9-M), Version 12.4(11)T2, RELEASE SOFTWARE (fc4)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Tue @1-May-@07 04:19 by prod_rel_team

<output truncated>

Cisco

|OSAfeaffYA 18 VAP 9L 93%0iIORIQOQIORI-39@xS.. .4 t3€ FEEC™ Vo 5 &3 %357
http://www.cisco.com/web/about/security/intel ligence/ios-ref.html &€83°©¢" " 3@ &fa€@83€,3,«

Cisco I0Saf-af+3,;af~af3,"3,-3,03f%03€ @ I€Q

e, Talstae€8s, 4@ «a,"a 983 €,39%30,30"39 aQEC( QIO

MPLSVPNs 4@ ®3QY3, @i@«e aR359+3,Ea@59,3,3,"3,°£13"@3€< VRF



http://www.cisco.com/web/about/security/intelligence/ios-ref.html

af0a,naf 3@ 3@ "3@P®e,Ta%+r€83Q«3,"aQLIQ | A% AE-IO—3 8@, Q83Q™AE,

I0S

5’ BYe|EEQP—39°39,3,3,'3,°eL13"Q93@ 30"3QO®E,Ta1tr€85@«3, 3 QLIQ | An%0AE-G@—3i4

Cisco IOSXR 4@ 812+6Y;3,89—39'3€ | 5€,30%36>3,"3€,

&>—-3@®3,-3,"

o' e, at¥ae

3°0f18" @39 «5953Q,39 | EQIQ"IO®F,Caf%oaf Q5,035,935 Q®EV+EY;: 5, 49 —3

2009- §
afeafa, arsars April CONae 2—83%QPiQL3,3,3, FQTIPIEQPLPIQ 3103, EFQV3, 1afaf 2
1.2 16 aftafuaf-af«3@ IQPRIP-E™MriQ3,FIQPYa,C..83€,

oo .. [2008-

afeafa, ,afsafs N x A rempan , s s wna

11 Nov- |27é@;c- 8 »8, 3 -af Saf3a@®ae> -, e a®sa¥aE,

' 19

B a afsar) o

L0 : Sep- |&@373...~é—aFafEfa,

' 24

80" el@¢

a8, Caf%odf € 3,035,933 8,98 %hIQPB], IQORIQP 19—31Q IO QP PIWIO—3 | 5653,55¢
e0e-d,Caf%0af @3, 3, N3 5@®x]...4 13953, 53358, 3@V " FQ«E-CaP™E,@2EmIP®E £
AQUIOYIEDE, 3,359 2e-af%03,afYafafEf 3@ ®AT.. 403,42 8'S5 5@ —3 @ «dn%oe> TP —F€
a0e-d, Caf%odf @ 4,13, 35 Q@®e "8 08T, AR '3 «é-CAH—3@ | 2f..& +6..95;i5€® URL

3,/ CeQCYIQP—I€QPIQ (-IPB®E»(2Y%0d,, 2,90 33 - 1LIP—3QYE 49 F€QI ' (UIQP TR
3O "3Q®af%03,af¥af3FAf 3@®xS..4 +t3@ 3€4,3,'5°0£ 13" QIO ®F, AP af%0af | 3F143, 98,8 Vbl



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



