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&, Ta/rteE83 @ ®a€,a,<e£%23" @
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10Saftaf€a,na,'a@E IP
%4"VOoIP%%0e©Yefl4a Sa@®aese a4 3, FIQYEV £ 5QBE €6 34 39 —3€ | SIP
afiaffa,»afa, 3,dt | c@Ta@™a i@ 3@ IQ83QO™i1 @ "3, EG@ NAT
3€53,3€°355,i3,05,C3, | 5,03fhaf« 3f+3 FAfUATQATE 3, »3ffaf QBRI €EF 39 39— |
SIP afjaffa,»af%a, d@®at | @ T3P« QO AP—a@34a>3,"a€,1%%o0 Cisco I0S
FQ®rrte;'aQ®IfQIf1A, Af555€ SIP
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3f—3afa,»3,"3,'6-3853€@—3€€Cisco 10S &, SIP
afiaffa, »afa, 3,81 cOTa9—353, 93 33O UIG™IE,
4%+6Y;5,'8@—3€9'3QYe ARFOBRIHEO 2-dOBEESE SIQ8IO™:

dial-peer voice <Voice dial-peer tag> voip

Cisco |10S 4@ ®3,°3,53€ 3@, af@afa, 3f853F5€ & Cisco I0S 3 SIP
5,2af3af-af%3,-af85 3@ @3V, @3« AR35I O3, E3953€,3€8 SIP

3fjaffa,»af13, 3,8, @4... 8@ 3€3,%03121€Y:3,/4@9—iQ'iQYIQ"3@ 3@« 0RIP—I@ | 5,FP*
IQQIQORI»-3Q®xS..a + 4f€@3,°ID CSCsh25337
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http://tool s.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070131-sip &’ on Cisco

80,C. 550 —30 ' 5.30°30,3€,

af taf €a,03,'a€ & SIP

afiaffa,»afa, a,at ! coTaP—3@UIG™AfES vafolf«Af” & ¢4 SAfZAf3Af %a@P®IP Y, @I«

Cisco I0Saftaf€a,na,’

&"3®33,¢,'ReneIP™E G P 3@ 3P«3S 39 3Q | (B(PTRE. 5O IO%IPVIO, 10 QIP1IOEOR
show &,38f 7838 %0d, dvscC" 8983 @ Q3@ %IO™ SIP

3fiaffa,»afa, 3,81 cOTIQ™IIEQIQUIQPYIQ 1939039 TI« Cisco

10S3ftaf€a,03,'3€@ Eaf—afd,»3,'3,a®Ye| Fa@—3@ Y9I ™35 aftaf€a,n3,"a€ E SIP
3f@afhaf 39839 —aia@™a, Ea°3E,

a,3af zaf3af %o show processes | SIP &,” Cisco |10S a¢ & SIP

afiaffa,»afsa, a,’'at| c@ta@™a,af—afa,»a,'a, aeve|Ei@—i@ 39,3, 39 3QO0IQPTIP @ na ¥
i@ B®E%43QP83@ 3€@Cisco I0Saftaf€a,na,'a@ E SIP

afiaffa,»afa, a,'at| c@ti@—i@|39,3,39"3@ 3,'af—afa,»3," CCSIP_UDP_SOCKET

49 ®3"3ce"5953,"3€° CCSIP_TCP_SOCKET 4@ (4@ —3@%i®™:

<#root>

Router#
show processes | include SIP

147 Mwe 40FA46DF4 1
148 Mwe 40F21244
149 Mwe 40F48254
150 Mwe 40F48034

600023468/24000 © CCSIP_SPI_CONTRO
@ 5524/6000 © CCSIP_DNS

400023108/24000 © CCSIP_UDP_SOCKET

400023388/24000 © CCSIP_TCP_SOCKET
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Cisco 10S 4@ ®¢°a@23,«<af@afa, afsafPa@« Cisco I0Saffaf@a,xa,'a@ & SIP
afiaffa,»af1ha, 3,/c @3 Q@i 9-3QLIQ | 5,3, 3QIQPOIQPTIP (I3, Q3,39 3QNIQ-3@A3
show ip sockets 5€p &€ show udpaE€show tcp

eQC,a0™iQ'3Q | 930", %03Q®3,5f75Paf%i @M@ '3 | dQTIQO™MIQ 'Y | FO®

I0S afeafafa,'a@8acaled@—a@ a3 @,a @ A, 3af3af af Afvaf «af »af—af ~af v afe af>a,af

é—~ae, 3,38fzaf38f %.a@ E3@"3,(ES,'a" nA ¥AQ™A <A QRIQ«aVi (" dQP™ME A Q3@ dQEIQPZIQ QA <
Q3@ NIQ-39AIGEAfES1A, 3@« 31" 3@ —3@ | 32328 af %0 @®ESE, a3, e @ @8I
a»¥a 3@ af@afuaf” 5060 i14"SIP af@afaaf i1%h%od€@8a€@—asia@™a, af«afha,;a, crea @™

1 8,°3f23F33f%03@® 1 3@riQPRIInIQPZIO™:

<#root>

router#

show control - pl ane host open-ports

Active internet connections (servers and established)

Prot Local Address Foreign Address Service State
<output removed for brevity>

tcp *:5060 *:0 SIP  LISTEN
<outoput removed for brevity>

udp *:5060 *:0 SIP  LISTEN

8, V4Af+af 4, !4, 83, ¢4, o8 Ya@ ™A IOV, @3 «aftaf€ s n3, 3@« Cisco I0S

ef 13" @I QPBAEQAFA,°4,naf 8 5Y20239™3E,<4, 5, aF TAf AF@AFSEf1Aa, 8] (a°a€ ™3, < show

version &,3afzaf3af%.a,’ c™oeEae™a,Ea€@°a€, Cisco

10S3,13f-3°4,!5,83,C5€@ A€EE,naF%8,; AfUaf@Aaffar af afua,” &,°afsaf-aflafta, £a5°;,°
5,-3,'aftaf

3,%3f°3f°4,15,85,C3€ Q3@ 39— 2 VIQO—3QUIQOMIQ O, Feie°«E, 5QUIQOVIO 39736
31°85>2-ja @ REEI€QIEEAf@aflha, 3835 Q«3€A... ¢ EiP—3€ | 59,5, 39AQFIO"FO"
Cisco I10S 3f25f25f%3,' 4@ @ 3% @ E-"3@®3,nafiaf1a, 4@ € 3ff3,£3,'3f—af-3,03€, 4»-3€©®
Ciscoaftaf€a,na,"'a€« show version

8,%8f 7838 %2 @ E2€),3,55 9 %393, 5@ —F€ QA YIQBEI°ESE,'8.759 56°5€,30Y3, @39 «AE,

ol CAQEEER
10S3,0af;af143, 3, 8®Ye|E3 @ ™3, aftaf 3,13, 563, %03 @ ®31°853, (°a P —39 Y3, 59RIP8IO™

<#root>

router>

show versi on
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<more output removed for brevity>

Cisco

|OSAfeafaaf YA 18 VAP 9L 93%01IORIQPQIPBir-39®%S..4 +t3Q FEE(™a 5 &3t %i'47
http://www.cisco.com/warp/public/620/1.html €83 ©¢" " a€ efL3€83€,a, Cisco
[0S&f-af+3,j3f~af3,"d,~3,23f %03 € @ 3€,

Cisco Unified Communications Manager

59 39%IQOVIQ,iQ0QIQrIPEORIYP S, (S, %0IP®e, 13Vt E83€A,%05Q @3, ES, %03 EFC°a
Cisco af€e3a,° ID

39«3, 3QL3Q | Af afOSf5,53F%5,°3€+3,F3,3QEICQAV2+EY;3,3Q9—3Q'3QHIQ™IE,

Cisco Unified Communications Manager 3@ ®3 Y3, @3 ®3,3F3afaf3,2af° Security

Advisory 3€  http://tools.cisco.com/security/center/content/CiscoSecurityA dvisory/cisco-sa-

20080924-cucm 4@ 83" O¢" 3@ 8 Q@I QIO ™IE,

&, TaYrac€8s, 49 «a,"89839,39%36,30"30 39 ECC QIO 3, EIHYELLI"O

SIP
5 CAf—&f25, +Af Y4, -Af SAfsatod 2Af VA 4 14 88, 0ivi AL GIV9hod@ 3€"5,ES, %03 @@, 18Vt e€5a€a, %o
10S 3f@affaf af afua,~ 8 Caf%0af-3, an%0 1% NAT4%03€ 53,5 Cisco I0S

5O ®EF5,8,58,C5, 5,05 %af«C%o'REEAQ«E, FOLEIQ | 812 C" 58,5, 812eY:8, 4 0—30'59 5

Cisco IOS XR 4@ E¢  haf@i@—3€ | 3€,3,< Cisco
3ftaf€@ 3,03, 3¢ e0%3"3QP—3@%3€3,"3E,

Cisco Unified Communications Manager
8’ éMoi€, i@ | IEQPIQPPIQPRI»-FQRB®CiscoefV3"Q93@ @ 'aQ@®3, Caf%af@a,nd afa@«e’-x”

e©3¢’°

SIP 4@ 4,133, afuafQaffaf 3@ ®3, " 31367 IP

AfQ@affaf af afud,” a e ia,«eYa£°5€55, 3@3aF af15,°

3,335 144f«3,'C®iCPTIOP™I AP BIP iV 3+3,ES,«2™RIPSIHP—3OY4E, 5,°5fSaa5%],°
af—afaf 3’ af«3983@™3aE, SIP

39 3,°3f1haf«a»affaf 3, Caffaf—a€53, 9%y, a°TAPRIQP™MIOP'IQ  AOPIY éCH, 3T cOTIO™E ¢
EY33£°5€53,°5@°af"4f15,°5€ SIP

3O ET3T ! cOT1aO™E, IO EFEQIf—afaf 3, 3af«a@Ea, af1uaf«d,»affaf a8, Caffaf—a€5a, " a€3cp,a°14,'3
SIP 31431°3@— 3,-3,°3fS3F55%3,°3@ & 'eece—(¢S,39%e»CE€Q Af—afaf 5,%5f«5Q 3H—3@
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UDP i~ af@af14af" 506011%4%0a€Q@TCP 114" af @afsaf” 50601%%03€ @3 @%@V TLS
%" TCPaf@aflhas™ 50611%%03,'d%2:¢" 3 @83 Q@A Q%IQP™IE,

ao%t@a,pafiuaf'a,'edd¢ | a@®e,1al%+xe€839 Cisco I0S G ® SIP
é®\?é£...é@«é@,é,§éQ%é@“"éﬁ 3€,3033,E30@®a 'é@‘é,,é,,’ré%iae€§éo_aeoe%oé§1ééa SIP
35i35F3,»a5 %3, 3@ ®8T CO139«3, 5OLIQ 8% IO QLN IO 'IOMIOIO FOTIQFIQOINUIO™M]

AfiafCAfeafaafys A8, tavitae€s

CSCse56800

5@ «3,” 8,517 cMaEaf Af VA A0 @5 1Yo/ EY (A AP —3 Q'3 Yaftaf@a,na, 'a@8afafcafarafua,”a, a
afiafcafearass, a€ ae%idS'a€? SIP

afiaffa,»afa, 3@ ®c%o'aRSIQB®C ®E|Za@®at | c@Ta@«3, d@L£a@ | Cisco

[0Saffaf€pa,nd,'a@ EaQ%i@ Ac8120039—3€ | 3,3%° 3@ QP3O 3O 3, CEa€Qgan+€aOTMaQ1éQ
a,uaflasfa,'a@®a,caf™a nafoaf afasta,£a,'c "AESIO™E 33, 39 —3, EIQNI:3,"5

33O, Ta%+r€83, 39 O3, 5,0, Ta1+r€83€53,"3€33...~é~i1%"CVEi%%o ID CVE-2008-

3799 3@ 3%0%3,58%:"3€ | 3,%03, E3QH%I@—aOYAE,

dftaf@a,nad,'a@®afrafasnaf%oe, tavate€s

> ja@®e,taltr€85€ Cisco
10Saftaf 3,03, 3@ ®afafaf%haf %03 @ «3€,5 QP QIP TP IO ®C%0 3R P53, 39°202%035 362
SIP afjaffa,»afa, a'at ! c@ta@—i@ | a@,3,6- '3°75Q €93 39 39 T3€,3,5309%3iO™:

« CVE D CVE-2008-3800 &, 8%0%3, S84 4€p | 8,%03,(E3,« CSCsy91306
TYa" c™»&E2Af A V8 15 ®3 € ; 1Yo

+ CVE ID CVE-2008-3801 &,’ 8%028, S&v4" 5@y | 8,%03,(ES,« CSCs62609
/4" c™»e@2Af A V.8, Ta@ ® 3@, 1/4%o0

« CVE D CVE-2008-3802 &, &%023, Sv/%* 4€p | 8,%03,E4,« CSCsk42759
Y4 c™»&E2Af A V.8, 1A ® 3 € 1Y/4%o0

DH7EQ G-

a/+6Y (A 4@ —3€'3@Y Cisco I0Saftafes,na,'a€ & Voice over IP
3,0af1433,'3€53, 393 3%"39£3€ ' 4;..8 QIOT3€,5,E3€° SIP

3, 2@ OQ3HaO™3,Af3,3F 363, FIOYe, Ta%tr€839PRIHQO0S, TS, rEQIOPLI©O ' 8€,3Q%IQO™DZ
dO™3,«0@"3@ O EIQQPPIPIOA,"AE,

39"3,E3, %03 @@, Ta%+e€83€«3,°3,<3%+6Y:3,/8 1M QIO™I IOV, QIQ I DI, i QQPIQPIO
39 QIOOCOIEC-39 3O €QEO0I 139 Ef15f0a,13, 5@ OI@ 3@ Taf«af%ha,;a@«e¥ Y5508,
3S'e7003,6«"5, 93,3 OV, QPIP«IEQEr 2 3@ AFQAFFAS A aflha,”a, 4ff4, 3€®35,CaFaf@a,'af—a.
SIP 3@ Eex»Cé€@ af—afaf a af«a@ a@—a€ | UDP
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3,/8%i¢" AR 3Q @, PRIGP/IQIQPRR"QIeiQES;...0 | @IQ 3O, S3©%IQP™3E,
af@affaf af afna, at..a€@®a,3,"a,>
aftaf€a,nd,'a@«Q@OC" 3@ ef1ha@a»-3@®A %43;e(-3€@ IEQPIVP"'TOB®S,Caf%0afQa,13,93f3@C
Applied Mitigation

Bulletina€€3,'39,¢..889—3€@ | 3@ QIO 3@+3€,3€,a»¥3 AQBAFIFE, 3€<3,%0a...¥R %03 QP83 Q@
http://tool s.cisco.com/security/center/content/CiscoA ppliedM itigationBull etin/ci sco-amb-20080924-si p&€E,

Af18, £8, »AfVAf—8f « S|P &fe4, 1Af Af°H, *Af @ aF1BaF"

SIP 4@ %0853«

595,38, 39130« @2+, 3@ —39°3,5f13f@5,03, 39 -39 —39 3@ 20=€],,C°I30 3OBIQS:
SIP &,',i35'4@« 3@™3 3P 3@ IOEIO™IE,

®-jaQ®35,35f7535f %8¢ 3€"3,(ES,'¢Q 2" @3@™a,« Cisco I0S

8%0%8,58,"3€@ | CRicOTRE... 3QBAFQ A1, AFFAF:

sip-ua
no transport udp
no transport tcp

& SvsS 5@ i@ ®a26@:c-3," MGCP G« H.323
‘At cOTaO™E,«<af1af@a,08,'a@«EQOC" AQPMNI @ IQPPANUILICIOVICQISTafQa,na,"'a@ §,C3, ¢
é fhaf«a@Eat | c@Ta@ 3, E3@ | 5€,3,E-"aF | c@TaO™E,< SIP
JaQRR(CIPMIGO'IQ 3@ efiQ«iO—iNhaea, " aE,
©'39®3,39139°Sx’QI9P830 I£QIO"IO®I Ud 0ec-3€ 5,C5, afta,£3f-
BGafhaf«a@Ecie)"' @« @rr(iQoMi 9 i@ IO EiPti9€5,39 €€ Maintenance
a,13,£afaf%03, | 3@ ®E-"3@«2 aR33Q+3,Ed 3@ FQSIPZIY™MEE,

QJl QJI

QJI an

9 3QB®S %3 00¢-53,6QOC" FQP—IQYIUTI€HL,13%+2€83QES 4o 5@ ™5, Rf 13" Q3827
show &,3afZ4f%af%.a€ & Cisco |10Saftaf@4a,n3,'a€ &S, 39 4a,, SIP
afiaffa,»afna, a'at | c@taQ@—i@ | 3€,i09%50,30"3€ 3,/c(°°QIOP™i,CPRIPIQP"aQ 8,aVic"

8, 3Af3Af AfAfvaf« Af—Af-afvAf: Af @afa, a88,°

QP QPIHIO™E ;.0 | QIO EIQ,3,3f1af@5,15,"3@«é-C39—3@ 3@ SIP

3@ QO3 (330830 ™5;ié LiQP8iQP QIO 3,3,23f13,'5€ 5, %03 Q@RIfIaf@F,035,"' 3@«

SIP 3f"af©af-3,£affa, a, af-afaffa, 3€@™a, 3@ ®a@«3,33faf afaflhaf« af—af-afuaf
af€afea, af’a, iva"CoPPi%%03,'dY2,¢" " a@—3€p | 3@ efrx€83@®IQ,5,<3; QAR I QP—a3@3HaQP™3IE,
Cisco IOS 3&,%.af-af"a, | 4,83,¢ affafasna,’


http://tools.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20080924-sip

12.0S3€€12.2SX3€912.255€ 9 12.3T5€12.45€95955,°59° 12.4T 39 3€€CoPP
2OVefYa,'8,uaf@aFUAF 3@ —i¢ | 59,59 %IQ™IE, 3f1af @3 n5, 59« COPP

5/ 40359 —3@ | FEQ OO T —af-afhifae 3,3 af afafhaf«

5f—af-3f %33, 4, @ 3@ —FEQ@r—Ca 3@ B3 »3, 3 ¥aFAfE,E

5f@af3, af K358, 59 ARIIG AU FQLIQ | FEQI nAFAf3f03, 55 4fO3, afQAFEFQRAFIAF@A "
2-3QBIVIQ AfQAFFAF Af 3f %3, 3@« QO RIP 593,39 3 FOTIQFIQQIOUIO™:

l-- The 192.168.1.0/24 network and the 172.16.1.1 host are trusted.
I-- Everything else is not trusted. The follow ng access list is used
l-- to determne what traffic needs to be dropped by a control plane
l-- policy (the CoPP feature.) If the access list nmatches (permt)
l-- then traffic will be dropped and if the access |ist does not

I-- match (deny) then traffic will be processed by the router

access-list 100 deny udp 192.168.1.0
access-list 100 deny tcp 192.168.1.0
access-list 100 deny tcp 192.168.1.0
access-list 100 deny udp host 172.16.
access-list 100 deny tcp host 172.16. any eq 5060
access-list 100 deny tcp host 172.16.1.1 any eq 5061
access-list 100 permit udp any any eq 5060
access-list 100 permit tcp any any eq 5060
access-list 100 permit tcp any any eq 5061

.0.255 any eq 5060
.0.255 any eq 5060
.0.255 any eq 5061
any eq 5060

[ i o S I SN
Ll i S IS

1-- Pernmit (Police or Drop)/Deny (Allow) all other Layer3 and Layer4
l-- traffic in accordance with existing security policies and

1-- configurations for traffic that is authorized to be sent

I-- to infrastructure devices

l1-- Create a Cass-Map for traffic to be policed by
1-- the CoPP feature

class-map match-all drop-sip-class
match access-group 100

1-- Create a Policy-Map that will be applied to the
1-- Control -Plane of the device

policy-map drop-sip-traffic
class drop-sip-class
drop

l-- Apply the Policy-Map to the Control-Plane of the
1-- device.

control-plane
service-policy input drop-sip-traffic



el&' SiVE SIP 4@ e»Cé€@ af—afaf s af«a@ 3@—a€ | UDP

3,/8°0¢" A@83Q VI, IPRIPTIR 2 ™"aQ«4;ié 1ha@3,EIQY IP
3,¢af%0af-3,'a€<3, %03 @ ®IY"3,ES, %od @RAf@af1af a €« ACL

3,39 Q3O®3%0%3,581,"5@ | 6€35; i —AE—39+3€>3,394,,59—3,EIQ°59,€05;i30 360
IP
3,Caf%0af-3,"a,'a,'af—afaf-3,£3f°3,°4@™3,«<3@"3@ 3@ 3@ efx€8iQPRIP,3IPTIH™IE,

456759 ® CoPP 3@ ®334<3 @839 3€€"permit"

5,03 5 -4f88f5€83€,3,<3,C3, a,»3,'3,2afaf afafnasf«afea,'af a,  afrfaf afe (ACE)

5@ «eO’3V"3QP—AEQR"»x'faQPl3@,5,«3@ efLxE83QR®IQ,5,<afd,+affaf 3@ a€@policy-map

3@ ® "drop" OV &f V-4 «3,"3,58»fef, 33, Fa@%IQ™IQ TIEQA £x-"3€€ " deny”

3,05, 3, -Af 8Af3(€ &Y 0603, EIQ | 59,3 93393, ) 5@ «O%3)"3@ ™4 ,af 3, +affaf 3@ a€@policy-

map 4@ ® "drop" aOY efE@ ®3V:+EY,; 3, 8@ —3€'a9343€>3,"5€, CoPP

OV ef /@@ AR33€53, 39314 (" IQPPIQPPIPBI»-3QB®xSf..8 3@
http://www.cisco.com/en/US/prod/collateral/iosswrel /ps6537/ps6586/ps6642/prod white paper0900aecd804falba.t
5€53,"3€3 http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gtrtlimt.html

298¢ |« d@Pri@'a«Q"ie QLIP3 QPPIPHIO™EE,

as®afee a@éa,2af°af 4, a,84a,¢

8 Vo8faf 4,18, 88, CA@ @3, CAffaf—3a,°af~af 143 %03,'enced " 739 ™3F,«653 @« F€@http://www.cisco.com/
5€53,39°39 93, Ea»¥E™QIQ®3,Caf%oaf 3,05, 955, 3€,C..800—3€  3€Qe-3€"5,550 13,4350
3,135 ¥ %3, 5835, 8 ne-39—3Q | 5QOQIQ 3936,

59,3933, FIQ® 3073, 3€95,Caffaf—3,°3F a3 %03 @™3,«eOYa™ 3@ «I Q@3 TIPaf;afCaf5¢
ef..8 t3Q«3 @2 739, 39 36,3, 39 3¢ a€€Cisco Technical Assistance

Centeri’a" TACi1%%03 @ %3 QY3 3¥'¢ 3,/ @3, "a983€,3,Aafarartarsara,
f—afaf@a,nafeaf1hi«i953:° 930,30 3630030 3630 ,3€,

Cisco |0S & V4af+4f 4, '3, 84, Ca@ ®&] 1143 @ Z%%%03 @ ®3 €& E3 9 «3€ 3€€Cisco I0S
d@®afafafaa," af af-a,pafa@Ee "e%%a@-3,Ei@ | €, @%IQP™IE,

c%0'a®33@®aAfEfEf14a,"

3 af-3,03259«8,Ta1%+x€83Q@Ei€@,5,<3 3@ 3@ €@, Pef], 3«3 €l @IQ®IFIFaf13, TV
1 a;®@xefx 3@ afafaf1ha,'3€Q@a"—a@« "% d @3, Ed @I ™E,

FEERZ"AY afafafa, 3€Qa" —3Q@«3@ IEQIQ"IOB®I, Caf%oafea, na 1af 5@ Ealer @i 3, CE.
%0 AREIQBE —3 9« 55, E3Q | 5,5, AFFEfYE,5,°5,55, 8908, ¢ 1
ég®ae£aefé@g_§.faéfaé.f%é,1é,“é,§éQvé0,,'[%%051’“53‘—-5,véf3éé«éQ«éé%é,CEé,éfaéfaéf%éﬂéQCEg" 143
& FQ®IEErZ Y afafafkd, 3€QE" —a@«e "e1%%a &3, EIH ' 3€,3,<af 355143, 3€ QA QAT QY


http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6642/prod_white_paper0900aecd804fa16a.html
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gtrtlimt.html
http://www.cisco.com/go/psirt

afia, afeafs

A A A A A

3. RcOTaOa,EaQYafafafna,'a@® AAAAA O ¢ €8
Aff
ected First Fixed L
12.0-Based o . . o ~ Eax £ax E1y % 1o e/ a¥ afeafeafvaa,t
ReleaseiVs ac®acfa@a, Ea@Yere€a @a@®afrafasaa, i%%o
Releases
SO28/5 5™« 12.0 afMaf143, 3@ ®af 5313, 3€ 3€,3,53€%43€>3,"3€,
Affect
ected First Fixed L
12.1-Based o e . e ~ £ax gax £1y % T &/ a¥ afafeafyva,t
ReleaseiVsa;®@aeLa@a, Ea@Yee€a @a@®afraFasaa, i¥%o
Releases
S04 3@ ™3 < 12.1 af™afna, 3@ @143, 5@ 3€,3,550 %363, 3€,
Affected
ec First Fixed o fo e et
12.2-Based o e . ~ £ax gax £1p % T e/ a¥ afaafeafva,t
ReleaseiVsa;®aefLa@a, Ea@Yrme€a @a@®aFrafraraa, 1va%o
Releases
12.2 8, TaY/+a£83@ 3 @ —
12.4(15)T7
12.2B Vulnerable; so£8 @3 Q®a; Refi@ 12.4
12.4(18c)
12.2BC 8, TaY/+aE839 3@ —
12.2BW 8, Ta/oe£ 853 @ —
12.2(33)SB2; 26-
SEP-08
12.2BX Vulnerable; s0£8 @3 Q®3; Refi@ 12.4

59853°OC" 3@ &f

12.4(15)T7




12.4(18c)

12.4(15)T7
12.2BY Vulnerable, s0£8 @ 3@ ®3; ReL3€@ 12.4
12.4(18c)
12.2BZ 8, t&/+ o839 3 @ —
12.2CX &, Ta/+ o889 °3 @ —
12.2CY 8, t&/+oE839°3 @ —
12.2(33)SB2; 26-
12.2CZ Vulnerable; migrate to any releasein 12.2S SEP-08
5983°OC" " 3@ efr
12.2DA e, Ta/aeL839 3 @—
12.2DD 8, T8/t aec859° 3 @ —
12.2DX 8, t&/to£859°3 @ —
12.2EW 8, t8/taec889° 3 @ —
12.2EWA 8, T&/o£859°3 @ —
12.2EX 8, t8/taec889° 3 @ —
12.2EY &, T8/ o839 3@ —
12.2EZ &, T8Vt o839 3 @ —




12.2FX 8, t8/taec889 3 @ —
12.2FY 8, T&/to£859°3 @ —
12.2FZ 8, T8/t aec8a9° 3 @ —
12.2IRB e, Ta/aeL839°a @—
12.21XA &, T8/t o839 3 @ —
12.21XB e, Ta/aL83e 3 @—
12.21XC 6, T8/t o839 3 @ —
12.2I1XD 8, ta/ec859 3 @ —
12.2IXE e, Ta/aeL839 3 @—
12.2IXF 8, ta/cec859° 3 @ —
12.21XG e, Ta/aeL839 3 @—
12.2JA 8, T8/t aec859° 3 @ —
12.2JK 8, T&/to£859°3 @ —
12.2MB 8, t8/ataec8a9° 3 @ —
12.9MC Release prior to 12.2(15)M C2c are vulnerabl eivAE releases 12.4(15)T7

12.2(15)MC2c and later are not vulnerable; catd @ 3@ ®3; ®e£i @




12.4

12.4(18c)

12.2S 8, T&/to£859°3 @ —
12.2SB 8, T8/t aec8a9° 3 @ —
12.2SBC e, Ta/aeL839°a @—
12.2SCA &, T8/t o839 3 @ —
12.2SE e, Ta/aL83e 3 @—
12.2SEA 6, T8/t o839 3 @ —
12.2SEB 8, ta/ec859 3 @ —
12.2SEC e, Ta/aeL839 3 @—
12.2SED 8, ta/cec859° 3 @ —
12.2SEE e, Ta/aeL839 3 @—
12.2SEF 8, T8/t aec859° 3 @ —
12.2SEG 8, T&/to£859°3 @ —
12.2SG e, T8/ tae£859 3 @ —
12.2SGA e, Ta/aeL83e°a @ —




12.2SL 8, t8/taec889 3 @ —
12.2SM 8, T&/to£859°3 @ —
12.2S0 e, t8/tae£8589 3 @ —
12.2SRA e, Ta/aeL839°a @—
12.2SRB &, T8/t o839 3 @ —
12.2SRC e, Ta/aL83e 3 @—
12.2SU 8, T8/t ec8a9 3 @ —
12.2SV 8, ta/ec859 3 @ —
12.2SVA e, Ta/aeL839 3 @—
12.2SVC 8, ta/cec859° 3 @ —
12.2SVD e, Ta/aeL839 3 @—
12.2SW 8, T8/t aec859° 3 @ —
12.2SX 8, T&/to£859°3 @ —
12.2SXA 8, t8/ataec8a9° 3 @ —
12.2SXB e, Ta/aeL83e°a @ —




12.2SXD 8, t8/taec889 3 @ —
12.2SXE 8, T&/to£859°3 @ —
12.2SXF 8, T8/t aec8a9° 3 @ —
12.2SXH e, Ta/aeL839°a @—
12.2SY &, T8/t o839 3 @ —
12.287 e, Ta/aL83e 3 @—
12.4(15)T7
12.2T Vulnerable, s0£8 @ 3@ ®5; ®eL3€@ 12.4
12.4(18c)
12.2TPC Vulnerable; contact TAC
12.2XA 8, t&/to£859°3 @ —
12.4(15)T7
12.2XB Vulnerable, s0£8 @ 3@ ®3; ®eL3€@ 12.4
12.4(18c)
12.2XC &, T8Y/r+o£839 3 @ —
12.2XD e, Ta/aL83e°a @ —
12.2XE 6, T8/t o839 3 @ —
12.2XF 8, ta/aec859 3 @ —




12.2XG 8, t8/taec889 3 @ —
12.2XH 8, T&/to£859°3 @ —
12.2XI 8, T8/t aec8a9° 3 @ —
12.2XJ e, Ta/aeL839°a @—
12.2XK &, T8/t o839 3 @ —
12.2XL e, Ta/aL83e 3 @—
12.4(15)T7
12.2XM Vulnerable, s0£8 @ 3@ ®5; ®eL3€@ 12.4
12.4(18c)
12.2XN e, Tal/aeL889 3 @—
12.2XNA 8, T8/taeL889 3 @ —
12.2XNB 8, t&/o£859°3 @ —
12.2X0 8, T8/t aec859° 3 @ —
12.2XQ e, Ta/aeL839°a @—
12.2XR 8, t8/taec889° 3 @ —
12.2XS e, Ta/aaeL83e°a @—




12.4(15)T7

12.2XT Vulnerable, s£8 @3 @R, ®efi€@ 12.4
12.4(18c)
12.4(15)T7
12.2XU Vulnerable, s£8 @3 @®E;,®efi€@ 12.4
12.4(18c)
12.2XV 8, T&V/oeL85@23 @ —
12.4(15)T7
12.2XW Vulnerable; soc£d @3 @R358, Ref3€@ 12.4
12.4(18c)
12.4(15)T7
12.2YA Vulnerable, s£8 @3 @®E;,®efi€@ 12.4
12.4(18c)
12.2YB Vulnerable; contact TAC
12.2YC Vulnerable; contact TAC
12.2YD Vulnerable; contact TAC
12.2YE 6, Ta/oe£85@°5 @ —
12.2YF Vulnerable; contact TAC
12.2YG e, TaV- L8595 @ —
12.2YH Vulnerable; contact TAC

12.2YJ

Vulnerable; contact TAC




12.2YK e, Ta/aL83e°a @ —
12.2YL Vulnerable; contact TAC
12.4(15)T7
12.2YM Vulnerable; s0£d @3 Q@ ®3; Refi@ 12.4
12.4(18¢)
12.2YN Vulnerable; contact TAC
12.2Y0 e, Ta/aL83e°a @ —
12.2YP &, Ta/+ o859 °3 @ —
12.2YQ e, Ta/taL83e°a @ —
12.2YR e, Ta/stoeL 853 @ —
12.2YS 8, Ta&/aL83e°a @ —
12.2YT Vulnerable; contact TAC
12.2YU Vulnerable; contact TAC
12.2YV Release prior to 12.2(11)Y V1 are vulnerablei/4E releases 12.2(11)YV1
and later are not vulnerable;
12.2YW Vulnerable; contact TAC
12.2YX &, T8/ o839 3 @ —




12.2YY Vulnerable; contact TAC
12.2Y7Z 6, TaV+o£85@° 5@ —
12.2ZA 6, Ta/ £S5 5 @ —
12.27B Vulnerable; contact TAC
12.27C Vulnerable; contact TAC
12.27D Vulnerable; contact TAC
12.4(15)T7
12.2ZE Vulnerable; so£d Q3@ ®3; Rxfi@ 12.4
12.4(18c)
12.4(15)T7
12.27F Vulnerable; soctd @ 3@ ®RE;Ref3€ 12.4
12.4(18c)
12.272G 6, TaV/+a£85@° 5 @ —
12.4(15)T7
12.2ZH Vulnerable, s£8 @ 3@ R4, Refi€@ 12.4
12.4(18c)
12.27] Vulnerable; contact TAC
12.27L Vulnerable; contact TAC
12.27P Vulnerable; contact TAC




12.2ZU 8, T&Y/ L8595 @ —
12.2ZX 8, T8Vt a£859° 5@ —
12.2ZY 8, T&Y/+a£85@° 5@ —
12.2ZYA 8, 1&V/ o853 @ —
1226;;1 First Fixed aa/ " 8¥ Afeareafva,t
' ReleaseiVs 4, @axfi€a, Ea@Yrw€d  @aO®afraF afvaa, %o
Releases
12.4(15)T7
12.3 Vulnerable, a8 @3R3, R2rfi€ 124
12.4(18¢)
12.4(15)T7
12.3B Vulnerable, et @3R3, Refi€@ 124
12.4(18¢)
12.3BC 8, T8/t a£85@° 5@ —
12.3BW 8, T&Y/+a£85@°5 @ —
12.3EU 8, 1&V/ L8523 @ —
12.3JA 8, T&Y/+a£85@°5 @ —
12.3JEA 8, 1&V/oeE85@23 @ —
12.3JEB e, TaY L8595 @ —




12.3JEC 8, TaVa- L8595 @ —
12.3K 8, 1&V/ o853 @ —
12.3JL 8, T&Y/ L8593 @ —
12.3JX 6, Ta/o£85@° 3 @ —
12.4(15)T7
12.3T Vulnerable; so£8 @ 3@ ®5; Ref3€ 12.4
12.4(18c)
12.3TPC Vulnerable; contact TAC
12.3VA Vulnerable; contact TAC
12.3%A Release prior to 12.3(2)XA7 are vulnerabl ei/4E releases 12.3(2) XA7 12.4(15)T7
' and later are not vulnerable; a£E @53 Q@ ®3; R2e£3€@ 12.4 12.4(180)
12.3XB Vulnerable; contact TAC
12.4(15)T7
12.3XC Vulnerable; soc£d @3 @R358, ®Ref3€@ 12.4
12.4(18c)
12.4(15)T7
12.3XD Vulnerable; soc£8 @3 @R358, Ref3€ 12.4
12.4(18c)
12.4(15)T7
12.3XE Vulnerable; so£8 @3 @R358, Ref3€ 12.4

12.4(18c)




12.3XF Vulnerable; contact TAC

12.4(15)T7
12.3XG Vulnerable; so£8 @ 3@ ®5;Ref3€ 12.4

12.4(18c)

12.2(33)SB2; 26-
12.3XI1 Vulnerable; migrate to any releasein 12.2SB SEP-08

59853°0C" 3@ &fY

12.3(14)Y X 13
12.3XJ Vulnerable; first fixed in 12.3Y X

12.4(15)T7

12.4(15)T7
12.3XK Vulnerable; soc£d @3 @R358, Ref3€ 12.4

12.4(18c)

12.4(15)T7
12.3XL Vulnerable; so£8 @3 @R358, Ref3€ 12.4

12.4(18c)

12.4(15)T7
12.3XQ Vulnerable, o @3 @Q®5;®xf3€@ 12.4

12.4(18c)

12.4(15)T7
12.3XR Vulnerable, st @3 @R, Refi€@ 12.4

12.4(18¢)
12.3XS 6, Ta/oeE 8595 @ —
12.3XU Vulnerable; first fixed in 12.4T 12.4(15)T7
12.3XW Vulnerable; first fixed in 12.3Y X 12.3(14)Y X13




12.4(15)T7

12.4(15)T7
12.3XX Vulnerable; so£8 @ 3@ ®3;®efa@ 12.4
12.4(18c)
12.4(15)T7
12.3XY Vulnerable; so£8 @3 @ ®3; ®efa@ 12.4
12.4(18c)
12.4(15)T7
12.3XZ Vulnerable, ot @3 @ ®3; ®eLi@ 12.4
12.4(18c)
12.3YA e, T/t e85 3 @ —
12.3YD 8, T/ e85 3 @ —
12.3(14)Y X 13
12.3YF Vulnerable; first fixed in 12.3Y X
12.4(15)T7
12.3YG 12.3(8)YG7; 01-OCT-08 483" ©O¢" " 46 &f 12.4(15)T7
12.3YH e, T/t oeE85@ 3 @ —
12.3Y1 6, taVa- LS55 @ —
12.3YJ e, T/t e85 @3 @ —
Release prior to 12.3(11)Y K3 are vulnerablelV4E releases 12.3(11) YK 3
12.3YK 12.4(15)T7

and later are not vulnerable; first fixed in 12.4T




12.3(14)YM13; 30-

12.3YM 12.3(14)YM13; 30-SEP-08 &€83"©¢" 3@ ef%2 SEP-08
d€83°0¢" a@ efls
12.3YQ Vulnerable; first fixed in 12.4T 12.4(15)T7
12.3YS Vulnerable; first fixed in 12.4T 12.4(15)T7
12.3YT Vulnerable; first fixed in 12.4T 12.4(15)T7
12.4(2)XB10
12.3YU Vulnerable; first fixed in 12.4XB 12.4(9)XG3
12.4(15)T7
12.3YX 12.3(14)Y X12 12.3(14)Y X13
12.3YZ 12.3(11)YZ3
12.3ZA Vulnerable; first fixed in 12.4T 12.4(15)T7
Aff
ected First Fixed e
12.4-Based o e . e o ~ Eax Eax Ery % 1o &/ a¥ afeafeafvaa,t
ReleaseiVsa;®aeLa@a, Ea@Yre€a @a@®aFafraraa, i%a%o
Releases
12.4(13f)
12.4 12.4(17b) 12.4(18c)
12.4(18)
12.4JA &, T8/ taec889 3 @ —




12.43K 8, 1&/aeE85Q° 3 @ —
12.4L 8, T&/to£859°3 @ —
12.4IMA e, t8/tae£8589 3 @ —
12.4IMB e, Ta/aeL839°a @—
12.4IMC &, T8/t o839 3 @ —
12.43X 8, T8/ oE859°3 @ —
12.4MD 6, T8/t o839 3 @ —
12.4MR 12.4(19)MR 12.4(19)MR
12.4SW 8, 1&/aeE85Q° 3 @ —
12.4(15)T4
12.4T 12.4(20)T 12.4(15)T7
12.4(6)T11
12.4XA Vulnerable; first fixed in 12.4T 12.4(15)T7
12.4XB 12.4(2)XB10 12.4(2)XB10
12.4XC Vulnerable; first fixed in 12.4T 12.4(15)T7
12.4XD 12.4(4)XD11; 26-SEP-08 483" O¢" 3@ &f); 12A4HXD1L; 26-

SEP-08




5953°0C" 89 &f

12.4XE Vulnerable; first fixed in 12.4T 12.4(15)T7
12.4XF e, Ta/aeL83e 3 @—

12.4XG &, T8/t o839 3 @ —

12.4XJ Vulnerable; first fixed in 12.4T 12.4(15)T7
12.4XK 8, ta/acec859 3 @ —

12.4XL 12.4(15)X L2 12.4(15)XL2
12.4XM 8, T&/to£859°3 @ —

12.4XN 8, T8/t aec859° 3 @ —

12.4XP Vulnerable; contact TAC

12.4XQ 8, t&/t o839 °3 @ —

12.4XR &, T8Y/st o839 3 @ —

12.4XT Vulnerable; first fixed in 12.4T 12.4(15)T7
12.4XV Vulnerable; contact TAC

12.4XW 12.4(11)XW7 12.4(11)XW9




12.4XY 12.4(15)XY3 12.4(15)XY 4

12.4XZ e, TaV L8595 @ —
12.4Y A 8, 1&V/oeL85@23 @ —
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