a,0af3afeaf©a,af afoa, afe@aft
a,pafrasr a,'eda® | a@®e, talate€sa, enCé€P:
Cisco I0S MPLS

&, ¢af%oaf @ a,na, flaFraFlD : cisco-sa CVE-2008-
H igh 20080924-mfi 3804

& @a...~é-«ae—Y¥ : 2008-09-24 16:00

df @afvaa, afsasf 1.1: Find

CVS&4,14,%4,¢: 7.8

&76€¢¢- : No Workarounds available

Cisco af@4a,° ID : CSCsk93241

B—Yore-e%3@«a, a ef..a ta@ A€H+e?739«a, 3,<aZYR-13HOPEQZA...~a11 A ¢
Al

£1 el@

5, 08f35f+3f ©F, 18f"5f©8, 5f @ AFEi% " MFIi%4%o03, @»C € @53 ™3 < Cisco 1053, 1.3f3f°5,4,85,¢ Multi

Protocol Label Switching i%4"MPLSi%4%03€ ¢%o'a"¥3€«

3-83 ! ™MIQ«C 3 ¥a@ 3, EIQYAfE, +affAf €3, %03 @ ®3,uaf143f"d, v i%4"DoSi%h%o

x"»e'fa@«e,tal+ti@P83@™a€, MFI

3O 39'3Q"IO®E, T8+ €83€<3,%08%:+8Y;:3, 89— Q'3 Q%IG™IE, MFI

3@ 3€@-32>;3€75,%03,ES,<3,"5,53€9 03, afOfMIf«erCbEQaef...8 +af™MAFS," 114" LFIBi%%o

A®VYRL..53@ 3%+éY;3,89—39'39 | 39,39%3>3,"3€,

3 -3143%3€@ J@"a@®e,Taltr€83@«a 4at 13@™a,«d,%afaf"a, | a,84,¢

3,caffaf—aftafuaf s, afeafeass, a9 —aeuhie—i@YaE,

3@ "a@®3,Caf%05f@a,13,93°5¢
http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20080924-mfi
59873 n°5 @3, E3QUIQ™IE,

a88": 2008 & 9o 24 a2—¥ 10S

& ¢af%oaf 3,048,938 @«a," aQLIQ | ¢, a @43 @%a,Ed > 3@ 12 3@B®F,»3,af¥afafta £
3,0af%0af€4a,n3, 93 3@ Ea@«aQ%a,EIQ | 3@, @%ha@™aE, §,Caf%oaf@a,na, 3f3€@® 11
d€ Cisco 3@® IOS software 3@ ®¢, Tal+x€83@«a 343t 3@—a€Q
d@ri@®3,Caf%oaf€a,na 3f7a€ Cisco Unified Communications Manager
dQP®e,TaV%+te€83@«3 4at | aQ@—3@HhIG™E,


http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-mfi
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsk93241
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-3804
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-3804

3€,3,Caf%0af Q3,05 95 5@ afafara, d,afa, af 3@ —3@ %3O ™3, Caf%oaf 3,13, 35«7
8€,3%03,af Y33 A 39 3QBAFAFE, 3@ 2-3QRIQ 3€55,559839™aE,

» http://tools.cisco.com/security/center/content/CiscoSecurityA dvisory/cisco-sa-20080924-i0si ps
* http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20080924-sdl

* http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20080924-sip

* http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20080924-cucm
* http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-20080924-vpn

* http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20080924-ipc

* http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-20080924-ubr

* http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20080924-mul ti cast
* http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-20080924-sccp

* http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-20080924-i osfw
* http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20080924-12tp

SO285" SEYAA" €

ViMPLS 3@ ®39 V3,930« 30550 +3,E5,& ‘39" Cisco [0S3,1%3f-55°3, ' 5,53,¢
afCa, AFYafhaf«e€sa, a,uaf@afuaf 5™, 3, 49«3, €393, E3 %0 Cisco
1053, 1535+ °3, | 8,83, Ci14%03€53," 3633, af @aF%4as MFI
5,/4@Ve|E5Q™3,Ef1af @5, 13,159 81:+EY;5, 30 —30'59 | 50,5, <3E,

&, TaVtaE85@®a@,a,«e£%-3" @
Cisco |OSA, VAf+3f 4, 4 84, ¢4@ 53,5033, af@afuaf” MFI 3,3@Ye{E3Q™3,Afaf 3,13, 5@«

show subsys &, 3éfiéf3éf%oéé®éi°é§>éé® mfi_ios 5O E5€,3,55Q%IQ™AE, -G QPRIIIQ
MFI

<#root>

Router#

show subsys name nfi _ios

Class Version
mfi_ios Protocol 1.000.001
Router#

2 ja@®a¥ud€@ MPLS
FOPIPYE, QI AR5, E5,Aftaf@5,05,'5€E, %03 @B®E1°35>5,'(°5P—39 V5, 5QBRIH8I€


http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-iosips
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-ssl
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-sip
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-cucm
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-vpn
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-ipc
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-ubr
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-multicast
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-sccp
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-iosfw
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080924-l2tp

<#root>

Router#

show npls interface

Interface IpP Tunnel BGP Static Operational
Ethernet@/0 Yes (1ldp) No No No Yes

Router#

Af1af € 3,03, «

Ciscoef)r3"@a€@afa,ca,naf’a@8a«alhoed@®™a,d,1%afaf"a,!4,83,¢c3,'a" nd"Ya@—a€@4a, 3, aftaf a:
" show version " &,33f23f33f%oa,'C™ ¢ E3@™3,«3@ Y3, €©3€, Cisco I0S

a,%af+af"a,!4,83,ca€@ a€EInternetwork Operating System

Softwared€ Q3@ %iQPYi@ 3@ 3@« IEEIOSIEQPIQ "¢ (°3 @3, FIQPAUIQ™IE,

31°85>2-ja @RI QA€ 9, nafiaf1ha, 3 QO IQ FETEAFQafkd, 3839 «IE€QA.. eFIO—3€ |2
10Safeafeaf1aa,' a @ @I @ ®E-"a@8e| (r°a@™3,«a€, a»-3@® Ciscodffaf€@a,na,'d@«" show

version "

8@ ®33%4<3€ Cisco IOS Release 12.4(11)T2 4,/3a®@Ye|Fi6—a€ 1 d€,a,<
Ciscoef13"€a,'»E1aR339—a3@ VY3, 5ORIPIO™:

<#root>

Router#

show ver si on

Cisco IOS Software,7200 Software (C7200-ADVSECURITYK9-M), Version 12.4(11)T2, RELEASE SOFTWARE (fc4)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Tue @01-May-@07 04:19 by prod_rel_team

<output truncated>

Cisco

|OSAffo5f Y4, 18 VA9 9 | 93%139Pi9QIODir-3@®%S...3 +t3€ FEEC™ Ve 5 &3 %347
http://www.cisco.com/warp/public/620/1.html €83 ©¢" € &fa€83€,a, Cisco
10Saf-af+a,jaf~afa,"d,3,23f %03 € @€ @

&, TaVrac€ss, 49 «a,"89839,39%36,,30"30 3G ECC°R* QIO 3, EIHYELLI"O

MFl 3@ Ea@«39%3,Ei@ | 5€,303€,30VeEa@™3,aftaf€4,05," Cisco I0S
a,%,af-af"a,|a,83,¢c af@afna, afsafa@ e,1a%+iQ83@ 39°3€,3@83O™MaE,


http://www.cisco.com/warp/public/620/1.html

MPLS
FORIQY3, QIO «2 i35 3,Ei9%°€,aftaf€@5,15,'5@ &,13%+iQ85@ 39°3€9,3@83Q™AE,

Cisco IOSXR
8 AfA 4, 15 84, ¢4, A0V & EA@—3 @ | 39, 5,<3f13f9 5,138,530 ¢, 131139856 59°50,50530™3E,

3@ ®3E, 3,3, °e£1L8" Q9 «I955Q,3Q | 5O "IP B3, Caf%0af 5,15, N3P ®EL+EY;E,' 89—,

Cisco

|OSA, Voif+4f 4, 14, 84, Ca@ -2 @ —3 €, af @af1ha, AF8a 3983 3,5, +afhafOafafaft5,£5€53, 33
3,n3f35f+3f03,'4f 3f03, Af@AfE3@ 3,50Y3,%03€ 3, 39439 —3@YIE, MFI

3@ 314a€°3, 33O 3Q®If3,0af afkafts £ars,°

5,03f35f3f03,'af 403, afQ@AfEA@ A 543,039 «8 hAP—39 | S€HEHLCS,5Q3IO™AEE,

MFI 3@ e»(é€QiQPRIQPYI, Q3@ «al ¢’ 3€°+3,ES,« MPLS

Sfaf143,i086€ &, (RicOTIP—3€95,"5,539 3 ,dBYE. .5,/ 5€QIfOIM™Ef«erCEEQarS...8 +3FMAfI4E
%4 LFIBi%%03€-3,53>; 3 3@ %3 ™3€, Cisco [0S MFI

A®Yef..3€ 3,%.3faf3,!3,83,¢C3f3,'3@83t @133, %afaf5,15,83,¢ar3,'5983F ! c@Ta@ 3,
4-83 1 ™MIQ«C 8- ¥a@ 3, FIQYAFE, +afFAf 3€<3,%03€9® DoSe"»x'fi@«e,Tal%+3€9839™AE,
3QQIOPI, " 3O TIPS, +aFfAF 5@ 3faflhd,«af«a,»8,°afiaF5f 5€<3,%0 MPLS

ORIV, QIO«IHUIOYIO MPLS

FOPIQPYE QIO AR33@ 3,5, Af 3 af@af«a,nafE,;3f145f3,88,05,'39«3, 3QLI@ | 2 4R35 3,
MPLS af@affaf af afid, 3@ ®afrafcafuas

5,3, aftaf 3/0@e " ™IQ IO™I, APV, QIO BEQR»R'fEE..3Q MPLSAC" 3@ &f1r 42
5,035%3,;351445+3,83,05,"3,6€353€9—3€ | MPLS

Sf@Affafas aflud, 3€«3,Ca, 3,»3,3983994,4;..0 | 939 F36,3,559%39™3E, MPLS

3fa,+affaf 3@ MPLS

FORIOYI, Q39 3AR35H 3, E39%3€ 3,033, ;3F14355,83,08,' 3@ 8arfef, 53, EAQAUIH™IE,
MFI &' & fif @af%af 3@ ™a,«<aftaf€ 3,13, 36« show subsys &, 38f 2434 %04 ®31°85>3@® mfi_ios

39 E5€,3,530%3O™IE, MPLS 39 P3O V3, @3 «20e%0aS 3@« 3623 ,<
3,08f%3,;3f1%af3,83,13,'3¢ =@ @cm° MPLS interface

3,2af2a5°35%059 «3," 39 L3 | 39,C..859°3,F3,& 39 39 E3€,3,539%IQ™AE,

MFI

59 «6-CIQ™F R0 °IQ >-iFQBAFEFE, 598 GQPriPi QIO IQOTIQIQOVIQUIO™:

http://www.cisco.com/en/US/docs/ios/mpls/configuration/guide/mp_Isc_removed.html

3@ "a@®e,Tal+a€8 Cisco 5f€3,° ID CSCsk93241
14 cTM»6ERaf A YA 150 ®3 @ 1Y/Dbod



http://www.cisco.com/en/US/docs/ios/mpls/configuration/guide/mp_lsc_removed.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsk93241
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do

@8x-t AE-3€+3,F5Q 30,50 %IQO™MICHPI, 59 QI10,5,,13%+2€8355,°53€%3...~é—i1"CVEI14Y
ID CVE-2008-3804 3€ 8%0%3,581,"5€ | ,%03, E3@%3@—3@Y3E,

76 éC-

MPLS 4@ a»-3€® MPLSa%:¢" 4@ &fl: 362

3ftaf€a,n3,'3€«3, " 3QLIO | 4. . t202%0a @3, ES 2«-CQTa,naf3E ;3F 143+ 3,85,03,"3€ 53, 5@>C%oOCE
5€°3,559%IQ™I€, 39 ©3,E3Q MPLS

FOES;..0 | QIQ8IQ 39°3€,5,0355,:3F1kAf5,83,05,'a@8x)0ed0e " ¢3,5€9%3,03,,55f3, 3@ EE-385
FQO™I,EQ"IQ IQOTIQP8IQQIE,

5O'IOPR"PI0eIQ IQ"IOP®E,T81trESIHRA...~b-EAHPB®I NE™MYS, 850345, 3<5, 30 —3, T4
& »ed fa@ E6-38 Q™3 39" 3QTI983€9 ©3,3,035%3,;5f45f3,83,03,"53@® MPLS

é:'(;uié§1éé«

FOMIEQ"IQ 1@ 1981900IQ9,3 39 31939, TaVirx€83, Ve aQP™A,D7E Qi -3QFIE
as®afee a@éa,2af°af a, a,84a,¢

8 Vo8faf 4,18, 83, CA@ @A, CAffaf—3a,°af~af 143 %03,'enced " 739 ™3,«653 @« F€@http://www.cisco.com/
5€53,39°39 93, Ei»¥E™QIQ®A,Caf%oaf 3,05, 95F5,3€,C..809—3€ | 3€Qep-3€"5,550 13,4350
3,135 ¥ %3, 5835, 8 ne-3Q9—3Q | 5QOQIQ 3936,

59,3933, FiQ® 3073, 3€93,Caffaf—a,°3f a3 %03 @™3,«2OYa™ 3@ «3 Q@3 TIPaf;afCaf5¢
ef..4 +39«3 @2 739,59 E36,3,3 3639 a€@Cisco Technical Assistance

Centeri’a" TACi1%%03 @ %3@Ya€ 3¥'¢ 3,/ @3, "a983€,3,Aafarartarsasra,
3f—afaf@3,naf€afha@ 3955 939,59 303093 3630 ,3€,

Cisco 10S & V4af+4f 4, 14, 84, Ca@ ®&] 1143 @ Z%%%03 @ P32 E3 9 «3€ 3€€Cisco I0S
3@B®AfafEf1a," af af-3,0af 3@ Ee "e%%03@ 3, EiQ | 59,3 93HaQ™IE,

c%0'a®33@®aAfEfEf14a,"

3f af-a,0a5@«e,1a%+x€83@ T3€,5,<3 39 3@ 3€Q;PxLd, '3@«3 €x0Ed” @IQBIFafaf1a, TV
1 a;®@xefx 3@ afafaf1ha,'3€@a"—a@«e "e%%od @3, Ed @I ™E,

FEERZ Y afafafa, a€Q" —3Q«I@ IEQIQ"IO®I, Caf%oaf@a,na 1af 5@ Ealer @i 3, CE.
%0 AREZQBE —3 9« "33, E3Q | 59,5, AFAFEfYE,5,°5,55, 8908, ¢ 1
ég®ae£aef§0;_§.faéfaé.f%é,1é,“é,§éQvé0,,]%%051’“53‘—-5,uéf3éé«éQ«éé%é,CEé,<éfaéfaéf%é,1§0CEg" 144
& FQ®IEErZ Y afafafkhd, 3€QE" —a@« "e%%a &3, EIH ' 3€,3,<af 355143, 3€ QI QUI QY

afia, afeafva

B oB Y & 4 Rxfee d@ afPafasa,'a@®a...¥e%oa @ ef2€8



http://www.cisco.com/go/psirt

Affected

12.0-Based |  First Fixed Releaseiys &;®cefa@ 8, Ea QYR e€a" 9aQBAFEaf a8, 1% | 22 84
Releases
80234 3@ ™3« 12.0 3f™af143, 3@ ®Ifafaf 13, '3€@ 3€,3,55€%43€3,"3€,
Affected
12.1-Based | First Fixed Releaseivs & ®@ccfa@+a, Ed QYR e€d" 9AQPAFaFaF %A, TVa%0 | o7 8¢
Releases
SO 5@™3E,« 12.1 AfMaf1A3, 3@ ®af 53 143,'3€ 3€,3,55€©3%43€>3,"3€,
Affected
12.2-Based | First Fixed ReleaseiVs 8;@xLa€+8, Ea QYR R€A" QIO RIS aFaF1E, V%0 | el &¥
Releases
12.2 8, T8/ +a£85@° 5@ —
12.2B 8, T&Y/ L8595 @ —
12.2BC 8, T8/t a£85@° 5@ —
12.2BW e, taVa- L8595 @ —
12.2BX 6, TaVa- L8595 @ —
12.2BY @, TaY- L8595 @ —
12.2BZ 8, TaVa-aeL85@° 5 @ —
12.2CX e, TaY L8595 @ —




12.2CY 8, t8/taec889 3 @ —
12.2CZ 8, T&/to£859°3 @ —
12.2DA 8, T8/t aec8a9° 3 @ —
12.2DD e, Ta/aeL839°a @—
12.2DX &, T8/t o839 3 @ —
12.2EW e, Ta/aL83e 3 @—
12.2EWA 6, T8/t o839 3 @ —
12.2EX 8, ta/ec859 3 @ —
12.2EY 12.2(44)EY; 16-DEC-08 483" ©¢" "3 &fls
12.2EZ 8, ta/cec859° 3 @ —
12.2FX e, Ta/aeL839 3 @—
12.2FY 8, T8/t aec859° 3 @ —
12.2FZ 8, T&/to£859°3 @ —
12.2IRB 8, t8/ataec8a9° 3 @ —
12.21XA e, Ta/aeL83e°a @ —




12.2IXB

&, TadY/+aE83@ 3@ —

12.2IXC

&, T8/ o859 3 @ —

12.2IXD

&, T&/ ¢85 °3 @ —

12.2IXE

&, T8/ taec889 3 @ —

12.2IXF

e, t8/taec85a9 3@ —

12.2IXG

&, T8/ taec889 3 @ —

12.2JA

&, T8/ roE839 3 @ —

12.2K

&, T3/ 8393 @ —

12.2MB

&, T8/ roE859 3 @ —

12.2MC

&, T3/ 8393 ©—

12.2S

12.2(22)S &¥ %@ a@®afafasfa,'a€@ ¢,1a%+i@88€ 39°3€,39330™aE,

12.2(30)S &% 3 @®afeafasa," 12.2(22)S

3953, 3033093, EarYé™MOi@ &,13%+3983€,3,55€€
afeafearyaa,t 12.2(30)S

5953, 30°30 93, EarYé™MOi@ ¢,13%+i985¢ 363€,50836™

12.2(33
SEP-08

583"

12.2SB

12.2(31)SB12

12.2(33)SB

12.2(33
SEP-08

583"




12.2(33

12.2SBC Vulnerable; first fixed in 12.2SB SEP-08
383"

12.2SCA 12.2(33)SCA1 12.2(33
12.2(44)SE3; 30-SEP-08 483" ©¢" " 3@ &fls

12.2SE 12.2(46
12.2(46)SE

12.2SEA 8, t&Y/ L8523 @ —

12.2SEB 8, T8V t+aE8a@ 3@ —

12.2SEC 8, T8Vt a£839 3@ —

12.2SED Vulnerable sao£8 @ 3@ ®3; ®ef3€ 12.2SE 12.2(46

12.2SEE Vulnerable, an£8 @3 ®3,; ®ef3€  12.2SE 12.2(46

12.2SEF 8, t&Y/ - oeE 8323 @ —
a8 1Y8 12.2(25)SEG4

12.2SEG 8,8 S&%. @3 @ ®IFaF a5 143,39 «3 @ &, Ta%+rE839 T5€,3,55€612.2(25)SEG4 | 12.2(25
I»YEMGPIQPIFAfEf14E, 3O «I@ &, TaN+r€83€ 3€,3,53€3%3€>3,"3€,

12.2SG 12.2(50)SG; 24-NOV-08 483" ©O¢" " 4@ &fV 12.2(46

12.2SGA 8, t&V/ L8393 @ —

12.2SL 8, t&Y/ L8323 @ —




12.2SM &, T8/t 88@ 3 @ —
12.2S0 e, Ta/stoeL 853 @ —
12.2(33
12.2SRA Vulnerable; first fixed in 12.2SRB
12.2(33
12.2SRB 12.2(33)SRB4 12.2(33
12.2SRC 12.2(33)SRC1 12.2(33
12.2SU e, Ta/atoeL85Q 3 @ —
12.2S8V Vulnerable; contact TAC
12.2SVA Vulnerable; contact TAC
12.25VC Vulnerable; contact TAC
12.2SVD Vulnerable; contact TAC
1295 & 1v.8 Release prior to 12.2(25)SW4 are vulnerabl eiv/4E releases 12.2(25)SW4 and later 122025
are not vulnerable;
12.2SX &, Ta/+ o859 °3 @ —
12.2SXA &, TéY/taec859 3 @ —
12.2SXB 6, Ta/stoeL 853 @ —




12.2SXD 8, t8/taec889 3 @ —
12.2SXE 8, T&/to£859°3 @ —
12.2SXF 8, T8/t aec8a9° 3 @ —
12.2SXH 12.2(33)SXH3 12.2(33
12.2SY 8, t&/cec859 3 @ —
12.2S87 8, t8/tec8a9 3 @ —
12.2T 8, T8/taec8a9 3 @ —
12.2TPC e, Tal/aeL889 3 @—
12.2XA 8, T8/t aeL889 3 @ —
12.2XB 8, t&/o£859°3 @ —
12.2XC 8, t8/taec859° 3 @ —
12.2XD 8, T&/to£859°3 @ —
12.2XE 8, t8/taec889° 3 @ —
12.2XF e, Ta/aaeL83e°a @—
12.2XG &, T8/t o839 3 @ —




12.2XH 8, TaVa- L8595 @ —

12.2X1 8, TaY L8595 @ —

12.2XJ e, taV L8595 @ —

12.2XK 8, 1&V/ o853 @ —

12.2XL &, t&/+oE839°3 @ —

12.2XM &, TVt a£839 3 €@ —
12.2(33
SEP-08
583"

12.2XN Vulnerable; first fixed in 12.2SB
12.2(33
12.2(33

12.2XNA 8, 1&V/ o853 @ —

12.2XNB 8, 1&V/oeL85@°3 @ —

12.2X0 8, 1&V o853 @ —

12.2XQ 8, 1&V/ o853 @ —

12.2XR e, taVa- L8595 @ —

12.2XS e, TaY L8595 @ —




12.2XT 8, t8/taec889 3 @ —
12.2XU 8, T&/to£859°3 @ —
12.2XV 8, T8/t aec8a9° 3 @ —
12.2XW e, Ta/aeL839°a @—
12.2YA &, T8/t o839 3 @ —
12.2YB e, Ta/aL83e 3 @—
12.2YC 6, T8/t o839 3 @ —
12.2YD 8, ta/ec859 3 @ —
12.2YE e, Ta/aeL839 3 @—
12.2YF 8, ta/cec859° 3 @ —
12.2YG e, Ta/aeL839 3 @—
12.2YH 8, T8/t aec859° 3 @ —
12.2YJ 8, T&/to£859°3 @ —
12.2YK 8, t8/ataec8a9° 3 @ —
12.2YL e, Ta/aeL83e°a @ —




12.2YM 8, t8/taec889 3 @ —
12.2YN 8, T&/to£859°3 @ —
12.2Y0 8, T8/t aec8a9° 3 @ —
12.2YP e, Ta/aeL839°a @—
12.2YQ 8, t8/taec8a9 3 @ —
12.2YR e, Ta/aL83e 3 @—
12.2YS 6, T8/t o839 3 @ —
12.2YT 8, ta/ec859 3 @ —
12.2YU e, Ta/aeL839 3 @—
12.2YV 8, ta/cec859° 3 @ —
12.2YW e, Ta/aeL839 3 @—
12.2Y X 8, T8/t aec859° 3 @ —
12.2YY 8, T&/to£859°3 @ —
12.2YZ 8, t8/ataec8a9° 3 @ —
12.2ZA e, Ta/aeL83e°a @ —




12.27B 8, t8/taec889 3 @ —

12.2Z2C 8, T&/to£859°3 @ —

12.2ZD 8, T8/t aec8a9° 3 @ —

12.2ZE e, Ta/aeL839°a @—

12.2ZF &, T8/t o839 3 @ —

12.22G e, Ta/aL83e 3 @—

12.2ZH 6, T8/t o839 3 @ —

12.27] 8, ta/ec859 3 @ —

12.27L e, Ta/aeL839 3 @—

12.27P 8, ta/cec859° 3 @ —

12.2ZU e, Ta/aeL839 3 @—
12.2(33

12.2ZX Vulnerable; first fixed in 12.2SB SEP-08
a9 8a°

12.22Y &, T8/ o859 °3 @ —

12.2ZYA 8, T8/taec859° 3 @ —




Affected

12.3-Based First Fixed ReleaseiVs 4, ®@acfa€pa, Ea @Y e€d  9aP®afafafra, %o | &l a¥
Releases
SOBY4 3@ ™3« 12.3 aFfMaf1a, 3@ ®EFEFEF4E,5€9 3€,3,559%3€>3,"3€,
Affected 5
12.4-Based | First Fixed ReleaseiVs 4/ ®@ccfi@a, Ea@ YR we€d @@ ®afafaf%a, %0 | &l 8¥
Releases
12.4 8, T8/ o£859°3 @ —
12.4JA e, Ta/aeL839 3 @—
12.4JK 8, ta/acec859 3 @ —
12.4JL e, Ta/aeL839 3 @—
12.4IMA 8, T8/t aec859° 3 @ —
12.4MB 8, t&/to£859°3 @ —
12.4IMC 8, T8/ L8893 @ —
12.4IX 8, T8Y/st o853 @ —
12.4MD &, T8/ o839 3 @ —
12.4MR e, Ta/aeL83e 3 @—
12.4SW 8, &Y/t o£85Q 3 @ —




12.4T &, T8/ taec889 3 @ —
12.4XA 8, T&/to£859°3 @ —
12.4XB 8, T8/t aec8a9° 3 @ —
12.4XC e, Ta/aeL839°a @—
12.4XD &, T8/t o839 3 @ —
12.4XE e, Ta/aL83e 3 @—
12.4XF 8, T8/t ec8a9 3 @ —
12.4XG 8, ta/ec859 3 @ —
12.4XJ e, Ta/aeL839 3 @—
12.4XK 8, ta/cec859° 3 @ —
12.4XL e, Ta/aeL839 3 @—
12.4XM 8, T8/t aec859° 3 @ —
12.4XN 8, T&/to£859°3 @ —
12.4XP e, T8/ tae£859 3 @ —
12.4XQ 12.4(15)XQ1 12.4(15




12.4XR Vulnerable; migrate to any releasein 12.4T 12.4(15
12.4XT e, T8/t o£839 3 @ —
12.4XV e, Ta/aeL83e 3 @—
12.4XW &, T8/t o839 3 @ —
12.4XY 12.4(15)XY 4 12.4(15
12.4XZ 12.4(15)XZ1 12.4(15
12.4YA 8, t8/taec859 3 @ —
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