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l--- sources destined to infrastructure addresses.

1--- NOTE: This does not prevent spoofed attacks.
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l--- addr esses should be listed
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access-list 150 permit udp TRUSTED_SOURCE_ADDRESSES MASK
INFRASTRUCTURE_ADDRESSES MASK eq 1701

1--- Deny L2TP UDP 1701 packets from al
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access-list 150 deny udp any INFRASTRUCTURE_ADDRESSES MASK eq 1701
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l--- Permt all other traffic to transit the device

access-list 150 permit ip any any
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l--- NOTE: This does not prevent spoofed attacks.
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b--- addresses shoul d be I|isted.

l--- Orit this line if using an L2TPv3 over |P inplenentation only.

access-list 111 deny udp TRUSTED_SOURCE_ADDRESSES MASK
INFRASTRUCTURE_ADDRESSES MASK eq 1701
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access-list 111 permit udp any INFRASTRUCTURE_ADDRESSES MASK eq 1701
l--- |If using an L2TPv3 over |P inplenmentation ensure not to drop L2TPv3

access-list 111 deny 115 <source_ip_address and mask>
<destination_ip_address and mask>

l--- Permt (Police or Drop)/Deny (Allow) all other Layer3 and Layer4
l--- traffic in accordance with existing security policies and
1--- configurations for traffic that is authorized to be sent
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l--- to infrastructure devices
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match access-group 111

l--- Create a Policy-Map that will be applied to the
I--- Control -Plane of the device

policy-map drop-12tp-traffic
class drop-12tp-class
drop

l--- Apply the Policy-Map to the
I--- Control -Plane of the device

control-plane

service-policy input drop-12tp-traffic
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police 32000 1500 1500 conform-action drop exceed-action drop
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afi8, AfEAfY:
fia arkafve 4, @ccke 50 ;S
afeafearya,
Affected
12.0-Based First Fixed ReleaseiVs 4, @aefi€p+a, EFa@Yre€d" ©a&®afi
Releases

QO28Y5 5@ ™3, 12.0 AfMaf13, 3@ @A, 5@ 5€,5,559%3€>3,"3€,

Affected
12.1-Based First Fixed ReleaseiVs 4, ®aeLi€+a, Ea@Yrwe€ad @O ®af:
Releases

80285 4@ ™3 ¢« 12.1 3f™MEf1E, 3@ ®AFAFEfE,'3Q 5€,5,550%56:3,"3€,

Affected First Fixed ReleaseiVs 4, @aefi€p+a, Ea@Yre€d" ©aO®afi



http://www.cisco.com/go/psirt

12.2-Based

Releases
12.2 8, t8/taec889° 3 @ —
12.2B e, Ta/aeL83e 3 @—
12.2BC &, T8/t o839 3 @ —
12.2BW e, Ta/aeL83e 3 @—
12.2BX &, T8Y/st o839 3 @ —
12.2BY 8, ta/acec859 3 @ —
12.2BZ e, Tal/aeL889 3 @—
12.2CX 8, T8/taeL889 3 @ —
12.2CY 8, t&/o£859°3 @ —
12.2CZ 8, T8/t aec859 3 @ —
12.2DA 8, T&/to£859°3 @ —
12.2DD 8, t8/taec889° 3 @ —
12.2DX e, Ta/aaeL83e°a @—
12.2EW &, T8Vt o839 3 @ —




12.2EWA 8, t8/taec889 3 @ —
12.2EX 8, T&/to£859°3 @ —
12.2EY 8, T8/t aec8a9° 3 @ —
12.2EZ e, Ta/aeL839°a @—
12.2FX &, T8/t o839 3 @ —
12.2FY e, Ta/aL83e 3 @—
12.2FZ 6, T8/t o839 3 @ —
12.2IRB 8, ta/ec859 3 @ —
12.21XA e, Ta/aeL839 3 @—
12.2I1XB 8, ta/cec859° 3 @ —
12.21XC e, Ta/aeL839 3 @—
12.2I1XD 8, T8/t aec859° 3 @ —
12.21XE 8, T&/to£859°3 @ —
12.2IXF 8, t8/ataec8a9° 3 @ —
12.21XG e, Ta/aeL83e°a @ —




12.2JA 8, TaVa- L8595 @ —

12.2JK 8, T&/to£859°3 @ —
12.2MB 8, T8/t aec8a9° 3 @ —
12.2MC e, Ta/aeL839°a @—
12.2S 8, t8/taec8a9 3 @ —
12.2SB e, Ta/aL83e 3 @—

12.2SBC &, TaY L8595 @ —

12.2SCA 8, T8/ t+a£859° 5@ —

12.2SE a8 1Y/:812.2(37)SEA, "5, S8%0 @ 3@ ®AF 35143, 5@ «3@ &, 13%+2€85@ 5€,3,539%36>3,

12.2SEA 8, 1&V/ o853 @ —

12.2SEB 8, 1&V/oeL85@23 @ —

12.2SEC e, taVa- L85 5 @ —

12.2SED &, T8/ o859 3@ —

12.2SEE e, TaVa L8595 @ —

12.2SEF 8, 1&V/ L8523 @ —




12.2SEG 8, TaVa- L8595 @ —

v

12.2SG o8 1Y/812.2(37)SGE, "5, S8%. @ 3 @®Afaf5 %3, a@«a@ &,1a%+2€83@ 3€,3,559%363,

12.2SGA e, taV L8595 @ —

12.2SL 8, 1&V/ o853 @ —
12.2SM &, TaVt- L8595 @ —
12.2S0 8, 1&V/ o853 @ —

12.2SRA &, TaY L8595 @ —

12.2SRB 12.2(33)SRB1

12.2SRC 8, taVa L85 5 @ —

12.2SU 8, 1&V/+oeL85@23 @ —
12.2SV e, TaVa- L8595 @ —

12.2SVA &, T8/ o859 3@ —

12.2SVC 8, T&Y/+a£85@°5 @ —

12.2SVD 8, 1&V/oec85@23 @ —

12.2SW e, TaV- L8595 @ —




12.2SX 8, t8/taec889 3 @ —
12.2SXA 8, T&/to£859°3 @ —
12.2SXB 8, T8/t aec8a9° 3 @ —
12.2SXD e, Ta/aeL839°a @—
12.2SXE &, T8/t o839 3 @ —
12.2SXF e, Ta/aL83e 3 @—
12.2SXH 6, T8/t o839 3 @ —
12.2SY 8, ta/ec859 3 @ —
12.287 6, T8Y/s+ L8393 @ —
12.2T 8, T8/taet889 3 @ —
12.2TPC e, Ta/aeL839 3 @—
12.2XA 8, T8/t aec859° 3 @ —
12.2XB 8, T&/to£859°3 @ —
12.2XC 8, t8/ataec8a9° 3 @ —
12.2XD e, Ta/aeL83e°a @ —




12.2XE 8, t8/taec889 3 @ —
12.2XF 8, T&/to£859°3 @ —
12.2XG 8, T8/t aec8a9° 3 @ —
12.2XH e, Ta/aeL839°a @—
12.2XI &, T8/t o839 3 @ —
12.2XJ e, Ta/aL83e 3 @—
12.2XK 6, T8/t o839 3 @ —
12.2XL 8, ta/ec859 3 @ —
12.2XM e, Ta/aeL839 3 @—
12.2XN 8, ta/cec859° 3 @ —
12.2XNA e, Ta/aeL839 3 @—
12.2XNB 8, T8/t aec859° 3 @ —
12.2X0 8, T&/to£859°3 @ —
12.2XQ 8, T&/caL83e°a @ —
12.2XR e, Ta/aeL83e°a @ —




12.2XS 8, t8/taec889 3 @ —
12.2XT 8, T&/to£859°3 @ —
12.2XU 8, T8/t aec8a9° 3 @ —
12.2XV e, Ta/aeL839°a @—
12.2XW &, T8/t o839 3 @ —
12.2YA e, Ta/aL83e 3 @—
12.2YB 6, T8/t o839 3 @ —
12.2YC 8, ta/ec859 3 @ —
12.2YD e, Ta/aeL839 3 @—
12.2YE 8, ta/cec859° 3 @ —
12.2YF e, Ta/aeL839 3 @—
12.2YG 8, T8/t aec859° 3 @ —
12.2YH 8, T&/to£859°3 @ —
12.2YJ 8, t8/ataec8a9° 3 @ —
12.2YK e, Ta/aeL83e°a @ —




12.2YL 8, t8/taec889 3 @ —
12.2YM 8, T&/to£859°3 @ —
12.2YN 8, T8/t aec8a9° 3 @ —
12.2Y0 e, Ta/aeL839°a @—
12.2YP &, T8/t o839 3 @ —
12.2YQ 8, T8Vt o859 3 @ —
12.2YR 6, T8/t o839 3 @ —
12.2YS 8, ta/ec859 3 @ —
12.2YT e, Ta/aeL839 3 @—
12.2YU 8, ta/cec859° 3 @ —
12.2YV e, Ta/aeL839 3 @—
12.2YW 8, T8/t aec859° 3 @ —
12.2Y X 8, T&/to£859°3 @ —
12.2YY 8, t8/ataec8a9° 3 @ —
12.2YZ e, Ta/aeL83e°a @ —




12.2ZA 8, t8/taec889 3 @ —
12.27B 8, T&/to£859°3 @ —
12.2zC 8, T8/t aec8a9° 3 @ —
12.2ZD e, Ta/aeL839°a @—
12.2ZE &, T8/t o839 3 @ —
12.2ZF e, Ta/aL83e 3 @—
12.22G 6, T8/t o839 3 @ —
12.2ZH 8, ta/ec859 3 @ —
12.27] e, Ta/aeL839 3 @—
12.27L 8, ta/cec859° 3 @ —
12.2ZP e, Ta/aeL839 3 @—
12.27U 8, T8/t aec859° 3 @ —
12.2ZX 8, T&/to£859°3 @ —
12.27Y 8, t8/ataec8a9° 3 @ —
12.2ZYA e, Ta/aeL83e°a @ —




Affected
12.3-Based
Releases

First Fixed ReleaseiVs 4, @aefi€p+a, EFa@Yre€d  @a&®afi

QO28Y5 8™, 12.3 AfMafa, 3@ @A, 5@ 5€,5,5593%3€>3,"3€,

12.1?::(1 First Fixed ReleaseiVs 8, @acfa€p+a, Ed Q@ Yee€d @3 ®af:
Releases

12.4 8, T8/ o£859°3 @ —

12.4JA e, Ta/aeL839 3 @—

12.4JK 8, ta/acec859 3 @ —

12.4JL e, Ta/aeL839 3 @—

12.4IMA 8, T8/t aec859° 3 @ —

12.4IMB 8, 18/ eeE859°3 @ —

12.4IMC 8, T8/ L8893 @ —

12.4IX 8, T8Y/st o853 @ —

12.4MD &, T8/ o839 3 @ —

12.4MR a8 1/812.4(11)MRE, "8, S&%. @ 3@ ®AF 355143, 59«5 &,T8%+e€83 @ 3€,3,539 %33
12.4SW 12.4(11)SW3




12.4T a8 1/812.4(11) T4, 4 S&%o @ 3@ ®Af 5143, 49 «3@ &, T8%+2€85€ 5€,5,559%3€>3,"
12.4XA 8, 1&/c-ceE859°3 @ —

12.4XB 8, T8/t aec8a9° 3 @ —

12.4XC e, Ta/aeL839°a @—

12.4XD 8, T&/aaL83e°a @ —

12.4XE e, Ta/aL83e 3 @—

12.4XF 8, 1Y/t o853 @ —

12.4XG 8, ta/ec859 3 @ —

12.4XJ &, T&/rae£85€),3,5(cee€d " QAQ®I; PRLFQ 12.4T)
12.4XK 8, ta/cec859° 3 @ —

12.4XL e, Ta/aeL839 3 @—

12.4XM 8, T8/t aec859° 3 @ —

12.4XN 8, 1&/cceE 859 3 @ —

12.4XP e, T8/ tae£859 3 @ —

12.4XQ 8, T8Y/st o859 3 @ —




12.4XT 8, TaVa- L8595 @ —

12.4XV &, Ta/rae£85€),3,55€, TACG 9 «5953- 939,395,930 950 56°36,

12.4XW 12.4(11)XW1

12.4XY &, T8/t o839 3 @ —
12.4XZ e, Ta/aeL83e 3 @—
12.4Y A &, T8Y/st o839 3 @ —
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