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Cisco VPN Client for Microsoft Windows ã�«ã�¯ã€�é�žç‰¹æ¨©ãƒ¦ãƒ¼ã‚¶ã�®æ¨©é™�ã‚’ 
LocalSystem 
ã‚¢ã‚«ã‚¦ãƒ³ãƒˆã�®æ¨©é™�ã�«æ˜‡æ ¼ã�•ã�›ã‚‹ã�“ã�¨ã‚’å�¯èƒ½ã�«ã�™ã‚‹ 2 
ã�¤ã�®è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§èª¬æ˜Žã�•ã‚Œã‚‹ã�¦ã�„ã‚‹ 2 
ã�¤ã�®è„†å¼±æ€§ã�®ã�†ã�¡ 1 ã�¤ã�«ã�¯å›žé�¿ç–ã�Œã�‚ã‚Šã�¾ã�™ã€‚

Cisco 

ã�§ã�¯ã€�è©²å½“ã�™ã‚‹ã�Šå®¢æ§˜ç”¨ã�«ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾å¿œã�™ã‚‹ç„¡å„Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’æ��ä¾›ã�—ã�¦ã�Šã‚Šã�¾ã�™ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�https://sec.cloudapps.cisco.com/security/center/content/CiscoS

ecurityAdvisory/cisco-sa-20070815-vpnclient ã�§å…¬é–‹ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

æ³¨ï¼š64ãƒ“ãƒƒãƒˆãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®Cisco VPN 
Clientã�®ãƒªãƒªãƒ¼ã‚¹5.0.7.0240ï¼ˆãƒ™ãƒ¼ã‚¿ç‰ˆï¼‰ã�Šã‚ˆã�³5.0.7.0290ï¼ˆå…¬å¼�ãƒªãƒªãƒ¼ã‚¹ï¼‰ã�§ã�¯ã€�ã€Œãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®cvpnd.exeãƒ•ã‚¡ã‚¤ãƒ«ã�®æ¨©é™�ã�«ã‚ˆã‚‹ãƒãƒ¼ã‚«ãƒ«æ¨©é™�ã�®ã‚¨ã‚¹ã‚«ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã€�ã�¨ã�„ã�†è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ä¿®æ£ã�§ãƒªã‚°ãƒ¬ãƒƒã‚·ãƒ§ãƒ³ã�Œç™ºç”Ÿã�—ã�¦ã�„ã�¾ã�™ã€‚64ãƒ“ãƒƒãƒˆCisco
VPN 
Clientã�®ãƒªãƒªãƒ¼ã‚¹5.0.7.0440ã�§ã�¯ã€�ã�“ã�®å›žå¸°ã�Œä¿®æ£ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚32ãƒ“ãƒƒãƒˆãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®Cisco
VPN Clientã�«ã�¯ã€�ã�“ã�®å›žå¸°ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã�§ã�—ã�Ÿã€‚

è©²å½“è£½å“�

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

Medium
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20070815-vpnclient

åˆ�å…¬é–‹æ—¥ : 2007-08-15 16:00

æœ€çµ‚æ›´æ–°æ—¥ : 2011-03-24 17:00

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.3 : Final

CVSSã‚¹ã‚³ã‚¢ : 6.8

å›žé�¿ç– : No Workarounds available

Cisco ãƒ�ã‚° ID :

CVE-2007-

4415

CVE-2007-

4414
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-4415
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ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�§èª¬æ˜Žã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�¯ã€�Microsoft 
Windows ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ä¸Šã�® Cisco VPN Client 
ã�«è©²å½“ã�—ã�¾ã�™ã€‚è©²å½“ã�™ã‚‹ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¯æ¬¡ã�®ã�¨ã�Šã‚Šã�§ã�™ã€‚

è„†å¼±æ€§ã�®å��å‰� è©²å½“ã�™ã‚‹ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ Cisco Bug ID

1. Microsoft 

Windowsãƒ€ã‚¤ãƒ¤ãƒ«ã‚¢ãƒƒãƒ—ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚ãƒ³ã‚°ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«ã‚ˆã‚‹ãƒãƒ¼ã‚«ãƒ«æ¨©é™�ã�®æ˜‡æ ¼
4.8.02.0010 ã‚ˆã‚Šä½Žã�„ã�™ã�¹ã�¦ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ CSCse89550(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)

32ãƒ“ãƒƒãƒˆCisco VPN 

Client:5.0.01.0600ä»¥å‰�ã�®ã�™ã�¹ã�¦ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³
CSCsj00785(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)

2.ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®cvpnd.exeãƒ•ã‚¡ã‚¤ãƒ«æ¨©é™�ã�«ã‚ˆã‚‹ãƒãƒ¼ã‚«ãƒ«æ¨©é™�ã�®æ˜‡æ ¼

64ãƒ“ãƒƒãƒˆCisco VPN Client:5.0.7.0240ã�Šã‚ˆã�³5.0.7.0290
CSCtn50645(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨) |(CSCsj0078

5

ã�®ä¿®æ£ã�®å›žå¸°(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨))

æ³¨ï¼šVPN Client for Windowsã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¯ã€�Microsoft 
Installer(MSI)ãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ã�¨InstallShield(IS)ãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ã�®ä¸¡æ–¹ã�¨ã�—ã�¦é…�å¸ƒã�•ã‚Œã�¾ã�™ã€‚ã€Œãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®
cvpnd.exe 
ãƒ•ã‚¡ã‚¤ãƒ«ã�®ã‚¢ã‚¯ã‚»ã‚¹è¨±å�¯ã‚’åˆ©ç”¨ã�—ã�Ÿãƒãƒ¼ã‚«ãƒ«æ¨©é™�ã�®æ˜‡æ ¼ã€�ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ä¿®æ£ã�¯ã€�VPN
Client ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 5.0.01.0600 ã�® MSI 
ãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ã�®ã�¿ã�«å�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚IS 
ãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ã�«ã�¯ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ä¿®æ£ã�Œå�«ã�¾ã‚Œã�¦ã�„ã�ªã�„ã�Ÿã‚�ã€�h

ttp://www.cisco.com ã�‹ã‚‰å‰Šé™¤ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚VPN Client 
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 5.0.01.0600 ã�® IS 
ãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ã‚’ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�—ã�¦ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�—ã�Ÿã�Šå®¢æ§˜ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œå›žé�¿ç–ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹å›žé�¿ç–ã‚’é�©ç”¨ã�™ã‚‹ã�‹ã€�MSI
ãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ã�«ç§»è¡Œã�™ã‚‹ã�“ã�¨ã�«ã‚ˆã�£ã�¦ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

Microsoft Windows ä»¥å¤–ã�®ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�§å‹•ä½œã�™ã‚‹ Cisco VPN 
Client 
ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¯ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«è©²å½“ã�—ã�¾ã�›ã‚“ã€‚å…·ä½“çš„ã�«ã�¯ã€�æ¬¡ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®
Cisco VPN Client ã�¯è©²å½“ã�—ã�¾ã�›ã‚“ã€‚

Cisco VPN Client for Solaris •

Cisco VPN Client for Linux  •

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCse89550
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsj00785
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtn50645
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsj00785
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsj00785
https://sec.cloudapps.cisco.comRPF/register/register.do
http://www.cisco.com
http://www.cisco.com


Cisco VPN Client for Macintoshï¼ˆMac OS Classic ã�Šã‚ˆã�³ Mac OS Xï¼‰ •

Cisco AnyConnect VPN Client 

ã�¯ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«ã�¯è©²å½“ã�—ã�¾ã�›ã‚“ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§èª¬æ˜Žã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�«è©²å½“ã�™ã‚‹ã��ã�®ä»–ã�®
Cisco è£½å“�ã�¯ç�¾åœ¨ã�®ã�¨ã�“ã‚�è¦‹ã�¤ã�‹ã�£ã�¦ã�„ã�¾ã�›ã‚“ã€‚

Cisco VPN Client ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®ç¢ºèª�

Microsoft Windows ãƒžã‚·ãƒ³ã�§ç¨¼åƒ�ã�—ã�¦ã�„ã‚‹ Cisco VPN Client 
ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’èª¿ã�¹ã‚‹ã�«ã�¯ã€�æ¬¡ã�®æ‰‹é †ã�«å¾“ã�„ã�¾ã�™ã€‚

Start ãƒ¡ãƒ‹ãƒ¥ãƒ¼ã�‹ã‚‰ã€�Programs->Cisco Systems VPN Client->VPN Client 
ã�®é †ã�«é�¸æŠžã�—ã�¾ã�™ã€‚Cisco VPN Client ã�®ã‚°ãƒ©ãƒ•ã‚£ã‚«ãƒ« 
ãƒ¦ãƒ¼ã‚¶ ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�Œé–‹ã��ã�¾ã�™ã€‚ 

1. 

Help ãƒ¡ãƒ‹ãƒ¥ãƒ¼ã�‹ã‚‰ã€�About VPN Client... 
ã‚ªãƒ—ã‚·ãƒ§ãƒ³ã‚’é�¸æŠžã�—ã�¾ã�™ã€‚ã€ŒCisco Systems VPN Client Version 
4.8.01.0300ã€�ã�®ã‚ˆã�†ã�ªãƒ†ã‚ã‚¹ãƒˆã‚’å�«ã‚€ãƒ€ã‚¤ã‚¢ãƒã‚° 
ãƒœãƒƒã‚¯ã‚¹ã�Œè¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚ 

2. 

æ³¨ï¼šãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�§ã�¯ã€�[Cisco Systems VPN 
Client]ãƒ•ã‚©ãƒ«ãƒ€ã�¯ã€�Windowsã�®[Start]ãƒ¡ãƒ‹ãƒ¥ãƒ¼ã�®[Programs]ã‚µãƒ–ãƒ¡ãƒ‹ãƒ¥ãƒ¼ã�«ã�‚ã‚Šã�¾ã�™ã€‚ã�Ÿã� ã�—ã€�ã‚·ã‚¹ãƒ†ãƒ ç®¡ç�†è€…ã�«ã‚ˆã�£ã�¦åˆ¥ã�®å��å‰�ã�¾ã�Ÿã�¯å ´æ‰€ã�Œé�¸æŠžã�•ã‚Œã�¦ã�„ã‚‹å�¯èƒ½æ€§ã‚‚ã�‚ã‚Šã�¾ã�™ã€‚

ã�¾ã�Ÿã�¯ã€�Microsoft Windows ã�®ã‚³ãƒžãƒ³ãƒ‰ ãƒ—ãƒãƒ³ãƒ—ãƒˆã�‹ã‚‰ 
vpnclient.exe version ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ã€�Cisco VPN Client 
ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³æƒ…å ±ã‚’èª¿ã�¹ã‚‹ã�“ã�¨ã‚‚ã�§ã��ã�¾ã�™ã€‚ä»¥ä¸‹ã�«ã€�ã�„ã��ã�¤ã�‹ã�®ä¾‹ã‚’ç¤ºã�—ã�¾ã�™ã€‚

 

C:\Program Files\Cisco Systems\VPN Client>vpnclient version 
4.8.01.0300

 

è©³ç´°

Cisco VPN Client ã�¯ã€�Microsoft Windowsã€�Sun Solarisã€�Linuxã€�Apple MacOS 
Classic ã�Šã‚ˆã�³ MacOS X ã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚° 
ã‚·ã‚¹ãƒ†ãƒ å�‘ã�‘ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã�§ã�™ã€‚ã�“ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ä½¿ç”¨ã�™ã‚‹ã�¨ã€�Cisco 
IOS ãƒ«ãƒ¼ã‚¿ã€�PIX ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ã€�VPN 3000 ã‚·ãƒªãƒ¼ã‚º 
ã‚³ãƒ³ã‚»ãƒ³ãƒˆãƒ¬ãƒ¼ã‚¿ã€�ASA 5500 ã‚·ãƒªãƒ¼ã‚ºé�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ã�ªã�©ã�® VPN å¯¾å¿œãƒ‡ãƒ�ã‚¤ã‚¹ã�«å¯¾ã�—ã�¦ IPSec VPN 



ãƒˆãƒ³ãƒ�ãƒ«ã‚’ç¢ºç«‹ã�§ã��ã�¾ã�™ã€‚

Cisco VPN Client for Microsoft Windows 

ã�«ã�¯ã€�é�žç‰¹æ¨©ãƒ¦ãƒ¼ã‚¶ã�®æ¨©é™�ã‚’æ˜‡æ ¼ã�•ã�›ã‚‹ã�“ã�¨ã‚’å�¯èƒ½ã�«ã�™ã‚‹
2 ã�¤ã�®è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚

æ³¨ï¼šæ¬¡ã�®è„†å¼±æ€§ã�¯ã€�https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurit

yAdvisory/cisco-sa-20060524-vpnclientã�§å…¥æ‰‹ã�§ã��ã‚‹Cisco VPN Client for 
Windowsã�«é–¢ã�™ã‚‹Ciscoã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�¨ã�¯ç•°ã�ªã‚Šã�¾ã�™ã€‚

1. Microsoft 
Windowsãƒ€ã‚¤ãƒ¤ãƒ«ã‚¢ãƒƒãƒ—ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚ãƒ³ã‚°ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«ã‚ˆã‚‹ãƒãƒ¼ã‚«ãƒ«æ¨©é™�ã�®æ˜‡æ ¼

Start Before Logonï¼ˆSBLï¼‰æ©Ÿèƒ½ã‚’æœ‰åŠ¹ã�«ã�—ã€�Microsoft 
ãƒ€ã‚¤ãƒ¤ãƒ«ã‚¢ãƒƒãƒ— ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚ãƒ³ã‚° 
ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã‚’ä½¿ç”¨ã�™ã‚‹ã‚ˆã�†ã�« VPN 
ãƒ—ãƒãƒ•ã‚¡ã‚¤ãƒ«ã‚’è¨å®šã�™ã‚‹ã�“ã�¨ã�«ã‚ˆã‚Šã€�é�žç‰¹æ¨©ãƒ¦ãƒ¼ã‚¶ã�®æ¨©é™�ã�Œ
LocalSystem 
ã‚¢ã‚«ã‚¦ãƒ³ãƒˆã�¨å�Œç‰ã�®æ¨©é™�ã�«æ˜‡æ ¼ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã‚Œã‚‰
2 ã�¤ã�®è¨å®šã‚’å�Œæ™‚ã�«æœ‰åŠ¹ã�«ã�—ã�¦è¨å®šã�™ã‚‹ã�¨ã€�Windows 
ã�®ãƒã‚°ã‚ªãƒ³ç”»é�¢ã�« Cisco VPN Client ã�® Graphical User 
Interfaceï¼ˆGUIï¼‰ã�Œè¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚ã�“ã‚Œã‚‰ 2 
ã�¤ã�®è¨å®šã�¯ã€�ç®¡ç�†è€…æ¨©é™�ã‚’æŒ�ã�£ã�¦ã�„ã�ªã��ã�¦ã‚‚å¤‰æ›´ã�§ã��ã‚‹ã�“ã�¨ã�«æ³¨æ„�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

Windows ã�®ãƒã‚°ã‚¤ãƒ³ç”»é�¢ã�§ã�¯ã€�Microsoft ãƒ€ã‚¤ãƒ¤ãƒ«ã‚¢ãƒƒãƒ— 
ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚ãƒ³ã‚°ã‚’ä½¿ç”¨ã�™ã‚‹ã‚ˆã�†ã�«è¨å®šã�•ã‚Œã�Ÿ VPN 
ãƒ—ãƒãƒ•ã‚¡ã‚¤ãƒ«ã‚’åˆ©ç”¨ã�—ã�¦ã€�ãƒ€ã‚¤ãƒ¤ãƒ«ã‚¢ãƒƒãƒ— ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚ãƒ³ã‚° 
ãƒ€ã‚¤ã‚¢ãƒã‚° 
ãƒœãƒƒã‚¯ã‚¹ã‚’èµ·å‹•ã�§ã��ã�¾ã�™ã€‚ã�“ã‚Œã�«ã‚ˆã‚Šã€�ãƒ¦ãƒ¼ã‚¶ã�¯è‡ªåˆ†ã�®æ¨©é™�ã‚’æ˜‡æ ¼ã�•ã�›ã‚‹ã�“ã�¨ã�Œå�¯èƒ½ã�«ã�ªã‚Šã�¾ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ã�¯ã€�ã€ŒWindows Logon Propertiesã€�ãƒ€ã‚¤ã‚¢ãƒã‚° 
ãƒœãƒƒã‚¯ã‚¹ï¼ˆOptions-> Windows Logon 

Properties...ï¼‰ã�«ã�‚ã‚‹è¨å®šã‚ªãƒ—ã‚·ãƒ§ãƒ³ã€ŒAllow launching of third party 
applications before 
logonã€�ã�Œæœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã�ªã�„ã�¨ã€�Microsoft 
ãƒ€ã‚¤ãƒ¤ãƒ«ã‚¢ãƒƒãƒ— 
ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚ãƒ³ã‚°ã‚’ä½¿ç”¨ã�™ã‚‹ã‚ˆã�†ã�«è¨å®šã�•ã‚Œã�Ÿ VPN 
ãƒ—ãƒãƒ•ã‚¡ã‚¤ãƒ«ã‚’ Windows 
ã�®ãƒã‚°ã‚ªãƒ³ç”»é�¢ã�‹ã‚‰é�¸æŠžã�§ã��ã�ªã�„ã‚ˆã�†ã�«ã�™ã‚‹ã�“ã�¨ã�«ã‚ˆã�£ã�¦å¯¾å‡¦ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

æ³¨æ„�ï¼š 

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20060524-vpnclient
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20060524-vpnclient


[ãƒã‚°ã‚ªãƒ³å‰�ã�«ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�®èµ·å‹•ã‚’è¨±å�¯ã�™ã‚‹]ã‚’æœ‰åŠ¹ã�«ã�™ã‚‹ã�¨ã€�ã��ã‚Œè‡ªä½“ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ä¸Šã�®å•�é¡Œã�Œç™ºç”Ÿã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚è¨è¨ˆä¸Šã€�ã�“ã�®ã‚ªãƒ—ã‚·ãƒ§ãƒ³ã‚’æœ‰åŠ¹ã�«ã�§ã��ã‚‹ã�®ã�¯ã€�ç®¡ç�†è€…æ¨©é™�ã‚’æŒ�ã�¤ãƒ¦ãƒ¼ã‚¶ãƒ¼ã�®ã�¿ã�§ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID CSCse89550

(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

SBL æ©Ÿèƒ½ã�«ã�¤ã�„ã�¦ã�®è©³ç´°ã�¯ã€�http://www.cisco.com/en/US/docs/security/vpn_c

lient/cisco_vpn_client/vpn_client46/win/user/guide/vc7.html#wp1301567 ã‚’å�‚ç…§ã�—ã�¦ã��ã� 
ã�•ã�„ã€‚

LocalSystem 

ã‚¢ã‚«ã‚¦ãƒ³ãƒˆã�¨ã��ã�®æ¨©é™�ã�«ã�¤ã�„ã�¦ã�¯ã€�http://msdn2.microsoft.com/en-

us/library/ms684190.aspx ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

2.ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®cvpnd.exeãƒ•ã‚¡ã‚¤ãƒ«æ¨©é™�ã�«ã‚ˆã‚‹ãƒãƒ¼ã‚«ãƒ«æ¨©é™�ã�®æ˜‡æ ¼

Cisco VPN Service 

ã�®å®Ÿè¡Œå�¯èƒ½ãƒ•ã‚¡ã‚¤ãƒ«ã‚’ä»»æ„�ã�®å®Ÿè¡Œå�¯èƒ½ãƒ•ã‚¡ã‚¤ãƒ«ã�«ç½®ã��æ�›ã�ˆã‚‹ã�“ã�¨ã�«ã‚ˆã‚Šã€�LocalSystem
ã‚¢ã‚«ã‚¦ãƒ³ãƒˆã�®æ¨©é™�ã‚’å¿…è¦�ã�¨ã�™ã‚‹ä»»æ„�ã�®ãƒ—ãƒã‚°ãƒ©ãƒ ã‚’é�žç‰¹æ¨©ãƒ¦ãƒ¼ã‚¶ã�Œå®Ÿè¡Œã�§ã��ã‚‹ã‚ˆã�†ã�«ã�ªã‚Šã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�¯ã€�ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«æ™‚ã�«
cvpnd.exeï¼ˆCisco VPN Service 

ã�®å®Ÿè¡Œå�¯èƒ½ãƒ•ã‚¡ã‚¤ãƒ«ï¼‰ã�«å‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã‚‹ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®ãƒ•ã‚¡ã‚¤ãƒ«
ã‚¢ã‚¯ã‚»ã‚¹è¨±å�¯ã�«ã‚ˆã�£ã�¦ã€�é�žç‰¹æ¨©ãƒ¦ãƒ¼ã‚¶ã�Œ cvpnd.exe 

ã‚’ä»»æ„�ã�®ãƒ•ã‚¡ã‚¤ãƒ«ã�«ç½®ã��æ�›ã�ˆã‚‹ã�“ã�¨ã�Œè¨±å�¯ã�•ã‚Œã�¦ã�„ã‚‹ã�Ÿã‚�ã�«å˜åœ¨ã�—ã�¾ã�™ã€‚

Cisco VPN Service ã�¯ LocalSystem æ¨©é™�ã�§å®Ÿè¡Œã�•ã‚Œã‚‹ Windows 
ã‚µãƒ¼ãƒ“ã‚¹ã�§ã�‚ã‚‹ã�Ÿã‚�ã€�é�žç‰¹æ¨©ãƒ¦ãƒ¼ã‚¶ã�¯å®¹æ˜“ã�«è‡ªåˆ†ã�®æ¨©é™�ã‚’æ˜‡æ ¼ã�•ã�›ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€�

ã�“ã�®è„†å¼±æ€§ã�¯ã€�ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�—ã�ªã��ã�¦ã‚‚å›žé�¿ã�§ã��ã�¾ã�™ã€‚ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œå›žé�¿ç–ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID CSCsj00785

(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

æ³¨ï¼šCisco VPN 

Clientã�®64ãƒ“ãƒƒãƒˆãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®ãƒªãƒªãƒ¼ã‚¹5.0.7.0240ï¼ˆãƒ™ãƒ¼ã‚¿ãƒªãƒªãƒ¼ã‚¹ï¼‰ã�Šã‚ˆã�³5.0.7.0290ï¼ˆå…¬å¼�ãƒªãƒªãƒ¼ã‚¹ï¼‰ã�§ã�¯ã€�C

SCsj00785

(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�«å¯¾ã�™ã‚‹ä¿®æ£ã�«ãƒªã‚°ãƒ¬ãƒƒã‚·ãƒ§ãƒ³ã�Œç™ºç”Ÿã�—ã�¦ã�Šã‚Šã€�ã�“ã�®å•�é¡Œã�«ã‚‚è©²å½“ã�—ã�¾ã�™ã€‚64ãƒ“ãƒƒãƒˆCisco
VPN 
Clientã�®ãƒªãƒªãƒ¼ã‚¹5.0.7.0440ã�§ã�¯ã€�ã�“ã�®å›žå¸°ã�Œä¿®æ£ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚32ãƒ“ãƒƒãƒˆãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®Cisco
VPN 
Clientã�«ã�¯ã€�ã�“ã�®å›žå¸°ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã�§ã�—ã�Ÿã€‚ã�“ã�®å›žå¸°ã�«å¯¾ã�™ã‚‹ä¿®æ£ã�¯ã€�Cisco
Bug ID CSCtn50645(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�«è¨˜è¿°ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

è„†å¼±æ€§ã‚¹ã‚³ã‚¢è©•ä¾¡ã

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCse89550
https://sec.cloudapps.cisco.comRPF/register/register.do
http://www.cisco.com/en/US/docs/security/vpn_client/cisco_vpn_client/vpn_client46/win/user/guide/vc7.html#wp1301567
http://www.cisco.com/en/US/docs/security/vpn_client/cisco_vpn_client/vpn_client46/win/user/guide/vc7.html#wp1301567
http://www.cisco.com/en/US/docs/security/vpn_client/cisco_vpn_client/vpn_client46/win/user/guide/vc7.html#wp1301567
http://www.cisco.com/en/US/docs/security/vpn_client/cisco_vpn_client/vpn_client46/win/user/guide/vc7.html#wp1301567
http://msdn2.microsoft.com/en-us/library/ms684190.aspx
http://msdn2.microsoft.com/en-us/library/ms684190.aspx
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsj00785
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsj00785
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsj00785
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtn50645
https://sec.cloudapps.cisco.comRPF/register/register.do


�®è©³ç´°

Cisco ã�§ã�¯ã€�Common Vulnerability Scoring 
Systemï¼ˆCVSSï¼‰ã�«åŸºã�¥ã��ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§èª¬æ˜Žã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ã‚¹ã‚³ã‚¢ã‚’è©•ä¾¡ã�—ã�¾ã�—ã�Ÿã€‚ã�“ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§ã�®
CVSS ã‚¹ã‚³ã‚¢ã�¯ CVSS version 2.0 ã�«åŸºã�¥ã�„ã�¦ã�„ã�¾ã�™ã€‚

Cisco 

ã�§ã�¯åŸºæœ¬ã‚¹ã‚³ã‚¢ã�¨ç�¾çŠ¶ã‚¹ã‚³ã‚¢ã‚’è©•ä¾¡ã�—ã�¾ã�™ã€‚ã�Šå®¢æ§˜ã�¯ã�“ã‚Œã‚‰ã‚’ç”¨ã�„ã�¦ç’°å¢ƒè©•ä¾¡ã‚¹ã‚³ã‚¢
ï¼ˆEnvironmental Scoreï¼‰ 
ã‚’ç®—å‡ºã�—ã€�å€‹ã€…ã�®ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�«ã�Šã�‘ã‚‹è„†å¼±æ€§ã�®å½±éŸ¿åº¦ã‚’å°Žã��å‡ºã�™ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚

Cisco PSIRT 

ã�¯ã€�ã�™ã�¹ã�¦ã�®ã‚±ãƒ¼ã‚¹ã�«ã�Šã�‘ã‚‹é‡�ã�¿ã‚’ã€Œæ¨™æº–ã€�ã�«è¨å®šã�—ã�¾ã�™ã€‚ç‰¹å®šã�®è„†å¼±æ€§ã�®ç’°å¢ƒçš„å½±éŸ¿ã‚’åˆ¤æ–ã�™ã‚‹éš›ã�«ã�¯ã€�é‡�ã�¿ãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã‚’é�©ç”¨ã�™ã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¾ã�™ã€‚

CVSS 

ã�¯ã€�è„†å¼±æ€§ã�®é‡�å¤§åº¦ã‚’ä¼�ã�ˆã‚‹æ¨™æº–ãƒ™ãƒ¼ã‚¹ã�®ã‚¹ã‚³ã‚¢è©•ä¾¡æ–¹å¼�ã�§ã�‚ã‚Šã€�å¯¾å¿œã�®ç·Šæ€¥åº¦ã‚„å„ªå…ˆåº¦ã‚’åˆ¤æ–ã�™ã‚‹ã�®ã�«å½¹ç«‹ã�¡ã�¾ã�™ã€‚

Cisco ã�¯ä»¥ä¸‹ã�® URL ã�«ã�¦ CVSS ã�«é–¢ã�™ã‚‹ FAQ 
ã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚

http://www.cisco.com/web/about/security/intelligence/cvss-qandas.html 

ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�¾ã�Ÿ Cisco 
ã�¯å€‹ã€…ã�®ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�«ã�Šã�‘ã‚‹ç’°å¢ƒå½±éŸ¿åº¦ã‚’ç®—å‡ºã�™ã‚‹ CVSS 
è¨ˆç®—ãƒ„ãƒ¼ãƒ«ã‚’ä»¥ä¸‹ã�® URL ã�«ã�¦æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚

https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x

1. Microsoft Windows Dial-Up Networking Interface(DUN)ã�«ã‚ˆã‚‹ãƒãƒ¼ã‚«ãƒ«æ¨©é™�ã�®æ˜‡æ ¼(CSCse89550( ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨))

ç’°å¢ƒã‚¹ã‚³ã‚¢ã‚’è¨ˆç®—ã�™ã‚‹ CSCse89550

CVSS åŸºæœ¬ã‚¹ã‚³ã‚¢ï¼š6.8

æ”»æ’ƒå…ƒåŒºåˆ† æ”»æ’ƒæ�¡ä»¶ã�®è¤‡é›‘ã�• [Authentication] æ©Ÿå¯†æ€§ã�¸ã�®å½±éŸ¿ å®Œå…¨æ€§ã�¸ã�®å½±éŸ¿ å�¯ç”¨æ€§ã�¸ã�®å½±éŸ¿

Local ä½Žã�„ 1 å›ž å®Œäº† å®Œäº† å®Œäº†

http://www.cisco.com/web/about/security/intelligence/cvss-qandas.html
https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCse89550
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=AV:L/AC:L/Au:S/C:C/I:C/A:C/B:N/E:H/RL:OF/RC:C


CVSS ç�¾çŠ¶ã‚¹ã‚³ã‚¢ï¼š5.9

æ”»æ’ƒã�•ã‚Œã‚‹å�¯èƒ½æ€§ åˆ©ç”¨å�¯èƒ½ã�ªå¯¾ç–ã�®ãƒ¬ãƒ™ãƒ« Report Confidence

é«˜ Official-Fix ç¢ºèª�æ¸ˆ

2.ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®cvpnd.exeãƒ•ã‚¡ã‚¤ãƒ«æ¨©é™�ã�«ã‚ˆã‚‹ãƒãƒ¼ã‚«ãƒ«æ¨©é™�ã�®æ˜‡æ ¼(CSCsj00785(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�Šã‚ˆã�³CSCtn50645(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨))

ç’°å¢ƒã‚¹ã‚³ã‚¢ã‚’è¨ˆç®—ã�™ã‚‹ CSCsj00785ã�Šã‚ˆã�³CSCtn50645

CVSS åŸºæœ¬ã‚¹ã‚³ã‚¢ï¼š6.8

æ”»æ’ƒå…ƒåŒºåˆ† æ”»æ’ƒæ�¡ä»¶ã�®è¤‡é›‘ã�• [Authentication] æ©Ÿå¯†æ€§ã�¸ã�®å½±éŸ¿ å®Œå…¨æ€§ã�¸ã�®å½±éŸ¿ å�¯ç”¨æ€§ã�¸ã�®å½±éŸ¿

Local ä½Žã�„ 1 å›ž å®Œäº† å®Œäº† å®Œäº†

CVSS ç�¾çŠ¶ã‚¹ã‚³ã‚¢ï¼š5.9

æ”»æ’ƒã�•ã‚Œã‚‹å�¯èƒ½æ€§ åˆ©ç”¨å�¯èƒ½ã�ªå¯¾ç–ã�®ãƒ¬ãƒ™ãƒ« Report Confidence

é«˜ Official-Fix ç¢ºèª�æ¸ˆ

å›žé�¿ç–

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

2.ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®cvpnd.exeãƒ•ã‚¡ã‚¤ãƒ«æ¨©é™�ã�«ã‚ˆã‚‹ãƒãƒ¼ã‚«ãƒ«æ¨©é™�ã�®æ˜‡æ ¼

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹åŠ¹æžœçš„ã�ªå›žé�¿ç–ã�¯ã€�cvpnd.exe ã�‹ã‚‰ NT 
AUTHORITY\INTERACTIVE 
ã�¸ã�®ã‚¢ã‚¯ã‚»ã‚¹æ¨©ã‚’å�–ã‚Šæ¶ˆã�™ã�“ã�¨ã�§ã�™ã€‚ä»¥ä¸‹ã�«ã€�ã�„ã��ã�¤ã�‹ã�®ä¾‹ã‚’ç¤ºã�—ã�¾ã�™ã€‚

 

https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=AV:L/AC:L/Au:S/C:C/I:C/A:C/B:N/E:H/RL:OF/RC:C
https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=AV:L/AC:L/Au:S/C:C/I:C/A:C/B:N/E:H/RL:OF/RC:C


C:\Program Files\Cisco Systems\VPN Client>cacls cvpnd.exe /E /R "NT AUTHORITY\INTERACTIVE"

 

æ³¨ï¼šWindows 

Vistaã�«ã�¯ã€�caclã�®æ›´æ–°ã�•ã‚Œã�Ÿéƒ¨åˆ†çš„ã�ªç½®ã��æ�›ã�ˆã�§ã�‚ã‚‹icaclsã�Œå�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚icacls 

ã�«ã�¤ã�„ã�¦ã�®è©³ç´°ã�¯ã€�http://www.microsoft.com/technet/technetmag/issues/2007/07/SecurityWatch/default.aspx 

ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹å ´å�ˆã�¯ã€�http://www.cisco.com/go/psirt 

ã�¨å¾Œç¶šã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚‚å�‚ç…§ã�—ã�¦ã€�å•�é¡Œã�®è§£æ±ºçŠ¶æ³�ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹æ©Ÿå™¨ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°ã�—ã�„ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��é�©åˆ‡ã�«ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã�®ç¢ºèª�ã‚’å��åˆ†ã�«è¡Œã�£ã�¦ã��ã� ã�•ã�„ã€‚æƒ…å ±ã�«ä¸�æ˜Žã�ªç‚¹ã�Œã�‚ã‚‹å ´å�ˆã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã�¾ã�Ÿã�¯å¥‘ç´„ã‚’çµ�ã‚“ã�§ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ 
ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã�›ã��ã� ã�•ã�„ã€‚

æ¬¡ã�® Cisco VPN Client 
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


