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æ¦‚è¦�
Cisco Wireless LAN Controllerï¼ˆWLC; ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN 

ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ï¼‰ã�¯ã€�Lightweight Access Point Protocolï¼ˆLWAPP; Lightweight 
ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ ãƒ—ãƒãƒˆã‚³ãƒ«ï¼‰ã‚’ä½¿ç”¨ã�—ã�¦ã€�Cisco Aironet ã‚¢ã‚¯ã‚»ã‚¹ 
ãƒ�ã‚¤ãƒ³ãƒˆã‚’ç®¡ç�†ã�—ã�¾ã�™ã€‚WLC ã�«ã�¯ã€�Denial of Serviceï¼ˆDoS; 
ã‚µãƒ¼ãƒ“ã‚¹æ‹’å�¦ï¼‰çŠ¶æ…‹ã€�æƒ…å ±æ¼�ã�ˆã�„ã€�ã�¾ã�Ÿã�¯ã‚¢ã‚¯ã‚»ã‚¹ 
ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ« 
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Cisco 

ã�§ã�¯ã€�è©²å½“ã�™ã‚‹ã�Šå®¢æ§˜ç”¨ã�«ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾å¿œã�™ã‚‹ç„¡å„Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’æ��ä¾›ã�—ã�¦ã�Šã‚Šã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾ã�—ã�¦ã�¯ã€�å½±éŸ¿ã‚’ç·©å’Œã�™ã‚‹ã�Ÿã‚�ã�®å›žé�¿ç–ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-

sa-20070412-wlc ã�§å…¬é–‹ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚
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Critical
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20070412-wlc

åˆ�å…¬é–‹æ—¥ : 2007-04-12 16:00

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.4 : Final

CVSSã‚¹ã‚³ã‚¢ : 10.0

å›žé�¿ç– : No Workarounds available
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è„†å¼±æ€§ã�®ã�‚ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�§èª¬æ˜Žã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�¯ã€�ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³
4.0ã€�3.2ã€�ã�Šã‚ˆã�³ã��ã‚Œä»¥å‰�ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�® Wireless LAN 
Controller ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�«è©²å½“ã�—ã�¾ã�™ã€‚ç‰¹å®šã�® Cisco Bug ID 
ã�«å¯¾å¿œã�™ã‚‹ç¬¬ 1 
ä¿®æ£æ¸ˆã�¿ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¨ä¿®æ£ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ç‰¹å®šã�®ç’°å¢ƒã�§å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹ WLC 
ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’èª¿ã�¹ã‚‹ã�«ã�¯ã€�æ¬¡ã�®ã�„ã�šã‚Œã�‹ã�®æ–¹æ³•ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚

Web ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�§ Monitor 

ã‚¿ãƒ–ã‚’é�¸æŠžã�—ã€�å·¦å�´ã�®ãƒšã‚¤ãƒ³ã�§ Summary 

ã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã€�ã€ŒSoftware Versionã€�ã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚ 

•

ã‚³ãƒžãƒ³ãƒ‰ãƒ©ã‚¤ãƒ³ ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�§ã€Œshow 

sysinfoã€�ã�¨å…¥åŠ›ã�—ã€�ã€ŒProduct Versionã€�ã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚ 
•

è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©

Cisco 4400 ã‚·ãƒªãƒ¼ã‚º ãƒ¯ã‚¤ã‚¢ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ© •

Cisco 4100 ã‚·ãƒªãƒ¼ã‚º ãƒ¯ã‚¤ã‚¢ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ© •

Cisco 2100 ã‚·ãƒªãƒ¼ã‚º ãƒ¯ã‚¤ã‚¢ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©  •

Cisco 2000 ã‚·ãƒªãƒ¼ã‚º ãƒ¯ã‚¤ã‚¢ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©  •

Cisco ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ© ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«  •

ç„¡ç·šçµ±å�ˆã‚¹ã‚¤ãƒƒãƒ�ã�Šã‚ˆã�³ãƒ«ãƒ¼ã‚¿

Cisco Catalyst 6500 ã‚·ãƒªãƒ¼ã‚º ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ ã‚µãƒ¼ãƒ“ã‚¹ ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«ï¼ˆWiSMï¼‰ •

Cisco Catalyst 3750 ã‚·ãƒªãƒ¼ã‚º Integrated Wireless LAN Controller •

Cisco ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ© ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ« •

Cisco Aironet ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ

Cisco Aironet 1000 ã‚·ãƒªãƒ¼ã‚º •

Cisco Aironet 1500 ã‚·ãƒªãƒ¼ã‚º •

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

Cisco Aironet 1400 ã‚·ãƒªãƒ¼ã‚º •

Cisco Aironet 1300 ã‚·ãƒªãƒ¼ã‚º •

Cisco Aironet 1240 AG ã‚·ãƒªãƒ¼ã‚º •



Cisco Aironet 1230 AG ã‚·ãƒªãƒ¼ã‚º •

Cisco Aironet 1200 ã‚·ãƒªãƒ¼ã‚º •

Cisco Aironet 1130 AG ã‚·ãƒªãƒ¼ã‚º •

Cisco Aironet 1100 ã‚·ãƒªãƒ¼ã‚º •

ä»–ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«ã�Šã�„ã�¦ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚‚ã�®ã�¯ã€�ç�¾åœ¨ç¢ºèª�ã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚

è©³ç´°

Cisco Wireless LAN Controllerï¼ˆWLC; ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN 

ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ï¼‰ã�¯ã€�Lightweight Access Point Protocolï¼ˆLWAPP; Lightweight 
ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ ãƒ—ãƒãƒˆã‚³ãƒ«ï¼‰ã‚’ä½¿ç”¨ã�—ã�¦ã€�Cisco Aironet ã‚¢ã‚¯ã‚»ã‚¹ 
ãƒ�ã‚¤ãƒ³ãƒˆã‚’ç®¡ç�†ã�—ã�¾ã�™ã€‚ã�“ã�®ãƒ—ãƒãƒˆã‚³ãƒ«ã‚’ä½¿ç”¨ã�™ã‚‹ã�¨ã€�ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹
ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã‚’é›†ä¸ç®¡ç�†ã�§ã��ã�¾ã�™ã€‚WLC 
ã�«ã�¯ã€�æ¬¡ã�®è„†å¼±æ€§ã�Œå�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚

ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�® SNMP ã‚³ãƒŸãƒ¥ãƒ‹ãƒ†ã‚£ ã‚¹ãƒˆãƒªãƒ³ã‚°

WLC ã�§ã�¯ã€�èªã�¿å�–ã‚Šå°‚ç”¨ SNMP ã‚³ãƒŸãƒ¥ãƒ‹ãƒ†ã‚£ 
ã‚¹ãƒˆãƒªãƒ³ã‚°ã‚„èªã�¿æ›¸ã�� SNMP ã‚³ãƒŸãƒ¥ãƒ‹ãƒ†ã‚£ 
ã‚¹ãƒˆãƒªãƒ³ã‚°ã�«å¯¾ã�—ã�¦ã€�ä¸€èˆ¬çš„ã�«çŸ¥ã‚‰ã‚Œã�¦ã�„ã‚‹å€¤ã�§ã�‚ã‚‹ã€Œpublicã€�ã�¨ã€Œprivateã€�ã�Œä½¿ç”¨ã�•ã‚Œã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco
Bug ID CSCse02384(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

ä¸�æ£å½¢å¼�ã‚¤ãƒ¼ã‚µãƒ�ãƒƒãƒˆ ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�«ã‚ˆã‚‹ã‚¯ãƒ©ãƒƒã‚·ãƒ¥

WLC ã�¯ã€�ä¸�æ£å½¢å¼�ã�®ã‚¤ãƒ¼ã‚µãƒ�ãƒƒãƒˆ 
ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’å�—ã�‘å�–ã‚‹ã�¨ã‚¯ãƒ©ãƒƒã‚·ãƒ¥ã�™ã‚‹å ´å�ˆã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco
Bug ID CSCsc90179(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

NPU ã�®ãƒãƒƒã‚¯ã‚¢ãƒƒãƒ—ã�«ã�¤ã�ªã�Œã‚‹è¤‡æ•°ã�®è„†å¼±æ€§

Network Processing Unitï¼ˆNPUï¼‰ã�¯ã€�WLC 
å†…éƒ¨ã�§ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’å‡¦ç�†ã�™ã‚‹å½¹å‰²ã‚’æ‹…ã�£ã�¦ã�„ã�¾ã�™ã€‚è©²å½“ã�™ã‚‹
WLC ã�«ç‰¹å®šã�®ç¨®é¡žã�®ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’é€�ä¿¡ã�™ã‚‹ã�“ã�¨ã�§ã€�1 
ã�¤ä»¥ä¸Šã�® NPU 
ã�§ãƒãƒƒã‚¯ã‚¢ãƒƒãƒ—ã�Œç™ºç”Ÿã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�«ã�¯ã€�å�½è£…
SNAP ãƒ‘ã‚±ãƒƒãƒˆã€�ä¸�æ£å½¢å¼�ã�® 802.11 
ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã€�ç‰¹å®šã�®ãƒ˜ãƒƒãƒ€ãƒ¼å†…ã�«äºˆæƒ³å¤–ã�®é•·ã�•ã�®å€¤ã‚’å�«ã‚€ãƒ‘ã‚±ãƒƒãƒˆã�ªã�©ã�Œã�‚ã‚Šã�¾ã�™ã€‚

å�„ NPU ã�¯ç‹¬è‡ªã�«å‹•ä½œã�—ã€�WLC ä¸Šã�§ 2 
ã�¤ã�®ç‰©ç�†ãƒ�ãƒ¼ãƒˆã‚’å‡¦ç�†ã�—ã�¾ã�™ã€‚1 ã�¤ã�® NPU 
ã�§ãƒãƒƒã‚¯ã‚¢ãƒƒãƒ—ã�Œç™ºç”Ÿã�—ã�¦ã‚‚ä»–ã�® NPU 

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCse02384
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsc90179
https://sec.cloudapps.cisco.comRPF/register/register.do


ã�«ã�¯å½±éŸ¿ã�—ã�ªã�„ã�Ÿã‚�ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«ã‚ˆã�£ã�¦ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’éƒ¨åˆ†çš„ã�¾ã�Ÿã�¯å…¨ä½“çš„ã�«è»¢é€�ã�§ã��ã�ªã��ã�ªã‚‹ã�‹ã�©ã�†ã�‹ã�¯ã€�åˆ©ç”¨ã�§ã��ã‚‹
NPU ã�®æ•°ã�¨ãƒ‡ãƒ�ã‚¤ã‚¹ã�®è¨å®šã�«ã‚ˆã�£ã�¦åˆ¤æ–ã�•ã‚Œã�¾ã�™ã€‚NPU 
ãƒãƒƒã‚¯ã‚¢ãƒƒãƒ—ã‚’ã‚¯ãƒªã‚¢ã�™ã‚‹ã�«ã�¯ã€�WLC 
ã‚’å†�èµ·å‹•ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ãƒãƒƒã‚¯ã‚¢ãƒƒãƒ—çŠ¶æ…‹ã�®ã�Ÿã‚�ã�«ç®¡ç�†ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�§ã��ã�ªã�„å ´å�ˆã�¯ã€�ã‚³ãƒ³ã‚½ãƒ¼ãƒ«
ãƒ�ãƒ¼ãƒˆã�¾ã�Ÿã�¯ã‚µãƒ¼ãƒ“ã‚¹ 
ãƒ�ãƒ¼ãƒˆã‚’ä»‹ã�—ã�¦å†�èµ·å‹•ã‚’å®Ÿè¡Œã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�§ã�¯ã�ªã��ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�§ WLC 
æ©Ÿèƒ½ã‚’å®Ÿè£…ã�—ã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯ NPU 
ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�Ÿã‚�ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«ã�¯è©²å½“ã�—ã�¾ã�›ã‚“ã€‚ã�“ã‚Œã‚‰ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒ™ãƒ¼ã‚¹ã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯ã€�2000 ã‚·ãƒªãƒ¼ã‚º WLCã€�2100 ã‚·ãƒªãƒ¼ã‚º 
WLCã€�ã�Šã‚ˆã�³ Cisco Wireless LAN Controller ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«ã�§ã�™ã€‚

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID 
CSCsg36361ï¼ˆç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨ï¼‰ã€�CSCsg15901(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã€�ã�Šã‚ˆã�³CSCsh10841(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

Lightweight AP ã�«ã�Šã�‘ã‚‹ãƒ�ãƒ¼ãƒ‰ã‚³ãƒ¼ãƒ‰ã�•ã‚Œã�Ÿã‚µãƒ¼ãƒ“ã‚¹ 
ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰

Cisco Aironet 1000 ã‚·ãƒªãƒ¼ã‚ºã�Šã‚ˆã�³ 1500 ã‚·ãƒªãƒ¼ã‚º Lightweight ã‚¢ã‚¯ã‚»ã‚¹ 
ãƒ�ã‚¤ãƒ³ãƒˆã�«ã�¯ã€�ãƒˆãƒ©ãƒ–ãƒ«ã‚·ãƒ¥ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã�«ä½¿ç”¨ã�•ã‚Œã‚‹ãƒ�ãƒ¼ãƒ‰ã‚³ãƒ¼ãƒ‰ã�•ã‚Œã�Ÿã‚µãƒ¼ãƒ“ã‚¹
ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã�Œå�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®ã‚µãƒ¼ãƒ“ã‚¹ 
ã‚¢ã‚«ã‚¦ãƒ³ãƒˆã�¯ã€�ã‚³ãƒ³ã‚½ãƒ¼ãƒ« 
ãƒ�ãƒ¼ãƒˆã�¸ã�®ç‰©ç�†çš„ã�ªæŽ¥ç¶šã‚’ä»‹ã�—ã�¦ã�®ã�¿ã‚¢ã‚¯ã‚»ã‚¹ã�§ã��ã�¾ã�™ã�Œã€�ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã�¯ã�“ã‚Œã‚‰ã�®ã‚·ãƒªãƒ¼ã‚ºã�®ã�™ã�¹ã�¦ã�®ãƒ¦ãƒ‹ãƒƒãƒˆã�«å…±é€šã�§ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco
Bug ID CSCsg15192(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�«è¨˜è¿°ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

WLAN ACL ã�Œãƒªãƒ–ãƒ¼ãƒˆå¾Œã�«ä¿�æŒ�ã�•ã‚Œã�ªã�„

WLC ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 4.0 ã�«ã�¯ã€�WLAN ACL 
ã�®å‡¦ç�†ã�«é–¢é€£ã�™ã‚‹ä¸�å…·å�ˆã�Œã�‚ã‚‹ã�Ÿã‚�ã€�WLAN ACL 
ã�®è¨å®šã�Œç„¡åŠ¹ã�ªãƒ�ã‚§ãƒƒã‚¯ã‚µãƒ ã‚’ä½¿ç”¨ã�—ã�¦ä¿�å˜ã�•ã‚Œã�¾ã�™ã€‚ã�“ã�®ä¸�å…·å�ˆã�¯ã€�3.2
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�® WLC 
ã�«ã�¯å½±éŸ¿ã�—ã�¾ã�›ã‚“ã€‚ãƒ–ãƒ¼ãƒˆæ™‚ã�«ã�“ã�®è¨å®šã�Œãƒªãƒãƒ¼ãƒ‰ã�•ã‚Œã‚‹ã�¨ã€�ãƒ�ã‚§ãƒƒã‚¯ã‚µãƒ ã�«å¤±æ•—ã�—ã€�WLAN
ACL ã�Œã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�¾ã�›ã‚“ã€‚ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID 
CSCse58195(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

è„†å¼±æ€§ã‚¹ã‚³ã‚¢è©•ä¾¡ã�®è©³ç´°

Cisco ã�§ã�¯ã€�Common Vulnerability Scoring 
Systemï¼ˆCVSSï¼‰ã�«åŸºã�¥ã��ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§èª¬æ˜Žã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ã‚¹ã‚³ã‚¢ã‚’è©•ä¾¡ã�—ã�¾ã�—ã�Ÿã€‚

Cisco 

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg15901
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg15901
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg15192
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCse58195
https://sec.cloudapps.cisco.comRPF/register/register.do


ã�§ã�¯åŸºæœ¬ã‚¹ã‚³ã‚¢ã�¨ç�¾çŠ¶ã‚¹ã‚³ã‚¢ã‚’è©•ä¾¡ã�—ã�¾ã�™ã€‚ã�Šå®¢æ§˜ã�¯ã�“ã‚Œã‚‰ã‚’ç”¨ã�„ã�¦ç’°å¢ƒè©•ä¾¡ã‚¹ã‚³ã‚¢
ï¼ˆEnvironmental Scoreï¼‰ 
ã‚’ç®—å‡ºã�—ã€�å€‹ã€…ã�®ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�«ã�Šã�‘ã‚‹è„†å¼±æ€§ã�®å½±éŸ¿åº¦ã‚’å°Žã��å‡ºã�™ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚

Cisco PSIRT 

ã�¯ã€�ã�™ã�¹ã�¦ã�®ã‚±ãƒ¼ã‚¹ã�«ã�Šã�‘ã‚‹é‡�ã�¿ã‚’ã€Œæ¨™æº–ã€�ã�«è¨å®šã�—ã�¾ã�™ã€‚ç‰¹å®šã�®è„†å¼±æ€§ã�®ç’°å¢ƒçš„å½±éŸ¿ã‚’åˆ¤æ–ã�™ã‚‹éš›ã�«ã�¯ã€�é‡�ã�¿ãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã‚’é�©ç”¨ã�™ã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¾ã�™ã€‚

CVSS 

ã�¯ã€�è„†å¼±æ€§ã�®é‡�å¤§åº¦ã‚’ä¼�ã�ˆã‚‹æ¨™æº–ãƒ™ãƒ¼ã‚¹ã�®ã‚¹ã‚³ã‚¢è©•ä¾¡æ–¹å¼�ã�§ã�‚ã‚Šã€�å¯¾å¿œã�®ç·Šæ€¥åº¦ã‚„å„ªå…ˆåº¦ã‚’åˆ¤æ–ã�™ã‚‹ã�®ã�«å½¹ç«‹ã�¡ã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯ã€�http://www.cisco.com/web/about/security/intelligence/cvss-

qandas.htmlã�§CVSSã�«é–¢ã�™ã‚‹ã��ã�®ä»–ã�®è³ªå•�ã�«å›žç”ã�™ã‚‹ã�Ÿã‚�ã�®FAQã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯ã€�https://sec.cloudapps.cisco.com/security/center/cvssCalculator.xã�§å€‹ã€…ã�®ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�®ç’°å¢ƒã�¸ã�®å½±éŸ¿ã‚’è¨ˆç®—ã�™ã‚‹CVSSè¨ˆç®—ãƒ„ãƒ¼ãƒ«ã‚‚æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚

CSCse02384(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)

CSCse02384ã�®ç’°å¢ƒã‚¹ã‚³ã‚¢ã‚’è¨ˆç®—ã�™ã‚‹

CVSS åŸºæœ¬ã‚¹ã‚³ã‚¢ - 10

æ”»æ’ƒå…ƒåŒºåˆ† æ”»æ’ƒæ�¡ä»¶ã�®è¤‡é›‘ã�• [Authentication] æ©Ÿå¯†æ€§ã�¸ã�®å½±éŸ¿ å®Œå…¨æ€§ã�¸ã�®å½±éŸ¿ å�¯ç”¨æ€§ã�¸ã�®å½±éŸ¿ å½±éŸ¿ã�®é‡�ã�¿

Remote ä½Žã�„ ä¸�è¦� å®Œäº† å®Œäº† å®Œäº† Normal

CVSS ç�¾çŠ¶ã‚¹ã‚³ã‚¢ï¼š8.3

æ”»æ’ƒã�•ã‚Œã‚‹å�¯èƒ½æ€§ åˆ©ç”¨å�¯èƒ½ã�ªå¯¾ç–ã�®ãƒ¬ãƒ™ãƒ« Report Confidence

æ©Ÿèƒ½ã�™ã‚‹ æ£å¼� ç¢ºèª�æ¸ˆ

CSCsc90179(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)

CSCsc90179ã�®ç’°å¢ƒã‚¹ã‚³ã‚¢ã‚’è¨ˆç®—ã�™ã‚‹

http://www.cisco.com/web/about/security/intelligence/cvss-qandas.html
http://www.cisco.com/web/about/security/intelligence/cvss-qandas.html
https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCse02384
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x?version=1.0&vector=AV:R/AC:L/Au:NR/C:C/I:C/A:C/B:N/E:F/RL:O/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsc90179
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x?version=1.0&vector=AV:R/AC:L/Au:NR/C:N/I:N/A:C/B:N/E:F/RL:O/RC:C


CVSS åŸºæœ¬ã‚¹ã‚³ã‚¢ï¼š3.3

æ”»æ’ƒå…ƒåŒºåˆ† æ”»æ’ƒæ�¡ä»¶ã�®è¤‡é›‘ã�• [Authentication] æ©Ÿå¯†æ€§ã�¸ã�®å½±éŸ¿ å®Œå…¨æ€§ã�¸ã�®å½±éŸ¿ å�¯ç”¨æ€§ã�¸ã�®å½±éŸ¿ å½±éŸ¿ã�®é‡�ã�¿

Remote ä½Žã�„ ä¸�è¦� ã�ªã�— ã�ªã�— å®Œäº† Normal

CVSS ç�¾çŠ¶ã‚¹ã‚³ã‚¢ - 2.7

æ”»æ’ƒã�•ã‚Œã‚‹å�¯èƒ½æ€§ åˆ©ç”¨å�¯èƒ½ã�ªå¯¾ç–ã�®ãƒ¬ãƒ™ãƒ« Report Confidence

æ©Ÿèƒ½ã�™ã‚‹ æ£å¼� ç¢ºèª�æ¸ˆ

CSCsg36361(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)

CSCsg36361ã�®ç’°å¢ƒã‚¹ã‚³ã‚¢ã‚’è¨ˆç®—ã�™ã‚‹

CVSS åŸºæœ¬ã‚¹ã‚³ã‚¢ï¼š3.3

æ”»æ’ƒå…ƒåŒºåˆ† æ”»æ’ƒæ�¡ä»¶ã�®è¤‡é›‘ã�• [Authentication] æ©Ÿå¯†æ€§ã�¸ã�®å½±éŸ¿ å®Œå…¨æ€§ã�¸ã�®å½±éŸ¿ å�¯ç”¨æ€§ã�¸ã�®å½±éŸ¿ å½±éŸ¿ã�®é‡�ã�¿

Remote ä½Žã�„ ä¸�è¦� ã�ªã�— ã�ªã�— å®Œäº† Normal

CVSS ç�¾çŠ¶ã‚¹ã‚³ã‚¢ - 2.7

æ”»æ’ƒã�•ã‚Œã‚‹å�¯èƒ½æ€§ åˆ©ç”¨å�¯èƒ½ã�ªå¯¾ç–ã�®ãƒ¬ãƒ™ãƒ« Report Confidence

æ©Ÿèƒ½ã�™ã‚‹ æ£å¼� ç¢ºèª�æ¸ˆ

CSCsg15901(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg36361
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x?version=1.0&vector=AV:R/AC:L/Au:NR/C:N/I:N/A:C/B:N/E:F/RL:O/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg15901
https://sec.cloudapps.cisco.comRPF/register/register.do


CSCsg15901ã�®ç’°å¢ƒã‚¹ã‚³ã‚¢ã‚’è¨ˆç®—ã�™ã‚‹

CVSS åŸºæœ¬ã‚¹ã‚³ã‚¢ï¼š3.3

æ”»æ’ƒå…ƒåŒºåˆ† æ”»æ’ƒæ�¡ä»¶ã�®è¤‡é›‘ã�• [Authentication] æ©Ÿå¯†æ€§ã�¸ã�®å½±éŸ¿ å®Œå…¨æ€§ã�¸ã�®å½±éŸ¿ å�¯ç”¨æ€§ã�¸ã�®å½±éŸ¿ å½±éŸ¿ã�®é‡�ã�¿

Remote ä½Žã�„ ä¸�è¦� ã�ªã�— ã�ªã�— å®Œäº† Normal

CVSS ç�¾çŠ¶ã‚¹ã‚³ã‚¢ - 2.7

æ”»æ’ƒã�•ã‚Œã‚‹å�¯èƒ½æ€§ åˆ©ç”¨å�¯èƒ½ã�ªå¯¾ç–ã�®ãƒ¬ãƒ™ãƒ« Report Confidence

æ©Ÿèƒ½ã�™ã‚‹ æ£å¼� ç¢ºèª�æ¸ˆ

CSCsh10841(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)

CSCsh10841ã�®ç’°å¢ƒã‚¹ã‚³ã‚¢ã‚’è¨ˆç®—ã�™ã‚‹

CVSS åŸºæœ¬ã‚¹ã‚³ã‚¢ï¼š3.3

æ”»æ’ƒå…ƒåŒºåˆ† æ”»æ’ƒæ�¡ä»¶ã�®è¤‡é›‘ã�• [Authentication] æ©Ÿå¯†æ€§ã�¸ã�®å½±éŸ¿ å®Œå…¨æ€§ã�¸ã�®å½±éŸ¿ å�¯ç”¨æ€§ã�¸ã�®å½±éŸ¿ å½±éŸ¿ã�®é‡�ã�¿

Remote ä½Žã�„ ä¸�è¦� ã�ªã�— ã�ªã�— å®Œäº† Normal

CVSS ç�¾çŠ¶ã‚¹ã‚³ã‚¢ - 2.7

æ”»æ’ƒã�•ã‚Œã‚‹å�¯èƒ½æ€§ åˆ©ç”¨å�¯èƒ½ã�ªå¯¾ç–ã�®ãƒ¬ãƒ™ãƒ« Report Confidence

æ©Ÿèƒ½ã�™ã‚‹ æ£å¼� ç¢ºèª�æ¸ˆ

https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x?version=1.0&vector=AV:R/AC:L/Au:NR/C:N/I:N/A:C/B:N/E:F/RL:O/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsh10841
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x?version=1.0&vector=AV:R/AC:L/Au:NR/C:N/I:N/A:C/B:N/E:F/RL:O/RC:C


CSCsg15192(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)

CSCsg15192ã�®ç’°å¢ƒã‚¹ã‚³ã‚¢ã‚’è¨ˆç®—ã�™ã‚‹

CVSS åŸºæœ¬ã‚¹ã‚³ã‚¢ - 5.6

æ”»æ’ƒå…ƒåŒºåˆ† æ”»æ’ƒæ�¡ä»¶ã�®è¤‡é›‘ã�• [Authentication] æ©Ÿå¯†æ€§ã�¸ã�®å½±éŸ¿ å®Œå…¨æ€§ã�¸ã�®å½±éŸ¿ å�¯ç”¨æ€§ã�¸ã�®å½±éŸ¿ å½±éŸ¿ã�®é‡�ã�¿

Local é«˜ ä¸�è¦� å®Œäº† å®Œäº† å®Œäº† Normal

CVSS ç�¾çŠ¶ã‚¹ã‚³ã‚¢ - 4.6

æ”»æ’ƒã�•ã‚Œã‚‹å�¯èƒ½æ€§ åˆ©ç”¨å�¯èƒ½ã�ªå¯¾ç–ã�®ãƒ¬ãƒ™ãƒ« Report Confidence

æ©Ÿèƒ½ã�™ã‚‹ æ£å¼� ç¢ºèª�æ¸ˆ

CSCse58195(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)

CSCse58195ã�®ç’°å¢ƒã‚¹ã‚³ã‚¢ã‚’è¨ˆç®—ã�™ã‚‹

CVSS åŸºæœ¬ã‚¹ã‚³ã‚¢ - 3.7

æ”»æ’ƒå…ƒåŒºåˆ† æ”»æ’ƒæ�¡ä»¶ã�®è¤‡é›‘ã�• [Authentication] æ©Ÿå¯†æ€§ã�¸ã�®å½±éŸ¿ å®Œå…¨æ€§ã�¸ã�®å½±éŸ¿ å�¯ç”¨æ€§ã�¸ã�®å½±éŸ¿ å½±éŸ¿ã�®é‡�ã�¿

Remote é«˜ ä¸�è¦� éƒ¨åˆ†çš„ éƒ¨åˆ†çš„ ã�ªã�— Normal

CVSS ç�¾çŠ¶ã‚¹ã‚³ã‚¢ - 3.1

æ”»æ’ƒã�•ã‚Œã‚‹å�¯èƒ½æ€§ åˆ©ç”¨å�¯èƒ½ã�ªå¯¾ç–ã�®ãƒ¬ãƒ™ãƒ« Report Confidence

æ©Ÿèƒ½ã æ£å¼ ç¢ºèª

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg15192
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x?version=1.0&vector=AV:L/AC:H/Au:NR/C:C/I:C/A:C/B:N/E:F/RL:O/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCse58195
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x?version=1.0&vector=AV:R/AC:H/Au:NR/C:P/I:P/A:N/B:N/E:F/RL:O/RC:C


�™ã‚‹ � �æ¸ˆ

å›žé�¿ç–

ã�“ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�§ã�¯ã€�æ¬¡ã�®è„†å¼±æ€§ã�®å›žé�¿ç–ã�«ã�¤ã�„ã�¦èª¬æ˜Žã�—ã�¾ã�™ã€‚

ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�® SNMP ã‚³ãƒŸãƒ¥ãƒ‹ãƒ†ã‚£ ã‚¹ãƒˆãƒªãƒ³ã‚°

ã�“ã�®è„†å¼±æ€§ã�¯ã€�SNMP ã‚³ãƒŸãƒ¥ãƒ‹ãƒ†ã‚£ 
ã‚¹ãƒˆãƒªãƒ³ã‚°ã‚’ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆå€¤ã�‹ã‚‰å¤‰æ›´ã�™ã‚‹ã�“ã�¨ã�§ç·©å’Œã�§ã��ã�¾ã�™ã€‚ã�“ã‚Œã‚’è¡Œã�†ã�«ã�¯ã€�å�„
WLC ã�®ãƒ¡ãƒ‹ãƒ¥ãƒ¼ã‚’ä½¿ç”¨ã�—ã�¦ Management > SNMP > Communities 

ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�—ã€�ã‚³ãƒŸãƒ¥ãƒ‹ãƒ†ã‚£ 
ã‚¹ãƒˆãƒªãƒ³ã‚°ã�®å€¤ã‚’å¤‰æ›´ã�—ã�¾ã�™ã€‚å¤§è¦�æ¨¡ã�ªãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�§ã�¯ã€�SNMP
ã�®å¤‰æ›´ã‚’è¤‡æ•°ã�®ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ã�«å�Œæ™‚ã�«é�©ç”¨ã�™ã‚‹ã�Ÿã‚�ã�«ã€�Cisco
Wireless Control System ã‚’ä½¿ç”¨ã�§ã��ã�¾ã�™ã€‚

ä¸�æ£å½¢å¼�ã‚¤ãƒ¼ã‚µãƒ�ãƒƒãƒˆ 
ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�«ã‚ˆã‚‹ã‚¯ãƒ©ãƒƒã‚·ãƒ¥

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

NPU ã�®ãƒãƒƒã‚¯ã‚¢ãƒƒãƒ—ã�«ã�¤ã�ªã�Œã‚‹è¤‡æ•°ã�®è„†å¼±æ€§

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

Lightweight AP 
ã�«ã�Šã�‘ã‚‹ãƒ�ãƒ¼ãƒ‰ã‚³ãƒ¼ãƒ‰ã�•ã‚Œã�Ÿã‚µãƒ¼ãƒ“ã‚¹ 
ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

WLAN ACL ã�Œãƒªãƒ–ãƒ¼ãƒˆå¾Œã�«ä¿�æŒ�ã�•ã‚Œã�ªã�„

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

è¿½åŠ ã�®å›žé�¿ç–

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯å†…éƒ¨ã�® Cisco 
ã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å±•é–‹ã�§ã��ã‚‹è¿½åŠ ã�®ç·©å’Œç–ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«é–¢é€£ã�™ã‚‹
Cisco 
é�©ç”¨å¯¾å¿œç–é€Ÿå ±ï¼ˆhttps://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-



amb-20070412-wlcï¼‰ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹å ´å�ˆã�¯ã€�http://www.cisco.com/go/psirt 

ã�¨å¾Œç¶šã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚‚å�‚ç…§ã�—ã�¦ã€�å•�é¡Œã�®è§£æ±ºçŠ¶æ³�ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚
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ãƒ©ãƒ™ãƒ«ä»¥é™�ï¼‰ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

Cisco Bug ID ç¬¬ 1 ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

CSCse02384 4.1.171.0

CSCsc90179 3.2.116.21, 4.0.155.0

CSCsg36361 3.2.193.5, 4.0.206.0, 4.1.171.0

CSCsg15901 3.2.171.5, 4.0.206.0, 4.1.171.0

CSCsh10841 3.2.171.5, 4.0.206.0, 4.1.171.0

CSCsg15192 3.2.185.0, 4.0.206.0

http://www.cisco.com/go/psirt


CSCse58195 4.0.206.0

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§èª¬æ˜Žã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®å…¬è¡¨ã‚„æ‚ªç”¨ã�«é–¢ã�™ã‚‹æƒ…å ±ã�¯
Cisco PSIRT ã�«ã�¯å¯„ã�›ã‚‰ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ã€�ç¤¾å†…ãƒ†ã‚¹ãƒˆã�¨ã‚«ã‚¹ã‚¿ãƒžãƒ¼ ã‚µãƒ�ãƒ¼ãƒˆ 
ã‚±ãƒ¼ã‚¹ã�®èª¿æŸ»ä¸ã�«ç™ºè¦‹ã�•ã‚Œã�Ÿã‚‚ã�®ã�§ã�™ã€‚

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070412-wlc
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070412-wlc
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


