Cisco Security Advisory: |OS Heap-based
Overflow Vulnerability in System Timers
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Major Release Availability of Repaired Releases
e Rebuild M aintenance
Release

12.0 12.0(28d)

12.0DA Vulnerable; migrate to 12.2(12)DA9 or later

12.0DB Vulnerable; migrate to 12.3(14)T4 or later

12.0DC Vulnerable; migrate to 12.2(15)BC2i or later
12.0(28)S5

12.0S 12.0(30)A4
12.0(31)S1

12.0SC Vulnerable; migrate to 12.2(15)BC2i or later



//www.cisco.com/warp/public/620/1.html
//www.cisco.com/warp/public/620/1.html

12.0SL Vulnerable; migrate to 12.0(31)S1 or later
12.0SP Vulnerable; migrate to 12.0(31)S1 or later
12.0ST Vulnerable; migrate to 12.0(31)S1 or later
12.0SX Vulnerable; contact TAC
12.0SZ Vulnerable; migrate to 12.0(31)S1 or later
12.0T Vulnerable; migrate to 12.1(27b) or later
12.0(25)W5-27d
12.0W5 12.0(28)W5-30b
12.0(28)W5-32a
12.0WC 12.0(5)WC13
12.0XA Vulnerable; migrate to 12.1(27b) or later
12.0XB Vulnerable; migrate to 12.1(27b) or later
12.0XC Vulnerable; migrate to 12.1(27b) or later
12.0XD Vulnerable; migrate to 12.1(27b) or later
12.0XE Vulnerable; migrate to 12.1(26)E3 or later
12.0XF Vulnerable; migrate to 12.1(27b) or later
12.0XG Vulnerable; migrate to 12.1(27b) or later




12.0XH Vulnerable; migrate to 12.1(27b) or later
12.0XI Vulnerable; migrate to 12.1(27b) or later
12.0XJ Vulnerable; migrate to 12.1(27b) or later
12.0XK Vulnerable; migrate to 12.2(31) or later
12.0XL Vulnerable; migrate to 12.2(31) or later
12.0XM Vulnerable; migrate to 12.1(27b) or later
12.0XN Vulnerable; migrate to 12.1(27b) or later
12.0XQ Vulnerable; migrate to 12.1(27b) or later
12.0XR Vulnerable; migrate to 12.2(31) or later
12.0XS Vulnerable; migrate to 12.1(26)E3 or later
12.0XV Vulnerable; migrate to 12.1(27b) or later

Affected 12.1-Based

Rel Rebuild Maintenance
12.1 12.1(27b)
12.1AA Vulnerable; migrate to 12.2(31) or later
Vulnerable; for c3750-ME, migrate to 12.2(25)EY 3 or
12.1AX later. For c2970 and 3750, migrate to 12.2(25)SEBA4,
12.2(25)SEC2, 12.2(25)SED or later.
12 1AY Vulnerable; migrate to 12.1(22)EA4a, 12.1(22)EA5a,

12.2(22)EAG6 or later




Vulnerable; migrate to 12.1(22)EA4a, 12.1(22)EA5a,

121AZ 12.2(22)EA6 or later
12.1CX Vulnerable; migrate to 12.2(31) or later
12.1DA Vulnerable; migrate to 12.2(12)DA9 or later
12.1DB Vulnerable; migrate to 12.3(14)T4 or later
12.1DC Vulnerable; migrate to 12.3(14)T4 or later

12.1(8b)E20

12.1(13)E17
12.1E

12.1(23)E4

12.1(26)E3

12.1(22)EA4a 12.1(22)EA6
12.1EA

12.1(22)EA5a
12.1EB 12.1(26)EB1
12.1EC Vulnerable; migrate to 12.2(15)BC2i or later
121E0 ﬁ/ égg)SEOS, available
12.1EU Vulnerable; migrate to 12.2(20)EU2 or later
12.1EV Vulnerable; migrate to 12.2(26)SV 1 or later




12.1EW 12.1(12c)EWA4

12.1(13)EW4

12.1(19)EW3

12.1(20)EW4
12.1EX Vulnerable; migrate to 12.1(26)E3 or later
12.1EY Vulnerable; migrate to 12.1(26)E3 or later
12.1EZ Vulnerable; migrate to 12.1(26)E3 or later
12.1T Vulnerable; migrate to 12.2(31) or later
12.1XA Vulnerable; migrate to 12.2(31) or later
12.1XB Vulnerable; migrate to 12.2(31) or later
12.1XC Vulnerable; migrate to 12.2(31) or later
12.1XD Vulnerable; migrate to 12.2(31) or later
12.1XE Vulnerable; migrate to 12.1(26)E3 or later
12.1XF Vulnerable; migrate to 12.3(16) or later
12.1XG Vulnerable; migrate to 12.3(16) or later
12.1XH Vulnerable; migrate to 12.2(31) or later
12.1XI Vulnerable; migrate to 12.2(31) or later




12.1XJ Vulnerable; migrate to 12.3(16) or later
12.1XL Vulnerable; migrate to 12.3(16) or later
12.1XM Vulnerable; migrate to 12.3(16) or later
12.1XP Vulnerable; migrate to 12.3(16) or later
12.1XQ Vulnerable; migrate to 12.3(16) or later
12.1XR Vulnerable; migrate to 12.3(16) or later
12.1XS Vulnerable; migrate to 12.2(31) or later
12.1XT Vulnerable; migrate to 12.3(16) or later
12.1XU Vulnerable; migrate to 12.3(16) or later
12.1XV Vulnerable; migrate to 12.3(16) or later
12.1XW Vulnerable; migrate to 12.2(31) or later
12.1XX Vulnerable; migrate to 12.2(31) or later
12.1XY Vulnerable; migrate to 12.2(31) or later
12.1YA Vulnerable; migrate to 12.3(16) or later
12.1YB Vulnerable; migrate to 12.3(16) or later
12.1YC Vulnerable; migrate to 12.3(16) or later
12.1YD Vulnerable; migrate to 12.3(16) or later




12.1YE Vulnerable; migrate to 12.3(16) or later
12.1YF Vulnerable; migrate to 12.3(16) or later
12.1YH Vulnerable; migrate to 12.3(16) or later
12.1Y1 Vulnerable; migrate to 12.3(16) or later
12.1Y ] Vulnerable; migrate to 12.1(22)EA4a, 12.1(22)EA5a,

12.1(22)EAG or later

Affected 12.2-Based

Release Rebuild Maintenance
12.2(12m)
12.2(17f)
12.2(23f)
12.2 12.2(26b)
12.2(27h)
12.2(28c)
12.2(29a) 12.2(31)
12.2B Vulnerable; migrate to 12.3(14)T4 or later
12.2BC 12.2(15)BC2i
12 9BX Vulnerable; migrate to 12.3(7)X17, available 15-Nov-

2005




12.2BY Vulnerable; migrate to 12.3(14)T4 or later
122987 Vulnerable; migrate to 12.3(7)X17, available 15-Nov-
2005
12.2CX Vulnerable; migrate to 12.2(15)BC2i or later
12.2CY Vulnerable; migrate to 12.2(15)BC2i or later
12.2(15)CZ3, available
12.2¢2 3-Nov-2005
12.2(10)DA4
12.2DA
12.2(12)DA9
12.2DD Vulnerable; migrate to 12.3(14)T4 or later
12.2DX Vulnerable; migrate to 12.3(14)T4 or later
12.2EU 12.2(20)EU2
12.2(18)EW5
12.2EW
12.2(20)EW3
12.2(20)EWA3
12.2EWA 12.2(25)EWA3
12.2(25) EWA4
12.2(25)EX, available 03-
12.2EX Nov-2005




12.2EY 12.2(25)EY3 Migrate to 12.2(25)SED
122E7 Vulnerable; migrate to 12.2(25)SEC2, 12.2(25)SED
or later
12 9EX &IZO 3(28())!? available 07-
12.2FY 12.2(25)FY
12.2JA Vulnerable; migrate to 12.3(7)JA1 or later
12.2JK 12.2(15)JK5
12.2MB 12.2(4)MB13c
12.2MC 12.2(15)MC2e
12.2(14)S15
12.2(18)S10
1225 12.2(20)S9
12.2(25)6
12.2(30)S1, available
14-Nov-2005
12.2SBC 12.2(27)SBC
12.2(25)SEB4 12.2(25)SED
12.2SE

12.2(25)SEC2




12.2SG 12.2(25)SG
12.2S0 12.2(18)S0O4
12.2SU Vulnerable; migrate to 12.3(14)T4 or later
12.2(26)SV1
12.28V
12.2(27)SV 1, available
15-Nov-2005
12.2(25)SW4
12.2SW
12.2(25)SW4a
12.2S5X Vulnerable; migrate to 12.2(17d)SXB10 or later
12.2SXA Vulnerable; migrate to 12.2(17d)SXB10 or later
12.2SXB 12.2(17d)SXB10
12.2SXD 12.2(18)SXD6
12.2SXE 12.2(18)SXE3
12.2SXF 12.2(18)SXF
12.25Y Vulnerable; migrate to 12.2(17d)SXB10 or later
12.257 Vulnerable; migrate to 12.2(25)S6 or later
12.2T 12.2(15)T17




12.2TPC

12.2(8) TPC10a,

available TBD

12.2XA Vulnerable; migrate to 12.3(16) or later
12.2XB Vulnerable; migrate to 12.3(16) or later
12.2XC Vulnerable; migrate to 12.3(14)T4 or later
12.2XD Vulnerable; migrate to 12.3(16) or later
12.2XE Vulnerable; migrate to 12.3(16) or later
12.2XF Vulnerable; migrate to 12.2(15)BC2i or later
12.2XG Vulnerable; migrate to 12.3(16) or later
12.2XH Vulnerable; migrate to 12.3(16) or later
12.2XI Vulnerable; migrate to 12.3(16) or later
12.2XJ Vulnerable; migrate to 12.3(16) or later
12.2XK Vulnerable; migrate to 12.3(16) or later
12.2XL Vulnerable; migrate to 12.3(16) or later
12.2XM Vulnerable; migrate to 12.3(16) or later
12.2XN Vulnerable; migrate to 12.3(16) or later
12.2XQ Vulnerable; migrate to 12.3(16) or later




12.2XR 12.2(2)XR and 12.2(4)XR vulnerable, migrate to
12.3(16) or later
12.2(15)XR vulnerable; migrateto 12.3(7)JA1
12.2XS Vulnerable; migrate to 12.3(16) or later
12.2XT Vulnerable; migrate to 12.3(16) or later
12.2XU Vulnerable; migrate to 12.3(16) or later
12.2XV Vulnerable; migrate to 12.3(16) or later
12.2XW Vulnerable; migrate to 12.3(16) or later
122V A %é@)vAn, available
12.2YB Vulnerable; migrate to 12.3(16) or later
12.2YC Vulnerable; migrate to 12.3(16) or later
12.2YD Vulnerable; migrate to 12.3(14)T4 or later
12.2YE Vulnerable; migrate to 12.2(25)S6 or later
12.2YF Vulnerable; migrate to 12.3(16) or later
12.2YG Vulnerable; migrate to 12.3(16) or later
12.2YH Vulnerable; migrate to 12.3(16) or later
12.2YJ Vulnerable; migrate to 12.3(16) or later




12.2YK Vulnerable; migrate to 12.3(14)T4 or later
12.2YL Vulnerable; migrate to 12.3(14)T4 or later
12.2YM Vulnerable; migrate to 12.3(14)T4 or later
12.2YN Vulnerable; migrate to 12.3(14)T4 or later
12.2Y0O Vulnerable; migrate to 12.2(17d)SXB10 or later
12.2YP Vulnerable; migrate to 12.3(16) or later
12.2YQ Vulnerable; migrate to 12.3(14)T4 or later
12.2YR Vulnerable; migrate to 12.3(14)T4 or later
12.2YS 12.2(15)YS

122YT Vulnerable; migrate to 12.3(16) or later

12.2YU Vulnerable; migrate to 12.3(14)T4 or later
12.2YV Vulnerable; migrate to 12.3(14)T4 or later
12.2YW Vulnerable; migrate to 12.3(14)T4 or later
12.2Y X Vulnerable; migrate to 12.3(14)T4 or later
12.2YY Vulnerable; migrate to 12.3(14)T4 or later
12.2YZ Vulnerable; migrate to 12.2(25)S6 or later
12.2ZA Vulnerable; migrate to 12.2(17d)SXB10 or later




12.27B Vulnerable; migrate to 12.3(14)T4 or later

12.27C Vulnerable; migrate to 12.3(14)T4 or later

12.27D 12.2(13)ZzD4

12.27E Vulnerable; migrate to 12.3(16) or later

12.27F Vulnerable; migrate to 12.3(14)T4 or later

1297G Vulnerabl e;_mi grateto 12.3(8)Y G3 or later for
SOHO9x migrate to 12.3(2)XA5 or later for c83x

1297H _le_%é(l?))ZHS, available

12.27] Vulnerable; migrate to 12.3(14)T4 or later
Vulnerable; migrate to 12.3(4)XK4 or later for c17xx

12.271 migrate to 12.4(34) or later for c3200 migrate to
12.3(7)XR6 or later for ICS7750

12.2ZN Vulnerable; migrate to 12.3(14)T4 or later

12.2ZP Vulnerable; migrate to 12.3(14)T4 or later

Affected 12.3-Based

Release Rebuild M aintenance
12.3 12.3(3i)
12.3(5f)

12.3(6f)




12.3(9)

12.3(10e)

12.3(12¢)

12.3(13b)

12.3(15h) 12.3(16)

12.3B

Vulnerable; migrate to 12.3(14)T4 or later

12.3BC

12.3(9a)BC7

12.3(138)BC1

12.3BW

Vulnerable; migrate to 12.3(14)T4 or later

12.3JA

12.3(2)JA5

12.3(4)IA1

12.3(7)JA1

12.3K

12.3(2)XK1

12.3IX

12.3(7)IX

12.3T

12.3(7)T12

12.3(8)T11

12.3(11)T8




12.3(14)T4

12.3TPC 12.3(4)TPClla

12.3XA _}%?E)(Z)XAS, available

12.3XB Vulnerable; migrate to 12.3(14)T4 or later
12.3XC 12.3(2)XC4

12.3XD Vulnerable; migrate to 12.3(14)T4 or later
12.3XE _}_%?)(4)X E4, available

12.3XF Vulnerable; migrate to 12.3(14)T4 or later
12.3XG 12.3(4)XG5

12.3XH Vulnerable; migrate to 12.3(14)T4 or later
L2377 e

12.3XJ Vulnerable; migrate to 12.3(11)Y F4 or later
12.3XK 12.3(4)XK 4

12.3XM Vulnerable; migrate to 12.3(14)T4 or later
12.3XQ Vulnerable; migrate to 12.4(3a) or later
12.3XR 12.3(7)XR6




12.3XS Vulnerable; migrate to 12.4(3a) or later

12.3XU Vulnerable; migrateto 12.4(2)T1 or later

12.3XW Vulnerable; migrateto 12.3(11) Y F4 or later

12.3XX Vulnerable; migrate to 12.4(3a) or later

12.3XY Vulnerable; migrate to 12.3(14)T4 or later

123YA Vglnerabl €, migrate to 12.4(3a) or later for C828;
migrate to 12.3(8)Y G3 or later for SOHO9x, C83x

12.3YD Vulnerable; migrateto 12.4(2)T1 or later

12.3YF 12.3(11)YF4

12.3YG 12.3(8)YG3

12.3YH Vulnerable; migrate to 12.3(8)Y 13 or later

12.3Y1 12.3(8)Y13

12.3YJ 12.3(14)YQ3

12.3YK 12.3(11)YK2

12.3YQ 12.3(14)YQ3

12.3YS 12.3(11)YS1

12.3YT 12.3(14)YT1




12.3YU 12.3(14)YU1
Affected 12.4-Based Rebuild M aintenance
Release

12.4(1b)
12.4

12.4(33)
12.4AMR 12.4(2)MR1
12.4T 12.4(2)T1
12.4XA 12.4(2)XA

12.4(2)X B, available 18-
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