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è¦�ç´„ 

Cisco Internetwork Operating System (IOS) 
ã�«ã�Šã�„ã�¦ãƒ’ãƒ¼ãƒ—ãƒ™ãƒ¼ã‚¹ãƒ»ãƒ�ãƒƒãƒ•ã‚¡ãƒ¼ã‚ªãƒ¼ãƒ�ãƒ¼ãƒ•ãƒãƒ¼ã�®è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�Ÿå ´å�ˆã�«ã€�ã��ã‚Œã‚’åˆ©ç”¨ã�—ã�¦ã�•ã‚‰ã�«ä»»æ„�ã�®ã‚³ãƒ¼ãƒ‰ã‚’å®Ÿè¡Œã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®ä»»æ„�ã�®ã‚³ãƒ¼ãƒ‰ã‚’å®Ÿè¡Œã�•ã‚Œã‚‹å�¯èƒ½æ€§ã‚’æ¥µå°�åŒ–ã�™ã‚‹ã�Ÿã‚�ã€�ã‚·ã‚¹ã‚³ã�¯ä»¥ä¸‹ã�«ç¤ºã�™ã‚ˆã�†ã�«å‹•ä½œã�®æ£å½“æ€§ã‚’ãƒ�ã‚§ãƒƒã‚¯ã�™ã‚‹ã‚³ãƒ¼ãƒ‰ã‚’è¿½åŠ ã�—ã�¾ã�—ã�Ÿã€‚ 
 
ã‚·ã‚¹ã‚³ã�¯å‹•ä½œã�®æ£å½“æ€§ãƒ�ã‚§ãƒƒã‚¯ã�®ã‚³ãƒ¼ãƒ‰ã‚’è¿½åŠ ã�—ã�Ÿç„¡å„Ÿã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚ 

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ä»¥ä¸‹ã�«ã�¦ç¢ºèª�å�¯èƒ½ã�§ã�™ã€‚

http://www.cisco.com/warp/public/707/cisco-sa-20051102-timers.shtml

ã‚·ã‚¹ã‚³ã�§ã�¯ã�“ã�®è„†å¼±æ€§ã‚’åˆ©ç”¨ã�—ã�Ÿä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¯ç¢ºèª�ã�—ã�¦ã�Šã‚Šã�¾ã�›ã‚“ã€‚æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ã�¯ã€�ä»Šå¹´
7 æœˆã�®Black Hat USA Conference 
ã�«ã�Šã�„ã�¦æŒ‡æ‘˜ã�•ã‚Œã�Ÿä»–ã�®è„†å¼±æ€§ã�«é–¢é€£ã�—ã�¦ã€�ç¶™ç¶šçš„ã�ªãƒªã‚µãƒ¼ãƒ�ã‚’è¡Œã�£ã�Ÿçµ�æžœåŠ ã�ˆã‚‰ã‚Œã�Ÿã‚·ã‚¹ã‚³
IOS ã�®å¤‰æ›´ç‚¹ã�«ã�¤ã�„ã�¦è¨˜è¿°ã�—ã�¦ã�„ã�¾ã�™ã€‚Black Hat 
USAã�«ã�¦æŒ‡æ‘˜ã�•ã‚Œã�Ÿ IPv6 ã�®è„†å¼±æ€§ã�«é–¢ã�—ã�¦ã�¯ 2005 å¹´ 7 
æœˆ 29 
æ—¥ã�«ç™ºè¡¨ã�•ã‚Œã�Ÿåˆ¥ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ã�«ã‚ˆã�£ã�¦å•�é¡Œã‚’è§£æ±ºã�—ã�¦ã�„ã�¾ã�™ã€‚

//www.cisco.com/warp/public/707/cisco-sa-20051102-timers.shtml


æ—¥æœ¬èªžã�«ã‚ˆã‚‹æƒ…å ±ã�¯ã€�è‹±èªžã�«ã‚ˆã‚‹åŽŸæ–‡ã�®é�žå…¬å¼�ã�ªç¿»è¨³ã�§ã�‚ã‚Šã€�è‹±èªžåŽŸæ–‡ã�¨ã�®é–“ã�§å†…å®¹ã�®é½Ÿ
é½¬ã�Œã�‚ã‚‹å ´å�ˆã�«ã�¯ã€�è‹±èªžåŽŸæ–‡ã�Œå„ªå…ˆã�—ã�¾ã�™ã€‚>

 

è©²å½“è£½å“�

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ã�¯ã€�ã‚·ã‚¹ã‚³ IOS 
ã‚’ä½¿ç”¨ã�™ã‚‹å…¨ã‚·ã‚¹ã‚³è£½å“�ã�«å½±éŸ¿ã�—ã�¾ã�™ã€‚ä¿®æ£ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢è¡¨ã�«è¨˜è¼‰ã�•ã‚Œã�Ÿãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚ˆã‚Šå‰�ã�®ã‚·ã‚¹ã‚³
IOS 
ã�§ã�¯ãƒ’ãƒ¼ãƒ—ãƒ™ãƒ¼ã‚¹ãƒ»ãƒ�ãƒƒãƒ•ã‚¡ãƒ¼ã‚ªãƒ¼ãƒ�ãƒ¼ãƒ•ãƒãƒ¼ã‚’åˆ©ç”¨ã�—ã�Ÿæ”»æ’ƒã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
 
ã‚·ã‚¹ã‚³ IOS XR ã�¯æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚ 
 
ã‚·ã‚¹ã‚³è£½å“�ã�§ç¨¼å‹•ä¸ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�æ©Ÿå™¨ã�«ãƒã‚°ã‚¤ãƒ³ã�—
"show version" 
ã‚³ãƒžãƒ³ãƒ‰ã‚’å®Ÿè¡Œã�—ã€�ã‚·ã‚¹ãƒ†ãƒ ãƒ�ãƒŠãƒ¼ã‚’ç”»é�¢ã�«è¡¨ç¤ºã�—ã�¾ã�™ã€‚
Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¯ "Internetwork Operating System Software" 
ã‚‚ã�—ã��ã�¯å�˜ã�« "IOS" 
ã�¨è¡¨ç¤ºã�—ã�¾ã�™ã€‚ã��ã�®ã�™ã��å¾Œã‚�ã�«ã‚¤ãƒ¡ãƒ¼ã‚¸å��ã�Œã‚«ãƒƒã‚³ã�®é–“ã�«
è¡¨ç¤ºã�•ã‚Œ(å ´å�ˆã�«ã‚ˆã‚Šæ”¹è¡Œã�•ã‚Œã�¦ã�„ã�¾ã�™)ã€�ç¶šã�„ã�¦ "Version" 
ã�¨ IOS ãƒªãƒªãƒ¼ã‚¹å��ã�Œè¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚ (IOS ä»¥å¤–ã�®)ä»–ã�® Cisco 
ã�®æ©Ÿå™¨ã�¯ "show version" 
ã‚³ãƒžãƒ³ãƒ‰ã�Œã�ªã�„å ´å�ˆã‚„ã€�ç•°ã�ªã‚‹è¡¨ç¤ºã‚’ã�™ã‚‹å ´å�ˆã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
 
ä»¥ä¸‹ã�®ä¾‹ã�¯ ã‚·ã‚¹ã‚³ è£½å“�ã�§ IOS ãƒªãƒªãƒ¼ã‚¹ 12.3(6)ã€�ã‚¤ãƒ¡ãƒ¼ã‚¸å�� C3640-
I-M ã�Œç¨¼å‹•ã�—ã�¦ã�„ã‚‹ã�“ã�¨ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™:  
 
    Cisco Internetwork Operating System Software 
    IOS (tm) 3600 Software (C3640-I-M), Version 12.3(6), RELEASE SOFTWARE (fc3) 
 
æ¬¡ã�®ä¾‹ã�¯ ã‚·ã‚¹ã‚³è£½å“�ã�§ IOS ãƒªãƒªãƒ¼ã‚¹ 12.3(11)T3ã€�ã‚¤ãƒ¡ãƒ¼ã‚¸å�� C3845-
ADVIPSERVICESK9-M ã�Œç¨¼å‹•ã�—ã�¦ã�„ã‚‹ã�“ã�¨ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™: 
 
    Cisco IOS Software, 3800 Software (C3845-ADVIPSERVICESK9-M), Version 12.3(11)T3, 
RELEASEã€€SOFTWARE (fc4) 
    Technical Support: http://www.cisco.com/techsupport 
    Copyright (c) 1986-2005 by Cisco Systems, Inc. 
 

ã‚·ã‚¹ã‚³ IOS ã�®å‘½å��ã�«é–¢ã�™ã‚‹ã�•ã‚‰ã�ªã‚‹æƒ…å ±ã�¯ä»¥ä¸‹ã�® URL 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

http://www.cisco.com/warp/public/620/1.html
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æœ¬ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ã�¯ã€�ãƒ’ãƒ¼ãƒ—ã‚ªãƒ¼ãƒ�ãƒ¼ãƒ•ãƒãƒ¼ã�«é–¢ä¿‚ã�™ã‚‹ã�Ÿã‚�ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ã�§ä½¿ã‚�ã‚Œã�¦ã�„ã‚‹ç”¨èªžã�®ç�†è§£ã‚’æ”¯æ�´ã�™ã‚‹ã�“ã�¨ã‚’ç›®çš„ã�¨ã�—ã�¦ã�“ã�®è¿½åŠ æƒ…å ±ã‚’æ��ä¾›ã�—ã�¾ã�™ã€‚
 
 
RFC2828 ã�§ã�¯è„†å¼±æ€§ã‚’  
"ã‚·ã‚¹ãƒ†ãƒ ãƒ‡ã‚¶ã‚¤ãƒ³ã€�å®Ÿè£…ã€�é�‹ç”¨ã€�ç®¡ç�†ã�®æ¬ ç‚¹ã‚„å¼±ç‚¹ã�Œã€�ã‚·ã‚¹ãƒ†ãƒ ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ãƒ�ãƒªã‚·ãƒ¼ã‚’çŠ¯ã�™ã�Ÿã‚�ã�«ä¸�æ£åˆ©ç”¨ã�•ã‚Œã‚‹"
[åŽŸæ–‡]ã€�ã�¨å®šç¾©ã�—ã�¦ã�„ã�¾ã�™ã€‚ã‚·ã‚¹ãƒ†ãƒ ã‚„ãƒ—ãƒãƒˆã‚³ãƒ«ã�«ã�Šã�‘ã‚‹ç‰¹å®šã�®è„†å¼±æ€§ã�«ã‚ˆã‚‹è„…å¨�ã�¯ã€�ã‚·ã‚¹ãƒ†ãƒ ã�®é€šå¸¸å‹•ä½œã�Œå¦¨å®³ã�•ã‚Œã‚‹ã�‚ã‚‹ã�„ã�¯æ��ã�ªã‚�ã‚Œã‚‹å®¹æ˜“ã�•ã�¨å�¯èƒ½æ€§ã�«ã‚ˆã‚Šã�¾ã�™ã€‚è„…å¨�ã‚’æ¥µå°�åŒ–ã�™ã‚‹ã�Ÿã‚�ã�«ã€�ç‰¹å®šã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹æ”»æ’ƒæ‰‹æ®µã�«ã�ªã‚Šã�†ã‚‹ã‚‚ã�®ã�¯ã€�ä¸�æ£åˆ©ç”¨ã�™ã‚‹ã�Ÿã‚�ã�«å¿…è¦�ã�¨ã�ªã‚‹çŠ¶æ…‹ã‚’é˜²å¾¡ç–ã�§ç·©å’Œã�™ã‚‹ã�‹ã€�ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Œè„†å¼±æ€§ã‚’æŒ�ã�Ÿã�ªã�„ã‚ˆã�†ã�«å¯¾å‡¦ã�•ã‚Œã‚‹ã�¹ã��ã�§ã�™ã€‚
 
 
"exploits" 
ã�¨ã�—ã�¦çŸ¥ã‚‰ã‚Œã‚‹å¤šã��ã�®æ‚ªæ„�ã�‚ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¯ã€�ç‰¹å®šã�®è„†å¼±æ€§ã�«å¯¾ã�—ã�¦ã‚ˆã��çŸ¥ã‚‰ã‚Œã‚‹ã�¦ã�„ã‚‹æ”»æ’ƒæ‰‹æ®µã‚’ä»‹ã�—ã�¦ã€�ã‚·ã‚¹ãƒ†ãƒ ã�®å‹•ä½œã‚’å¦¨å®³ã�™ã‚‹ã�‚ã‚‹ã�„ã�¯æ��ã�ªã�Šã�†ã�¨ã�™ã‚‹ãƒšã‚¤ãƒãƒ¼ãƒ‰ã‚’å�«ã‚“ã�§ã�„ã�¾ã�™ã€‚ãƒ‘ãƒƒãƒ�ã‚’é�©ç”¨ã�—ã�¦ã�„ã�ªã�„è„†å¼±ã�ªã‚·ã‚¹ãƒ†ãƒ ã�Œå˜åœ¨ã�™ã‚‹ã�¨æ€�ã‚�ã‚Œã‚‹å ´å�ˆã€�ã�‚ã‚Šã�¨ã�‚ã‚‰ã‚†ã‚‹æ”»æ’ƒæ‰‹æ®µã�«å¯¾ã�™ã‚‹é˜²å¾¡ã‚’è©¦ã�¿ã‚‹ã�“ã�¨ã�§ã€�æ”»æ’ƒæˆ�åŠŸã�®è„…å¨�ã‚’æ¥µå°�åŒ–ã�™ã‚‹ã�Ÿã‚�ã�«å¯¾æŠ—ç–
(counter-measure) ã�Œã‚ˆã��ä½¿ã‚�ã‚Œã�¾ã�™ã€‚ 
ä¸�æ£åˆ©ç”¨ã�®ãƒšã‚¤ãƒãƒ¼ãƒ‰ã�§è¦‹ã‚‰ã‚Œã‚‹1ã�¤ã�®å…¸åž‹çš„ã�ªæ”»æ’ƒæ–¹æ³•ã�¨ã�—ã�¦ãƒ�ãƒƒãƒ•ã‚¡ã‚ªãƒ¼ãƒ�ãƒ¼ãƒ•ãƒãƒ¼ã�ŒçŸ¥ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚
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ãƒ’ãƒ¼ãƒ—ãƒ¡ãƒ¢ãƒªã�¯ã€�ç�¾åœ¨å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹ãƒ—ãƒã‚»ã‚¹ã�‹ã‚‰ã�®ãƒ€ã‚¤ãƒŠãƒŸãƒƒã‚¯ã�ªãƒ‡ãƒ¼ã‚¿æ ¼ç´�è¦�æ±‚ã‚’æº€ã�Ÿã�™ã�Ÿã‚�ã�«ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã‚·ã‚¹ãƒ†ãƒ ã�§ä½¿ç”¨ã�•ã‚Œã‚‹ã‚·ã‚¹ãƒ†ãƒ ãƒ¡ãƒ¢ãƒªã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�§ã�™ã€‚ãƒ’ãƒ¼ãƒ—ãƒ™ãƒ¼ã‚¹ã‚ªãƒ¼ãƒ�ãƒ¼ãƒ•ãƒãƒ¼ã�Œæˆ�åŠŸã�™ã‚‹ã�¨ã€�ã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã‚·ã‚¹ãƒ†ãƒ ã�¯ãƒ�ãƒƒãƒ•ã‚¡ã�®å¢ƒç•Œãƒ�ã‚§ãƒƒã‚¯ã�®å®Ÿè¡Œã�«å¤±æ•—ã�—ã€�ã��ã�®çµ�æžœã‚·ã‚¹ãƒ†ãƒ ãƒ¡ãƒ¢ãƒªã�®éš£æŽ¥ã‚¨ãƒªã‚¢ã‚’ä¸Šæ›¸ã��ã�™ã‚‹ã�“ã�¨ã‚’å�¯èƒ½ã�«ã�—ã�¾ã�™ã€‚
 
 
ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ã�§èª¬æ˜Žã�•ã‚Œã�Ÿã‚‚ã�®ã�®ã‚ˆã�†ã�«ã€�ãƒ�ãƒƒãƒ•ã‚¡ã‚ªãƒ¼ãƒ�ãƒ¼ãƒ•ãƒãƒ¼ã�‹ã‚‰ã�®è„…å¨�ã�¯è¤‡æ•°ã�®æ–¹æ³•ã�§å¯¾å‡¦ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚1ã�¤ã�®æ–¹æ³•ã�¯ã€�ç‰¹å®šã�®æ”»æ’ƒæ‰‹æ®µã�®å˜åœ¨ã‚’å�–ã‚Šé™¤ã��ã�“ã�¨ã�§ã�™ã€‚åˆ¥ã�®æ–¹æ³•ã�¯ã€�ä»Šå¾Œãƒ�ãƒƒãƒ•ã‚¡ã‚ªãƒ¼ãƒ�ãƒ¼ãƒ•ãƒãƒ¼ã�®è„†å¼±æ€§ã�Œç™ºè¦‹ã�•ã‚Œã�Ÿå ´å�ˆã�®å½±éŸ¿ã‚’æ¥µå°�åŒ–ã�™ã‚‹ã�Ÿã‚�ã�«ã€�åŸºç¤Žã‚’ã�ªã�™ã‚·ã‚¹ãƒ†ãƒ ã�§äºˆé˜²æŽªç½®è¡Œã�†ã�“ã�¨ã�§ã�™ã€‚
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Cisco Internetwork Operating System (IOS) 
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å¤šã��ã�®å ´å�ˆã‚·ã‚¹ã‚³ IOS 
ã�®ãƒ’ãƒ¼ãƒ—ãƒ™ãƒ¼ã‚¹ãƒ»ãƒ�ãƒƒãƒ•ã‚¡ãƒ¼ã‚ªãƒ¼ãƒ�ãƒ¼ãƒ•ãƒãƒ¼ã�¯ã€�ã‚·ã‚¹ãƒ†ãƒ ãƒ¡ãƒ¢ãƒªã�®å†…å®¹ã‚’ä¸�æ£ã�«ã�•ã�›ã€�ã��ã�®ãƒ¡ãƒ¢ãƒªçŠ¶æ…‹ã‚’å®šæœŸçš„ã�«ãƒ¢ãƒ‹ã‚¿ãƒ¼ã�—ã�¦ã�„ã‚‹
"Check Heaps" 
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ã�“ã‚Œã‚‰ã�®æ”¹å–„ã�«ã�¤ã�„ã�¦ã�¯ã€�ã‚·ã‚¹ã‚³ Bug ID CSCei61732ï¼ˆ 

ç™»éŒ²ãƒ¦ãƒ¼ã‚¶ã�®ã�¿ï¼‰ã�«è¨˜è¿°ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚
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ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�Šã‚ˆã�³ä¿®æ£

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�http://www.cisco.com/en/US/products/products_security_advisories_listing.html 
ã�Šã‚ˆã�³ã��ã‚Œä»¥é™�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚‚å�‚ç…§ã�—ã�¦ã€�çŠ¶æ³�ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’åˆ¤æ–ã�—ã�¦ã��ã� ã�•ã�„ã€‚

http://tools.cisco.com/RPF/register/register.do?locale=ja_JP
//www.cisco.com/en/US/products/products_security_advisories_listing.html
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æƒ…å ±ã�Œä¸�æ˜Žç¢ºã�ªå ´å�ˆã�¯ã€�ã‚·ã‚¹ã‚³ Technical Assistance 
Centerï¼ˆTACï¼‰ã�«ã�Šå•�ã�„å�ˆã�›ã��ã� ã�•ã�„ã€‚

ä»¥ä¸‹ã�® ã‚·ã‚¹ã‚³ IOS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®è¡¨ã�®å�„è¡Œã�¯ã€�å¯¾è±¡ã�¨ã�ªã‚‹ãƒªãƒªãƒ¼ã‚¹ãƒˆãƒ¬ã‚¤ãƒ³ã€�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�Šã‚ˆã�³
è£½å“�ç¾¤ã‚’ç¤ºã�—ã�¾ã�™ã€‚ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹ãƒˆãƒ¬ã‚¤ãƒ³ã�Œè„†å¼±ã�§ã�‚ã‚‹å ´å�ˆã€�ä¿®æ£ã�Œçµ„ã�¿è¾¼ã�¾ã‚Œã�¦ã�„ã‚‹æœ€ã‚‚æ—©ã�„ãƒªãƒªãƒ¼ã‚¹
ï¼ˆæœ€åˆ�ã�«ä¿®æ£ã�•ã‚Œã�Ÿãƒªãƒªãƒ¼ã‚¹ï¼‰ã�¨ã��ã‚Œã�Œåˆ©ç”¨å�¯èƒ½ã�¨ã�ªã‚‹äºˆå®šæ—¥ã�Œ
"Rebuild" and "Maintenance" ã�®åˆ—ã�« 
ç¤ºã�•ã‚Œã�¾ã�™ã€‚ãƒªãƒªãƒ¼ã‚¹ãƒˆãƒ¬ã‚¤ãƒ³ã�§ç¤ºã�•ã‚Œã�Ÿãƒªãƒªãƒ¼ã‚¹ã‚ˆã‚Šå‰�ã�®ã‚‚ã�®ã‚’ä½¿ç”¨ã�—ã�¦ã�„ã‚‹æ©Ÿå™¨ã�¯è„†å¼±ã�§ã�‚ã‚‹ã�“ã�¨ã�ŒçŸ¥ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚
ä½¿ç”¨ã�™ã‚‹ãƒªãƒªãƒ¼ã‚¹ã�¯å°‘ã�ªã��ã�¨ã‚‚ç¤ºã�•ã‚Œã�Ÿãƒªãƒªãƒ¼ã‚¹ä»¥é™�ã�¸ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ã�“ã�¨ã�ŒæŽ¨å¥¨ã�•ã‚Œã�¾ã�™ã€‚ 

"Rebuild" ã�Šã‚ˆã�³ "Maintenance" 
ã�®ç”¨èªžã�«é–¢ã�™ã‚‹æƒ…å ±ã�¯ä»¥ä¸‹ã‚’ã�”å�‚ç…§ã��ã� ã�•ã�„ã€‚ 
http://www.cisco.com/warp/public/620/1.html 

 

Major Release Availability of Repaired Releases

Affected 12.0-Based 
Release Rebuild Maintenance

12.0 12.0(28d)  

12.0DA Vulnerable; migrate to 12.2(12)DA9 or later

12.0DB Vulnerable; migrate to 12.3(14)T4 or later

12.0DC Vulnerable; migrate to 12.2(15)BC2i or later

12.0(28)S5  

12.0(30)S4  12.0S

12.0(31)S1  

12.0SC Vulnerable; migrate to 12.2(15)BC2i or later

//www.cisco.com/warp/public/620/1.html
//www.cisco.com/warp/public/620/1.html


12.0SL Vulnerable; migrate to 12.0(31)S1 or later

12.0SP Vulnerable; migrate to 12.0(31)S1 or later

12.0ST Vulnerable; migrate to 12.0(31)S1 or later

12.0SX Vulnerable; contact TAC

12.0SZ Vulnerable; migrate to 12.0(31)S1 or later

12.0T Vulnerable; migrate to 12.1(27b) or later

12.0(25)W5-27d  

12.0(28)W5-30b  12.0W5

12.0(28)W5-32a  

12.0WC 12.0(5)WC13  

12.0XA Vulnerable; migrate to 12.1(27b) or later

12.0XB Vulnerable; migrate to 12.1(27b) or later

12.0XC Vulnerable; migrate to 12.1(27b) or later

12.0XD Vulnerable; migrate to 12.1(27b) or later

12.0XE Vulnerable; migrate to 12.1(26)E3 or later

12.0XF Vulnerable; migrate to 12.1(27b) or later

12.0XG Vulnerable; migrate to 12.1(27b) or later



12.0XH Vulnerable; migrate to 12.1(27b) or later

12.0XI Vulnerable; migrate to 12.1(27b) or later

12.0XJ Vulnerable; migrate to 12.1(27b) or later

12.0XK Vulnerable; migrate to 12.2(31) or later

12.0XL Vulnerable; migrate to 12.2(31) or later

12.0XM Vulnerable; migrate to 12.1(27b) or later

12.0XN Vulnerable; migrate to 12.1(27b) or later

12.0XQ Vulnerable; migrate to 12.1(27b) or later

12.0XR Vulnerable; migrate to 12.2(31) or later

12.0XS Vulnerable; migrate to 12.1(26)E3 or later

12.0XV Vulnerable; migrate to 12.1(27b) or later

Affected 12.1-Based 
Release Rebuild Maintenance

12.1 12.1(27b)  

12.1AA Vulnerable; migrate to 12.2(31) or later

12.1AX
Vulnerable; for c3750-ME, migrate to 12.2(25)EY3 or 
later. For c2970 and 3750, migrate to 12.2(25)SEB4, 
12.2(25)SEC2, 12.2(25)SED or later.

12.1AY
Vulnerable; migrate to 12.1(22)EA4a, 12.1(22)EA5a, 
12.2(22)EA6 or later



12.1AZ
Vulnerable; migrate to 12.1(22)EA4a, 12.1(22)EA5a, 
12.2(22)EA6 or later

12.1CX Vulnerable; migrate to 12.2(31) or later

12.1DA Vulnerable; migrate to 12.2(12)DA9 or later

12.1DB Vulnerable; migrate to 12.3(14)T4 or later

12.1DC Vulnerable; migrate to 12.3(14)T4 or later

12.1(8b)E20  

12.1(13)E17  

12.1(23)E4  

12.1E

12.1(26)E3  

12.1(22)EA4a 12.1(22)EA6

12.1EA

12.1(22)EA5a  

12.1EB 12.1(26)EB1  

12.1EC Vulnerable; migrate to 12.2(15)BC2i or later

12.1EO
12.1(20)EO3, available 
11/30/05

 

12.1EU Vulnerable; migrate to 12.2(20)EU2 or later

12.1EV Vulnerable; migrate to 12.2(26)SV1 or later



12.1(12c)EW4  

12.1(13)EW4  

12.1(19)EW3  

12.1EW

12.1(20)EW4  

12.1EX Vulnerable; migrate to 12.1(26)E3 or later

12.1EY Vulnerable; migrate to 12.1(26)E3 or later

12.1EZ Vulnerable; migrate to 12.1(26)E3 or later

12.1T Vulnerable; migrate to 12.2(31) or later

12.1XA Vulnerable; migrate to 12.2(31) or later

12.1XB Vulnerable; migrate to 12.2(31) or later

12.1XC Vulnerable; migrate to 12.2(31) or later

12.1XD Vulnerable; migrate to 12.2(31) or later

12.1XE Vulnerable; migrate to 12.1(26)E3 or later

12.1XF Vulnerable; migrate to 12.3(16) or later

12.1XG Vulnerable; migrate to 12.3(16) or later

12.1XH Vulnerable; migrate to 12.2(31) or later

12.1XI Vulnerable; migrate to 12.2(31) or later



12.1XJ Vulnerable; migrate to 12.3(16) or later

12.1XL Vulnerable; migrate to 12.3(16) or later

12.1XM Vulnerable; migrate to 12.3(16) or later

12.1XP Vulnerable; migrate to 12.3(16) or later

12.1XQ Vulnerable; migrate to 12.3(16) or later

12.1XR Vulnerable; migrate to 12.3(16) or later

12.1XS Vulnerable; migrate to 12.2(31) or later

12.1XT Vulnerable; migrate to 12.3(16) or later

12.1XU Vulnerable; migrate to 12.3(16) or later

12.1XV Vulnerable; migrate to 12.3(16) or later

12.1XW Vulnerable; migrate to 12.2(31) or later

12.1XX Vulnerable; migrate to 12.2(31) or later

12.1XY Vulnerable; migrate to 12.2(31) or later

12.1YA Vulnerable; migrate to 12.3(16) or later

12.1YB Vulnerable; migrate to 12.3(16) or later

12.1YC Vulnerable; migrate to 12.3(16) or later

12.1YD Vulnerable; migrate to 12.3(16) or later



12.1YE Vulnerable; migrate to 12.3(16) or later

12.1YF Vulnerable; migrate to 12.3(16) or later

12.1YH Vulnerable; migrate to 12.3(16) or later

12.1YI Vulnerable; migrate to 12.3(16) or later

12.1YJ
Vulnerable; migrate to 12.1(22)EA4a, 12.1(22)EA5a, 
12.1(22)EA6 or later

Affected 12.2-Based 
Release Rebuild Maintenance

12.2(12m)  

12.2(17f)  

12.2(23f)  

12.2(26b)  

12.2(27b)  

12.2(28c)  

12.2

12.2(29a) 12.2(31)

12.2B Vulnerable; migrate to 12.3(14)T4 or later

12.2BC 12.2(15)BC2i  

12.2BX
Vulnerable; migrate to 12.3(7)XI7, available 15-Nov-
2005



12.2BY Vulnerable; migrate to 12.3(14)T4 or later

12.2BZ
Vulnerable; migrate to 12.3(7)XI7, available 15-Nov-
2005

12.2CX Vulnerable; migrate to 12.2(15)BC2i or later

12.2CY Vulnerable; migrate to 12.2(15)BC2i or later

12.2CZ
12.2(15)CZ3, available 
3-Nov-2005

 

12.2(10)DA4  

12.2DA

12.2(12)DA9  

12.2DD Vulnerable; migrate to 12.3(14)T4 or later

12.2DX Vulnerable; migrate to 12.3(14)T4 or later

12.2EU 12.2(20)EU2  

12.2(18)EW5  

12.2EW

12.2(20)EW3  

12.2(20)EWA3  

12.2(25)EWA3  12.2EWA

12.2(25)EWA4  

12.2EX  
12.2(25)EX, available 03-
Nov-2005



12.2EY 12.2(25)EY3 Migrate to 12.2(25)SED

12.2EZ
Vulnerable; migrate to 12.2(25)SEC2, 12.2(25)SED 
or later

12.2FX  
12.2(25)FX, available 07-
Nov-2005

12.2FY   12.2(25)FY

12.2JA Vulnerable; migrate to 12.3(7)JA1 or later

12.2JK 12.2(15)JK5  

12.2MB 12.2(4)MB13c  

12.2MC 12.2(15)MC2e  

12.2(14)S15  

12.2(18)S10  

12.2(20)S9  

12.2(25)S6  

12.2S

12.2(30)S1, available 
14-Nov-2005

12.2SBC   12.2(27)SBC

12.2(25)SEB4 12.2(25)SED

12.2SE

12.2(25)SEC2  



12.2SG   12.2(25)SG

12.2SO 12.2(18)SO4  

12.2SU Vulnerable; migrate to 12.3(14)T4 or later

12.2(26)SV1  

12.2SV
12.2(27)SV1, available 
15-Nov-2005

 

  12.2(25)SW4

12.2SW

  12.2(25)SW4a

12.2SX Vulnerable; migrate to 12.2(17d)SXB10 or later

12.2SXA Vulnerable; migrate to 12.2(17d)SXB10 or later

12.2SXB 12.2(17d)SXB10  

12.2SXD 12.2(18)SXD6  

12.2SXE 12.2(18)SXE3  

12.2SXF   12.2(18)SXF

12.2SY Vulnerable; migrate to 12.2(17d)SXB10 or later

12.2SZ Vulnerable; migrate to 12.2(25)S6 or later

12.2T 12.2(15)T17  



12.2TPC
12.2(8)TPC10a, 
available TBD

 

12.2XA Vulnerable; migrate to 12.3(16) or later

12.2XB Vulnerable; migrate to 12.3(16) or later

12.2XC Vulnerable; migrate to 12.3(14)T4 or later

12.2XD Vulnerable; migrate to 12.3(16) or later

12.2XE Vulnerable; migrate to 12.3(16) or later

12.2XF Vulnerable; migrate to 12.2(15)BC2i or later

12.2XG Vulnerable; migrate to 12.3(16) or later

12.2XH Vulnerable; migrate to 12.3(16) or later

12.2XI Vulnerable; migrate to 12.3(16) or later

12.2XJ Vulnerable; migrate to 12.3(16) or later

12.2XK Vulnerable; migrate to 12.3(16) or later

12.2XL Vulnerable; migrate to 12.3(16) or later

12.2XM Vulnerable; migrate to 12.3(16) or later

12.2XN Vulnerable; migrate to 12.3(16) or later

12.2XQ Vulnerable; migrate to 12.3(16) or later



12.2(2)XR and 12.2(4)XR vulnerable, migrate to 
12.3(16) or later

12.2XR

12.2(15)XR vulnerable; migrate to 12.3(7)JA1

12.2XS Vulnerable; migrate to 12.3(16) or later

12.2XT Vulnerable; migrate to 12.3(16) or later

12.2XU Vulnerable; migrate to 12.3(16) or later

12.2XV Vulnerable; migrate to 12.3(16) or later

12.2XW Vulnerable; migrate to 12.3(16) or later

12.2YA
12.2(4)YA11, available 
TBD

 

12.2YB Vulnerable; migrate to 12.3(16) or later

12.2YC Vulnerable; migrate to 12.3(16) or later

12.2YD Vulnerable; migrate to 12.3(14)T4 or later

12.2YE Vulnerable; migrate to 12.2(25)S6 or later

12.2YF Vulnerable; migrate to 12.3(16) or later

12.2YG Vulnerable; migrate to 12.3(16) or later

12.2YH Vulnerable; migrate to 12.3(16) or later

12.2YJ Vulnerable; migrate to 12.3(16) or later



12.2YK Vulnerable; migrate to 12.3(14)T4 or later

12.2YL Vulnerable; migrate to 12.3(14)T4 or later

12.2YM Vulnerable; migrate to 12.3(14)T4 or later

12.2YN Vulnerable; migrate to 12.3(14)T4 or later

12.2YO Vulnerable; migrate to 12.2(17d)SXB10 or later

12.2YP Vulnerable; migrate to 12.3(16) or later

12.2YQ Vulnerable; migrate to 12.3(14)T4 or later

12.2YR Vulnerable; migrate to 12.3(14)T4 or later

12.2YS   12.2(15)YS

12.2YT Vulnerable; migrate to 12.3(16) or later

12.2YU Vulnerable; migrate to 12.3(14)T4 or later

12.2YV Vulnerable; migrate to 12.3(14)T4 or later

12.2YW Vulnerable; migrate to 12.3(14)T4 or later

12.2YX Vulnerable; migrate to 12.3(14)T4 or later

12.2YY Vulnerable; migrate to 12.3(14)T4 or later

12.2YZ Vulnerable; migrate to 12.2(25)S6 or later

12.2ZA Vulnerable; migrate to 12.2(17d)SXB10 or later



12.2ZB Vulnerable; migrate to 12.3(14)T4 or later

12.2ZC Vulnerable; migrate to 12.3(14)T4 or later

12.2ZD 12.2(13)ZD4  

12.2ZE Vulnerable; migrate to 12.3(16) or later

12.2ZF Vulnerable; migrate to 12.3(14)T4 or later

12.2ZG
Vulnerable; migrate to 12.3(8)YG3 or later for 
SOHO9x migrate to 12.3(2)XA5 or later for c83x

12.2ZH
12.2(13)ZH8, available 
TBD

 

12.2ZJ Vulnerable; migrate to 12.3(14)T4 or later

12.2ZL
Vulnerable; migrate to 12.3(4)XK4 or later for c17xx 
migrate to 12.4(3a) or later for c3200 migrate to 
12.3(7)XR6 or later for ICS7750

12.2ZN Vulnerable; migrate to 12.3(14)T4 or later

12.2ZP Vulnerable; migrate to 12.3(14)T4 or later

Affected 12.3-Based 
Release Rebuild Maintenance

12.3(3i)  

12.3(5f)  

12.3(6f)  

12.3



12.3(9e)  

12.3(10e)  

12.3(12e)  

12.3(13b)  

12.3(15b) 12.3(16)

12.3B Vulnerable; migrate to 12.3(14)T4 or later

12.3(9a)BC7  

12.3BC

12.3(13a)BC1  

12.3BW Vulnerable; migrate to 12.3(14)T4 or later

12.3(2)JA5  

12.3(4)JA1  12.3JA

12.3(7)JA1  

12.3JK 12.3(2)JK1  

12.3JX 12.3(7)JX  

12.3(7)T12  

12.3(8)T11  

12.3(11)T8  

12.3T



12.3(14)T4  

12.3TPC 12.3(4)TPC11a  

12.3XA
12.3(2)XA5, available 
TBD

 

12.3XB Vulnerable; migrate to 12.3(14)T4 or later

12.3XC 12.3(2)XC4  

12.3XD Vulnerable; migrate to 12.3(14)T4 or later

12.3XE
12.3(4)XE4, available 
TBD

 

12.3XF Vulnerable; migrate to 12.3(14)T4 or later

12.3XG 12.3(4)XG5  

12.3XH Vulnerable; migrate to 12.3(14)T4 or later

12.3XI
12.3(7)XI7, available 
15-Nov-2005

 

12.3XJ Vulnerable; migrate to 12.3(11)YF4 or later

12.3XK 12.3(4)XK4  

12.3XM Vulnerable; migrate to 12.3(14)T4 or later

12.3XQ Vulnerable; migrate to 12.4(3a) or later

12.3XR 12.3(7)XR6  



12.3XS Vulnerable; migrate to 12.4(3a) or later

12.3XU Vulnerable; migrate to 12.4(2)T1 or later

12.3XW Vulnerable; migrate to 12.3(11)YF4 or later

12.3XX Vulnerable; migrate to 12.4(3a) or later

12.3XY Vulnerable; migrate to 12.3(14)T4 or later

12.3YA
Vulnerable; migrate to 12.4(3a) or later for C828; 
migrate to 12.3(8)YG3 or later for SOHO9x, C83x

12.3YD Vulnerable; migrate to 12.4(2)T1 or later

12.3YF 12.3(11)YF4  

12.3YG 12.3(8)YG3  

12.3YH Vulnerable; migrate to 12.3(8)YI3 or later

12.3YI 12.3(8)YI3  

12.3YJ 12.3(14)YQ3  

12.3YK 12.3(11)YK2  

12.3YQ 12.3(14)YQ3  

12.3YS 12.3(11)YS1  

12.3YT 12.3(14)YT1  



12.3YU 12.3(14)YU1  

Affected 12.4-Based 
Release Rebuild Maintenance

12.4(1b)  

12.4

12.4(3a)  

12.4MR   12.4(2)MR1

12.4T 12.4(2)T1  

12.4XA   12.4(2)XA

12.4XB  
12.4(2)XB, available 18-
Nov-2005
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ã�«ã‚ˆã�£ã�¦è§£æ±ºã�—ã�¦ã�„ã�¾ã�™ã€‚ 
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


