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FTIP A2 ARISIVICEITRAFT IV I R—N FYRILFRAI DD, AL 527
IMADT VLA VAN EZHAATILERZRH KL A

B -

<tfroot>

ASA Version 9.1(5)
!
hostname ASA
domain-name corp. com
enable password WwXYvtKrnjXqGbul encrypted
names
!
interface GigabitEthernet0/0
nameif Outside
security-Tevel 0
ip address 192.168.1.2 255.255.255.0
I
interface GigabitEthernet0/1
nameif Inside
security-level 50
ip address 172.16.1.12 255.255.255.0
I
interface GigabitEthernet0/2
shutdown
no nameif
no security-level
no ip address
I
interface GigabitEthernet0/3
shutdown
no nameif
no security-level
no ip address
I
interface Management0/0
management-only
shutdown
no nameif
no security-level
no ip address

I-—- OQutput is suppressed.

I--- Object groups is created to define the host.

obj ect network obj-172.16.1.5
subnet 172.16.1.0 255.255.255.0



I--- Object NAT is created to map Inside Client to Outside subnet IP.

obj ect network obj-172.16.1.5
nat (Inside, Qutside) dynamc 192.168.1.5

class-map inspection_default
match default-inspection-traffic
!
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512

policy-map gl obal policy

cl ass inspection_default

inspect dns preset_dns_map

inspect ftp

inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect

h323 h225
h323 ras
netbios
rsh

rtsp
skinny
esmtp
sglnet
sunrpc
tftp

sip
xdmcp

l-—-- This command tells the device to

1--- use the "global_policy" policy-map on all interfaces.

service-policy global _policy globa

prompt hostname context
Cryptochecksum:4b2f54134e685d11b274eel159e5ed009
: end

ASA(config)#

i

("

oyl

Connection

<ffroot>

Client in Inside Network running ACTIVE FTP:



Ciscoasa(config)# sh conn
3 in use, 3 most used

TCP Qutside
192.168.1.15:20 inside 172.16.1.5:61855

, idle 0:00:00, bytes 145096704, flags UIB

<--- Dynami c Connection Opened

TCP Qutside

192.168. 1. 15: 21 inside 172.16.1.5: 61854

, idle 0:00:00, bytes 434, flags UIO

AEERY ND—DICNEBETDIVTAT MY, EERR—DN 61854 ZFEAL THEER—F 21 A
NDEHZEFHALET, HiVT, I9FA4 T RNE6 XTIV EZRELER—DN O REEEFELE
Fo R, H—NREREETR—N20Z2FEALTEDAF)/IF—2ELEZRBLET., BER—
N, ATOF+Y7FYDRICHBAISDFIETHEEZIET,

ROERDESIC, RS E2—T I/ RAZF Y TFYLET,

61854-21 [ACK] Seqm1052038302 Ack=1737976541 Win=131100 Len=0

12.102472

18 12.104013 192.168.1.15 FTP 96 Response: 220-Filezilla Server version 0.9.33 beta
19 12.104227 192.168.1.15 FTP 99 Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)
20 12.104395 192.168.1.15 FTP 115 Response: 220 Please wisit http: ffsourceforge.net/projects/filezilla/
21 12.104456 172.16.1.5 TP 54 61854-21 [ACK] Seq=1052038302 Ack=1737976628 win=131012 Len=0
22 12.10B698 172.16.1.5 FTP BE Request: USER cisco
23 12.109461 192.168.1.15 FTP B7 Response: 231 Password required for cisco
24 12.112726 172.16.1.5 FTP 69 Request: PASS ciscoldd
25 12,113611 192.168.1.15 FTP B9 Response: 230 Logged on
26 12.115640 172.16.1.5 FTP Bl Reguest: CwD /
27 12.116311 192.168.1.15% FTP 101 Respeonse: 250 OwD successful. "/" is current directory.
28 12.327680 172.16.1.5 TP 54 61854-21 [ACK] Seq=105203B8336 Ack=1737976784 win=130856 Len=0
29 13.761258 172.16.1.5 FTP 62 Reguest: TYPE I
.?62311 Response: 200 Type et to I

sti PORT 172,16,1,5,241,159
Response: 200 Port command successtu
FTP B4 Request: RETR n7000-52-dk9.6.2.12.bin

13 13.766278 172.16.1.5

36 13.

I 15 : Response: 50 Op 1 transfer.
37 13. 192.168.1.15 172, TEP S4  20-61855 [ACK] Sea1283523‘5613 Ack=266238505 Win=131100 Len=0
38 13. 192.168.1.15 172, FTP-DATA 1434 FTP Data: 1380 byte
39 13. 192.168.1.15 172.16.1.5 FTP-DATE 1434 FTP Data: 1380 b:{tes

@ Frame 31: 79 bytes on wire (632 bits), 79 bytes captured (632 bBits)
% Ethernet II, Src: Vmware_ad:24:77 (00:50:56:ad:24:77), Dst: Cisco c9:92:89 (00:19:e8:c9:92:89)
# Internet Protocol Version 4, Src: 172.16.1.5 (172.16.1.5), Dst: 192.1668.1.15% (192.168.1.15)
@ Transmission €ontrol Protocel, Src Port: 61854 (61854), Dst Port: 21 (21), Seq: 1052038344, Ack: 1737976803, Len: 25
= File Transfer Protocol (FTR)
= FORT 172,16,1,5,241,159\r\n
Bequest command: PORT
Request arg: 172,16,1.5,241,159
Active IP address: 172.16.1.5 (172.16.1.5)
Active port: 61855

0010 00 41 4F Sg 40 00 06 3c cB ac 10 01 03 <O ag

Tniahaay G
1 .
31 2c 31 35 39 0d 0a £,1,5,24 1,159..

RORDESIC, AL EZ—TITARZFYTFYLET,



17 12,102366  61854-21 [ACK] SeqeLlB52474368 Ack=213433642 win=131100 Le =

18 12.103876 192. FTP 96 Response: 220-FileZilla Server wversion 0.9.33 beta

19 12.104105 192, FTP 99 Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)

20 12.104273 192 FTF 115 Response: 220 Please wisit http://sourceforge.net/projects/filezilla/
21 12.104334 192, TCP 54 61854+21 [ACK] Seq=1859474368 Ack=213433729 Win=131012 Len=0
22 12.108591 132, FTP 66 Request: USER cisco

23 12.109323 192. FTR 87 Response: 331 Password required for cisco

24 12.112604 192, ETP 59 Request: PASS ciscol?l

25 12.113489 LoRT FTP £9 Response: 230 Logged on

26 12.115518 192. FTP 61 Request: OwD /

27 12.116174 192. FTP 101 Response: 250 CWD successful. /" is current directory.

28 12.327574 192. TCP 54 B1854-21 [ACK] Seq=1859474402 Ack=213433685 Win=130856 Len=0
29 13. 761166 192. FTP 62 PRequest: TYPE I

30 13.762173 Response: 200 Type set fo I
2113 R PORT 192.168,1, 5,241,159

Response: 200 Port command successtu
FTP 84 Request: RETR n7000-52-dk9.6.2.12.bin

32 13, 765057
33 13766171 142

36 13.768032 192.168.1.15 192.168.1.5 FTP 99 Response: 150 Opening data channel for file transfer.

37 13. 768429 192.168.1.15 192.168.1.5 TCP 54 20461855 [ACK] Seq=1406112685 Ack=785612050 Win=131100 Len=0
38 13.769665 192.168.1.15 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bytes

39 13. 769680 192.168.1.15 192.168.1.5 FTP=DATA 1434 FTP Data: 1380 bytes

% Frame 31: B0 bytes on wire (640 bits), 80 bytes captured (640 bits)
@ Ethernet II, Src: Cisco_c9:92:88 (00:19:e8:c9:92:88), Dst: Vmware_ad:24:76 (00:50:56:ad:24:76)
® Internet Protocol Version 4, Src: 192.168.1.5 (192.168.1.5). Dst: 192.168.1.15 (192.168.1.15)
% Transmission Control Protocol, Src Port: 61854 (61854), Dst Port: 21 (21), Seq: 1859474410, Ack: 213433904, Len: 26
2 File Transfer Protocol (FTP)
= PORT 192,16E,1,5,241,159\r\n
Request command: PORT
Request arg: 192,168,1,5,241,159
Active IP address: 192.168.1.5 (192.168.1.5)
Active port: £1855

0010 00 42 4f 227 40 00 B0 06 28 2f o0 ag 01 05 c0 a8 .BO'@. . (..’ ......
0020 01 Of 1L 9e 00 15 be d5 53 ea Oc b8 be 10 5018 ..... 0P,
0030 7f ¢S a7 7d 00 00 SO 4f 52 54 20 31 39 32 2c 11 ...}..PO RT '192,1
0040 36 38 2c 31 2c 3§ 2¢ 32 34 31 2¢ 31 35 39 0d Oa  68,1,5,2 41,159.

R—hDERF, 6 Z7TILOSE50HED 2 2ZFEALTHEEIINET, EN42TILEIPTRL
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Connection

<{froot>

Client in Inside Network running Passive Mbde FTP

ciscoasa(config)# sh conn
3 in use, 3 most used

TCP Qutside
192
.168.1.15: 60142 inside 172.16.1.5:61839

, idle 0:00:00, bytes 184844288, flags UI

<--- Dynam ¢ Connection Opened

TCP Outside

192.168.1.15:21 inside 172.16.1.5:61838

, idle 0:00:00, bytes 451, flags UIO

MNERY ND—DICNETDITAT 2 M EEFETR—b 61838 £5WER— b 21 THEEZH
WMLET, chBNYZTFIPTH2ES, VAT N AFEOERERBLET, TOL
O, V9Z4AT2 M PASY ONY RZEFLER, Y—/N\HNBEED 6 ZTIETRHETDE, 7
TATNEZTOT—REHRRAYTY MICERLET,

RORDESIC, AFA > Z—TITARZFYTFYLET,

LB57T17 16,1, .168.1.15 5183821 [ACK] Seqel456310601 Ack=700898683 Win=131100 Len
.B59701 5 St W16.1.5 Response: 220-File2illa Server version 0.9.33 beta

659853 J16.1. Response; 220-written by Tim Kosse (Tim.Kosse@gmx.de)
LBE0036 16,1, .168.1. 6183821 [ACK] Seqeld56310601 Ack=TOOBSE770 Wine=131012 Lena(

.B606TT Response: 220 Please wisit http://sourceforge.net/projects/filezilla/
55 35.661837 €6 Request: USER cisco
56 35.664904 87 Response: 331 Password reguired for cisco
57 35.665621 69 Request: PASS ciscol23
5E 35.686521 9 Response: 230 Logged on
59 35.668825 61 Request: Cwh /[
60 35.669496 101 Response: 250 CWD successful. /" is current directory.
Bl 35.670351 59 Request: PWD
62 35.571022 85 Responze: 257 /" is current directory.
£3 35.873908 54 £1838-+21 [ACK] Seq=1455310640 Ack=7O0BIBA57 Win=130824 Len=0

. S49675 62 Request: TYPE I

73 Response: 200 Type set to I
60 Request: PASV

3
Request:

559791
72 37.560524 Response: 150 Connection accepted
73 37.578221 FTP-DATA 1434 FTP Data: 1330 bytes
74 37.578238 152.168.1.15 FTP-DATA 1434 FTP Data: 1380 bvtes

@ Internet Protocol Version 4, Spe: 192.168.1.15 (19%2.168.1.15), Dst: 172.16.1.5 (172.16.1.5)
@ Transmission Control Protocol, Src Port: 21 (21), Dst Port: 61B38 (51B38), Seq: 700898976, Ack: 1456310854, Len: 50
= File Transfer Protocel (FTP)
5 227 Entering Passive Mode (192,168,1,15,234,238)\r\n
Response code: Entering Passiwve Mode (2273
Response arg: Entering Passiwe Mode (192,168,1,15,234,238)
Passive I address: 192.168.1.15 (192.166.1.15)
Passive port: 60142
0030 01 ff dO fb 00 00 32 32 37 20 45 6e 74 65 72 63  ...... 22 7 Enteri
Q040 Ge &7 20 50 61 73 73 69 76 65 20 4d 6f &4 65 20 ng Passi we Made
00SQ 28 31 39 32 2¢ 31 36 38 2¢ 31 2¢ 31 35 2¢c 312 13 (%92.168 1,15,23
0060 34 2c 32 33 38 29 0d Da 4,238)..



RORDESIZ, ALV R—TIARAEFYTTFYLET,

Yo Time Sourge Dastirtion Protogal Length Infe

.B57580 al. 61838-21 [ACK] Seq=2543303556 Ack=599740451 Win=131100 Len=0
51 35.659533 192.168.1. 96 Response: 220-FileZilla Server version 0.9.33 beta
52 15.659686 192.168.1. 99 Response: 220-written by Tim Kosse (Tim. Kossc@gmx de}
53 35.659864 192.168.1. 54 6183B8-21 {MK] Seq=2543303556 Ack=595740538 Win=131012 Len=0
54 35.660510 192.168.1. 115 Response: 220 Please wisit http://sourceforge.net/projects/filezilla/
55 35.661700 192.168.1. 66 Request: USER cisco
56 35. 664736 152.168.1. 87 Response: 331 Password required for cisco
57 15.665484 192.168.1. 69 Request: PASS ciscol2l
58 35.666369 192.168.1. 59 Response: 230 Logged on
59 35.668673 192.168.1. 61 Request: CWD /
60 35.669344 192.168.1. 101 Response: 250 OwD successful. /" is current directory.
61 35. 670199 192.168.1. 59 Request: PWD
62 35. 670870 192.16B8.1. 85 Response: 257 /" iz current directory.
63 35.873786 192.168.1. 54 £1838-+21 [ACK] Seq=2542303595 Ack=599740725 Win=130824 Len=0
64 37. 549569 192.168.1 62 PRequest: TYPE I

. 550622 192.168
551262 192

73 Response: 200 Type set to T
: PASY

6, 1,15,234,236)

. 559654 g o oo B 54 61839460142 [ACk] Seq=737544149 Ack=42B81507305 win=262140 Le
72 37.560356 192.1668.1.15 192.168.1.5 FTP 79 Response: 150 Connection accepted
73 37.578071 192.168.1.15 192.168.1.5 FTR=DATA 1434 FTP Data: 1380 bytes
74 37.5780B6 192.168.1.15 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bvtes

7 Internet Protocol Mersion 4, Src: 192.168.1.15 (192.168.1.15), Ost: 192.168.1.5 (192.168.1.5)
# Transmission Contral Protoco] Src Port: 21 (21}, Dst Port: 61838 (61838), Seq: 599740744, Ack: 254330360%, Len: 50
= File Transfer Protocol (FTP)
= 227 Entering Passive Mode (192,168,1,15.234,238)\r\n
Response code: Entering Passive Mode (227)
Response arg: Entering Passiwe Mode (192 168,1,15,234,238)
Passive IF address: 192.168.1.15 (192.168.1.15)
Passive port: 60142

0030 01 ff dc bd 00 00 32 32 37 20 45 6e 74 65 72 69  ...... 22 7 Enteri
0040 Ge 67 20 50 61 73 73 69 76 65 20 4d 6f 84 65 20 % Passi we Mode
0050 23 31 39 32 2¢ 11 36 33 2c 31 2¢ 31 B 22 N3 ( 9? 15\! 1,158,223
0060 34 2¢ 32 23 38 29 0d

R—ROHEFEFEDYEREA,

BRDESY ., FTIPAARISAVHABEMICHE>TVD E, ASA FHEOHIAK IPEZEEHZ
£F9, £, FT—EREHRICAAMFTIVIOR—RNFrIILDIHAEET,

BHEoFMEXCRLET, FTIPA AR A VHNEN

Connection:

<ffroot>

ciscoasa(config)# sh conn
2 in use, 3 most used

TCP Outside
192.168.1.15:21 inside 172.16.1.5:61878

, idle 0:00:09, bytes 433, flags UIO
TCP Qutside

192.168.1.15: 21 inside 172.16.1.5:61875

, idle 0:00:29, bytes 259, flags UIO

FTP A ARV A ETHIEVEE, ASA R port IX > ROZEEZZEVIELBRITLTEIR
ZEEHYEEA, %%B'c‘-x%a“%a)ca NAT A"ERE N IP TEEL, TOIPDR—KTHD
EHTT, ABULCENTTICRENTVET,

FIPA AR AVZENICTSICEK, A0 714F21L—>32 B—ZF )L T— R T no fixup



protocol ftp 21 AN REFEHAL £,

FTIPA AR A RERALBVEES, 957472 MMAFRY NDO—JICHEL TV EVE
. PASV VX RIFHEELE B A, MABOELSIRITL, SHBRENDZDIC, EHADXE port
OX Y RAAZHL S EEFEETABZVEHTT,

FUFAZTIOF4T E—RICEREENEFTPISAT M

DZ24AT > & ASA DARBZRY NT—DICEEEh, Y—/NE DMZZY RD—JICEBEEZhE
ED

XY RNIT—=UK

]

]

| Step1 : Control
| ] : Connection

]

]

FTP Chent in Outside Outside Network
MEvak 192.168.1.0i24 N
Ac’th.-'e MDdE L el (L[ | EEEE (1 [N IR ARRA BER . fo “ELse i St R L e -}
DMZ Hetwork 172.16.1.5
172.16.1.0°24 Mapped IP - 192.168.1.5
B e e e -
1
Step2 : Data . ) .12 q
Connection 1 | ]
1
1
T e e A S B A S S o s 8 0 o FTP Server in pmz2
Network
Encs
ax & -
<#root>
ASA(config)#

show runni ng-config

ASA Version 9.1(5)
|
hostname ASA
domain-name corp .com
enable password WwXYvtKrnjXqGbul encrypted
names
!
interface GigabitEthernet0/0
nameif Outside
security-level 0
ip address 192.168.1.2 255.255.255.0



interface GigabitEthernet0/1
nameif DMZ

security-level 50

ip address 172.16.1.12 255.255.255.0
|

interface GigabitEthernet0/2
shutdown

no nameif

no security-level

no ip address

|
interface GigabitEthernet0/3
shutdown

no nameif

no security-level

no ip address

|
interface Management0/0
management-only

shutdown

no nameif

no security-level

no ip address

I--- Qutput is suppressed.

l-—— Permit inbound FTP control traffic.

access-list 100 extended pernmit tcp any host 192.168.1.5 eq ftp

I--- Object groups are created to define the hosts.

obj ect network obj-172.16.1.5
host 172.16.1.5

I--- Object NAT is created to map FTP server with IP of Outside Subnet.

obj ect network obj-172.16.1.5
nat (DMZ, Qutside) static 192.168.1.5

access-group 100 in interface outside

class-map inspection_default
match default-inspection-traffic
!
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512

policy-map gl obal policy



cl ass inspection_default

inspect

dns preset_dns_map

inspect ftp

inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect

h323 h225
h323 ras
netbios
rsh

rtsp
skinny
esmtp
sglnet
sunrpc
tftp

sip
xdmcp

I--- This command tells the device to
1--- use the "global_policy" policy-map on all interfaces.

service-policy global _policy globa

prompt hostname context
Cryptochecksum:4b2f54134e685d11b274eel159e5ed009
: end

ASA(config)#

i

("

oyl

Connection:

<ffroot>

Client in Qutside Network running in Active Mdde FTP:

ciscoasa(config)# sh conn
3 in use, 3 most used
TCP outside 192.168.1.15:55836 DWZ 172.16.1.5: 21,

idle 0:00:00, bytes 470, flags UIOB

TCP outside 192.168.1.15:55837 DWW 172.16.1.5: 20,
idle 0:00:00, bytes 225595694, flags UI

<--- Dynam c Port channe



ROEDESIC, DMZ A VB —TIAREF ¥ TFYLET,

Protaccf  Length

5

P 55836+21 [ACK] Seq=3317358683 Ack=3073360303 wWin=131100 Len=0
18 12.038297 172 192.168.1.15 L Responsa: 220-FileZilla Server wersion 0.9.33 beta
19 12.038434 172 192.168.1.1% FTP 99 Response: 220-written by Tim Kesse (Tim,Rosse@gmx.de)
20 12.038511 172 192.168.1.15 FT® 115 Response: 220 Please visit http://fsourceforge.net/projects/filezilla/
21 12.038770 192 172.16.1.5 TCP 54 55836+21 [ACK] Seqm3317358683 Ack=3073360390 Win=131012 Len=0
22 12.039228 192 172.16.1.5 FTP 66 Request: USER cisco
23 12, 040677 72 192.168.1.15 FTP 87 Response: 331 Password required for cisco
24 12.044767 192 S L7 by FTP 69 Request: PASS ciscol2l
25 12. 045575 172 .168.1.15 FTP 6% Response: 230 Logged on
2612.049313 192 16.1.5 FTP 61 Request: CwD /
27 12.049939 172 FTP 101 Response: 250 €wD successful. /" 1s current directory.
28 12.053036 192 FTP 59 Request: PWD
29 12.053677 172 FTE 85 Response: 257 /" s current directory.
30 12.274888 192 TCP 54 5583621 [.OOCI Squ3317358?22 Ack=3073360577 win=130824 Len=0

31 13.799702 192.
800526

62 Request: TvP
Response

JER

200 Twe set to T

00 Port command
S'FDR n?ﬂOD -52 - d(g

Response:
Request:

SUCCESS
6.2.12. bin

. 0
-803959

“EI-ER

Rsse 150 Operﬁng data channe'l ; For fi 'I e ; l:rans Fer

2 U, TCP 54 20455837 [#(K:I Seq_1812810162 hck 1??5?4136 \\ﬁn_131100 Len ]
40 13,820321 192.168.1.15 172, FTP-DATA 1434 FTP Data: 1380 bytes
41 13.820321 192.168.1.15 172. FTP-DATA 1434 FTP Data: 1380 bwtes
m Internet Protocoel Wersion 4, Src: 192.168.1.15 (192.168.1.15), Dst: 172.16.1.5 (172.16.1.5)
Transmission Control Pr‘otoco't Src Port: 55836 (55836), Dst Port: 21 (21}, Seq: 3317358730, Ack: 3073360596, Len: 26
= File Transfer Protocol (FTP)
= PORT 192,168.1,15,218,2%\r\n
Request command: PORT
Peguest arg: 192,168,1,15,21E,29
Active IP address: 192.168.1.15 (192.166.1.15)
Active port: S5837

0010 00 42 7a 10 40 00 B0 06 11 d? ch a8 01 Of ac 10
0020 01 05 da 1c 00 15 c5 ba e0 Ba b7 Zf c2 dd4 S0 18
0030 7T bd 31 Od 00 00 50 4f 52 54 20 31 39 32 2c N1
0040 36 38 2c 31 2c 31 35 2c 32 31 3B 2c 32 39 0d Oa

RORDESIC, ALV EB—TITAREZFYTFYLET,

049803 192. 55836-21 [ACK] 5eq=2466096839 Ack=726281312 Win=131100 Len=0

=il il
24 12.050916 192. o o B Response: 220-FileZilla Server wersion 0.9.33 beta
25 12, 051054 192, a5 L Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)
26 12. 051115 192.168.1.5 i e Response: 220 Please wisit http://sourceforge.net/projects/Filezilla/
27 12.051359 192, o s B b 55836421 [ACK] Seq=2466036899 Ack=726281399 Win=131012 Len=0
28 12. 051817 k=i SRS ol Request: USER cisco
29 12.053281 192, 1.5 e S Response: 331 Password required for cisco
30 12. 057355 192, .1.15 ik Request: PASS ciscol2d
31 12.058194 192. S1%5 b Response: 230 Logged on
32 12. 061902 192.168.1.15 b Request: CwD /
33 12.062558 192. S ] o b Response: 250 WD successful, "/" is current directory.
34 12, 065640 1492, o i I8 Request: PWD
35 12, 066281 i92. i il Response: 257 "/" is current directory.
36 12, 2687476 192.168.1.15 il 5583621 [ﬁcx] seq:?qﬁéﬁ%sas Ack=726281586 Win=130824 Len=0
37 13.812275 192. 5 Ly o Request: TYP

13

Respons

815159
. B16548

00 Port command successfu
STOR n7000-52-dk9.6.2.12.bin

1
45 13.31855 192 168.1.5 192.168.1.1% TCP 54 20455837 [&CK $eq}719515316 Ack=23?733421 Win=131100 Len=0
46 13.832910 192.168.1.15 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bytes
47 13.B32925 192.168.1.15 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bytes

@ Internet Protocol version 4, Src: 192.168.1.15 (192.168.1.15), Dst: 192.168.1.5 (192.168.1.5)
@ Transmission Control Protocol, Src Port: 55836 (55836), Dst Port: 21 (21), Seq: 2466095946, Ack: 726281605, Len: 26
= File Transfer Protocel (FTP)
= PORT 192,16E,1,15,218,2%\r\n
Request command: PORT
Request arg: 192,168,1,15,218,29
Active IP address: 192.168.1.15 (192.168.1.1%5)
Active port: 55837
0010 00 42 7a 10 40 00 B0 06 fd 40 <0 af 01 OF c0 aB - = D - F
0020 01 0% da 1c 00 15 92 fd a7 32 Jb4a 24 83 3018 ..., (2P
0030 7f bd a% bf 00 00 SO 4f 52 54 20 31 39 32 2c 31 ...... 192.1
0040 36 38 2c 31 2c 31 35 2c 32 31 38 2c 32 39 Od Oa 68.1, 15 218 29..

TOTATE—RODISAT 192168115 ELTHEBLTWVWD US4 T RH. DMZAD
H—NEeDEHEER—N21 THRHBLET, VT, 95A4TF >N, 6 27 I)LEEFREL & port
O REH—=NICEEL, Y—NREZOAAFIVI R—NIEBRLET, 72L&, ¥—/\iF
REETR—BN20 TTF—RERZHAARLET,

SFIVAFAANYIT E—RTBEITDFTIPISATN

94T > & ASA DAIBERY ND—DICEEEZh, H—/NE DMZ XY hD—JICEBEEZhE
9o



XY RND—UK

192168118 2  a e - mmmeme--a-

FTP Client in Outside R B
PG 192.168.1.0124
Passive Mode I T
........ {
I
I
1
Step? : Data |
Connection ;
S [FYEN R A B (2
Connection
<#root>

Step1: Control
Connection

DMZ Network
172.16.1.0024

172.16.1.5
Mapped IP - 192.168.1.5

Client in Qutside Network running in Passive Mde FTP:

ciscoasa(config)# sh conn
3 in use, 3 most used

TCP
Qut si de 192.168.1.15:60071 DvZ 172.16.1.5:61781

, idle 0:00:00, bytes 184718032, flags UOB

<--- Dynam ¢ channel Open

TCP
Qut si de 192.168.1.15: 60070 DMz 172.16.1.5:21

, idle 0:00:00, bytes 413,
flags UIOB

ROERDESIC, DMZ AV R—TIA AR EeFx+¥YSFY¥LET,

FTP Server in DMZ
Hetwork



Ha. Tirne Source Destination Protocol Length

60070~21 [ACK] Seq=3728695689 Ack=337133844 Win=131100 Len

3.517527

1B 23.521479 172.16.1.5 Response: 220-FileZilla Server version 0.9, 33 beta

19 23.521708 472 .16:1.5 Response: 220-written by Tim Kosse (Tim.Kossedgme.de)

20 23.521967 172.16.1.5 Response: 220 Please visit http://sourceforge.net/projects/filezilla/
21 23.522196 192,168.1.15 6007021 [ACK] Seq=3728695689 Ack=397123931 win=131012 Len=0
22 23.523737 192.168.1.15 Request: USER cisco

23 23.5245486 172.16.1.5 Response: 331 Password required for cisco

24 23,526468 192.168.1.15 Request: PASS ciscol23

25 23.528284 172.16.1.5 Response: 230 Logged on

26 23.531885 192.168.1.1% Request: CwD /

27 23.532602 172.16.1.5 Response: 250 owD successful. "/" is current directory.

28 23. 536661 152.168.1.15 Request: TYPE I

29 23.537378 172.16.1.5 Response: 200 Type set to I

Request

35 23.544518 192.168.1.15 172.16.1.5 TP 54 G0071-+61781 [ACK] Seq=4174881932 Ack=4136544817 Win=262140 Len=0
36 23, 546029 172.16.1.5 192.168.1.15 FTP 79 Response: 150 Connection accepted

37 23.549172 172.16.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bytes

38 23,549187 172.16.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bytes

39 23.549569 192.168.1.15 172.16.1.5 TP 54 60071-617BL [ACK] Seq=41?4581932 Ack=4186547577 Win=262140 Len=0
40 23.549813 172.16.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bytes

41 23.549828 172.16.1.5 1592.168.1.15 FTP-DATA 1434 FTP Data: 1380 bvtes

# Internet Protocol Version 4, Src: 172.16.1.5 (172.16.1.5), Dst: 192.168.1.15 (192.166.1.15)
@ Transmission Control Protocol, Src Port: 21 (21), Dst Port: 80070 (60070), Seq: 397134106, Ack: 3728695737, Len: 47
= File Transfer Protocel (FTP)
= 227 Entering Passive Mede (172,16,1,5,241,85)\r\n
Response code: Entering Passive Mode (227)
Response arg: Entering Passive Wode (172,16,1,5,241,85)
Passive IP address: 172.16.1.5 {172.16.1.5)
Passive port: 61751

0030 01 ff d8 3f 0D 00 32 32 37 20 45 Ge 74 65 72 69  ...7..22 7 Enteri
0040 Se E-.T" 20 50 61 73 73 69 76 65 20 4d 6F 64 65 20 Passi ve Mode
0050 2c 31 36 2¢ 31 2c 35 2¢ 32 34 31 2¢ é 72,16, 1,5%,241,
Q060 38 35 29 Od Oa 5)..

o T T e T Ty S -

ROBRDESIC, ABA 2 R—TIAREFYTFYLET,

Destination

Protocol

. 529749 =0
32 23.533731
33 23.533960
34 23.534219
35 23,534433
36 23.535974
37 23.536798
38 23.53B705
39 23, 540521
40 23, 544122

6007021 [ACK] Seq=2627142458 Ack=14956461308 win=131100 Le
Response: 220-FileZilla Server wversion 0.9.33 beta
Response: 220-written by Tim Kosse (Tim.Kosse@gaix.de)
Response: 220 Please wvisit http://sourceforge.net/projects/filezilla/
8007021 [ACK] SeqeZ627142458 Ack=1496461895 win=131012 Len=0
Request: USER cisco

Response: 331 Password reguired for cisco

Request: PASS ciscol2l

Response: 230 Logged on

Request: CwD /

. 544854 Response: 250 CWD successful. "/" is current directory.
548838 Request: TYPE I
. 549630 Response: 200 Type set to I

o

Request: PASY

54 -
FTP 79 Response: 150 Connection accepted

50 23.558281 192.168.1.5

51 23,561409 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bytes

52 23.561424 192.166.1.5 FTP-DATA 1434 FTP Data: 1380 bytes

53 23. 561806 192.168.1.15 TCP 54 B00O71+61781 [ACK] Seq=3795016103 Ack=1047363379 Win=262140 Len=0
54 23.562065 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bytes

55 23.562081 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bvtes

W Frame 45: 102 bytes on wire (816 bits), 102 bytes captured (816 bits)
@ Ethernet II, Src: Cisco_c9:92:88 (00:19:e8:c9:92:88), Dst: Vmware_ad:24:76 (00:50:56:ad:24:76)
& Internet Protocol Version 4, Src: 192.168.1.5 (192.168.1.5), Dst: 192.168.1.15 (192.168.1.15)
Transmission Contrel Protocol, Src Port: 21 (21), Dst Port: 60070 (60070), Seq: 1496462070, Ack: 2627142306, Len: 48
= File Transfer Protocol (FTP)
= 227 Entering Passive Mode (192,168,1,5,241,85)\r\n
Response code: Entering Passiwve Mode (227)
Response arg: Entering Passive Mode (192,168,1,5,241,8%)

0030 01 ff c2 £5 00 00 32 32 37 20 45 Be 74 65 72 6% ...... 22 7 Enteri
0040 Ge 67 20 50 61 73 73 69 76 €5 20 4d 6f 64 €5 20 % Passi ve Mode
0050 28 31 39 32 2c 31 36 38 2c 31 2c 3% 2c 32 34 31 (92 168 ,1,%,241
0060 2c 38 35 29 0d Oa

BEXNBFTIPT7VT—232 A2VARIS AV ORE

F7AINRTE, F7ALNRNOTTIT—2320 A2VARDD A N T4V I EINTRET
61D@ﬁUD—(ﬁD—N%$U9—)ﬁ“minhTﬁUsCht&U?NT®4>9—
TIAALEORSTAVYIIAVARIDAVNFBEARAENES, F7AILNOTTVT5r—23>
AVARDS A NZT74v01C@F, 7O INOTFT7FILROR—NIHITDIRTT1Y D
FEENTVET,

BRATESYO-/NL RUS—F 1 DEEFBEOT, YO/ KU —%BETHBA, L&
AW, FEER—NCIVARIYIVEBALLEY, F7HLNTRADEES BN T AN
92aVERNLEYTHBAR. F7ALNORUS—2RETEA, FLEFTALROR
VY —EEBCLTASHLVRUS —EBATZRENBUET. TRNTOFT7 1)L hOK—



ROVANIDOWTR, F7ZLBDAVANRDGS 32 RIS —ZBLTLLEE,

1. policy-map global_policy AY¥ > REE{TLE T,

<#root>
ASA(config)#

policy-map gl obal _policy

2. class inspection_default N> RZETLE T,

<#root>
ASA(config-pmap)#

cl ass inspection_default

3.inspect FTP X RERTLET,

<#root>
ASA(config-pmap-c)#

i nspect FTP

4.inspect FTP strict IN> REERAT2 AT IVHFABETINTET, <OINY RTE.
FTP ERICEOIAEFINLZIN RO Web 75 VHICLZEFEZEETRZ LT, REETH
ERXYRND—OOEFIUTFAHFEELET,

AVB—TIAALTstrict 773> 2BMITDE, FIPAVARISIVIZK2TR
NDEENBRAETIhET,

« FTPOX Y ROBRERENBTNE, EF21UTA TTZATARHFLVWINY R
ZHFALEEA

s EFAUTA TTZATVAR, BHIAAAI Y RZEEFEIZERZROYTLET

o

« 227 ARV REPORTOXN Y RAFIVIEh, ChSHAIT—XFIIRRENT
WEWZ EANHERENET,


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_overview.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_overview.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_overview.html

A B sttt 732 5ERTHE . FTPRFCIEEZICENL TWAVFTPIS AT
NCRESRET DTS ET. strict 7S 3V OEAICDVTOEEE .
stict A7 a > OFERESBLTLSEZL,

BEHNTCPAR—MTOFTP7ORIN A2 ARTISDIAVDOEE

ROFBEZFEAL T, BENATCPAR—RMNTFTP ORI AV ARIS IV ERETEET
(XXXX ZFHEDR—NEETBEBMITILEEL ),

<tfroot>

access-1list ftp-1list extended permit tcp any any eq XXXX
|
class-map ftp-class

match access-list ftp-Tist
|

policy-map global_policy
class ftp-class

i nspect ftp

A

RENEEICTONECE 2B T SICIE, show service-policy AN REETLET, £h.
show service-policy inspect ftp AN > RZETL T, HH%&E FTPREOKICHRLET,

<#root>
ASA#
show service-policy inspect ftp

Global PoTlicy:
Service-policy: global_policy
Class-map: inspection_default
Inspect: ftp, packet 0, drop 0, reste-drop O
ASA#

TFTP

TFTP A2V ARDZ AV TF7 AL RNTHEHCE>TVERY,

EXIVTA TTIAT VALK ITTFIP RS 714V O REEh, BBIZRWUTTFTIP O3
ATREY—NOBTOT77ANEEEFAT TR O, BNICERS ROCZBRIERNEIE


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_basic.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_basic.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_basic.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_basic.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_basic.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_basic.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_basic.html

T, EEHNICE, 12ARDISA I VICE 2T TFTP#RABMYER (RRQ), EEIAAKE
R (WRQ), BLRUVIZ—EA (ERROR) FfREEThET,

BNAEACRD Frx)LE PAT Z#ild, ¥EICHU TEME RRQ £k WRQ O ZEKICE
WEHTSNET, TOHR, COENVE) FYRILGTTANEBEELEZGIZ—BHAOEZOIC
TFTP IC&>THEAETIET,

AV FYRILVENLVIERNTTAY D ZRKRIBENTERDR TFTIP H—NETFTHY)
TFTP O9ZAF7 2 REH—NOBICFARLBEAVHY) FYRILAEGKRT1I DEFEETER
o H—NASODIZ—BAICEL2T, EAVRY FyRIFEALUSIET,

TFTIP RS 74V 0% V)AALIRNTRDEDICAZRTAY Y PAT FERAEhZBEEEF. TFTP A
VAR AVEFBMICTILENHVY)ET,

BEXWBETFTP 7 7)) =23 A2 ARSI OERE

F7ANRTR. FTALRNOTTUT =232 AVARIZIAY RS T4 Y OETRTRET
B12OKRUS— (FO-NIL RUS— ) FRECEENTEY,. ChIZ&YFTRTOAL > Z—
TJIAAEDRSTAVIIEAVARISIAVABRENET, F7ALNOTTUTr—2 3>
LAVARDSAY RST4Y 00, E7ORILOFTALROR—NCHTBRS T 194
FEENTLET,

BRATEZ7O0-NILARIZ—BG12E0TY, T0LO, JO-NILKRID—%2ZEETRE
B, AR, FEER-—BNIAVARIZ a2V ZBALEY., TF7F)LMTEREVICESEL
AVART AV EZEBMLIEVTRBEE,. T7FILNORIVS —ZHmETIH, £EETF7+
LRORID—ZEBILTASTHLVWARIS —Z2ERITIBENHYVET, INTOTT7 7
ROR—RODUARNIODVWTR, ZZ7ZLBDALV ARG I R —ZZRBLTLEE WL,

1. policy-map global_policy AN¥ > REETLE T,

<#root>
ASA(config)#

policy-map gl obal policy

2. class inspection_default ¥ > R&EETLF T,

<#root>
ASA(config-pmap)#

cl ass inspection_default


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_overview.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_overview.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_overview.html
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<#root>
ASA(config-pmap-c)#

i nspect TFTP
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<#root>
ASA(config)#

show runni ng-config

ASA Version 9.1(5)

!

hostname ASA
domain-name corp. com

enable password WwXYvtKrnjXqGbul encrypted
names

!

interface GigabitEthernet0/0

nameif Outside

security-level 0

ip address 192.168.1.2 255.255.255.0



|

interface GigabitEthernet0/1
nameif DMZ

security-level 50

ip address 172.16.1.12 255.255.255.0
|

interface GigabitEthernet0/2
shutdown

no nameif

security-level 100

ip address 10.1.1.1 255.255.255.0
|

interface GigabitEthernet0/3
shutdown

no nameif

no security-Tlevel

no ip address

|
interface Management0/0
management-only

shutdown

no nameif

no security-Tlevel

no ip address

I--- Qutput is suppressed.

l-—— Permit inbound TFTP traffic.

access-list 100 extended pernit udp any host 192.168.1.5 eq tftp

I--- Object groups are created to define the hosts.

obj ect network obj-172.16.1.5
host 172.16.1.5

!--- Object NAT to map TFTP server to IP in Qutside Subnet.

obj ect network obj-172.16.1.5
nat (DMZ, Qutside) static 192.168.1.5

access-group 100 in interface outside

class-map inspection_default

match default-inspection-traffic

|

!

policy-map type inspect dns preset_dns_map
parameters

message-Tlength maximum 512

policy-map global_policy



class 1inspection_default
inspect dns preset_dns_map
inspect ftp

inspect h323 h225
inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sqglnet

inspect sunrpc

inspect tftp

inspect sip
inspect xdmcp
!

l--- This command tells the device to
I--- use the "global_policy" policy-map on all interfaces.

service-policy global_policy global

prompt hostname context
Cryptochecksum:4b2f54134e685d11b274eel159e5ed009
: end

ASA(config)#

3
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<{froot>
ASA#

show service-policy inspect tftp

Global Policy:
Service-policy: global_policy
Class-map: inspection_default
Inspect: tftp, packet 0, drop 0, reste-drop O
ASA#
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<tfroot>

FTP client Inside - Packet Tracer for Control Connection : Sane Flow for Active and Passive

# packet-tracer input inside tcp 172.16.1.5 12345 192.168. 1. 15 21 det

Phase: 5
Type: INSPECT

Subtype: inspect-ftp

Result: ALLOW

Config:

class-map inspection_default

match default-inspection-traffic

policy-map global_policy
class inspection_default
inspect ftp

service-policy global_policy global

Additional Information:
Forward Flow based lookup yields rule:
in 1d=0x76d9a120, priority=70, domain=inspect-ftp, deny=false
hits=2, user_data=0x76d99a30, cs_id=0x0, use_real_addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0
dst ip/id=0.0.0.0, mask=0.0.0.0, port=21, dscp=0x0
input_ifc=inside, output_ifc=any

Phase: 6
Type: NAT
Subtype:
Result: ALLOW
Config:

obj ect network obj-172.16.1.5

nat (inside,outside) static 192.168.1.5

Additional Information:
NAT divert to egress interface DMZ
translate 172.16.1.5/21 to 192.168.1.5/21

Phase: 7
Type: NAT

Subt ype: rpf-check



Result: ALLOW

Config:

obj ect network obj-172.16.1.5

nat (inside,outside) static 192.168.1.5

Additional Information:

Forward Flow based Tookup yields rule:

out 1d=0x76d6e308, priority=6, domain=nat-reverse, deny=false

hits=15, user_data=0x76d9ef70, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0
dst ip/id=172.16.1.5, mask=255.255.255.255, port=0, dscp=0x0

input_ifc=inside, output_ifc=outside
----Omitted----

Result:
input-interface:

i nsi de
input-status: up

input-line-status: up
output-interface:

Qut si de

output-status: up
output-Tine-status: up
Action: allow
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<tfroot>

FTP client Qutside - Packet Tracer for

AN

Contr ol

Connection :

Sane Flow for Active and Passive

# packet-tracer input outside tcp 192.168.1.15 12345 192.168.1.5 21 det



Phase: 1

Type: UN-NAT
Subtype: static
Result: ALLOW

Config:

obj ect network obj-172.16.1.5

nat (DMZ, outside) static 192.168.1.5

Additional Information:
NAT divert to egress interface DMZ
Untranslate 192.168.1.5/21 to 172.16.1.5/21

Phase: 4
Type: INSPECT
Subtype:

i nspect-ftp

Result: ALLOW
Config:
class-map inspection_default
match default-inspection-traffic
policy-map global_policy
class inspection_default
inspect ftp
service-policy global_policy global
Additional Information:
Forward Flow based lookup yields rule:
in 1d=0x76d84700, priority=70, domain=inspect-ftp, deny=false
hits=17, user_data=0x76d84550, cs_id=0x0, use_real_addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0
dst ip/id=0.0.0.0, mask=0.0.0.0, port=21, dscp=0x0
input_ifc=outside, output_ifc=any

Phase: 5
Type: NAT

Subt ype: rpf-check

Result: ALLOW

Config:

obj ect network obj-172.16.1.5

nat (DMZ, outside) static 192.168.1.5



Additional Information:
Forward Flow based lookup yields rule:
out 1d=0x76d6e308, priority=6, domain=nat-reverse, deny=false
hits=17, user_data=0x76d9ef70, cs_id=0x0, use_real_addr, flags=0x0, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0
dst ip/id=172.16.1.5, mask=255.255.255.255, port=0, dscp=0x0
input_ifc=outside, output_ifc=DMZ

----Omitted-----
Result:
input-interface:

Qut si de

input-status: up
input-Tine-status: up
output-interface:

DvZ

output-status: up
output-Tine-status: up
Action: allow
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