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Status
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Certificate ™ Common Name Type Key Type Distribution Issued By Expiration
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@: Regenerate @D Generate CSR 'E'L Download .PEM File 'E'L Download .DER File

— Certificate Settings

File Name CAPF.pem
Certificate Purposze CAPF
Certificate Type certs
Certificate Group product-cm

' Description{friendly name) Self-signed certificate generated by system

— Certificate File Data

[ = (¥

Version: V3

Serial Number: 64F2FEE13B7IC5D362E26DAB4ABBTE1E ‘

SignatureAlgorithm: SHA2S56withRSA (1.2.840.113549,1.1.11) 5

Issuer Name: L=Bgxhorough, ST=MA, CN=CAPF-7f0ae8d?, QU=TAL, O=Cisco Systems, C=US
| Walidity From: Mon Mowv 21 15:49:43 EST 2016

To: Sat Now 20 15:49:42 EST 2021
Subject Name: L=Boxborough, ST=MA, CN=CAPF-7f0aegd7, QU=TALC, O=Cisco Systems, C=US
Key: RSA (1.2.840.1135458.1.1.1)
key value:

308201080282010100c39c51d51eadba8216af79a1b2310e428960f13fd23293f32a2f0basat79asfalacs
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02cf079b01cfasafdd12197bec115cb478202d41b5389dc0b3676061011d73eb3f1e2bf3f204a4da2f753a -
c2d88blaSab759abdb4453edago713592dde471c23884dc738c7ed2f1oed0b393678cec88d1bad2746d
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B TYS TLAS 4 8 naf«5@«CAPF3, "affaf af3@Ei@5€,a 3@ 3@ 3€@CUCMafaf-afiaff:
Unified Serviceability] > [Tools] > [Service Activation] > [CUCM Publisher] > [Security]
G@«C8»aca@—a€@ar-ja@«[Cisco Certificate Authority Proxy Function Service]

4’3, ¢35 af 14 £af-G@«3@—a@3%a@™a€ 3, pafuafa,'a@Eé@za,ca, afta Laf-aE-a@-a,E:
Unified Serviceability] > [Tools] > [Control Center - Feature Services] > [Server] > [CM
Services]
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<#root>

I TL Record #:1

BYTEPCS TAG LENGIH VALUE

1 RECORDLENGIH 2 727

2 DNSNAME 2


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuj78330

3 SUBJECTNAME 64 CN=CAPF- 7f 0ae8d7; OU=TAC; O=Ci sco Syst ens; L=Boxbor ough; ST=MA; C=US
4 FUNCTI ON 2 CAPF

5 | SSUERNAVE 64 CN=CAPF- 7f 0ae8d7; OU=TAC, O=Ci sco Syst ens; L=Boxbor ough; ST=MA; C=US
6 SERI ALNUMBER 16 64: F2: FE: 61: 3B: 79: C5: D3: 62: E2: 6D: AB: 4A: 8B: 76: 1B

7 PUBLI CKEY 270

8 SI GNATURE 256

11 CERTHASH 20 C3 E6 97 DO 8A E1 0B F2 31 EC ED 20 EC C5 BC OF 83 BC BC 5E

12 HASH ALGORI THM 1 nul |

ITL Record #:2

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 717
2 DNSNAME 2

3 SUBJECTNAME 59 CN=aoll5pub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
4 FUNCTION 2 TVS

5 ISSUERNAME 59 CN=aoll5pub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
6 SERIALNUMBER 16 6B:99:31:15:D1:55:5E:75:9C:42:8A:CE:F2:7E:EA:E8

7 PUBLICKEY 270

8 SIGNATURE 256

11 CERTHASH 20 @5 9A DE 20 14 55 23 2D 08 20 31 4E B5 9C E9 FE BD 2D 55 87
12 HASH ALGORITHM 1 null

ITL Record #:3

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1680

DNSNAME 2

SUBJECTNAME 71 CN=ITLRECOVERY_aoll5pub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
FUNCTION 2 System Administrator Security Token

ISSUERNAME 71 CN=ITLRECOVERY_aol1l5pub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
SERIALNUMBER 16 51:BB:2F:1C:EE:80:02:16:62:69:51:9A:14:F6:03:7E

PUBLICKEY 270

SIGNATURE 256

CERTIFICATE 963 DF 98 C1 DB E@ 61 ©2 1C 10 18 D8 BA F7 1B 2C AB 4C F8 (C9 D5 (SHA1 Hash HEX)
This etoken was not used to sign the ITL file.
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ITL Record #:4



BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 717
2 DNSNAME 2

3 SUBJECTNAME 59 CN=ao0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
4 FUNCTION 2 TVS

5 ISSUERNAME 59 CN=aoll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
6 SERIALNUMBER 16 65:E5:10:72:E7:F8:77:DA:F1:34:D5:E3:5A:E0:17:41

7 PUBLICKEY 270

8 SIGNATURE 256

11 CERTHASH 20 00 44 54 42 B4 8B 26 24 F3 64 3E 57 8D QE 5F B@ 8B 79 3B BF
12 HASH ALGORITHM 1 null

ITL Record #:5

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1652

DNSNAME 2

SUBJECTNAME 59 CN=ao0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
FUNCTION 2 System Administrator Security Token

ISSUERNAME 59 CN=ao0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
SERIALNUMBER 16 48:F7:D2:F3:A2:66:37:F2:DD:DF:C4:7C:E6:B9:CD:44

PUBLICKEY 270

SIGNATURE 256

CERTIFICATE 959 20 BD 4@ 75 51 C@ 61 5C 14 @D 6C DB 79 E5 9E 5A DF DC 6D 8B (SHA1 Hash HEX)
This etoken was used to sign the ITL file.

OCoo~NOULEE WNBE-

ITL Record #:6

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1652

DNSNAME 2

SUBJECTNAME 59 CN=aoll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US

FUNCTION 2 TFTP

ISSUERNAME 59 CN=ao0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US

SERIALNUMBER 16 48:F7:D2:F3:A2:66:37:F2:DD:DF:C4:7C:E6:B9:CD:44

PUBLICKEY 270

SIGNATURE 256

CERTIFICATE 959 20 BD 4@ 75 51 C@ 61 5C 14 @D 6C DB 79 E5 9E 5A DF DC 6D 8B (SHA1 Hash HEX)

OCoOo~NOUTEE WN B

ITL Record #:7

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1031

DNSNAME 9 aoll5sub

SUBJECTNAME 62 CN=aol1l5sub-EC;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US

FUNCTION 2 TFTP

ISSUERNAME 62 CN=a0ll5sub-EC;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US

SERIALNUMBER 16 53:CC:1D:87:BA:6A:28:BD:DA:22:B2:49:56:8B:51:6C

PUBLICKEY 97

SIGNATURE 103

CERTIFICATE 651 E@ CF 8A B3 4F 79 CE 93 @3 72 C3 7A 3F CF AE (C3 3E DE 64 C5 (SHA1 Hash HEX)

OCoo~NOULEE WNBE-

The ITL file was verified successfully.
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Exit
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[E@3:00p 11/22/16 118012
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SeIVer Q@ & (i3, EIQPNIQPMNEE, 393, EIQ I€QITLAS3,i3,naf«a@«CAPFa, affaf afa@ E:

L SCiVSoeZ ¥c[54@ «antaee—3@9—3Q%H3H9—3OY

L SCa@®3,035%3,'af afhaf«a@«anta—I Q™3 3€,>»e0+20YaQ®3,'af13f143,:3,"3fi55fa,»af 13, 3@
Connection
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« CAPF3 ffvaf 5 5@ Ca@ex(ioni@Yie c¢€3,(a, aftd faf-aE-3+3,Fi |3€,30%3Q™:
o &6»0+a0Y 4@ EafQaffaf af afhd, cuEC"+a@8CAPFE,uaf1KAf'S, 4«8 ¢ Q"I P8I QP VIO

CAPFa gfv.af”a, 15€p(E3,C3, afta,faf-3@«3Q3QL3@ 13€,3,«09"3€ 3,cC°e°@I@—aE@Q@CAPFI,pasy
L SCiV 880+ aee—

L SCa@®3,035%8,'af afhaf«a@«anta—I Q™3 3€,6>»e0+20YaQ®3, af13f143,:3,"3fi55fa,»af 13, 3@
Faileda3€@a€@ e ¢x°a@+a,Ea@a@™a€,[Phone Configuration]

WebafSaflsa, a@«a€@[Certificate Operation Status: Upgrade Failed: User Initiated Request
Late/Timedout]

d@ Ee| ¢r°a @3, EdQHIQ™MAE,59"3,EIQ I€Qr"QciQPEX™E-"3€@ 2—Y¥a» 3«3, QLI

L SC:Operation Pending

LSCa€®3,035%3,'af 3fhaf«a@«dnta—I Q™3 ,3€,6>»20+20YaQ®3, af13F143,:3,"3fi55fa,»3f 143, 3
Connection Failed3€@a€ "¢ ¢2°a @3, Ea@Ha@™3€,[Phone

Configuration]afsaf'a, a€@«[Certificate Operation Status: Operation Pending]

a@Eej ¢r°a@a,Ea@Ha@@™aE, [Certificate Operation Status: Operation Pending]

5, 18f TAf Y4, (A Q@ Ee| " (r°5 €3, «c@T('+13@ 39 3@%IQP-30%IQPIQO™IE,IQPYI@Q 39 3Q°FE

+ 6»0+a0V 4 SBOOITLIGEIE€QL 30339+, EaQVTFTPE a1 QIOSCOYd0e aY2¢" 36+5,C
. _gl'?eege?éé—éQYITLéQ«é—Cé@”"é,«%\°0éi(Ié@“é@@gS!]ae...<é®CEgTM°g”Y50TMé,<éQ"é€0§fié;
::)Ical keyd,’ 3OV &EAO™3,<3;...8 | QIO TI9,3,559%IO™IE, 5, 3f03,'3,: 50 Eoe-3€ 3FCaFaF %0
;:ct}cgl&;:tyé, B BO™E 8.8 | QIO EFD,5,53 Q%O ™IE, 25 «FEQCUCMIG®CLIZ<E,%0C *
::)ctalﬁyé, I 2Af35f %o, EOY & (EAP—3, 59 159 30 —30VI0 50030« 93...-30 5O EC™CY
CB:;?:JISDB?»?SS@\Q@S\,"é.f@éf%é@%Q,é,<é0_éf1/zae€§éQCEéQ,éSéQ%éQTMéﬁCUCMéQ@éf@éf%;

admin:show itl

Length of ITL file: 0

ITL File not found. To generate an ITL file, activate or restart the Cisco TFTP service as th:
Servers.

Error parsing the ITL File.


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus33755

admin:utils itl reset localkey
Enter CCM Administrator password :

Locating active Tftp servers in the cluster.....

Unable to determine the active and running TFTP nodes in the cluster
Ensure that the DB replication is working on all nodes and the correct Password has been er
Then retry the command

Executed command unsuccessfully
chmod: changing permissions of ~/var/log/active/cm/trace/dbl/sdi/replication_scripts_output

o TVSE@®E3500AR%3QEAZYSs 39 8I€QE»e0+20V3Q Er-"39—3€,LSCiOR2QL %I «Anta
¢ &6»80+a0YaQ MICE Vaze™Za> 3,815 C" 39 —3Q%IO™IP EIEPEH»20+20YVaH®& " A®ZAFIAS)
Authority Proxy Function (CAPF) Information]a,»a, 3,-af8af*a€8a€€@[Authentication
Mode]a@ &E[Existing Certificate (Precedence to
LSCO)la@«e " a®33€+3, i@ | 8,3 QNI Q™IE,
¢ &»0+a0Y 5@ ECUCMIQ@B®FQDNSE, e8f£x+°5 @85 @ @3 @343€>3,"3€,
LAY EA@Q B3, 3fS3f5,25 985 3€9E»e0+rOYIQECUCMIG®FQDNS, ' e8f21+°5 @839 €33O
+ af@afiaa, afsasr11.5.1.15038-
23,'4®Ye{E5@ ™35, «CUCMAFaf-afaffs, affa€ 53, 3%, paf-3,'3, af03,05f @
» Windows 2016 Serverd,’ DNS3 fif vaf @afa€@  a@—a€ | a,»affaf a,caffaf—a@™a,«

T3, 18 ¢ a@«@ 3RE3 3, EFQYPUB11
CUCM3,paf%af@3€©®DNSE, " affaf 336 50,3,559%3€>3,"3€,

-

DNS Manager

File Action View Help

esamzBm i@

- DS Marre Type

v § WINZKIE =

w | Forware Lookup Zones j udp
""jﬂﬁ'b"dnwzllﬂb j}}pmamﬁn:zunﬁ
aba s chrestDnsche-s
| ReverseLookup Zones )
| Trust Peints _lfsame &s parent foldar) Start of Authority (S04)
Canditional Forwarders l—l[”mt as pavent folder) Name Server [NS)
[—l[s.amt as parent folder) Haest (A)
l_lls.:rne &5 parent folder) Hest (4)
—l[samt a5 parent folder) Hest (A)
|1earii52 Haost (4)

Flewenon Hest (A)
[ 11subm Hest (&)
[ Jceriz51 Hest (4)
—|:u¢m125 Hest (8)
[ limp12s Hest (4)
l—lmfmrna-:asnz Hest (A)
l—lpcd|2 Hest (A)
[ lpubtzo Hest (&)
l—l'.'\.:lnelc'l'ﬁ Hest (A)

SfOAfodT... a9 ®é»eO+(8845)3@ R, 3 @33, 3@ «LSC3,'af—affa, afYa@—3€ 3@ 3QYIE [Ce

Operation Status: Operation

Pendingld@E3@¥3@ & ¢1°3@+3,E3@ 39,339 3@ 3,/c(°°QPIQP—30Q%IQP™IE,



Lenera
Kay Order®
RSA Key Sire (Bits)"
EC Key Size (Bits)
Operaton Completes By

Certificate Cperation®
Authentication Mode*

Authentication String

Install/Upgrade

By Mull String

RSA Onily

2048

2021
Certificate Operation Status: Operation Pending
Mote: Security Profile Contains Addition CAPF Sefttings.

a3

5 %

-
12

~ Certification Authority Proxy Functien (CAPF) Information

(Y MM DD HH)

E&»0+aOY 4@ ® 3,333, 1,3f1haf«3f3,°a @8I QL A®33Q -3, EGQYDNSE, uaf1haf@a,Caf%oaf~3,'a@«4,

0475
0476
0477
0478
0479
0480
0481

INF
INF
INF
INF
INF
INF
WRN

Mar
Mar
Mar
Mar
Mar
Mar
Mar

12
12
12
12
12
12
12

15:
15:
15:
15:
15:
15:
15:

++ However, we see

0482 ERR Mar 12 15:

Q07:
Q07:
Q07:
Q07:
Q07:
Q07:
Q07:

53.
53.
53.
53.
53.
53.
53.

686410
686450
694909
695263
695833
695865
697091

dnsmasq[12864]: query[A] PUB11l.brianw2.lab from 127.0.0.1
dnsmasq[12864]: forwarded PUB11l.brianw2.lab to X.X.X.X

dnsmasq[12864]: forwarded PUB11l.brianw2.lab to X.X.X.X

dnsmasq[12864]: reply PUBll.brianw2.lab is NXDOMAIN-IPv4

dnsmasq[12864]: query[A] PUB11l.brianw2.lab from 127.0.0.1
dnsmasq[12864]: cached PUBl1l.brianw2.lab is NXDOMAIN-IPv4

(12905:13036) JAVA-configmgr MQThread|NetUtil.traceIPv4DNSErrors:? - DNS

that the phone is not able to resolve the FQDN of the CUCM Publisher. This is because

07:53.697267 (12905:13036) JAVA-configmgr MQThread|cip.sec.TvsProperty:? - Failed to

++ Afterwards, we see

0632
0633
0634
0635
0636
0637
0638
0639

NOT
NOT
NOT
NOT
ERR
ERR
ERR
CRT

Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar

12
12
12
12
12
12
12
12

15:
15:
15:
15:
15:
15:
15:
15:

Q07:
Q07:
Q07:
Q07:
Q07:
Q07:
Q07:
Q07:

the CAPF operation fail. This is expected because we do not have a DNS mapping fo:

55.
55.
55.
55.
55.
55.
55.
55.

760715
761649
761749
761808
761903
761984
762040
863826

(12905:13036) JAVA-configmgr MQThread|cip.sec.CertificateProperty:? - Ce

(322:
(322:
(322:
(322:
(322:
(322:

17812)
17812
17812
17812
17812
17812)

)
)
)
)

SECUREAPP-RCAPF_START_MODE: Start CAPF - mode:[1]([NULL_STR]
SECUREAPP-CAPF_CLNT_INIT:CAPF clnt initialized
SECUREAPP-CAPFC1nt: SetDelayTimer - set with value <0>
SECUREAPP-Sec create BIO - invalid parameter.
SECUREAPP-SEC_CAPF_BIO_F: CAPF create bio failed
SECUREAPP-SEC_CAPF_OP_F: CAPF operation failed, ret -7

(12905:13036) JAVA-configmgr MQThread|cip.sec.CertificateProperty$l:? -

++ What we would expect to see is something similar to the following where DNS replies with the IP addre

4288 INF Mar
4289 INF Mar
4290 INF Mar
4291 NOT Mar

12 16:34:06.162666 dnsmasq[12864]: query[A] PUBll.brianw2.lab from 127.0.0.1

12 16:34:06.162826 dnsmasq[12864]: forwarded PUB11l.brianw2.lab to X.X.X.X

12 16:34:06.164908 dnsmasq[12864]: reply PUBll.brianw2.lab is X.X.X.X

12 16:34:06.165024 (12905:13036) JAVA-configmgr MQThread|cip.sec.TvsProperty:? - Resolve T\

AP ®E»eO+x0V3,'af 1314, 3,"afiaff3,»3f 143, 3@ BI€@E»20+2OYa€@EPUBT1.brianw2.lab3, &8
Connection failed3€€afiaffa,»af%a, 3,8€,C..809—3€ 39O 5936 ,3€,



Status messages

Cisco IP Phone CP-8845 ( SEP682CTB5C2342)

[14:05:42 03/15/21] DNS unknown IPv4 host PUB11.brianw2.lab
[14:05:44 03/15/21] VPN not configured
[14:05:44 03/15/21] DNS unknown IPv4 host PUB1l.brianw2.lab
[11:13:25 03/16/21] SEP6S2CTBSC2342 . cof.xmlsgn(HTTE)
[11:13:25 03/16/21] DNS unknown IPv4 host PUB11.brianw2.lab
[11:13:27 03/16/21] VPN not configured
I [11:13:27 03/16/21] DNS unknown IPv4 host PUBl1l.brianw2.lab I

I [11:13:27 03/16/21] LSC: Connection failed
[11:13:50 03/16/21] LSC: Connection failed
[11:14:10 03/16/21] LSC: Connection failed

494..39"
Cisco Bug ID
CSCub62243:L SCa¢®3,2af°3,"af"aflhaf«a @ Er-cY35¢S,d@«antr—iQ9—3€ QI Q@I Q®I%UECAPFS,|

AP QA.. a@ AQB®eESfe.. . ®A%E ... 1S

Cisco Bug ID

CSCuz18034:L SCa€ E3,rafa, 'af afhaf«3€+a,E3QY3, afaf%oaf€@a,nafaf 5@ Y™ A 13,(E3,":

6 CéEFaef.. A+

& 3@ ®af%od, afYafiafaf a€@83€ a€€@AnyConnect

VPN, 4f03,n3,¢affaf e*@e 143€@ "802.1Xe @& hi@®3,33faf13,3,'af 4@ 83@®LSCIQ®AV (" 3@
« AnyConnect VPN &»&0+ - |P Phone3€@ASAIEQ3€53,"36€3 CUCM

3QR®IfafOaf-af«d,-af¥afuafta £ar3a,°

* |ldentity-Based Networking Services. |P Telephony In IEEE 802.1X-Enabled Networks Deployment
and Configuration Guide

LSCE4RS%QP®é«"8°! 5€%3,08,03F—4,,5€,3,53Q%IO™IE€,59"39®],;3,n3f—383€ AEHLSCE hae™

80 5@ «IQPriQ,iQ | 3@ IEQIEECUCMA Bf VAl %oaf Af V.&f 1A ECACY/25Q @» Q@ LSCIQ®C Yar

o Afta afA«Af« A Af@afKAf 3@ af%3,af¥af;afaf" 4€” Cisco Systems



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCub62243
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz18034
https://www.cisco.com/c/ja_jp/support/docs/security/anyconnect-secure-mobility-client/116162-trouble-anyconnect-vpn-phone-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/anyconnect-secure-mobility-client/116162-trouble-anyconnect-vpn-phone-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/anyconnect-secure-mobility-client/116162-trouble-anyconnect-vpn-phone-00.html
https://www.cisco.com/site/us/en/products/security/identity-services-engine/index.html
https://www.cisco.com/site/us/en/products/security/identity-services-engine/index.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/118779-configure-cucm-00.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/118779-configure-cucm-00.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/118779-configure-cucm-00.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/118779-configure-cucm-00.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
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