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ZM RFI1 X NTIE, Contact Center Enterprise(CCE)D2#E# 7% J1—JL 7 0 —TReal-time
Transport Protocol(SRTP)RZ 7 1 v UV ZREIT B HFEICODVWTHBALET,

Bl SRAF

ABAEDEREAVAR—RMIDO2VTR, CORFIXRNTREVEEA, TDLH, Cisco
Unified Communication Manager(CUCM), Customer Voice Portal(CVP)Call Server, Cisco Virtual
Voice Browser(CVVB), # & UfCisco Unified Border Element(CUBE)DEEFAEZER L. £ 7R
—XVRNIZAVR—RNTBRBENHYET, BCERAAELZFEATHESE. BExDO0KR—
XVNETARAEZRRTIMLENHYET,
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ROEBICEIRHANI DN #HEEIET,
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FRATZIIAVR—F B

O RFI1XDNOERIE. Package Contact Center Enterprise(PCCE), CVP, CVVB., & &k
CUCMN—2 3V 1R26ICETVTVERTHN, BEION—2 3V ICEEATESRT,

CORFIXNDEBERE. BEOSAREILHDFNAARAICETVTEREhELE, COR
FAXNTERATEZINTOTFNA R, B (F72I)N ) REORELSEBLTVET
o XEFEBPOZRY ND—U TR, EAXRICK>TRZDAEMNI HHIEEETHREL TL
EEW,

E

E:OAVEIMEVER—0BENBEID-ILT7O0-TR, EF1T7RTPEZEMICTIICE. &
FATSIPEESZBNCTIBENBYVET., LIENF 2T, CORFIXZNORETIE.
tF1T7SIPESRTPOHEAABIMICE2TVWERT,

ﬂgll

RORE, AVE VM 2—08ENEI—-)IL7O0—TSIPESERTPICEAEYTZS I R—F
YhERLTVET, YATALEFI-IINBREITRE, BNCADT—RNIIARER
CUBEZHITERFE IS/, CUBETHREZRBLE T, RIC. CVP, CVWB, B IVCUCMZ R
ELET,

Inbound Voice - Secure SIP and RTP B

03 GED188
B;E- [ HTTPS e
Finesse

=2

Agent PG

VRU PG Router

o) LS

CUBE or
Ingress GW

RAU1:.CUBED ¥ 1 P ERE
COEXETE., SIP7ORINXY E—JERTPZRET DL SICCUBEZRELET,

MEIRERTE :



-SIPUADTT7AILRNDODRNTARNKRA NERELET,
. TLSBRV'SRTPEZFERTH=ODA A VILETDE
FIE -

1. CUBEAMSSHE Y>3 azREET,

2.SIPAZY U TCUBEDMCAIIBAEZEATSICEF. ROON RZXRTLET., CUBEK,
CUCM(198.18.133.3)# K U'CVP(198.18.133.13) £ DR TSIP TLSEMZHEILL £T,

Conf t Sip-ua Transport tcp tls v1.2 crypto signaling remote-addr 198.18.133.3 255.255.255.255 trustpoint ms-ca-name crypto
signaling remote-addr 198.18.133.13 255.255.255.255 trustpoint ms-ca-name exit

3. CVPADRKEAAVIETTTILSEZAMICTAICIEF., XOON REEFTLET, COHIT
. FA4VIETRT60002FERAL A=) %ZCVPICIL—FT 1> LET,

Conf t dial-peer voice 6000 voip session target ipv4:198.18.133.13:5061 session transport tcp tls srtp exit

RADV2:.CVPEF1TRE

COEETE, SIPZORILXY E—J(SIPTLS)ZRET B XS ICCVPO—IILH—NZEFREL
x9,

FIE

1. Cisco Unified Communications Managerl—[d%'4 > L, UCCE Web Administration.
2. g@hf‘[’. Call Settings > Route Settings > SIP Server Group.

Media Routing Domain Call Type Dialed Number Expanded Call Variables

REICETIWVWT, CUCM, CVVB, BKLUVCUBEICKL TSIPHY—NTI—THAEREEThTVET
o CNESIANTICRLT, EF21T7SIPR—RN%Z5061ICERETHDHLENHYVET, COHITIE.
ROSIPH—NTIN—THERENET,

. cucml.dcloud.cisco.com CUCM®MD B &



. wb1.dcloud.cisco.com CVVBMDIHE
. cubel.dcloud.cisco.com CUBEF

3. 21) Y% cucml.dcloud.cisco.comT D&,

Route Settings

Edit cucm.dcloud.cisco.com

List of Group Members
Hostname/IP Priority Weight

198.18.133.3 10 10

4. 2') Y % wbl.dcloud.cisco.com T NDE.
JYy L. save.

) Cattinac
F“-DUte oetl K:;E’ Media Routing Domain

Edit vwwb1.dcloud.cisco.com

| Members |

List of Group Members

Hostname/IP Priority Weight

vwb1.dcloud.cisco.c... 10 10

2 ADV3CVWBEF1ITFEE

Members SIPH—NT I —TREDFHHERRTD AR
7'» Set securePort 'S s061 I Y I L, save.

Media Routing Domain  Call Type Dialed Number Expanded Call Variables

Port SecurePort

5060 5081

Site

Members X7 &2V 1)Y UL,

Call Type Dialed Number

Main

Sip Server Groups] Routing Pattern

SecurePort ' & 5061 &

Expanded Call Variables | Sip Server Groups

Part

5060

SecurePort

5061

Site

Main

COEETIR, SPYORINXY E—(SIPTLS)ESRTPARRET 2L SICCVWBERELET

FIE -

1. &£, ciscovwBAdmn R—2ZFHALET,

2. BB system > System Parameters.



alimli,  Cisco Virtualized Voice Browser Administration
CISCO  Fyr Cisco Unified Communications Solutions

System  Applications  Subsystems  Tools  Help

System Parameters

Logout

Cisco Virtualized Voice Browser Administration

System version: 12.5.1.10000-24

3. Cisco Unified Communications Manager security Parameters 29> 3 >/, #IR Enable 25
TLS (SIP) .IPv6 7 R L A% supported TLS(SIP) version as TLSv1.2 Z1EIR L. Enavle ZS B srTP.

Security Parameters
Parameter Name Parameter Value Suggested Value
TLS(SIP) O pisabld ® enabie | Disable

Supported TLS(SIP) Versions TLSv1.2

» Cipher Configuration TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
SRTP  [Crymto Sute - AES CM_ 125 HMAG. SHA1 32 O pisale[® Enavie | O Alow RTP (Mixedmode) ~ Disable

4. 7)Y uUpdate.Z7') VD okewbI U OBREERSDITOVTKMRFRTRENET,

alilie  Cisco Virtualized Voi

CIS€O  Fyr Cisco Unified Communications So
Please restart Cisco VVB Engine for the updates to take effect.

System  Applications  Subsystems  Tools  He

System Parameters Configuration “

LB Update @ Clear

5 _CNSOHEEZITSICE, CiscoVWBI D z2BEBIDIHENHYVET, VWBIVDV
EHEBITSICIE.  cisco VB Sericeabiiy 271U Y I L., Go.

vwb1.dcloud.cisco.com says

WEELENGE Cisco VVE Administration
Cisco VVEB Administration
Cisco Unified Serviceability
Cisco VVB Serviceability

Cisco Unified OF% Administration

6. giﬂ]f‘ﬁ Tools > Control Center — Network Services.

Tools H&lg
Control Canter - Metwork Services

Ferarmance Configuration and Logging

7. 18R Engine 2T 1) Y TJL., Restar.



Control Center - Network Services

» stat (@ stoo | By Restart | ¥ Refresn

— Select Server

Server * | whi

System Services
Service Name

) Perfmon Counter Service
*Cluster View Daemon
N er Manager

@ ¥Engine

*Manager Manager

kSubsystemn Manager

RAV4:.CUCMEF1TRE
CUCMTSIPX Y £—J ERTPZERETAICIK. XOEKEEEITLET,
.CUCMEF 21T A1 E—RZEBEE—RICERETS
. CUBEB KT'CVPOSIPRZ > tF 21 VF«7A7 74 IILDOHRE
CSIPRS > OEF2UFA4ATAT77AINETNEFNOSIPNS > IICEEN T, SRTPEERD
- 73
.CUCMEDEF2TI—2I 2 MOFTINARABE
CUCMEF1UF 1 E—REBREE—RLCBRETS
CUCMIE, XM2o0tF21UF4EFE—REHR—NLTVET,
CEEFITE—R(F7FILME—R)
CBEE—R(EFIT7E—R)
FE :

1.CUCMEBEB A Z—T7IAAICOJA2LET,



VEWLEWGGE Cisco Unified CM Administration "

U=ername

FPaz=word

| [WaTally Rezet

2.CUCMICOY A4 >9B&, system > Enterprise Parameters.



il  Cisco Unified C

cisco For Cisco Unified Com

Call Routing  Media Resour

SEerver

Cizco Unified CM

Cizco Unified CH Group
Presence Redundancy Groups
Phone NTP Reference
Date/Time Group

BLF Presence Group

Region Information k
Device Pool

Device Mobility 4
DHCP 2
LDAP »

SAML Single Sign-0On

Cross-Origin Resource Sharing

(CORS)
Location Info L
KMLPP 3

Physical Location

SRST

| I Enterprize Parameters I

Enterprize Phone Configuration

3. T2 security Parameters 29,3 > % S8 L T, Cluster Security Mode i ERESNTWS o.

Security Parameters

ICIuster Security Mode * 0
Cluster SIPOAUth Mode Disabled

4. [T AREF 11T 1 F— R(Cluster Security Mode)| A" 0ICEREET N TVWRERRF. VT A
AEFIVTAE—RFFEFITICERESCNTVDREZEKRLET, CLINSBEE—
REBMICTDIHLEN HVYET,

5.CUCMAMSSHE Y a v &HEET,

6. SSHEH TCUCMICEEICOJAM>LES, ROANY REEFTLET,

utils ctl set-cluster mixed-mode



7.Typey &2 Y UL, Enter 7OAVT RARFENE T, COONTV RE, 75AZEF1
VT4 E—REZREE—RICRELET,

8. EEEEWJ IC9FBICE, cisco CallManager B LT cisco CTIManager H—EA.
0. H—ERXZBEBITSICE. CBEILTOTJ 1> LET Ccisco Unified Serviceability.

PERILEVIIE Cisco Unified Serviceability m

Username

Passwar d

| Login g

10. AT A ICERILES, ICBEILET.  Tools > Control Center — Feature Services.



alinl,  Cisco Unified Serviceability
CI5€O  Epr Cisco Unified Communications Solutions

Llarm * Trace - =znmp * CallHome *  Help -

SEFYICE
Activation

Cisco Un T eability
Feature Services
System versior Control Canter - B

Metwork
¥Mware Install Services {R) Xeon{R) CPU E5

serviceabilty
Reports Archive

Auddit Log

User admin last logg Configuration Monday, January 20, 20

Copyright © 1999 - Locations ¥ ne.

all rights reserved. Dialed Mumber

This product contain Bl =5 and Is subject to Unite

compliance with U5 CDR Analysis 5. By using this product »
and Reporting )

& surnrnary of U5, | ryptographic products m
COR Management

Frr infarmatinn ahn ——rrm—mmrer——eminicatinns Mananer nleas

M. B—/NZERL. oo

|iSEIE|::t Server

Server* [cucm 1. deloud.cisco.com--CUCM YoiceVideo *-*]| G0 | |

12. CMHYH—EAMD T T, ciscocCallManager 27 1) Y I L, Restat REAZIVUYILET,

| CM Services |

| Service Name
'@  Cisco CallManager |
Cisco Unified Mohile WVoice Access Service
Cisco IP Woice Media Streaming &pp
Cisco CTIManager
Cisco Extension Maohbility

Ol

SN Ne NS

1B.RYTTITAY DAL, KV EANERCBREBIZETHLEET,



Festarting Service. t may take a while... Pleaze wait for the page to refresh.
If wou see Stading/Stopping state, refresh the page after sometime to show the right status.

cancel |

14. DBRBEINRIIL 28 cisco callManagerZ1#IR L,  Cisco CTIManager JXIZ, Restart B E T 5
7RA >/ cisco CTIManager service .

|CM Services

Service Name

Cisco CallManager

Cisco Unified Mobile Voice Access Service
Cisco IP Woice Media Streaming App
Cisco CTIManager
Cisco Extension Maobility

8] [0} S NS IS

15, RYTTYTAYE—I AL, ok T—EANERCBREHBIZDETHEEXT,

Festarting Service. |k may take & while... Pleaze wait for the page to refresh.
If wou see Stading/Stopping state, refresh the page after sometime to show the right status.

cancel |

16. F—EANEBICBEBL LR, V7ARZEFIVFTAE—RAINBEET—RICREETNT
WBEEBREITDICKE, ATYTBTHAETNTVWEDESICCUCMEBERICBEIL, Cluster
Security Mode. /R ICEXE T D BENf HVVET., 1.

Security Parameters

I Cluster Security Mode ¥ 1
Cluster SIPOAUth Made * Disabled

CUBEB &K U'CVPOSIPRNZ > VEFa2VUFT147O7FAIILDOERE

FIE :

1. CUCMEBA > Z2—T7 T4 A ICAJA4 > LET,
2.CUCMICIEEICOYT A > L%, system > Security > SIP Trunk Security Profle CUBE®D T /N1 At F
ADTFT47O7 7 AN EEBLET,



Call Routing *  Media Rezources +»  Advanced Festures = Device -

SErver

Zizco Unified Ch

Cizco Unified CM Group
Prezence Redundancy Groups
Phone MTP Reference
DatelTime Group

BLF Prezence Group
Fegion Information
Device Poal

Device Mokility

DHCP

LDAP

&ML Single Sign-2On

Cross-0rigin Resource Sharing
[CORE)

Location Info

MLPP

Phyzical Location

SRST

Erterprize Parameters
Erterprize Phone Configuration

Service Parameters

iing: The system has not co
on within 88 days to avoid |

device is configured. This is

15 Paging is not configured,

wdministration

146

tel(R) Xeon{R) CPU E5-2660 v4 |

on Wednesday, December 25, 2019 3:
=, Inc,

ures and is subject to United States an
aws, By using this product you agree t
o cryptographic products may be founc

nmunications Manager please visit our |

I Security I

Application Server
Licenszing

Geolocation Configuration

I SIP Trunk Security Profile I

Cerificate

Phone Security Profile

CUME Server Securty Profile

™

3. ELD[AddNew] 27y UL T, HLWIOT7 7ML ZEBMLET,



Svztem +  CallRouting *  Media Resourcez +  Advanced Festures

Find and List SIP Trunk Security Profiles

|:|']= Al Mewy Select Al Clear Al @ Delete Selected

4. 5%7E SIP Trunk Security Profile IXRDERIDEISICA DL, sae R—IDET,

Swstem »  Call Rowting +  Media Resources +  Advanced Festures = Dewvice - Application +=  User Management = Bulk £

SIP Trunk Security Profile Configuration Related Links:
LH Save x Delete Copy % Reszet i Apply Config I::} Acddd Mewy
-Status

@ Aadd successful

@ Reset of the trunk is required to have changes take effect,

-SIP Trunk Security Profile Information

Mame* SecureSIPTLSforCube
Description

Device Security Mode |En|:r3rpted Vl
Incoming Transport T3r|:u3"c |TLS "’l
Qutgoing Transport Type TLE il

[_JEnable Digest Authentication
Monce Validity Tirme (rins)* G000

Secure Certificate Subject or Subject Alternate Name |s1p-cw

-
| Incorming Part® SO6l

[_Enable application level authorization

(] Accept presence subscription
(] Accept out-of-dialog refer®®
] Accept unsolicited notification
(] Accept replaces header
I Transrnit security status

L allow charging header
SIP 150 Outbound SDP Offer Filtering * |Llse Default Filter 1"*-"’|

5. VLANMDEZTEZ Secure Certificate Subject or Subject Alternate Name CUBEFERAZE D HIBER (CN)IC—HT B



PBENFHYIET,
6.7V copy IRREZEDV)YTIL, Name B'S SecureSipTLSforcvP.Change Secure Certificate

Subject — T BDMBEN HBHCVPI—I)IL Y —/NFEBBEDCNICEEBLET, JUY D sae 2O U Y
LT, 9IV—"RXRITLET,

G Save x Delete Copy % Reset z Apply Config EB_‘.I A Mesy

@ Reset of the trunk is required to have changes take effect,

SIP Trunk Security Profile Information

Mame* |SecureSIPTLSfDerp

Description |

Device Security Mode |En|:r1_.rpted Vl
Incaring Transpart Tvn,r|:u3"c |TLS Vl
Qutgaing Transport Type |TLS Vl
[|Enable Digest Authentication

Monce Validity Tirme (rnins)® 600

Secure Certificate Subject or Subject Alternate Name |cvp1.dcloud.cisca.com |

Incoming Port® SO61

[_JEnable application level authorization

[ Accept presence subscription
] Accept out-of-dialog refer**
] &coept unsolicited notification
] &cocept replaces header
[ Transmit security status

[ allow charging header
SIP Y150 Qutbound SDP Offer Filtering"c Use Default Filter b

SIPNZ>0EF2VF47TA7 74N ETAhTIOSIPRNS UV ICEENT, SRTPEERICT
¥

FIE :

1. [CUCM Administration] R —=< T,  Device > Trunk.



Device - Application - Uzar Managame

CTl Route Pairt
iZlekeaspar
al sy

PhiGre I

I Trunlk
Remote Destirstion

Devios Setting=s L]

2.CUBERZ >V ZBRELET, COBITEE, CUBERT TR vcue Z01JY I L.,  Find.

Trunks (f -5o0f5)

Find Trunks where | Device Name v | begins with v JvCube I “Find || Clear Filtsr-l[EHE]
Select itern or enter search text v |
I:I Name = Description Calling Search Space Davice Pool Route Pattern Partition
0 é vCUBE dcCloud CsS dCloud DP  cloudcherry.sip twilic.com I PT
C| - ¥CUBE dCloud CSS dCloud DF 7800 PSTH Incoming_Nurmbers
O & ¥CUBE dCloud CSS dCloud DP 6016 ESTH Incoming_Mumbers
O é vCUBE dCloud CSs dClaud DP 7019 PSTH Incaring Murnbers
0 = vCUBE dcloud €SS dCloud OP  44415%K Robot Agent Remote Destinations

3.9UY %9 wcuBe 297V U LT, VCUBERNTS VIRER—TD ZHEET,
4. 14> Device Information T2 A ZHREL TS EE LV, SRTP Alowed SRTPZERICLET .

[ unattended Port

RTP allowed | When this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security. Failure to do so will expose keys and other information,

Consider Trathc on This Trunk Secure™ |when using both sRTP and TLS ~ |
Route Class Signaling Enabled* | Default |
Use Trusted Relay Point™® [Default v

5. FICA2O0—)IL LT, siPinformaton 293 ICBBIL . Destination Port A S  5061.
6. Change sIP Trunk Security Profile ' & SecureSIPTLSForCube.

rSIP Information
Destination
[l Destination Address is an SRV
Destination Address Destination Address IPvE Destination Port
1* [198.18.133.226 || 5061
MTF Preferred Originating Codec™ F1lilulaw hd
BLF Presence Group® | Standard Presence group V|
ISIP Trunk Security Profile* SecureSIPTLSforCube hd
Rerouting Calling Search Space < MNone = v

7.2UY %9 saethen Rest 'S save EEZHBALET



Trunk Configuration

B Save x Delete % Resat HI]: Add New

Status

® Update successful

The configuration changes will not take effect on the trunk urtil a reset is performed. Uze the Reset button or Job Scheduler to execute the reset.

8. g@f‘ﬁ Device > TrunkCVP h?)?&*ﬁ%bﬂf?o :_(DWJ_C“‘;\ CVP |\5\/7%(3 cvp-SIP-
Trunk.Z 1) Y 7 Find.

Trunks (I -fofl)

Find Trunks where | Device Name ~ | begins with | cvp || Find || Clear Filter | qp || ==

| Select itern or enter search text ¥ |

MName Dezcription Calling Search Space

CNP-SIP-Trunk CYP-SIP-Trunk dCloud CS5

Device Pool

L
I:I SIF

dCloud DP

9. 7Uv Y cvp-siP-Tink CVPR SV IRRER—D EHEE T,
10. € >/ Device Informaton 292> 3>, FI Y% srTPAlowed SRTPEZEMIZLET,

[ unattended Port

B srTP allowed | when this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security, Failure to do so will expose keys and other information.

Consider Trathc on This Trunk Secure®

|when using both sRTP and TLS v|
Route Class Signaling Enabled® |Default v|
Use Trusted Relay Point® | Default v

1. FICA20—J) LT, siPinformation 2> 3> &2ZEL,

Destination Port ' & 5061.
12. Change SsIP Trunk Security Profile ' & SecureSIPTLSForCvp.

r SIP Information

Destination

[ Destination Address is an SRV

Destination Address

Destination Address IPv6
1* [198.18.133.13 ||

Destination Port
061

MTF Preferred Originating Codec™® Tilulaw
BLF Presence Group®

Standard Presence group V|
ISIP Trunk Security Profile* SecureSIPTLSforCyvp v

13. 1) Y29 save then Rest 'S save EEZEBALET




The configuration changes will not take effect on the trunk urtil & reset i= parformead. Use the Rezst button or Job Scheduler 1o execuls the reset.

CUCMEDEFI1TFI—CIVNOFNAAEE

TFINAADEFIUT A HEZENICTZICE, O—NILTHEMRIARBZLSC)ZA > AN—I
L. EF2UTF470774LZZTOTFNAAICEIN) ETHIHBENHVET, LSClE. CUCM
CAPFMBEF —TERENEIV RRAVNORRAF—ZREFLET, 74 NTR, EFHEH
CREAZAR=LEnFE A,

FIE :

1. O% A >/ % cisco Unified Serviceabilty T R—RENTVWEE AL
2. g@hf‘[’. Tools > Service Activation.

alial,  Cisco Unified Serviceability

cisco For Cisco Unified Communications Solutions

Alarm * Trace * | Tools * | Snmp ~ CalHome + Help -

Cervice
Activation

i Control Center -
Feature Services

3. CUCMHY—/N\NZZEIRL., oco.

Select Server
|75€WEFH cucm1.dcloud.cisco.com--CUCM Voice/Video ~|| Go

4. >/ cisco Certificate Authority Proxy Function Z0V)YOUL, sae Y—ERZTIOTA 7“3 LET
o VYT okZ&DVIYILET,

Security Services

| Service Name Activation Status
Cisco Certificate Authonty Proxy Function Deactivated
[] Cisco Certificate Enrollment Service Deactivated

5 Y—EANTOT 47 2TVWBZ & %#MEL. CUCM administrationiZ BB L £9,



VEWLBERSGE Cisco Unified Serviceability "
Cisco Unified Reporting Sgout

Cizco Unified CM &dministration

Disaster Recovery System

Ciern Linified Serviceahility

6. CUCMBEAOOTAICERIILES, ICBEHULET, System > Security > Phone Security Profile L
—DIVRTFNAADTFNAAEF 2T« 7O7 74N EERLET,



ahmhe  Cisco Unified CM Administration

CISCO  ryur Cisco Unified Communications Solutions

Svztem )| Call Routing * Media Rezourcez +  Advanced Festurez +  Dewi

Cizco Unified Ch

Cizco Unified CM Groug device is configured. Th
Presence Redundancy Groups 15 Paging is not cnnfigur
Phone MTP Reference

DatelTime Group

BLF Prezence Group

Fegion Information k ld m i n iSt rﬂtiﬂ n
Device Pool

Device Mobility k

CHCP »

LDaP 2

SAML Single Sign-On

on Friday, Decernber 20, 2019 1(

Cross-0rigin Resource Sharing

feolus) s, Inc,
Location Info k
MLPP » fures and is subject to United =Stat

aws, By using this product vou ac
Phy=ical Location

SReT o cryptographic products may be

Erterprise Parameters nrmunications Manager please visi

Erterprize Phone Configuration our Technical Suppaort web site.

Service Parameters

Security k Certificate

Application Server I Phone Security Profile I

Licensing k SIP Trunk Security Profile

Geolocation Configuration CUME Server Security Profile
=

7. EALTVRI—2I O N TFNAARATICHIS T2 EF1UTF47O7 74 EROHE
3-0 _ 0)15“'6‘(.1\ V) 7 |\ J* yb‘ﬁﬁﬁ cshTWa yal.») »  Cisco Unified Client Services Framework -
Standard SIP Non-Secure Profile. AE—F A2 vy OLET R Co7O0774)20E—
LET,



Phone Security Profile (I-10f1) Rows per Pagel 50 vI

Find Phone Security Profile where I Marme ;I contains ;lclientl Find I Clear Filter I '{'Fl ='|

-

I_ Mame Description Copy

Cisco Unified Client Services Framework - Standard SIP Mon-Secure Profile  Cisco Unified Client Services Framework - Standard SIP Mon-Secure Profile | [

8. 707 7A)NMDEHIZIZZE Cisco Unified Client Services Framework - Secure Profile. CIXDERID K S (Z
INTA—RZEEL, sae R—ZODELIZRRENET,

vstem *  CallRouting *  Media Resources +  Advanced Festures +  Device +  Application = User

Phone Security Profile Configuration

—Phone Security Profile Information

Product Type: Cisco Unified Client Services Frameworlk

Device Protocol: =IF

Narne* |Ci5n::n:| Unified Client Services Framework - Secure Profile
Description |Ci5n::n:| Unified Client Services Framework - Secure Profile
Device Security Mode | Encrypted -]
Transport Type™® |-|-|_5 -]

W TETP Encrypted Config

r Enable ©auth Authentication

—Phone Security Profile CAPF Information

Authentication Mode™® |E'!‘f Mull String -]
Key Order® [r=a only =]
RSA Key Size (Bits)* [z048 -]
EC Key Size (Bits) |.=_- None = -]

Mote: These fields are related to the CAPF Information settings on the Phone Confiquration page.

—Parameters used in Phone

SIP Phone Port™ [5ns1

Sawve | Delete | Zopy | Feset | apply Cl:unfigJ add Mew |

0.EBETNAARZTOAT77ANDERN EEICTTLES., ICBEULET., Device > Phone.



Device « | Application v User Manageme

CT Route Point
Gatekeeper

Gateway

Phone a

Trunk
Remote Destination L

Device Seltings b

10. 72U YD Find ERAREBZINTOEFRE —BERTIDICE., [T—T 0 MOEFH
(agent phone)|2 7)YV L&ET,
1. [T—2 T MO EFEHEERTE (Agent phone configuration)|R—Z HFFE E T, BIEK Certfication
Authority Proxy Function (CAPF) Information o LSCZ 4 2> AN —)L T BI(ZI&, cCertificate Operation H* S
Install/lUpgrade & Operation Completes by IR DEEND BFICEELF T,

— Certification Authority Proxy Function {CAPF) Information

Certificate Operation® Install/Upgrade "-"’l
Authentication Mode * By Mull String """l

Authentication String

Key Order® |RSA Only v|

RSA Key Size (Bits)™* | 2047 ~ |

EC Key Size (Bits] e
| Operation Completes By |zp21 ||o4  [[16 ][12 | CreevmseDo:HH)

Certificate Operation Status: None
Mote: Security Profile Contains Addition CAPF Settings,

12. BZE Protocol Specific Information 29 3 [CEBBIL .  Device Security Profile 5' S Cisco Unified Client
Services Framework — Secure Profile.

-|Prutucu| Specific Information i

Packet Capture Mode* | MNone v|
Packet Capture Duration ||:|

BLF Presence Group™® |Star||:|ar|:| Presence group vl
SIF Dial Rules |-=: Mone = vl

MTP Preferred Originating Codec® 711 ulaw

Device Security Profile* | Cizco Unified Client Services Framework - Secure Elvl
Rerouting Calling Search Space Cisco Unified Client Services Framewark - Secure Profile

13. 7Y 7 sae R=JDELICRFENKT, EENERCRFEN LI ZHEIL,

Reset.



System = CallRouting = Media Resources = Advanced Features = Device v A

x Delete Copy % Reset | 7 Apply Config |:|';5 Add New

Status

® Update successful

4. RYTTITIARINEE, Reset ZVUYILTTIUIIAVERIBLET,

Device Reset

r Reset Information

15. T—2 I M FNAANFCUCMIZCEBRRE NS, BEOR—TJZEHL. LSCHEEIC
AVAR=ILENTVWBD L ZHFELET, A Cerification Authority Proxy Function (CAPF)
Information Se€ction, Certificate Operation = %ﬁi?% %Eb‘“ﬁ V) £9, No Pending Operation &

Certificate Operation Status b— aXE & 11TV %  Upgrade Success.

— Certification Authority Proxy Function (CAPF) Information

Certificate Operation® ! Mo Pending Operation e

Authentication Mode © By Null String

Authentication String

Generate String
Key Order® RSa Only
RSA Key Size (Bits)* 048
EC Key Size (Bits)
Operation Completes By 2021 |04 |16 | [12 | (YYYY:MM:DD:HH)

I Certificate Operation Status: Upgrade Success
Mote: Security Profile Contains Addition CAPF Settings.

m

16. FIEERIUFIEZZRL T<EEV, 7 ~ 13:.CUCMTEF 1 7SIPE L URTPZFERA TS
OI—I MOTFNA AZRBELET,



TR

RTPABELICRBEE N TVWAR L 2BFETHICE. AOFIEZERTLET,

1. A2 EEZ—ICTFANI—IIZREL, VROV NEZBEZEXT,
2. @EIC, VCUBEADSSHE Y>3 &#E, XAOON RERITLET,

show call active voice brief

B> N:SRTPA on CUBE& VVBE(198.18.133.143)s —MiFE., CUBEEVVBOREDORTP
STAYVINRETHDEZERLET,

BI—CIVRAO-IILIERETEDLSICLET,

NI - : @ Mot Ready |
Cl1Seo Cisco Finesse @

N Agent ‘ Ready

]:t ® Break

Agent Mame State

4. T—x 2R FHNEh, O-IUANFIT—2T O NIL—FT1200ENET, BREICKELE
EE

5 A=A T—2 T2 MNIERENET, VCUBESSHEY > a2VICRY, ROOXY RZERX
TLEY,

show call active voice brief



B> NSRTP#H on CUBEET— T hOEFE(198.18.133.75) DA TIThhET., kL
1 DFE, CUBEEI—2 IV RMEORTPRZ 74V IONERETHDIEEZBABLET,

6. Xz, dA—-IAEREhDE, I-2I 2 TFNAALEFIVTAOY IFRRENET
ZhIZ&KVY, RTPRZ 74V INLRLTHBIEEHITEERT,

O

|

R

L

Self-view Keypad Mute Volume Maore

SIPESHEYICREBEENTVWR L ZRIETRICK., "EX1T7SIPZITFVTDEREL DF
BeZRLTEEL,



https://www.cisco.com/c/ja_jp/support/docs/contact-center/unified-contact-center-enterprise/218434-configure-secure-sip-signaling-in-contac.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



