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- TLS_DHE_RSA_WITH_AES_256_CBC_SHA

- TLS_DHE_RSA_WITH_AES_128_CBC_SHA
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1. Finesseld, Y R—REhTVWBEFTDIJ AN%ClientHello AT Y 7 TRRLET,

¥ TLSv1l Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (8x8381)

Length: &7

¥ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 63

Version: TLS 1.8 (@x8381)
Random: S5Scacb293bSefdbdctlbb34464d7de9t5060b00aSbeb81d29...
Session ID Length: @
Cipher Suites Length: 24
¥ Cipher Suites (12 suites)

Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:

TLS_RSA WITH_AES 256 CBC_SHA (@x8035)
TLS_DHE_RSA_WITH_AES_256 CBC_SHA (©x0839)
TLS_DHE_DSS_WITH_AES_256 CBC_SHA (©x08838)
TLS_RSA WITH_AES 128 CBC_SHA (@x802f)
TLS_DHE_RSA_WITH_AES_128 CBC_SHA (@x8833)
TLS_DHE_DSS_WITH_AES_128 CBC_SHA (©x08832)
TLS_RSA_WITH_RC4 128 SHA (©x0005)
TLS_RSA_WITH_3DES_EDE_CBC_SHA (©6x@0@a)
TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (©x8016)
TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA (@x8013)
TLS_RSA_WITH_RC4 128 MD5 (©6x0004)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (ex@eff)

Compression Methods Length: 1
Compression Methods (1 method)
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¥ TLSv1 Record Layer: Handshake Protocol: Multiple Handshake Messages
Content Type: Handshake (22)
Version: TLS 1.0 (8x8381)
Length: 2557
¥ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 77
Version: TLS 1.8 (6x8301)
Random: 5cacb292c4d71836271620a0866T9bbcebd60dcb849b59cae..
Session ID Length: 32
Session ID: 4c2900808ce66898cc994a332193b0dal244chb9fB83T69c26..
Cipher Suite: TLS DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
Compression Method: null (8)
Extensions Length: 5
Extension: renegotiation info (len=1)
Handshake Protocol: Certificate
¥ Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12)
Length: 1832
Diffie-Hellman Server Params
¥ Handshake Protocol: Server Hello Done
Handshake Type: Server Hello Done (14)
Length: ©

3. FinesseNFatal 72— M &ZEEL., EHREKRTLET,

¥ TLSv1l Record Layer: Alert (Level: Fatal, Description: Internal Error)
Content Type: Alert (21)
Version: TLS 1.8 (8x8381)
Length: 2
Alert Message

R &

CchsOBSOFERAZBIETDICEK, RATA 2 ITH—NF s ZEBVEXIEMNICERET S H
, FRATREBEEEOVARND SELICHIBRITZSENHYET, Zhik. WindowsTIIL—FR
2 —TI 7 1 & (gpedit.msc)Z #H L TWindows ServerCR{TTE X,

X :Finesse TOLogjam D& & gpeditDFEADFEMIZ DOV T, REBFEL TLEEL,

FVF 2 EHBCHR—PERATVWEVRETZILIVXLNFGVET

Windows ServerDREBEES (&, L VWEBZZXEZFEAL TAHEICEBRETEE T, SHAKY EE
hietEF21UFT 1 Z2R2HUKXRTH, Microsoft EBUNAT IS NBEEZRATSH & FPEL,



EEEGHEERAMOBEICERT D AREN BN XTI,

Finesse Tomcatld., Java®SunMSCAPItF21UF 4 7ONA X ZFAL T, MicrosoftAEHT
PEFTFEBBETIINIVALEESUBEO Y R—NZ2BMIZLET, JavaDBREOTXTO
N—3> (1.7, 1.8, BLT19) k. XOBZTILIVXLANDKEFR—RLTVET,

- MD5withRSA

- MD2withRSA

- NONEwithRSA

- SHA1withRSA

- SHA256withRSA
- SHA384withRSA

. SHA512withRSA
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Secure Sockets Layer
- TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Certificate unknown)
Content Type: Alert (21)
version: TLS 1.2 (0x0303)
Length: 2
= Alert Message
Level: Fatal (2)
Description: Certificate unknown (46)
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[ DSignaturE algorithim RSASSA-PSS i
Eﬁgnature hash algorithm shal
Dlssuer =
Dﬁ.l'aliu:l from Tuesday, June 2, 2015 3:41:1..,
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- certificates (3906 bytes)
certificate Length: 1728

- Certificate: 3208206bc308205a4a003020102021374000000243b805dag... (i d-at-commonName_
# signedcertificate

# algorithmIdentifier (sha256withRSAEncryption)

padding: 0

encrypted: e6230df257be9d34c0f57bc2f88c081c4186aaad092c8155. ..
Certificate Length: 1114

- certificate: 308204563082033ea0030201020213160000000a93cd17d6... (id-at-commonName=Jllllizssuing authority|
# signedcertificate

# algorithmIdentifier (sha256withRSAEncryption)
padding: 0
encrypted: 889be6all25c758cd0009b392d3b90a69b64546dcee09c84. ..
certificate Length: 1055
- certificate: 3082041b308202cfa00302010202107b70dbb7c2760dav4f

... (id-at-commonName=JJfjroot ca N
i signedcertificate
- algorithmIdentifier (id-RSASSA-PSS)

Algorithm Id: 1.2.840.113549.1.1.10 (id-RSASSA-PSS)
# RSASSA-PSS-params
Padding: O

encrypted: d8e9l5ladc76bde55F9277fce916613ce26199e3b50dch54. ..

s ramliama 3 msae
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