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HKEY_LOCAL_MACHINE —> SYSTEM —> CurrentControlSet —> Control —> curityProviders—> SCHANNEL —>
-TLS TLS 1.1 TLS 1.2
LS 1.1 TLS1.2

£ Registry Editor

File Edit VYiew Favorites Help

B L ScsiPort =] | Hame | Type | Data
- |, SecurePipeServers ab|(Default) REG_SZ (valus not set)
- SecurivyProviders $4|DisabledByDefaul  REG_DWORD 000000000 (0)
- | SaslPrafiles 4|Enabled REG_DWORD 000000001 (1)
= SCHAMMNEL
| Ciphers
L || CipherSuites
----- | Hashes
' keyExchangealgorithm
El- |, Protocols
- |, 55L2.0
- | SSL3.0
P i | Client
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[Cumputer'gH}iEV_LOCAL_MACHINE'I,S‘:'STEM';CurrentCuntruISet'l,CnntruI'l,SecurityPrwidersi,SCH.ﬁ.NNELﬁ,PrutucuIs'l,TLS 1.115erver

-TLS [DWORD]

DisabledByDefault [Value = 0]
Enabled [Value = 1]
5TLS TMS Windows

https://technet.microsoft.com/en-us/library/dn786418%28v=ws.11%29.aspx#BKMK SchannelTR_TLS12

:NARTACTLSNARTAC https://www.nartac.com/Products/IISCrypto/Download
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B ;. TLS F 7S 3> % [Medium-High] 2* 5 [Medium] ICZEE ¥ 2 &, Telnet & Simple
Network Management Protocol ( SNMP ) A&V ET, 59D &,
TMSSNMPservice #F1EL, TMS ® Web 1 > 2 —T7 T A AT S— M HFRRENET,
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Werror 5/25/2016 9:31: 16 PM MSSQLESQLTMS 26011 Server
W Error 5/25/2016 8:35:48 PM MSSQLESQLTMS 3999 Server
W Error 5/25/2016 7:09:29 PM MSSOLESQLTMS 3999 Server
i Error 5/25/2016 5:43:08 PM MSSOLESQLTMS 3999 Server
Event 26011, MSSQLSSQLTMS

General I Details |

The server was unable to initialize encryption because of a problem with a security library. The security library may be missing. Verify that secunty.dll exasts on the system.

SQL 2012 #fEA T2/ E. TMS Windows H—/NICA VA R—=IFB &, TLS OEEICHIET
BLEOBTYTTF—RITBIUENH ') T ( https://support.microsoft.com/en-us/kb/3052404 )

SNMP /=& Telnet 2> TEBENTWB I RARA 2 NTlE. Security violation:Telnet
communication is not alloweds ERRENET,

¥ MI-AHOC-HDX-Test2
— Polycom HDX 8002 Sistus: Security violation: Telnet communication s not allowed Address 10 2065121 Connectivity: Reachable on LAN Software version Release - 3.1.10-51067
Edit Settings

Tickets

A& Warning! Connéction status is 'Security violabon: Telnet communication i not allowed™. The seings and diagnostic MESsages may be unrekable
Dpen
211609659 - TMS Connection Error (5252016 222139 7

TR

TLS #7°% 3> % [Medium] #* S [Medium-High] ICZE3$% &, TMSiE TCP3 T4 /\>Y RS
IAYRMED Clienthello T©TLS N\—2 32 122 F RNRA XL ET,

784 19.841819  18.48.36.26 10.10.245.131 TCP 66 58938 > 443 [SYN, ECN, CWR] Seq=0 Win=8192 Len=@ MSS=146@ WS=256 SACK PERM-1
785 19.843295  10.10.245.131 10.48.36.26 TP 66 443 > 58930 [SYN, ACK] Seq=B Ack=1 Win=14688 Len-8 MSS=1460 SACK PERM-1 WS=64
786 19.843349 18.45.36.26 18,18.245.131 TCP 54 5893@ » 443 [ACK] Seq=1 Ack=1 Win=65536 Len=@

787 19.843744 16.48.36.26 16.16.245.131 TLSv1.2 351 Client Hello
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Secure Sockets Layer

Internet Protocol Version 4, Src:
Transmission Control Protocol, Src Port: 58938 (53938), Dst Port: 443 (443), Seq: 1, Ack: 1, Len: 297

4 TLSv1.2 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)

Version: TLS 1.2 (8x@383)
Length: 292

[ Handshake Protocol: Client Hello
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Frame 787: 351 bytes on wire (2888 bits), 351 bytes captured (2888 bits) on interface @
Ethernet II, Src: Vmware 99:59:f1 (@80:50:56:99:59:f1), Dst: Ciscolnc_29:96:c3 (BP:1b:54:29:96:c3)
18.48.36.26, Dst: 18.18.245.131
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%%| DisabledByDefault REG_DWORD
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1286 12. 0012090 10. 10.10.0.53 54 57380-443 [ACK] Seq=1 Ack=1 Win=6
. 0013900 10.48. .10.0. 157 client Hello
60 44357380
)]

1294 12.006897010.48.79.117 10.10.0.53 TCP 66 57381-80 [5¥YN, , ECN, CWR] Seg=0 wi

1295 12.0084020:10.10.0. 53 10.48.79.117 TCP 66 B0-57381 [5YN, ACK] Seg=0 Ack=1 w
1296 12.008417010.48.75.117 10.10.0.53 TCP 54 57381-80 [Aack] Seg=1 Ack=1 wWin=653
1297 12.008498010.48.79.117 10.10.0.53 HTTP 217 GET /tcs/systemunit.xml HTTP/1.1

1298 12.0099360:10.10. 0. 53 10.48.79.117 TCP 60 B0-57381 [ACK] Seg=1 Ack=164 Win=
1296 12.010421010.10.0. 53 10.48.758.117 HTTP 444 HTTP/1.1 301 Moved Permanently (
1300 12.0010536G10.10.0.53 TN 4AR_79.117 TCP 60 B0-57381 TFTN. ackl sen=391 ack=1

Frame 1290: 157 bytes on wire (1256 bits), 157 bytes captured (1256 bits) on interface 0
Ethernet II, 5rc: vmware_99:42:e9 (00:50:56:99:42:e9), Dst: Cisco _29:96:c7 (00:1b:54:29:96:Cc7)
Internet Protocol version 4, src: 10.48.79.117 (10.48.79.117), Dst: 10.10.0.53 (10.10.0.53)
Transmission Control Protocol, Src Port: 57380 (57380), Dst Port: 443 (443), seqg: 1, Ack: 1, Len: 10
Secure Sockets Layer
3 55L Record Layer: Handshake protocol: Client Hello

Content Type: Handshake (22)

Version: TLS 1.0 (0x0301)

Length: 98

+ Handshake Protocol: Client Hello
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Configuration Security Settings Utilities Diagnostic Tools

Encryption Key Optional Features Control

Q Disable Provisioning
|| Disable SNMP

Advanced Security Setfings Auditing

["] Auditing Always Enabled

TLS Client Certificates

Transport Layer Security Options

O Request Client Certificates for HTTPS API
["] Enable Certificate Revacation Check

Banners
Banners on Web Pages and Documents

Top Banner: ALERO LAB TMS

Bottom Banner:

Restart 115 and all TMS services for the changes to take effect.
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https://tools.cisco.com/bugsearch/bug/CSCuz71542
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