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https://www.cisco.com/c/en/us/support/docs/conferencing/meeting-server/210530-Configure-
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Key:
keep-alives
= basic messaging, presence and XML routing traffic
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XMPP XY =2k, FEOY—NICEETEERT, LRORICTILSIC, XvE—JR@U—
H— XMPPH—NICEEENE T, XMPP H—/NGRGEHICEVZERLET. V—F—ICEE
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ATY7 1 XMPP OV R—X NADAEREZERLET,

CSRZXARL. XOONY REFAL T, BEICISUTO—NARAERELENT VY UFERE
ZNULTHRISTRAREZERLET,

pki csr <key/cert basename>

cbl> pki csr abhiall CN:tptac9.com subAltName:cbl.tptac9.com,cb2.tptac9.com,ch3

ATY72: ERROCSREFEAL, O—HIRAERFZFEAL TAAEZERLET, VCSHE
HA R (85, 32— ) ZFEHL T, Microsoft ;REEFZFEAL TAIAZEEERKT DN T
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https://www.cisco.com/c/dam/en/us/td/docs/telepresence/infrastructure/vcs/config _gquide/X8-
8/Cisco-VCS-Certificate-Creation-and-Use-Deployment-Guide-X8-8.pdf

WINSCP/SFTP 4 —/NZERAL T, 320/ —RIXTICARAEZTY 70— RLET, AIHE
AFTPYZTO—RENTVRHLESHZRETSICIE. MMP/SSH TROOX > REFEALET,

T RIC&Y), WLC CLI THRICFREhET, pkilist
|

cb2> pki list

User supplied certificates and keys:
callbridge.key

callbridge.crt

webadmin. key

webadmin.crt
abhiall.key

abhiall.cer
dbclusterclient.cer
dbclusterserver.cer
dbclusterserver.key
dbclusterclient.key
cabundle-cert.cer

E:TRTE, 320FINXTOXMPP /—RAIZ 1 DOABHIERAE LT,

ATY73: XMPP OV R—F NEHEATDELSICCMS ZRELE T,

cbl> xmpp domain tptac9.com
cbl>xmpp listen a
cbl>xmpp certs abhiall.key abhiall.cer certall.cer

*certall.cer= CA certificate

EVNCANRIRRENY RILZEMITBIEEE. N RILZAASZICHOT7T7AILELT
EHET, AEAENVRILE, L—FCASIHELFI—AHAOINTOFRBEBEENIE
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JEFCHEEEQTVRSEN HGYVET (I—NCAREBREN &E ). ABIZFATUN (I
EZEWeb TZIHXR XMPP V54T M) ICHLTIE, EF1T7EREZRETDEEIC
« XMPP H—/NIFRERAE LAIAENY RILZTNTNRTIBDHMEN BV ET,


https://www.cisco.com/c/dam/global/ja_jp/td/docs/telepresence/infrastructure/vcs/config_guide/X8-8/Cisco-VCS-Certificate-Creation-and-Use-Deployment-Guide-X8-8.pdf
https://www.cisco.com/c/dam/global/ja_jp/td/docs/telepresence/infrastructure/vcs/config_guide/X8-8/Cisco-VCS-Certificate-Creation-and-Use-Deployment-Guide-X8-8.pdf

AAEONY RILABERFE, LROONY READELSICBVET,

cbl> xmpp certs abhiall.key abhiall.cer certallbundle.cer

certallbundle.cer= CA certificate + Intermediate CA + Intermediate CAl + Intermediate CA2 +....
+ Intermediate CAn + Root CA

where n is an integer

SDODIHAEZ3 DO XMPP /—RAILEATRHEER. dEABEZNVRILTIBEN HYVET

o

xmppserverl.crt + xmppserver2.crt + xmppserver3.crt= xmpp-cluster-bundle.crt

CHORFIXPNTIE., BE—0DELHE abhiall.cer Z2FEHAL £ 9,
SERREDFFMICOVWTIE, XOHA RZSBLTLSEZL,

https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment Guide/
Version-2-2/Certificate-Guidelines-Scalable-and-Resilient-Deployments-2-2.pdf

ATYZ7 4: XMPP OVR—FV NERTTHINTOCMS IZ SFTP TREAEZT7 Y 70— R
LET,

B admin@10.106.81.32 [ New Session
I Desktop O -~ EROE T / <root> ~ = [T Al

By =¥ i@ Download ~ [ Edit ~ & LI L Properties [ s
“\..\Acano\Upgrade\Cisco_Meeting_Server_2_2_5_vm-upgrade 7
) Size Type Name
Parer | +
img 213,472 KB Disc | 1_8_8.bak
«11_8_8json
1cert.csr
1cert.key
2_0_9.bak
+12_0.9json
2_1_3.bak 1
«12_1_3json
2_1_5.bak 1
w12_1_5son
2cert.csr
2cert.key
& 64c6f5a2-071c-cOeb-32bcd1d9-4cc27da9.d..
s abhiall.cer

cb1>> xmpp cluster trust xmpp-cluster-bundle.crt
ZRTE, xmpp U5 AZIF abhiall.cer ZEEL F ¥,

cb1>>xmpp cluster trust abhiall.cer


https://www.cisco.com/c/dam/global/ja_jp/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-2/Certificate-Guidelines-Scalable-and-Resilient-Deployments-2-2.pdf
https://www.cisco.com/c/dam/global/ja_jp/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-2/Certificate-Guidelines-Scalable-and-Resilient-Deployments-2-2.pdf

AT Y7 5: XMPP % —/\IZ Call Bridge Z&MML £9,
cb1> xmpp callbridge add cb1

BEBAERENET, ChiZkl), XMPP H#—/YA" cb1 EWVWSEHIM Call Bridge IC#E#HTE S
ROICREETNET,

X : RXA2, CallBridge &. BREMEBENIERENET, CDIFHHIE. £ T Call Bridge
A5 XMPP H—/XAD T U+ A% ( Call Bridge " XMPP #—/NICERII DM EIRRTED
KICTRLEHIC)BETDEEICHKEIIBRNET

EROON REFEAL T, D Call Bridge ZE L xmpp /— RIZEBIMUL £ T,
cb1> xmpp callbridge add cb2

cb1> xmpp callbridge add cb3

E &EI-LTUYDLR—E0EANZNIZMENFHVET, XMPP H—/NIZEME h
7= Call Bridges OFF#iZ XEL TV AEVWEESE., XOOY RZFEAHLET,. xmpp
callbridge list

cb1> xmpp disable

chiZkV), XMPPH—/Y /— RAEILENET,
ATV 6: XMPP V5 AR ZBMILLET,

cb1> xmpp cluster enable

CO/—REDXMPP VZARZMBILLET, COOARRICKY, 120/ —Rxmpp 97
ABHEREN, O/ —R (xmpp H—/N ) A ZDIFTARIISMLET,

cb1> xmpp cluster initialize

cO/—RZBUTAMELLET,

cb1>xmpp enable

ATYT7: 2FB®OXMPP /— RIZ Call Bridges 2 B8i1L., V75 ARIZSMEEET,
Z®./—RIZ% CallBridge ZEBMULET, TOLEHIZE, HDO XMPP H—/N /—RASEL
Call Bridge B & W& ZFEAL T, CallBridge ZEMT 2 XENHYWET. ChZETSICE. XD
AR RZFERALET,

cb2>> xmpp callbridge add-secret cb1

Call Bridge D#Z& AL L XY,



cb2> xmpp callbridge add-secret cbl
Enter callbridge secret

WEEMRFEITSICIE. xmppcall bridge list IN¥ > REEFTLTLKEEV, chllky), KO0/
—RTERENLEITNTOMBEN —BERTENET,

cbl> xmﬁp callbridée list

kK

Callbridge : cbl

Domain : tptac9.com

Secret : kvgP1SRzWVabhiPVAb1
* kK

Callbridge : cb2

Domain : tptac9.com

Secret : uBiLLdIU8vVQgj86CAb1
X kK

Callbridge : cb3

Domain : tptac9.com

Secret : RITmSh4smhLYguGpAbl

INXTO Call Bridge #Z%Z 2 HB DO/ — RIZEMLES, AOIXY RZRITLET,

cb2>> xmpp disable

cb2>> xmpp cluster enable

cb2>> xmpp enable

cb2>> xmpp cluster join <cluster>

cluster : RFIO/— RO IP 7 RLAFLEFE RXA BT,

ATY 7 8: 3FB®D XMPP /—RIC Call Bridges Z 8L, 95 ARICSMELET,
c®./—RIC% CallBridge ZEMULET, TOLHICE, {ZFIDO XMPP H—/N /—RASEL
Call Bridge B & WZEZFEAL T, CallBridge ZEMT 3 BENHYWET., ChETSICE. XD
OXR> RZFEALET,

cb3>> xmpp callbridge add-secret cb1

Call Bridge OMZZ AHNLE T,



cb2> xmpp callbridge add-secret cbl
Enter callbridge secret

CCT, WEBREREELET, xmppcallbridge list IV REETTEET, COOAT RIZKY)
B0/ — RTERENEITRNTORBEN —BERTENET,

cbl> xmpp callbridge list

kK
Callbridge : cbl
Domain : tptac9.com
Secret : kvgP1SRzWVabhiPVAb1
kKK
Callbridge : cb2
Domain : tptac9.com
Secret : uBi1LLdIU8vVQgj86CAb1
KK
Callbridge : cb3
Domain : tptac9.com
Secret : RITmSh4smhLYguGpAbl

INXT O Call Bridge BN D/ — RICEMENES, ROFIEZRITLET,

cb3>> xmpp disable

cb3>> xmpp cluster enable

cb3>> xmpp enable

cb3>> xmpp cluster join <cluster>

cluster : RO /—RDIP 7 RLAFEGFE RXALABETT,

ATYT9: DFAZAN XMPP H—/NOFRIID M ZEH L TH Call Bridge Z25EL £ 9,
cnlZ k), Call Bridge i XMPP H—/NNICT7 VEATESDRSICRYET,

[Webadmin] > [Configuration ( §%E ) ] > [General ( £f% ) ] ICBBIL T, XZEAHDLET,

1. —E O Call Bridge BZEMLET, RXA VB EFHEHYETEA,

2. XMPP H—/X R XA 2 tptac9.com ZA L ET,

3. XMPP H—/XOH—/N 7 RL A, <M Call Bridge A"RIUSAICEEZ N TLS XMPP #—
NOKZEFERTEIEISICTEN, DNSHAREENTVEVEEE, CO71—J)LRERE
LET, BUSAMICEEENTVWS XMPP H—NZFERT L, BENABRENET,

4. Z @ Call Bridge /" XMPP H—NNBET7 I —)ILFA—/N—TEDLSICTBICE, DT 1—



LREZQOERICLET, TOHEER.,. DNSI VNV ERETHIXEN HYET,
Status v Configuration w Logs v

General configuration

XMPP server settings
Unigue Call Bridge name | cbl
Domain tptac%.com
Server address
Shared secret [change]

Confirm shared secret

RXA> Z—A H—/V (DNS) Z6HL T, Call Bridge & XMPP H—/\BITEHKTIHSE.
DZAZADE XMPP 4 —/XO DNSA LO—RIZERT B HIC. xmpp VF AZFAD DNS
SRVLIO—RZBRETIHLENHYWET, DNSSRVLI—ROERRFXDEH TT,
_Xmpp-component._tcp.

_xmpp-component._tcp.example.com. 86400 IN SRV 0 0 5222 xmppserverl.example.com, _xXmpp-
component._tcp.example.com. 86400 IN SRV 0 0 5223 xmppserver2.example.com, _Xmpp-
component._tcp.example.com. 86400 IN SRV 0 0 5223 xmppserver3.example.com.

FEROHITE., R—PF 5223 FBEEhTWVWET (5223 A" T TICERAEhTVSBEE. BIOR
—NZERALET ).

FThENOD CallBridge ICH UL TEAE A HBEMETT, LA, LERBOAIV—22av K
D FIT Ik,

Cb1 MBRERXDEHYTT,
Callbridge : cb1

RXA 2 : tptac9.com

W# . kvgP1SRzWVabhiPVAb1

BHKIC cb2 & cb3 ICD2WTE, 3 DI N T D Call Bridge cb1, cb2, cb3 [CXL TLEDFIEZE
BYIBRLET,

LERDOFIEERTLES, 320FTNTD CallBridge TVTAZNDAT—RAZBRELTILKLEE
Wo

TERE

cb1>> xmpp cluster status IY > RZETL T, xmpp VFAXOBREOREZRBLET, ¥
FARICEBENFr RELTVBEE, COION RIF, 2O Meeting Server DA TETENTWVD
xmpp H—NOFEHBEREZEBELET, CcOOXN REFEALT, BROBEZDHLET,

ROBEIC, /—R(12J—X—®0 10.106.81.30, B D22k 7+#07— ) ZRLET,



cbl> xmpp cluster status

State: FOLLOWER

List of peers

10.106.81.30:5222 (Leader)
10.106.81.31:5222

10.106.81.32:5222

Last state change: 2017-Aug-13 11:37:
Key file : abhiall.key
Certificate file : abhiall.cer

Trust bundle : abhiall.cer

BHERIC. BYVD2 OO/ —RTAT—RAZERLEXT,
F£2/—ROEBE

cb2> xmpp cluster status

State: FOLLOWER

List of peers

10.106.81.30:5222 (Leader)
10.106.81.32:5222

10.106.81.31:5222

Last state change: 2017-Aug-13 ©7:27:58

Key file : abhiall.key
Certificate file : abhiall.cer
Trust bundle : abhiall.cer
ch2>

B3 /—RDBE



cb3> xmpp cluster status
State: LEAD
List of peers
10.106.81.32:5222

10.106.81.31:5222

10.106.81.30:5222 (Leader)

Last state change: 2017-Aug-13 07:28:05
Key file

Certificate file

ER

Trust bundle

NZ7L>1—b

XMPP QR AN EE
BEBYET,

>F'J7A1: DNS

Wa,

Status v Configuration w Logs ¥

: abhiall.key
abhiall.cer
abhiall.cer

CRREENELLE, xmpp DERNZFERATIEEIL, BMENRET S5

BREZERLEECS, AVV—>223vy R MOIZ—H DNS OFEZRL T

Filter Show all messages B suomit [download as text] [clear]
Date Time Logging level Message
2017-08-13 05:15:25.479 Info 335 log messages cleared by “admin®
2017-08-13 05:16:17.804 Info No DNS A or AAAA records for _xmpp-component._tcp.tptac8.com
2017-08-13 05:16:17.804 Info XMPP connection dropped while session was live for reason 2
2017-08-13 05:16:17.804 Info XMPP component connection disconnected due to failure reason: "dns error”
2017-08-13 05:17:21.806 Info No DNS A or AAAA records for _xmpp-compenent._tcp.tptac9.com
2017-08-13 05:17:21.806 Info XMPP connection dropped while session was live for reason 2
2017-08-13 05:17:21.806 Info XMPP component connection disconnected due to failure reason: "dns emor”
2017-08-13 05:18:25.808 Info No DNS A or AAAA records for _xmpp-component._tcp.tptac8.com
2017-08-13 05:18:25.808 Infa XMPP connection dropped while session was live for reason 2
2017-08-13 05:18:25.808 Info XMPP component connection disconnected due to failure reason: “dns error”
1
]
Cisco

Status w Configuration w Logs w

System status

Uptime 1 day, 17 hours, 41 minutes

Build version 2.2.5
XMPP connection failed to connect to due to DNS error (28 seconds ago)
ion service reg for 1 day, 17 hours, 41 minutes
Lync Edge registrations not configured
CMA calls 0
SliPcalls 0

Lync calls O

Forwarded calls O

Completed calls 0

Activated conferences 0

Active Lync subscribers 0

Total outgoing media bandwidth 0
Total incoming media bandwidth 0

Fault conditions

2017-08-13

04:45:16.107 XMPP connection to " failed

Recent e

rrors and warninas

ChSDIZ—ARFENTVEHEER, SRVLI-—ROREZHEIEL KT,

XMPP Mt 1 Tlk. Call Bridge ' ##t 9 % XMPP ¥ —/\(& DNS BH THIHEhE T, CDiFE
RiE. DNS DEEIEMNEEEETNTVREHKICEIVTWVWET, CallBridge &, —EIZ 120



XMPP H—NIZOKEHELET, IXNTORNSTTA Y IRNAZR—ICEEENDLH, TXTO
Call Bridge A"lRIU XMPP H—/NIZ#HKETIDHEFHEFRA. XY NT—JOBEICKY), Call
Bridge A" XMPP H—/N\\ M ##i % %k > =354, Call Bridge & BI0 XMPP #—/NICB#EHEL &S
ELET, BHEAEATNTO XMPP H—/NIZEHKEE DK S I Call Bridge Z5&E T 2 HEN

HVWET,

DZAT > NERZBEMELTSICIE., WebRTC 254 F7 > M, _xmpp-client._tcp L 1— RO EH
FURETYT, B BERTE. ChiER—DN 5222 [CERENET, LANATR, O7 H—N
NEZN—T 1 JAeERES, O7 —/NNTEITEhD XMPP H—ERAICHERTEET,

BTIC, W2h0flERLET, _xmpp client._tep.tptac9.com &, ch5® SRV L I—K%E
BOCENTEET,

_xmpp-client._tcp.tptac9.com 86400 IN SRV 10 50 5222 cb1.tptac9.com

XMPP 4 —/N /—RADMODNS LO—RDFZEICEATEDT R/NAL Ao XMPP DETHDZHIC,
Call Bridge & XMPP 4 —/ N T#E#KTH OO DNSHAUETT, £k, FFAXANDEZ XMPP
H—/NODNSALIO—RZBRITBICIE xmpp VT AXADODNS SRV L1— RZFRET D&
ENHYET, DNSSRV L I—ROFEXEFXDESH'Y) TT, _xmpp-component._tcp.tptac9.com
320 xmpp U—/NOFREIZH>T, 3D2OIXNTOHF—NICHBARATAHLI-RZRLET,
_xmpp-component._tcp.tptac9.com.86400 IN SRV 0 0 5223 cb1.tptac9.com
_xmpp-component._tcp.tptac9.com.86400 IN SRV 0 0 5223 cb2.tptac9.com
_xmpp-component._tcp.tptac9.com.86400 IN SRV 0 0 5223 cb3.tptac9.com

COBITE, R—KB223AMEEETNTVET, 5223 AT TICHEAETNTVRIFEE. ThlUA
DR—RNEFEATERT, LLEL, BRATHIR-FZR<BENFr VKT,

>F ) A2. CMSAT— R AR—D LRI RMN R TENDBE,

Status v Configuration v Logs ¥

System status

Uptime 24 minutes, 26 seconds
Build version 2.2.5
XMPP connection failed to connect to localhost due to authentication failure (1 minute, 2 seconds ago)
Authentication service no authentication components found
Lync Edge registrations not configured

CMAcalls 0
SIPcalls 0
Lynccalls 0
Forwarded calls 0
Completed calls 0
Activated conferences 0
Active Lync subscribers 0
Total outgoing media bandwidth 0
Total incoming media bandwidth 0

Fault conditions

RIEOELBE, HEBBIFANTATVEVD, BOoTAIEThTVIBESLRRTENET, #
EMBENANENTVWDRCEZHRLET, SNEBE. BRUOFRICXAEN BVEEEF., Y —
NI SSH ##L T, X0AN RERTUET . xmpp callbridge list



cb1l> xmpp callbridge list

kK

Callbridge : cbil

Domain : tptac9.com

Secret : RIJITmSh4smhLYguGpAbl
KK

Callbridge : cbh2

Domain : tptac9.com

' Secret : uBiLLdIU8vVQj86CAb1

| skskk

Callbridge : cb3

Domain : tptac9.com

Secret * R1ITmSh4smhLYguGpAbl

cbl> xmpp callbridge list

Kk

Callbridge :

Domain
Secret

ook
Callbridge
Domain
Secret

kokok
Callbridge
Domain
Secret

cbl
tptac?.com
kvgP1SRzWVabhiPVAb1l

cb2
tptac%.com
uBilLLdIU8vVqg]j86CAb1

cb3
tptac9.com
RITmSh4smhLYguGpAbl



cb3> xmpp callbridge list

kKK

Callbridge : cb3

Domain : tptac9.com

Secret : RITmSh4smhLYguGpAbl
kKK

Callbridge : cb2

Domailn : tptac9.com

Secret : uB1LLdIU8vVQgj86CAb1
kKK

Callbridge : cbl

Domain : tptac9.com

Secret : kvgP1SRzWVabhiPVAb1l

CORFIAIXNTIE, xmpp DETHDOHREICOVTHALTVWET, T, 3>OH—N
NDINXNTTZOIANRERITLT, ERENEMBFI IXNTOY—/NTRALUTHD & ZMHERR
LET, RICRTESIC, H—/\ch1THERTE, FAThTVSHEEMRRFchICKRENTV
DEOLRUTY, OG- NZHEBL LR, ADEThIEchIOBEBENELLBEVWEHEHENE

¥,

I A xmppI ZARAT—ZATXMPP/—ROIVMNUAFEEBLTVET,

ROEHE, /—R1061.7.91:5222 T NV DODEEZRLTVWET,

cbl> xmpp cluster status
State: LEADER

List of peers
10.61.7.91:5222

10.61.7.91:5222
10.59.103.71:5222
10.59.103.70:5222 (Leader)

EE:UEYRNTBHIC, VTAZLSxmpp/ — REHIBRITZDCE2HBHLET, /—
RADSAZRICEETDEZICZTO /—RTXMPP UEY N&EZETL., BEED XMPP 73
ARFDO /—REBSMEBEFE, xmpp VTAR AT—RATAT—RAZHERETD
E,. TO/—ROEBEEIRNINFERENET,

ChIZ&Y, BEROOREICEENI RETDIARMN BN ET, BENBETNTLXRT,



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi67717

RDHARD M4 R—DZEFBLTLLEEV,

https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment Guide/
Version-2-3/Cisco-Meeting-Server-2-3-Scalable-and-Resilient-Deployments. pdf



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi67717
https://www.cisco.com/c/dam/global/ja_jp/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-3/Cisco-Meeting-Server-2-3-Scalable-and-Resilient-Deployments.pdf
https://www.cisco.com/c/dam/global/ja_jp/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-3/Cisco-Meeting-Server-2-3-Scalable-and-Resilient-Deployments.pdf
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