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CORFIAIXNDERE., BEDTARAREBICHZDT/NAAICEIVWTHEREELE, COR
FIAIXKRTHEATIINTOFNA R, B (F72I)IEK ) REORELASEEBLTVWET

o BEEHPORY ND—UTR., FEONVRIEL>TRID AN H2EFEZ +OEIEL T
ZE W,



BRELA

Zhslx, Cisco Prime Infrastructure®/\A4 PRASE DT 4 LEBAENERKICBETHIE5HEIRM
ITHSEERTY,

S A A A R : https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-
6/admin/quide/bk CiscoPrimelnfrastructure 3 6 AdminGuide/bk CiscoPrimelnfrastructure 3 6 A
dminGuide chapter 01011.html

THEHESH A R : https://www.cisco.com/c/en/us/td/docs/net_ mgmt/prime/infrastructure/3-
6/admin/quide/bk CiscoPrimelnfrastructure 3 6 AdminGuide/bk CiscoPrimelnfrastructure 3 6 A
dminGuide chapter 0100.html
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TOFU : UE—RKRARND SZRELLAAER. MO TERNBUENEZEELFEELET,

Prime Infrastructure X £z [FPrime A" #&#iE TV S U E— RRANDOTOFUREEAEF. #L VWAL
ENERENLEEE. FEBRY—NHAVMEANCBEEAESNEBEEILEEENDZENHYR
EE

# L WCSR%prime infrastructure—/N ( 754X V/2H RV ) TERLTAR—KT DL
H—EROBEBRICERNIBET D &, HLOVTOFUSEREREHA ) T— N —/NIDEE
ThET,

DE—RNRARNFRYAOERRICH TS —T D AERICH LU THOAELZRFETD &, ERL
ERENET,

DE—RKANCIEK, FVTOFUNEEBREETHIHARRO S SAR VY —NERkEHZ )Y
— /X, Integrated Service Engine(ISE)t—/N\ENFHV £,

SHIC&Y), 7SARUS—NERAVAUHY—/N, Primet—/VEISEY —/NOBEOBEN K8
LET.

NZTND1—F42010232TR, CORSBIFIFOANILARAEZROTICRRENS
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[system] [HealthMonitorThread] TOFU failed.
Check local trust Trust-on-first-use is configure for this connection.

Current certificate of the remote host is different from what was used earlier
- CN=prime-sec, OU=Prine Infra, O=C sco Systens, L=SJ, ST=CA, C=US

javax.net.ssl.SSLHandshakeException: java.security.cert.CertificateException:
Trust-on-first-use is configure for this connection.
Current certificate of the remote host is different from what was used earlier
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- CN=prime-sec
chsOIZ—XvtE—2k, ISEY—/NFEBE OF — 3 %Z "9 Prime Infrastructure 07 (CF2 & &
nhE9,

[system] [seqtaskexecutor-3069] TOFU failed.

Check local trust Trust-on-first-use is configure for this connection.

Current certificate of the remote host is different from what was used earlier
- CN=ISE-server

javax.net.ssl.SSLHandshakeException: java.security.cert.

CertificateException: Trust-on-first-use is configure for this connection.
Current certificate of the remote host is different from what was used earlier
- CN=ISE-server

EAVHIOANILAEZZOI TR, 77ANVARAZEOF—HERTROIT— XY =K
BROMYET,

[system] [HealthMonitorThread] TOFU failed.

Check local trust Trust-on-first-use is configure for this connection.

Current certificate of the remote host is different from what was used earlier
- CN=prime-pri, OU=Prime Infra, O=Cisco Systems, L=SJ, ST=CA, C=US

javax.net.ssl.SSLHandshakeException: java.security.cert.CertificateException:
Trust-on-first-use is configure for this connection.

Current certificate of the remote host is different from what was used earlier
- CN=prime-pri
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1< > Rnes certvalidation tofu-certs listcertsZfEA L T, FIAERIE AN ERRTEEXT,

RO E A, Cisco Prime Infrastructure 7" Z 4 X 1) 3 —/X[IP=AXX XX XX XX][A S O HE I T,

prime-pri/admin# ncs certvalidation tofu-certs listcerts

Host certificate are automatically added to this list on first connection,
if trust-on-first-use 1is configured - ncs certvalidation certificate-check ...

host=1X.XX.XX.XX 8082; subject= /C=US/ ST=CA/ L=SJ/ O=Ci sco Systens/ Q=Prine |nfra/ CN=prime-pri
host=1Z.22.22.22_443; subject= /C=US/ ST=CA/ L=SJ/ O=Ci sco Systens/ OU=Prine | nfra/CN=ISE-server
host=1YY.YY.YY.YY 8082; subject= /C=US/ ST=CA/ L=SJ/ O=Ci sco Systens/ OU=Pri nme | nfra/CN=prime-sec

prime-pri/admin#

OBk, Cisco Prime Infrastructurez A2 & U H—/N[IP=AYY.YY.YY.YY]ASDEDTT



prime-sec/admin# ncs certvalidation tofu-certs listcerts

Host certificate are automatically added to this list on first connection,
if trust-on-first-use is configured - ncs certvalidation certificate-check ...

host=1YY.YY.YY.YY 8082; subject= /C=US/ ST=CA/ L=SJ/ O=Ci sco Systens/ OU=Prinme |nfral/ CN=prime-sec
host=127.0.0.1 8082; subject= /C=US/ST=CA/L=SJ/0=Cisco Systems/OU=Prime Infra/CN=prime-sec
host=1X.XX.XX.XX 8082; subject= /C=US/ ST=CA/ L=SJ/ O=Ci sco Systens/ OU=Prime | nfra/ CN=prime-pri

prime-sec/admin#
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- ncs certvalidation tofu-certs deletecercert host 1YY.YY.YY.YY_8082
- ncs certvalidation tofu-certs deletecercert host 12.272.772.Z7Z 443
AHOA)H—/)\H S, 7> Rnes certvalidation tofu-certs deletecercert host

IXXXXXXX 8082 AL T, 754XV —NNOERIHBOLTWVWI M) 252 L THIK
LET,
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ATV 72 XZ1—H5, [Administration] > [Settings] > [High Availability]ic B L £ ¥, Cisco
Prime InfrastructureliCHAR T —RX AR —I A RRENE T,

AT Y 7 3:[HA Configuration] & #IRL ., XOKSICT7 1 —I)ILRICAHDLET,
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2.REEF— ARV —NDOA AN =IRICREL ERAF—/NAT—REAHDLET

BBFAXA—INTRLA :HAREBOZEICEHIDBENZEEITDTRLA(FLEETZRLA®D
HDORRXPYDARN) ZABILET, [X— )L‘U‘—/\'@Eﬁ;’i‘(Mail Server Configuration)]’R —
DEFEALTEFA—IIBHEITTICRELTVREE ( "TEFA—IILYT—NNDOFRED Eﬁi
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LAODARNICENENRET,
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AT Y 7°5;[Check Readiness]Z2 7 1) v VLT, HABBEDRE/NSXA—XNERIZHISTE S D
ESHZHELET,

ATV 7'6:[Register] 2 ') v 7 L T[MilestoneliFBHRR/N—ZRRL, RICRTKSIZ[Pre-HA
Registration], [Database Replication], & & U*'[Post HA Registration|®100% % T ZH&ZE L £ T,
Cisco Prime Infrastructure Y HAR SR 7O AZHABRLET. BENEEICET TSR L,
[Configuration Mode]lZ [Primary Active]DEA" R RENE T,

Pre HA Registration Database Replication Post HA Registration

100% 100% 100%

(] System Level & Database DNS & upadate Database
Prechecks Chack Roles

@ Peer Server @ Standby Database & Update System
Sync Creation Firewall

@ Create HA @ Copy Database & Enable Database
onfig Files Archive Folicies

ISEY—/NOBRRE

AT ¥ 7°1:[Administration] > [Servers] > [ISE Servers]lCBEL £,

AT v 72:[Select a command] > [Add ISE Server]ic#¥EL. Go
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AT Y 75[Save]2 7)Y IOLET,
&R

T1¥Y > Rnes certvalidation tofu-certs listcerts® A L T, #L WIS 2R TE X T,

BEE1T ]



. Cisco Prime Infrastructure!) ') —A_/— k : http://www.cisco.com/c/en/us/support/cloud-
systems-management/prime-infrastructure/products-release-notes-list.html

- Cisco Prime Infrastructure 7 4 ¥ 9 AX— KA 4 R

. http://www.cisco.com/c/en/us/support/cloud-systems-management/prime-
infrastructure/products-installation-guides-list.html

. Cisco Prime Infrastructure AN RU 77 L2 AHA R

. _http://www.cisco.com/c/en/us/support/cloud-systems-management/prime-
infrastructure/products-command-reference-list.html

. Cisco Prime Infrastructure 1—H7 4 K : http://www.cisco.com/c/en/us/support/cloud-
systems-management/prime-infrastructure/products-user-guide-list.html

. Cisco Prime Infrastructure ¥ & 4 4 R : http://www.cisco.com/c/en/us/support/cloud-
systems-management/prime-infrastructure/products-maintenance-guides-list.html
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