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CORFIXYNOBERE. KOYTRIITEN-RIITON—DIAVIZETVTVET,
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CORFIXNOBERE, BEDTRREICHZDITFNAAICETVTEREhELE, COR
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RE
B
Pl I~ TACACS #—/Y& LT ACS %&3& M

IXRDFIEZZEITL T, ACS Z TACACS H—/N& L TEMLET,
ATY 71 B8 > [1—Y (Users)] > 1—%, O—J)L. AAAPIT

ATY T2 EQAOY A4 R)N—XZ1—7H» S[TACACS+ Servers] =&k L. [Add TACACS+
servers]D N ICHB[Go]Z V)Y I LET, R—IHFRDESIZRTENET,

© Uil Prime Infrastructure

M Administration / Users / Users, Roles & AAA

AAA Mode Settings Add TACACS+ Server

Active Sessions o- IP Address

Change Password
* DNS Name

Local Password Policy “p 29
ort

isale LS alle) Shared Secret Format ASCII j
SSO Server Settings * Shared Secret 0
S8O0 Servers * Confirm Shared Secret
TACACS+ Servers * Retransmit Timeout 5 (secs)
* : 1

User Groups Retries

Authentication Type PAP j
Users

Local Interface IP 10.106.68.130 j

FIE3:ACSH—NDIPT7RLAZEMLERT,

FIE4: ACSH—NICHEEETNTLS TACACS+ HEMBRZADLET,

AT Y 75 : [Confirm Shared Secret] 7+ AN RY VALHERBREBEADLLET,

ATYVT6:T7HAILRREDT7 A=) ROMBMOEXRICLET,

ATY 77 :[Submit] 2O UY OLET,

Pl TH AAA E— ROFERE

EII_|

BaL, A, PHOVTA42T (AAA ) E—RZEBRIDICE., XAOFIEZERTLET,

AT Y 71 : [Administration] > [AAA] ICBEIL £ T,

FIE2 : EROY A R)N— XZ1—55 [AAAMode] ZBIRTDE, ADRSBR—IFRRE



nxXY,

© i Prime Infrastructure

A Administration / Users / Users, Roles & AAA

AAA Mode Settings AAA Mode Settings

Active Sessions

AAA Mode @ Local (_RADIUS ©Oracacs+ (sso
Change Password

Enable fallback to Local | ONLY on no server responsj
Local Password Policy

RADIUS Servers

SSO0 Server Settings

S§S0 Servers

TACACS+ Servers

User Groups

Users

FIE 3 : [TACACS+] ZZEIRL £ T,

ATV 74 EBENACSH—NICEETERVFESICO—NLTF—EIR—RAZFATIEEE
. [Enable Fallback to LocallF LY VRY VRAZFVICLET, ChIFHREETT,

PlASOI1—% O—-/LREOERE

AT Y 7 1 : [Administration] > [AAA] > [User Groups] D JEI_BEEIL£3, ADHlE, EEEDR
MZERLET, VARNT[AdmMin) TIN—TEZHL., HEO [Task List] F7>a>zoUv oL
=9 (TREORZESR ).

© !yl Prime Infrastructure EEEEEEEREE 4+ ©3  o-rooTooMAN

A | Administration / Users / Users, Roles & AAA 00
AAA Mode Settings User Groups
Active Sessions Group Name Members Audit Trail View Task
Change Password Admin virtual =] Task List
Local Password Policy Config Managers a8 Task List
RADIUS Servers Lobby Ambassador Q Task List
Monitor Lite E Task List
SSO Server Settings
NBI Credential a8 Task List
SSO Servers
NBI Read =] Task List
TACACS+ Servers NBI Write a Task List
User Groups North Bound API EI Task List
Users Root root 8 Task List
Super Users El Task List
System Monitoring virtual gj Task List

[Task List] 723> &80V OFdE, RDEKDIB T4 RIFRRENET,



Task List

@ Please copy and paste the appropriate protocol data below into the custom/vendor-specific attribute field in your AAA server.

TACACS+ Custom Attributes RADIUS Custom Attributes
@ If the size of the RADIUS attributes on your AAA server is more than 4096 bytes, Please copy ONLY role
retrieve the associated TASKS

role0=Admin NCS:role0=Admin

task0=View Alerts and Events NCS:task0=View Alerts and Events

taskl=Run Job NCS:taskl=Run Job

task2=Device Reports NCS:task2=Device Reports

task3=Alarm Stat Panel Access NCS:task3=Alarm Stat Panel Access

task4=RADIUS Servers NCS:task4=RADIUS Servers

task5=Raw NetFlow Reports NCS:task5=Raw NetFlow Reports

task6=Credential Profile Delete Access NCS:taské=Credential Profile Delete Access

task7=Compliance Audit Fix Access NCS:task7=Compliance Audit Fix Access

task8=Network Summary Reports NCS:task8=Network Summary Reports

task9=Discovery View Privilege NCS:task9=Discovery View Privilege

taskl0=Configure ACS View Servers NCS:taskl0=Configure ACS View Servers

taskll=Run Reports List NCS:taskll=Run Reports List

taskl2=View CAS Notifications Only NCS:taskl2=View CAS Notifications Only

taskl3=Administration Menu Access NCS:taskl3=Administration Menu Access

taskl4=Monitor Clients NCS:taskl4=Monitor Clients

taskl5=Configure Guest Users NCS:taskl5=Configure Guest Users

taskl6=Monitor Media Streams NCS:tasklé=Monitor Media Streams

taskl7=Configure Lightweight Access Point NCS:taskl7=Configure Lightweight Access Point

Templates Templates

taskl8=Monitor Chokepoints NCS:taskl8=Monitor Chokepoints

taskl9=Maps Read Write NCS:task1l9=Maps Read Write

task20=Administrative privileges under Manage and y NCS:task20=Administrative privileges under Manage y
Z A

FIE2 : ChoOEMZIE—LTXERI ZTAILICRELET,

ATYVT3: AARLBRERXAVEHZACSH—NICEMTIBENHDBENHVET. B
AZLBRBRAAVEMIE, U [Task List]| R—SOTEA SHATEERT,

@ Virtual Domain custom attributes are mandatory.To add custom attributes related to Virtual Domains, please click here.

FIE4: RERXAEUR—DICBE TS OO [clickhere] 7 7/>3a>&20UY03dE, R
KOBR=INFRRENET,

TACACS+ Custom Attributes RADIUS Custom Attributes
virtual-domain0=ROOT-DOMAIN NCS:virtual-domain0=ROOT-DOMAIN
virtual-domainl=testl NCS:virtual-domainl=testl

ACS 4.2 DREE

AT Y7 1:[ACS Admin GUI] [CcO% 4 > L T, [Interface Configuration] > [TACACS+] iIcBEL
Y,

FIE 2 : Prime AOHFHILVWH—ERAZERLET. COBITE, NCS EVWSH—ERENRES
NTVET (TRRORZSHK ),



New Services

Service Protocol
@ ciscowlc commaon
v Wireless-WCS HTTP
v NCS HTTP

FIE3: ATYT 2 THERULIEXERDL S, INTORMEZI—HERERFITIL—7TOREICEDM
LET. RERXAVEBHEAEBME Nz EZBELET,

¥ NCS HTTP

~ Custom attributes

virtual-domain0=ROOT-DOMAIN
roleQ=Admin

task0=View Alerts and Events
taskl=Device Reports
task2=RADIUS Servers
task3i=Alarm Stat Panel Access

FIE4:[OK]| 20Uy ILET,

TR

FERLIZFHLWI—HE T Prime ICOJ4>2 LT, Admin O—)LZ2{H > TWRH L ZRBLET

NZ7L>a1—b
TR, REORNZTAS 1T I BATEBERERLET,

Jopt/CSCOlumos/logs 41 L 2 1) T Prime @ root CLI ZA L T, usermgmt.log ZBREL 7
o LT— XV E—IHF BV EZBELET,



2016- 05-12 15:24: 18,517 [ http-bi o-443-exec-10] DEBUG usermgnt - [ [ TacacsLogi nhvbdul €]
user entered usernane: 138527]

2016- 05-12 15:24: 18,517 [ http-bi o-443-exec-10] DEBUG usermgnt - [ [ TacacsLogi nhvbdul €]
Primary server=172.18. 70. 243: 49]

2016- 05-12 15:24: 18,517 [ http-bi o-443-exec-10] DEBUG usernmgm - Thread Id : [835], Entering
Method : [login], Class : [com cisco.xnp.jaas.tacacs. TacacsLoginCient].

2016- 05-12 15:24: 18,517 [ http-bi o-443-exec-10] DEBUG usernmgm - Thread Id : [835], Entering
Method @ [login], Class : [com cisco.xnp.jaas.tacacs. SecondaryTacacsLogi nClient].

2016- 05-12 15:24: 18,518 [ http-bio-443-exec-10] | NFO usermgnt - [Tacacs:connect Tacacs()]
[prepare to ping TACACS+ server (> 0):/172.18.70.243 (-1)].

2016- 05-12 15:24: 18,619 [ http-bio-443-exec-10] I NFO usermgnt - [Tacacs: connect Tacacs()]

[ Tacacs: Num of ACS is 3].

2016- 05-12 15:24: 18,619 [ http-bio-443-exec-10] I NFO usermgnt - [Tacacs: connect Tacacs()]

[ Tacacs: acti veACSIndex is 0].

2016- 05-12 15:24: 18,619 [ http-bio-443-exec-10] I NFO usermgnt - [Tacacs:connect Tacacs()]

[ Tacacs: Unable to connect to Server 2: /172.18.70.243 Reason: Connection refused].

2016- 05-12 15:24: 18,619 [ http-bi o-443-exec-10] DEBUG usermgnt - [ [ Thu May 12 15:24:18
EST 2016] [ TacacsLogi nModul e] exception in client.login( primryServer, prinmaryPort, seconda..:
com ci sco. xnp. j aas. XnpAut henti cati onServer Excepti on: Server Not Reachabl e: Connection refused]

COPIRIS— AvE—20H TN ERLTVET, I5— XvE—2&, 7747 04—
PHEFNARAZICKRYEREIESThESZERE, SETFLERERICEK > TRELET,
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