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Services ~ Resource Groups ~ *

LIS East (M, Virginia)
AWS services Helpful| s ast iohia)

@ M US West (N. California)
: M US West (O
v Recently visited services . st (Oregon)

ATY T2VPCEERLET,

1. AWSO> Y —JL T, [VPC] > [VPC Dashboard] > [Start VPC Wizard] = BE8L £¥ .,

QEST Services v  Resource Groups v %
VPC Dashboard Resources © /
Filter by VPC:

Q Selecta VPC Start VPC Wizard Launch EC2 Instances

MNote: Your Instances will launch in the US West (Oregon) region.

2. [VPC with a Single Public Subnet]ZZiRL £7,



Step 1: Select a VPC Configuration

VPC with a Single Public .

Subnet Your instances run in a private, isolated section of the AWS cloud with
i direct access to the Internet. Network access control lists and security Intermat, 53

) ) groups can be used to provide sirict control over inbound and outbound SHSQ%CSNS
VPC with Public and netwaork traffic to your instances.
Private Subnets ‘
Creoates:
3 K
VPG with Public and A 18 network with a /24 subnet, Fublic subnet instances use Elastic IPs or
Private Subnets and Public IPs to access the Internat.
Hardware VPN Access Salect
VPC with a Private Subnet /
Only and Hardware VPN Public Subnet
ACCess

\ Amazon Virtual Private Cloud _/

3.VPCRERTHE., BRICFERATS/M6ZRY ND—IONFE)Y¥ToshhET,

4. Kz, RANT VY OB TRY MFEIVETSNTVWET, NTVYIHTRY MMV AR
VAR TFNAAN A B—FY NCT VAT B o CElastic IPREENT VY JIPERE
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Stap 2: VPC with a Single Public Subnat
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5. vpc-b98d8ecON ERE NE T,

VPC Dashboard WLz Actions v
Filter by VPC:

Q Q X
Name « VPCID State = IPv4 CIDR

HiA, vpc-b9BdBech availabla 10.16.0.0M86
Your VIPCs

ATYTIVPCOEFIVFTF 1IN —T2ERLET,
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Services Resource Groups > *

VPC Dashboard Security Group Actions v
4

2. [Inbound Rules] T, sg-1cf47d6dIcFFAI T2 RS 74 v U RERZLET, COHFITEE, [Al
Traffic]ZFF AL £ T,

sg-1c147d6d | HA

R

Summary Inbound Rules Qutbound Rules Tags
Type Protocol Pori Range  Source Description Remove

ALL Traffic ALL 3 ALL 0.0.0.0/0 (i} 9

ap

Add ancther rule

ATY7T4: R)—=FEALTIAMO—/ILEERL, VPCICEERTET,
IAMIZAmazon APINDOCSR7 VA %#HFALE T,

CSR1000viE, AWSAPIOX Y REFUHELTI—KRTF—T7INE2EETHLHOTOFELT
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1. IAMO=)LZERLET, RIZRTRLSIC, IAMA Y S 2R—REZSHBL, [Roles] > [Create
Role] ICBEBIL ET,

Services v  Resource Groups v *
e
Create role Delete role

Search |IAM 4

2. RIZRTELSIC, RDVWICEC2A VAR ANAWSER YT A#FTLET,
Create role

Select type of trusteﬂéntity

."'i AWS service @ Another AWS account @ wﬂb Edﬂ"tit‘r_ _
EC2, Lambda and others - =B ] ] 10 Y W 2GR AT h ¥ - i

Allows AWS services to perform actions on your behalf. Learn more

Choose the service that will use this role

i

EC2
Allows EC2 instances to call AWS services on your behalf,

Lambda
Allows Lambda functions to call AWS services on your behalf.



3.A—IILZEEHKL., [Next] ZOUYILET, RICRTKRSIC,

Create role

Attach permissions policies

Choose cne or more policies to attach to your new role,

Create policy

Filter: Policy type ~

* Required

4. O—)BZEELET., cOfITR., RICRTRSIC, O—JL% Eroutetablechange T 9,

& Refresh

Q Search

Policy name ~
Wi Administratorfccess

¥ AlexaForBusi nessDeviceSetup
0¥ AlexaForBusinessFullAccess

¥ AlexaForBusinessGatewayExecution
N¥ AlexaForBusinessReadOnlyAccess
¥ AmazonAPIGetewayAdministrator
B¥ AmazonAPiIGatewaylnvokeFullAccess
Wl AmazonAPIGatewayPushToCloudWatchLogs
¥ AmazonAppStreamFullicoess

W AmazenAppStreamReadOnlyAccess
[T AmazenAppStreamServiceAccess

A¥ AmazonAthenaFullaccess

Create role

Review

Attachments ~

BmIELET,
@ -

Showing 394 results

Description

Provides full access to AWS services and resources,

Provide device setup access to AlexaForBusiness services
Grants full access to AlexaForBusiness resources and acces...
Provide gateway execution access to AlexaForBusiness serv...
Provide read only access to AlexaForBusiness services
Provides full access to create/edit/delete APIs in Amazon AF...
Provides full access to invoke APls in Amazon APl Gateway.
Allows APl Gateway to push logs to user's account.

Provides full access to Amazon AppStream via the AWS Ma..,
Provides read only access to Amazen AppStream via the AW...
Default pelicy for Amazon AppStream service role,

Provide full access to Amazon Athena and scoped access fo...

Cancel

Previous Naxt: Review

Provide the required information below and raview this role before you craats it, /

5. %I, RU—=ERL, ETERLULEO-ILNICEATZIHXENHYET, IAMAYS 1R
— RT, [/R > —(Policies)] > [/R 1) > — D {ER (Create Policy)] e BEIL £7,

Search |IAM

{

"Version":
"Statenent": [

{

"Effect": "Alow',
"Action": [

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

Cr eat eRout e",

Del et eRout e",

Descri beVpcs",
Repl aceRout e",

Role name* | routetablechange

Services v

"2012-10-17",

Associ at eRout eTabl e",
Cr eat eRout eTabl e",
Del et eRout eTabl e",

Descri beRout eTabl es",

Di sassoci at eRout eTabl e",
Repl aceRout eTabl eAssoci ati on"

Usa alphanumaenic and "4= &

Resource Groups v

Create policy Policy actions ¥

' charactors, Maximum 54 characters.

*



1

"Resource": "*"
}
]
}
Create policy o 2

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more

This policy validation failed and might have errors converting to JSON : The pelicy must have at least one statement For more information about the IAM policy grammar, see AWS

IAM Policies

Visual aditor JSON Import managed policy

2 "Version": "2012-10-17",
3+ "Statement": [

{
5 "Effect™: "Allow",
6= "Action": [
7 "ec2:AssociateRouteTable”,
8 "ec2:CreateRoute",
"gc2:CreateRouteTable",
10 "ec2:DeleteRoute”,
11 "ecZ:DeleteRouteTable”,
12 "ec2:DescribeRouteTables”,
13 "ec2:DescribeVpcs”,
"ecZ2:ReplaceRoute",
5 "er?:0ieasenrinteRnuteTahle" . ;

6. RU>—Z&EEL., ERLEO-ILICBEBERITET, COHITE., RICRITESIC, R
2/ — % [ CSRHA with Administrator Access T 9 o

Search 1AM ! & CSRHA has been created.

Dashboard
Qroups Create policy | Policy actions ~
Users
Filter: Policy typ
Roles
| Policies Polic Type

Identity providers ® » NP AdministratorAccess Job function

7. RICRFTKSIC. ¥ER L fzroutetablechange WS O—J)LICAR US> —ZE|V HTET,
Attach Policy

Attach the policy to users, groups, or rgles in your account.

Filter: Filter ~ Q routetablechange

Name -

adikaulroutetablechange

[+] routetablechange *_

8. HY—.



Roles > routetablechange

Summary Delats role

Aede ARN amirvciam SIS 0EIe T nlaimutatablechangs £
Acle description Alcws ECZ instances 10 call AWS sendioes on your bphad!, | Edit
Instarca Prolite ARMNS amawsiam: 9352 1028322 nstance- profilaroutatablechange '?'|
Path
Creation time  2018-06-02 10:20 FOT

Maximum CLIAP session duration 1 o (3.1 nCcnoy) Edi
" Permissions | Trust relationahi A Advisor Revoks sesslons
R—
Policy name ~ Policy typo ~
- CHRHA Managed polcy ®
Policy summary [}JB0ON Edit policy Simulate policy
O Fiter

Allow [1 of 141 services) Show remaining 140

ER Limited: List, Writs All rescurces Mo

ATY 75 R L AMIO—)LTCSR1000vE BEIL, NTUYI/TSAR—N
H7%xYy NEBRERTET,

FBCSR1000VIL—ZRIZE2DD AV BZ—T IA R (INTVY 1D, TSAR—=NID)KFHY)., ¥
NEFNHBOTRATEUT A=V —2ICHYNET, BCSREBIZDTF—REZ—ICHBDEE
ABDENTEFXT,

1.AWS>Y —)L TEC2%3#iRL . Launch Instancez V7 JY O L£7,

EC2 Dashboard > Launch Instance v Actions v
4

Events
2. [AWS Marketplace] ZiZIRL £ 9,
1. Ghoose AN 2. Ghoose Instance Typa 3. Gonfigure Insipnce &, Add Slorags 5. Adkd Tags 6. Configgura Security Gircay £, Raviaw

Step 1: Choose an Amazon Machine Image (AMI)

An AMI is a template that contains the software configuration {operating system, application server, and applications) required to launch your instar
the AWS Marketplace; or you can select one of your own AMIS.

Quick Start
My AMIS Amazon Linux AMI 2018.03.0 (HVM), S5D Volume Type - ami-e251209a
AWS M oisce Amazon Linux  The Amazon Linux AMI is an EBS-backed, AWS-supporied image, The delault image includes AWS

Java. The repositories include Docker, PHP, MySOL, PostgreS0L. and other packages.

3. TCSR1000vy EABLFET, COFITIE, [Maximum Performance]l- Cisco Cloud Services
Router(CSR)1000V - BYOLZ AL £9,
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4 A2VARVARATEZEBRLET, COHITE, BREATVS XA 7 Et2.mediumTT,

1.Chocee Akl R CBoowslestancs Mipe 2 Deefpewialics 4 oddd Bwerage 5ol Tags B Conbpra Sesuty Orep 7. Feview

Step 2: Choose an Instance Type
Arrapon D07 proiia 8 wite sekction of iners B sofmded to M1 Jiferant uss caios. INslarcas an Wikus serers Fad can aun epploatons, They Poee viefing Sormbiradons of CPL, memory, Siormage. and
notwiMking capacty, and ghme you the fiexixilty to choose e soormprate mex of resounces for your appilcabions. Learn mom abowl instancos types and Siow they can meet your comauling reeds.

Fiterby: Al instance hpos ~ Curmed] generaSon =~ ShowHide Columng

Carvnnily nelecied: B mediam Maniebis ECUs, 2 vOPU, 7.3 QM. intel Beoschenl E5-388804, 4GB mamaory, EBS onlyh

Meate: Tha vendor mCommends using & clengs

e (v ger) fos B Bast snpanancs with (his procuct
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ons R y
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5.AVARYANKREE

NTVWBEE. ERETHERL EVPCE LRRDIAMO— )L ZEIR T B &%

ENFHNET. ES5IC. TTAR—NUIAMVE—TIARACEERTZTTAR— YT X

Y NEERLET,

1.Choose AMI 2. Choose instance Type 3, Conflgure Instance 4. Add Storage 5. Add Tags 6. Canfigure Security Group 7. Review

Step 3: Configure Instance Details

No default VPC found. Select another VPC, or create a new default VPC. %

Configure the instance to suit your requirements. Ycu can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management rele to the instance,

and more.

Number of instances (|

Purchasing option (i

1 Launch into Auto Scaling Group (j

Request Spot \nsmch

Network (I voc-abfefedf | HA ) C Create new VPC
Ne default VPC found, Create a new default VPC.
Subnet (i subnet-66f7931f | Public subnet | us-west-2a & Create new subnet

Auto-assign Public IP  (j

Placement group i

IAM role (i

Shutdown behavior (i

Enable termination protection |

Monitoring i

251 IP Addresses available \
_- Use subnet setting (Disable) s
Add instance to pIaW

routetablechange

L

C' Create new 1AM role

a

| Stop

>

Protect against accidental termination

Enable CloudWatch detailed monitoring
Additional charges apply.



6. [Create new Subnet for Private Subnet]Z2 7)Y VL& T, < DfITIE, NameX T IFHA
PrivateTd. NTUYIHTZRYRNEBAUTRATEVTA—V—2ICHDE2BALE
CB

Create Subnet x

Use the CIDR format to specify your subnet's P address block (e.qg., 10.0.0.0/24). Mote that block sizes must be between a M6
netmask and /28 netmask. Algo, note that a subnet can be the same size as your VPC. An IPvE CIDR block must be a /64 CIDR block.

Mame tag HA Private (1)
VPC  vpe-aBfefed! | HA i ]
VPC CIDR
CIDRe  opR Status Status Reason
10.16.0.0M16 & associated

4

Avgilability Zone  us-west-2a 3 €
IPv4 CIDA block | 10.16.4.0/24 i)

Cancel Yas, Croeate

7. FICA2O0—J)LL. [Configure Instance Details] C[Add Device] 22 )Y O LF T (KZSHR

) o

\

1. Ghoose AMI 2. Choosa Instance Type 3. Configure Instance 4, Add Storage 5. Acdd Tags 6. Configure Security Group 7. Raviaw

Step 3: Configure Instance Details
* Metwork interfaces

Dovice  Network Interface Subnet Primary IP Secondary IP addresses IPvE IPs

eihD MNenw nietwork inberfacs ¢ subnet-GETEA11 3

saavors L

8. EHVRAVAVRZ—TIAARZEBMLER, EFRLETSAR—KNYTEZY N (HATSA
R—N) ZBEERFET, EhOINT VY V8, EhMME 7T SAR—KNIOA 2V Z—TIA(A
T9, X :0OFIETHERLEY7ZY MNE, COROYTFIIVICRRERBEVEN
HYVET, HTXYRNEZERRTDICE, R—DEEFHEFLEEF Y I L TBEHTIHE
AHVETD,

* Network interfaces

ALto-Aasign Acdd P

Dwvice  Nobtwork Interface Subnet Primary IP Secondary [P addrasses IPvE [Ps
athi Merw narbwvoric intertac & subnet-BETDATN & Add 1P

subnet- G678 (Public subnet) 10.06.0.0/24 us-west-2a
athl

Nerw natwor interac 2 || o subnet-B8c5a110 (HA Private) 10.16.4.0/24 us-west-2a ‘ a

9. VPCTHERLIeEF1VFT A JIN—TZFRL, I-IIFELKERETIhTVSC & ZHEE
LEXY,



1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 8. Configure Security Group 7. Review

Step 6: Configure Security Group

A security group is a set of firewall rules that control the traffic for yeur instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and allow
Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing cne below. Learn more about Amazon EC2
security groups.

Assign a security group:  Create a new security group

©Select an existing security group

Security Group ID Nama Description Actions
$g-01880170 default default VPC security group Copy to new
B sg-1ct47de6d HA HA Copy to new

A t

10. FILLWF—ART7ZERL., BBF—%2FTO0—RLET, FTNAAZELCIDOF—%F
FMATEEXET, X :WEBEFXF—EHPLXTDE, CSRUBUYOTATELRLBEYET, F
—%2EBEITIHEEHY)EFBA.

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process.

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private Key file that you store. Together,
they allow you to conneact to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to leg into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

Create a new key pair

Ak

Key pair name
'CSRHA| |

Download Key Pair

You have to download the private key file (".pem file) before you can continue. Store
it in a secure and accessible location. You will not be able to download the file

again after it's created.
Cancel : | tance i|

MAERLIEA 2 ARZRAONT )Y D42 2—7 T4 AOENIIZElastic IPZBEf T, [AWS
console] > [EC2 Management] > [Network Security] > [Elastic IP's] ICBBILFET, *: /\
TV OITZ5AR—NORAERK., CCTRILZB UM HYET, COfITRE, N7
DY IOA U E—TIAADERRE, 1 FZ—XYBNIHLEAVR—TIAATHS
Eth0T ¥, AWSOERASREDE, NTVYIA UV BR—TIAAETTAR—KNIPTY,

EC2 Dashboard ‘ Allocate new address [l-C1 LY
1

Events




Achir ik > A0 ACONCE
Associate address

S, ool ARERCE OFL Nrtwicr LOACc 10 witich Yo walnt o ascciste this Elasoc IF gcreas (534.244,1008.43)

RESOUEDE typs Irstance 1]
___+ © Nutwork infortace
Notwork ilortess el 25156530 - C
Private IP  j0.15.2.215 - 0

Reassocimtion Asices Elgmbic 1P 1 be reassociabed i nimady attached €}

A  Warning
¥ you assockte an Elastic 19 addess with your instance, your curerf publc IP address s refeased. Laam mons.

¥ AWE Commsnd Lins nbsrface command /

et [

12. [EC2] > [Network Interfaces] IC# &9 % & & (. [Source/Dest Check] ZEMICLET., &
ENIOEET/BEF IV VO ERBERLET, T7AIBNTRR., IXTOENIE, D
Source/DestF T Y VN BRICB>TVET, PUOFART—7 1 THEEE., ENIFNZ T
AV DREETRDEICINTTAVIDRATHDEZMTEIT B EICK DT, ENINERE
ICRERENTVEVWVRT T4V DICE2THA—N—FFBELZRBTDEZ2EK
LELE, L—ZFHFNTYNOERBOBATHDCERFREBFEAEDYFTEBA, < DHBEE
. INTOCSRAMENITEMICTIXEN HYET, BUHICLEVE, NT VY NZEERIX
TEFEHA,

Change Source/Dest. Check X

Network Interface eni-10e3a018

Source/dest. check ~ Enabled /
© Disabled
cancel [

13. CSR1000vIC#E#tL £ 3. 3% : AWSA'CSR1000vICSSHTIRRHEL 21 —H& . root& L
TEIX>TUVARENZEENF HYVET, BEICHLUT, ThEec2-useriCEELET, X
: SSHTDNS7 RL AICpingTEDHEN H V) FT ., ec2-54-208-234-64.compute-
1.amazonaws.comT T o L—RDONT VY OB TZY NMenit NT VY ) —~T—T )
ICEERFSNhTVWR L Z2BRBLET, Y7XY NZEIL—NT—TIIICEENSTZ 5%
C2O2WTk, ATYT8ICHAET,



Connect To Your Instance X

| would like to connect with D A standalone S5SH client
A Java S5H Client directly from my browser (Java required)
To access your instance:

1. Open an S5SH client. (find out how to connect using PuTTY)

2. Locate your private key file (HA.pem). The wizard automatically detects the key you used to
launch the instance.

3. Your key must not be publicly viewabla for S5SH to work. Use this command if needed:
chmod 49@ HA.pem
4. Connect to your instance using its Public DN3S:
ecd-54-208-234-64. compute-1. amazonaws . Com
Example:
ssh -1 "HA.pem" root@ec2-54-208-234-64.compute-1.omazonaws . com

Please note that in most cases the username above will be cormmect, however please ensure
that you read your AMI usage instructions to ensure that the AMI owner has not changed the !
default AMI| username, |

If you need any assistance connecting to your instance, please see our connection documentation .

ATYT6: ATYT5%#VIEL, HARK2EEB OCSR1000vS > A5 > A& ER
LET,

INTUYHOHTZY N 10.16.1.0/24

TSAR—RNYTZY N :10.16.5.0/24
ZDEF L WAMIDelastic ip7 RL AlZpingTE B WVESE, FIESICEAT, NTUYIHT
ZYRINTIYION—RTF—TIILICEEFHFShTVWAZEEZERLET,

ATYTT: ATV T5%#")IEL, AMI Marketplace?* 5 VM(Linux/Windows) % &
BLULETY,

ZOBITIE, Marketplace TUbuntu Server 14.04 LTSZERAL £ 9,
NTUYOHTEZY N 10.16.2.0/24

TSAR—KYTZY KN :10.16.6.0/24



ZDF L WAMIDelasticip? RL AlZpingTE B WVWBA K, FIESICEAT, NTVUvoHT
ZYRAINTIYOL—RTF—TILICEENRITOSNATVWRDZ EEHEALET,

1.EthORETF 7 AL RNTNT VYDA R—T I A ABICERENE T, TTAR— TRV
NRACeth1EVWSBEID2BEB DA F—T7 T4 AZERLET,

o || (TN
Comnect Actons
p a 4L

Evwvirts
Tags 5 § ﬁ 11
Raparts

Hama = Iestance 1D = Inatance Typs - Avallablity Jose -  Insbascs State - Stitus Chacks
Limita

[ T T HOEecel 1OBBADETEC M1 amal us-as-1d & nening & 2 checks ...

FLR, HRCioatA DI 18 L2 macinsm oot la W nnning & 202 chocks

Instances

L ks Ty ot Instance: | -08bce41d88499Tbeb (Ubuntu]  Elastic IP: 52.8.211.67
Spol Fsguaits

Aesened Inslances Deacription Siwhs Chiscka Monitoring Tags Linnge irstructions

Dodcatnd Hosts irstance I 0Bkl | 038000TLCD Public DS (P ec?-52-8-211-E7.00m
Sehac b Inglanoes

Hetwork Interface oth1

|natEra Siahs

Inafancs Ty

Akdla i Feednce 0 eni-33674208
Etatic 1P o D - - w1 BT 1 R il
Ly ]
Bundin Tasks Breniatalty o ey — b B 131 101631
Ml.l':l T L_FeThin’ ol § o
Sacurity prouns -
Volumes Atachmert Tima  Tha May 31 220614 GMT-T00
Snapahets e p?
e P - Dalgfo on Tormingts 16ise . = S
Privals IF Addnesa TLIEE T
AID ub g - TET b
Sacurity Groups " Privals DMNG Mamg  ip-10-18-8-131 a2 intemal
Elaatic IPa Elashi IF Addmss
B srenTaat. Chissi
Plssarmant Growds Da
Hiry Paira Sziaity Grougd
Platiom

2. UbuntuTERETAIP7 RL A, AWSICE>TEY Y TN eth1 TSAR—NA B —
7I4ATY,

ubunt u@ p- 10- 16-2-139: ~$ cd /etc/network/interfaces. d/
ubunt u@ p- 10- 16- 2-139: /et c/ network/i nterfaces. d$ sudo vi ethl.cfg

auto ethl
iface ethl inet static
address 10.16.6. 131
net mask 255. 255.255.0
network 10.16.6.0
up route add -host 8.8.8.8 gw 10.16.6.1 dev ethl

3.AVE—TIARETZVTIBN, VWU T—KLET,
ubunt u@ p- 10- 16- 2- 139: /et c/ network/ i nterfaces. d$ sudo i fdown ethl && sudo ifup ethl
ubunt u@ p- 10- 16- 2- 139: /et c/ network/ i nterf aces. d$ sudo reboot

4. FANDEHIC8.8.8.8%pingLET, 8.888)L— R FARTFYTTEICBMENRTVND &
ZEEFRLET,

ubunt u@ p- 10- 16-2-139: ~$ route -n

Kernel 1P routing table

Destinati on Gateway Gennmask Flags Metric Ref Use |face

0.0.0.0 10.16.2.1 0.0.0.0 UG O 0 O ethO

8.8.8.8 10.16.6.1 255.255.255.255 UGH 0 0 0 ethl S
10.16.3.0 0.0.0.0 255.255.255.0 UO O O etho

10.16.6.0 0.0.0.0 255.255.255.0 UO O O ethl

8.8.8 8N RICEHENTLVAEVEERE., FHTEMLET,

ubunt u@ p- 10- 16- 2- 139: ~$ sudo route add -host 8.8.8.8 gw 10.16.6.1 dev ethl



ATYT8: TIAR—RNBRENT VY IIL—NT—TILERELET,

1. ATV 7200 14— RTVPCEERTDE, 220D —RTF—T AN BBNICERENET
o L—RT—=T U1 DOUABVBERF. RICRTESIZ., T7TA4XR—KGTZY NAICH
DIN—hT—TIINEERLET,

Create Route Table

A route table specifies how packets are forwarded between the subnets within your VPC, the Internat,
and your VPN connection.

Mametag HA PRIVATE i ]

VPC  vpc-b8dBech |HA ~| €
e

VPC Dashboard Create Route Table Delete Route Table
1
Filter by VPC:
Q Select a VPG Q, Search Route Tables and thei X
Name =~ RouteTablelD - Explicilly Associai- Main - VPC
Virtual Private Cloud
HA PUBLIC rb-2752415f 1 Subnet Mo VPC-3822240 | HA
Your VPCs
B HAPRIVATE rb-ca534002 0 Subnets Yes VPC-39222f40 | HA
Subnets
| Route Tables ?‘
Internet Gateways
Egress Only internet
Gateways
DHCP Options Sets
Elastic IPs rtb-ca5340b2 | HA PRIVATE
Endpoints ==
Summary Routes Subnet Associations Route Propagation Tags
Endpoint Services
toes Edit
NAT Gateways / View: | Allules &
P g Con Destination Target Status = Propagated
Security 10.16.0.016 local Active Mo

2.220)N—KRTF—7IILOE1I—%FKRICRLET, PUBLICL—RF—TIICIK, 1> 2—FV
NJ'— RN I A (igw-95377973) A BEIMICERENET, 200 T—TIIICSIRILEFTE
T, PRVATET—7IICREZDI—REEDBERFTEEEA,



VPC Dashboard (e -5 LT AR S Delete Route Table  Set As Main Table
q

Filter by VPC:
Search Route Tables and thei

Q) Selecta VPC Q X

Name = Route Table ID = Explicitly Associal~ Main -~ VPC
Virtual Private Cloud

] HA PUBLIC rth-2752415f 1 Subnet No vpe-38222f40 | HA

Your VPCs

HA PRIVATE rtb-ca5340b2 0 Subnats Yas vpe-39222140 | HA
Subnets /
Route Tables
Internet Gateways
Egress Only Internet
Gateways
DHCP Options Sets
Elastic IPs rth-2752415f | HA PUBLIC
Endpoints Summary Routes Subnet Associations Route Propagation Tags
Endpoint Services m
MNAT Gateways

View:  All rules

Peering Connections
g : Destination Target Status  Propagated

Security 10.16.0,0/16 local Active Mo

Network ACLs 0.0.0.0/0 ‘ igw-95377913 Active  No

3.60NHTRY NIXTEBIBIL— N T—7IIICEERFETINTVYIA42—TI
LA, NTVYOI—RT—=TILICEERFFSNhTVWET, NTUYIHTEZY R
: 10.16.0.0/24, 10.16.1.0/24, 10.16.2.0/24 37T AR—RNA 2V BZ—T I AT T4 R—K
I—KRF—7NICEENRFINET, TSAR—MFT XY K :10.16.4.0/24, 10.16.5.0/24,

10.16.6.0/24
rth-ec081d94 | HA PRIVATE /
Summary Routes Subnet Associations Route Propagation Tags
Subnet IPvd CIDR IPvG CIDR

You do not have any subnet associations.
The following subnets have not been explicitly
associated with any route tables and ara
tharefore associated with the main route table:

FIEOBFDEERDIL—F 4 > I FORINEEALT, XY RI—9F RLRZ
B(NAT)EGRER VXL ERELET,

CSR 1000v®Elastic IP% 4% L T Generic Routing Encapsulation(GRE) s XL ZREL £ ( 52

2EEEZRHITBDHCP —RAEHFOBEEZEB IS -HICHRBEAET ), aFEIV/N—D
IVANBERBERF. WAFET+D—F 1 JREBFD)EZ, COBICTRIERNETIL

VIOTIIRETEET, LEL. ChHARET, MM SERPICBFDET A I ARV RAH
ETHTEMNBYNET, COFDERK, 15BURNICETEEZRHELET, AWSAPIOY R
NEFTENTHASVPCL—T AV I T—TINOEENFBMCBZETOBIC. N0V OAZELE
FHYVET,



. CSRHADEEE
GREBLUBFD:HA7 I =)L A—/N—OREZHERIT D EOICFEHAETNET,

interface Tunnel 1

ip address 192.168.1.1 255.255.255.0

bfd interval 500 min_rx 500 nultiplier 3

tunnel source G gabitEthernetl

tunnel destination 52.10.183.185 /* Elastic |P of the peer CSR */
|
router eigrp 1

bfd interface Tunnel 1

network 192.168.1.0

passi ve-interface G gabitEthernetl

NATEL—F A5 5L R—RA Y B—T T4 RENLEVMA > B—% Y NOFETHE
MICERENET,

interface G gabitEthernetl
i p address dhcp
ip nat outside
no shut down
!
interface G gabitEthernet2
i p address dhcp
ip nat inside
no shut down
!
ip nat inside source list 10 interface G gabitEthernetl overl oad
!
access-list 10 permt 10.16.6.0 0.0.0.255
|

ip route 10.16.6.0 255.255.255.0 G gabitEthernet2 10.16.4.1
. CSRHA1ME&E
GREB LUBFD:HA7 T =) A—/N—DREZHFZITDLHOICEAETNET,

interface Tunnel 1

ip address 192.168. 1.2 255.255.255.0

bfd interval 500 min_rx 500 nultiplier 3

tunnel source G gabitEthernetl

tunnel destination 50.112.227.77 /* Elastic |P of the peer CSR */
|
router eigrp 1

bfd interface Tunnel 1

network 192.168.1.0

passi ve-interface G gabitEthernetl

NATEL—F 42 TIAR— R Y B=T7 TARENLIVMA ¥ B—=F Y N OEEAAE
MICEAENET,

interface G gabitEthernetl
i p address dhcp
ip nat outside
no shut down

|

interface G gabitEthernet2



i p address dhcp
ip nat inside
no shut down

|

ip nat inside source list 10 interface G gabitEthernetl overl oad
!

access-list 10 permt 10.16.6.0 0.0.0.255
!

ip route 10.16.6.0 255.255.255.0 G gabitEthernet2 10.16.5.1

ATYT10: NAMFTRAFEVUT 1 DRRE ( Cisco I0S XE Denali 16.3.1alAf& )

RIZ "9 cloud provider aws X > RZFEA L THCSR 1000vZE:&EL., BFDET7RZ I AR N
EERLET, BFDET7A VOB EDAWS HATS e hiz&IC. (VPCIIL—KF—TI
ID, XY RD—=9A42B—TIAAID, BLRVCIDRADII—FT AV IEEEZEETDHICFE. D
O RzFERALED,

CSR(config)# redundancy

CSR(config-red)# cloud provider [aws | azure] node-id
# bfd peer ipaddr

# route-tabl e tabl e-nane

# cidr ip ipaddr/prefix

# eni el astic-network-intf-name

# regi on regi on-nane

1. #bfd peer ipaddrld, E7 N RIIIP7 RLATT,
CSRHA#show bf d nei ghbors

| Pv4 Sessions
Nei ghAddr LDYRD RH RS State Int
192.168. 1. 2 4097/ 4097 Up Up Tul

2. AWS> V#route-table)LD TIZT—T I BARRENE T, [VPC] > [Route Tables] (&
LET, cOFTI>AVICRY, TTAR=RNIL—RT=TIIHNEEEIET,

VPC Dashboard Delete Route Table
i

Filter by VPC:

Q Select a VPC (Q Search Route Tables and theil X

Name « Route Table ID
Virtual Private Cloud
rtb-7b746303

Your VPCs
HA PUBLIC rtb-ab091cd3
Subnets
/ ‘ rtb-a4495edc
Route Tables @ HAPRIVATE rtb-ec081d94

3. #cidr ip ipaddr/prefixik, =R T—7ILTEFHFENDIL—FDEET RLATT, AWST]
>V —J)L T, [VPC]>[Route Tables] ICBEBILE T, FICAYVO—JILLTEdit]ZoUYvy oL
. [Add anotherroute] 22 1)Y UV L&ET, 88.88NDTARNEXLT RLAECSRHAD 7T A
R—RKNENIZEMLET,



rtb-ec081d94 | HA PRIVATE

Summary Routes Subnet Associations

Bl ¢

rib-ec081d94 | HA PRIVATE

Summary Routes Subnet Associations

Destination Target
10.1B.U.m16/ local
8.8.8.8/32 eni-10e3a018

Add another route '

View: All rules

Route Propagation Tags

Route Propagation Tags

Status Propagated Remove

Active Mo

Active Mo 3¢ ]

4. #eni elastic-network-intf-nameA'EC24 AR ATRDOAVEL . WETBECSROTS
SARK—KNEA B2 —T T4 Reth1ZBVIYIL, AVF—T7IAADEFEHALET,

CHHHA PSS 1OB0EE4E od
| munmr = large

CORHAT EObnciff2hobiicad 2. medium

Launch Tempiatas

Spot Regueests WINDOWS FiTallpcdad6)0icta 12 small
Reserved Inslances

Dodicated Hosts

Scheduled Instances

uswasl-da @ running W drchocks ... A
us=wast-2b @ running & 22 chocks ... B
us-wasl-dc & running & 2xchecks... M

Instance: | i-02235cn1 JBOBEAZ4 (CSAHA) HUEL  Matwork Interfacs ethl

Al

Description Status Chacks Mionitoring
Burdle Tasks
Irgtonce 1D RO Z3MS0a o606
Valumes Insiance siate  funning
Snapshots InFlznce type  cdlarge

Elastic [Ps  S0.112.227.77

=| METWOHH &

iy . Aondlability zone  us-wosi-2a

Blastic IP3 Security groups  HAKAUL . view ind
Placement Groups Schaduled avents  No scheduled eva
Hery Pairs AMIID  clsco-CER-16.08

HV I -afoboded(-5

BT TOReGEUS5-a

AL ELAL AN (ami-2e3al554)
Platform

Matwork Interfaces

Load Balancers

Interface ID
VRCID  wvpe- 1
Attachment Owner  BEBE2 1028322
Attachment Stalus  attached
Altachmend Tems  Thu bay 31 215741 GMT-700 2018
Diedete on Tarminats  trues
Private IP Address 10,164,168
Privals DNS Name  ip=10=16-4- 198, us-wost-
Z.compuieiniemal
Elastc IP Address
SourcaDesl. Chack falsa
Bacurity Groups  HAKALIL

- Metwork intedaces E::':l:f_..

5. BHlE#HregionAWS REFIAX Y NHATROA2EI—RETT, cOUANGEEEZ IV
HERLUEY TRDAEENF HYET, RFOT Y 7F—NIDOLV T, Amazon®Region and
Availability Zones RF I X M EZELISEE L,


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html

Code Name

us-east-1 US East (N. Virginia)
us-east-2 US East (Ohio)
us-west-1 US West (N. California)
us-west-2 US West (Oregon)

ca-central-1  Canada (Central)

eu-central-1  EU (Frankfurt)

eu-west-1 EU (Ireland)
eu-west-2 EU (London)
eu-west-3 EU (Paris)

ap-northeast-1 Asia Pacific (Tokyo)
ap-northeast-2 Asia Pacific (Seoul)
ap-northeast-3 Asia Pacific (Osaka-Local)
ap-southeast-1 Asia Pacific (Singapore)

ap-southeast-2 Asia Pacific (Sydney)

ap-south-1 Asia Pacific (Mumbai)
sa-east-1 South America (S3o Paulo)
CSRHAD TR & E i

r edundancy

cloud provider aws 1
bfd peer 192.168.1.2
route-table rtb-ec081d94
cidr ip 8.8.8.8/32
eni eni -90b500a8
regi on us-west-2

CSRHA1MD TR M 0% E B

redundancy

cloud provider aws 1
bfd peer 192.168.1.1
route-table rtb-ec081d94
cidr ip 8.8.8.8/32
eni eni-10e3a018
regi on us-west-2



NATFTRAZEDT 1 O

1.BFDEV TV RDEEEHERELET,
CSRHA#show bf d nei

| Pv4 Sessions
Nei ghAddr LD/ RD RH/ RS State Int
192.168. 1.2 4097/ 4097 Up Up Tul

CSRHA#show i p ei grp nei ghbors

El GRP- | Pv4 Nei ghbors for AS(1)

H Address Interface Hold Uptine SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.2 Tul 12 00:11:57 1 1470 0 2

CSRHA#show r edundancy cl oud provider aws 1

Cl oud HA: work_i n_progress=FALSE
Provider : AWS node 1
State : idle

BFD peer = 192.168.1.2
BFD intf = Tunnel 1
route-table = rtb-ec081d94
cidr = 8.8.8.8/32
eni = eni - 90b500a8
regi on = us-west-2

2. VMA S BEICEHFL TpingZRITLET, pinghH' 7 TA RK—Keth141 2 X—T I A&

HLTWAZEZRAELET,

ubunt u@ p- 10- 16- 3-139: ~$ ping -1 ethl 8.8.8.8

PING 8.8.8.8 (8.8.8.8) from 10.16.6.131 ethl: 56(84) bytes of data.
64 bytes from8.8.8.8: icnp_seq=1 ttl=50 tine=1.60 ns

64 bytes from8.8.8.8: icnp_seq=2 ttl=50 tine=1.62 ns

64 bytes from8.8.8.8: icnp_seq=3 ttl=50 tine=1.57 ns

3.7TAR—RI—RT—TLEBRLET, eniRBE, ChHFKRFT1YITHD
CSRHAD 7' ZANR—RNAVRA—TIAATY,

rtb-ec081d94 | HA PRIVATE

Summary Routes Subnet Associations Route Propagation Tags
=3
View:  All rules |
Destination Target Status  Propagated
10.16.0.0M16 local Active Mo
8.8.8.8/32 eni-90b500a8 / Active Mo
i-Ofcfcebd f929f681a

4. CSRHADOTunnel1Z> v ¥ KA LT, HAZ7I—)ILFA—N—%2Z1L—KMLZET,
CSRHA( confi g) #i nt Tunl
CSRHA( confi g-i f) #shut

5 L—RTF—=TIHNCSRHAID T ZAR—KRA U BZ—TIAATHDFHLLVENIZRE LTV

CEEMRELET,



rtb-ec081d94 | HA PRIVATE

Summary Routes Subnet Associations Route Propagation Tags
=3
View:  All rules b
Destination Target Status Propagated
10.16.0.016 local Active Mo
8.8.8.8/32 eni-10e3a018 / Active Mo
i-Ofcfcabdfa29681a

NZ7L1—h

DY —=ANBEERITSNTVWBR L #BELET, VPC, YTRY N, /12 —T I (A,
W= T—=TINBERERTEIEHEE. ChSsOZLKEFEHNICHEICEER ITSNEE A,
HOSRBSEWICMAOHBERT >TWLWAEL,

. Elastic IPEFEZED T SAR—KNPAELVA 2 EZ—T7 I/ AICEENS TS THY, ELW
HTZY RN ELWIL—RT—=TILICEMEN, ELVWIL—ZIZEHFEhTVWSZE, EL
WVWPCEY—=UHFIAMO—=I)LEEF1VFTATIN=TIC) 0 hTWBEE2BRBLET

o

. ENIC & (ZSource/DestF T Y V% EHIZLET,

- Cisco IOS XE 16.3.1alAE T, ROEMOKRILEIN> REFEATEET,

show redundancy cl oud provider [aws | azure] node-id
debug redundancy cloud [all | trace | detail | error]
debug ip http all

TNV T TR RERShBPEEZRICRLET,
& : httpc_send_requestF kB L £ L =

fRIRSR : Httpld. CSRASAWSICAPIO—)LZEETHEOICERAENE T, DNSHA M AR
ACUARENTVSDNSRBEMBRTED L EBRELET, HTTPRS 74y o 7Ov o
hTWEWZ EZBRLETD,

*May 30 20: 08: 06.922: %WXE_CLOUD HA- 3-FAILED: VXE O oud HA BFD state transitioned, AW node 1
event httpc_send_request failed

*May 30 20: 08:06.922: CLOUD-HA : AWS node 1 httpc_send_request failed (0x12)

URL=htt p://ec2. us-east-2b. amazonaws. com

B : L— M 7T—7 )Lrtb-9c0000f4& A > B —7 T A Reni-32791318F RIBED X Y
RO—OJCEBLTWS

FRRE V-3 B EENINERBRDRY RD—UTRITRETNTVWSD, V-3 LENIF



A= BERUV -2V ICEETIHEN BT,

*May 30 23:38:09.141: CLOUD-HA : res content iov_|len=284 iov_base=<?xm version="1.0"

encodi ng="UTF- 8" ?>

<Response><Err or s><Err or ><Code>| nval i dPar anet er Val ue</ Code><Message>route tabl e rtb-9c0000f4 and
interface eni-32791318 bel ong to different

net wor ks</ Message></ Er r or ></ Err or s><Request | D>af 3f 228c- d5d8- 4b23- b22c-

f 6ad999e70bd</ Request | D></ Response>

Bl : COBREERTITHHEBRNIH'Y) £ A. Encoded Authorization Failure X ¥
t_:'o

FRAR 1 IAMJISONO—JL/ARD Z—HFELLEREATVEVA, CSREBAZENTVEREA,
IAMO—JLI&, CSRAAPIRU'H L ZR1TIBDEZFHFALET,

*May 30 22:22:46.437: CLOUD-HA : res content iov_|en=895 iov_base=<?xm version="1.0"

encodi ng="UTF- 8" ?>

<Response><Err or s><Err or ><Code>Unaut hori zedQper at i on</ Code><Message>You are not authorized to
performthis operation. Encoded

aut hori zation failure nessage: qYvEB4MJJOB8nRit St eRgnQusl AaxhAbDph5qGRIkj Jbr ESaj bnF5HWUR-
MrHYeRAI pKZ3Jg_y-

_tM Yel 51 _ws8Jd9q2WBYDXBI 3uXQf W.cj j r gy9j hnGYyOnGaNu65alpf qui 8kS_4RPOpnbgr RFf 099-
8uv_N3nYaBgKFPn3vUc SYKBnxFI | kJKcj Y9esCelLl ONDcnYGGUB6 AGGVOMKWDE kOK8nwk 4| j LDcnd2c DXeENS45wl Pgz KGPsH
v3wD28TS5XR] | r PXYr T18UpV6Il LA _09Ch4737Vnc QKf zbz4t PpnAkoWDmI LQLY DpPriNv HUpENg8Kr GWYNF bf enpDt Wl d ABf
aLLLnmh4saNt nQ_OVBoTi 4t oBLEb2BNdMkI 1UVBI xqTqdFUVRS* * M5SG 00041 TRUNCATED** **NMSG 00041

CONTI NUATI ON

#01** gLosAb5Yx0Dr OsLSQanz S95VGr QM _n87LBHYbAWMQW 3Uf P_zni ak7dl mBP41nFCucEB3Cs4FRsFt b-

90944Vt yQlaS2sU2nhGe3x4uGEs| 7F1pNv5vhVeYQZB3t bOF bV1_Y4t r ZwYPFgLKgBShZp- WNMUKUJ s Kc 1-

6KGgnp7519i mvh66JgwgmJODT_gqAZ- j Ej kqW Br xg6kr w</ Message></ Err or ></ Er r or s><Request | D>4cf 31249-
2a6e- 4414- ae8d- 6f b825b0f 398</ Request | D></ Response>
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/content/en/us/td/docs/solutions/Hybrid_Cloud/Intercloud/CSR/AWS/CSRAWS/CSRAWS_4.html
/content/en/us/td/docs/routers/csr1000/software/aws/b_csraws/b_csraws_chapter_0100.html
http://aws.amazon.com/ec2/instance-types/
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-vpc.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html#AvailableIpPerENI
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html#AvailableIpPerENI
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/enhanced-networking.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/dedicated-instance.html
https://aws.amazon.com/documentation/ec2/
https://aws.amazon.com/documentation/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
/content/en/us/td/docs/routers/csr1000/software/configuration/b_CSR1000v_Configuration_Guide/b_CSR1000v_Configuration_Guide_chapter_010111.html#id_107028
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