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CORFIAIXVRNTR, I0XTZY RT7#—LTEENENY T ZERABIOCEATIHEK
DVWTHLULLLBHALET,

BIRRA
4

ROERICETDHBAN BB ENFHRENET,

- Linux ICEA9 2 EARHE
.FIRENHEAHEEHET D

FEATH OAR—FUB
CORFIAIXNODEBERIE, KOV TIRIITFTEN—RIITON—-2aVICEITVTVET,

- IOXRISD T /INA Ro IOXBICHEENE T,
BEENEIPPRLARITIBDTARNARL—T 12T AT L(GOS)H & U Cisco
Application Framework(CAF)CAF ( R— 8443 ) N T VU ARICEREEThEXY KD —0
T RL AZH(NAT)

. F—7">SSL(Secure Sockets Layer) "4 > A h—J)L& hfzLinux7R A b

AOXDZATVRDAZVARN=ILT7A) (XU O—RAT8E

) :https://software.cisco.com/download/release.html?mdfid=286306005&softwareid=2863067



https://software.cisco.com/download/release.html?mdfid=286306005&softwareid=286306762

62
CORFIXVNOERE. REDFARELCHAZITNARACETVWTERENELEZ, DR
FAXVRNTEATEZINTOTNARR, B (F7FIIN ) REOREASBELTVET
o WRORY RD—UNRBEHRTHIBEICE., EOLXSIBIOARVRICDOVTE, TOEEN
FEIODVTHRIEBRLTHEKBENfB®VET,

BRELHA

1IOx'JVJ—ALBE, ACST7UT—2a> Ny T—OFBBEFNYR—RERTVET, COMREERE
R32&, T70T5—23a >N T7—S8F8HT, FNARACAVARN=ILENATVWBINY T—
DHEETED Y AP SEBENhTVB L EZRRABTEXT, 7Y NI F—LTTFTIT—
AVNYT =DV T ZFFRAN A VICB O TVRIGEER., BEENLET7VT—2320k
ZRETZEEXT,

AE
Ry r—S0BEREEEATECR. ROFENFAETT,

. PRl (CA)F —EREFAB ZER L KT,

NOXTERAT2ERT O H—ZEBLET,

NOXTINA AT NW—Z A2 R—KLET,
T7OTr—>a2BEB0F—EAAEZFEERCSR)ZERL KT,

.CAZFEALT, T7VT—2 a3 EEOARECEBELET,

NOXT 7V Tr—=2a2# Ny Tr—=24L, P7UT—2 3V EBEOIHRETERELET,
BERARBETNAAILEBE/EIONY T—2ZEALET,

E:CORETEH, BCERCAZRBB FUATEALET, RBESAT
NCARLZRBF2HNDCAZERL TERIDETT,

N OhAWN =

1

>azk, »

E:CA F—, BLUVIVITIZFvyOAT7IRFSAENTOXBIRE N, REBICEDE
THRAEITIVENHDIHENHYVET,
ATY T1:.CAF— LA EBOER

RYIOFIERE, MEDCAZERTEDETT, chld, CADF—EZOF—DAAEZERT
PIETTRITITERT,

CAF¥F—ZEKT I :

[jedepuyd@KJK-SRVIOT-10 signingl$ openssl genrsa -out rootca-key.pem 2048
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)

CAILEAEZER TSI :


https://software.cisco.com/download/release.html?mdfid=286306005&softwareid=286306762

[jedepuyd@KJK-SRVIOT-10 signingl]$ openssl req -x509 -new -nodes -key rootca-key.pem -sha256 -
days 4096 -out rootca-cert.pem

You are about to be asked to enter information that is incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name (DN) .

There are quite a few fields but you can leave some blank

For some fields there can be a default value,

If you enter '.', the field can be left blank.

Country Name (2 letter code) [XX]:BE

State or Province Name (full name) []:WVL

Locality Name (eg, city) [Default City]:Kortrijk

Organization Name (eg, company) [Default Company Ltd]:Cisco
Organizational Unit Name (eg, section) []:IO0T

Common Name (eg, your name or your server's hostname) []:ioxrootca
Email Address []:

CASIBHZNEIFR. 1—AT—AICEDLBTHEITDIHEN HVET,

ATYT2I0xTHEAT A EBRT o H—0ER

CNT, CAICKHERF—ELAAEN B DT, IOXTNAATERAITHEFT7 > H—/NRIL
BERTEERT, BET7 NNV RILICE, E2BCABRTFI— (FEEHEN BRICEH
TNBHE)E (BHRER ) XXATF—20ORBICEATNDinfotxt7 ZAIINEEFNTVIHLE
FHYET,

£9., infotxt7 74 ZERL, XEZTF—REXDODLSIZEMLET,

[jedepuyd@KJIK-SRVIOT-10 signingl$ echo "iox app root ca vl">info.txt
PBBEIZHUT, BEBOCAEHAEN HD5E. CAAIAETFI—ZFERTHICE. ThsZz1D20
pemiCcEEHDIHENHVYET,

cat first_cert.pem second_cert.pem > combined_cert.pem

¥ Z0ORETR., 1DOCAL—NIHELZEEBRICHERATDI LD, COFIEFEFETT
o CNIIEHRBERETREHEREINT, I—FCAF—RTRIEICATSA U TRETIHE
AHYVET,

CARLBAE F I —> Eca-chain.cert.pem& WS BRI T DL EN HD o, ADT 714 )L 2 %f|/L
F9,

[jedepuyd@KJIK-SRVIOT-10 signingl]l$ cp rootca-cert.pem ca-chain.cert.pem

B&#IZ. ca-chain.cert.pem&info.txtZgzip tarfEX THETEE T,

[jedepuyd@KJK-SRVIOT-10 signing]$ tar -czf trustanchorvl.tar.gz ca-chain.cert.pem info.txt

ATY 7 3IOXT/INA ATOBEFT > H— DA KR—b



B O FIETHER L J-trustanchorv.tar.gzZI0OxT /N4 AICA VR—KNFBDRBENFHYERT, /N R
LARAOT7AINE, AVAR=ILEFATTDHIC, 77IT—>3 N ELVCAL SCABRMT
ZIAETCEBRECNEDNESH ZHRITDLOICEAETNET,

BET7N—DAVKR—RNE, ROF—D—RZFEALTRITTERT,

[jedepuyd@KJK-SRVIOT-10 signing]$ ioxclient platform signedpackages trustanchor set
trustanchorvl.tar.gz

Currently active profile : default

Command Name: plt-sign-pkg-ta-set

Response from the server: Imported trust anchor file successfully
[jedepuyd@KJK-SRVIOT-10 signingl]$ ioxclient platform signedpackages enable
Currently active profile : default

Command Name: plt-sign-pkg-enable

Successfully updated the signed package deployment capability on the device to true

E£E53120F723a2EF, O—AWINZR—FYENLTERT O H—&2/42KR—NTBZETT,

RICRTKSIC, [System Setting] > [Import Trust Anchor]ICBEL £7,

» Trust Anchor

Checksum

d57926f6b210162c270961c48836b9bef2104dd6

© Import Trust Anchor 7 Refresh

ATYT2TERLET77AINZRBIRL, RICRTLSICOKZOUY ILET,

Import Trust Anchor Bt

Trust Anchor | Choose File | trustan...tar.gz
Lo« IR

BRET7VH—ZEEBICAVR—NLER, RORIZTTKLSIC, [Application Signing
Validation]® [Enabled]Z # >/ I_ L, [Save Configuration]|Zz2 )Y VL&Y,

L

+ Application Signature Validation

+ Configuration

Application Signature Validation Enzabled

M Save Configuration




ATV T4 F7FVr—a>BEHEOF—ECSROER
RIS NOXT 7T =23 A0 A4V ICERAENDF—EABORTZERTEE T, X
ARNTZ0T1 A, BATATIUT—23 81 OOBEDF—RTEERTHETT

o

TNTNDCANELCATERENTVWARY, ThSREINTAMERBETLET,
T7VTr—2a>BERE0F—24KTRICE. ROFEZRTLET,

[jedepuyd@KJK-SRVIOT-10 signingl]$ openssl genrsa -out app-key.pem 2048
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)
CSRZAEKTBICIE :

[jedepuyd@KJIK-SRVIOT-10 signingl]$ openssl req -new -key app-key.pem -out app.csr
You are about to be asked to enter information that is incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name (DN) .
There are quite a few fields but you can leave some blank.

For some fields there can be a default value,

If you enter '.', the field can be left blank.

Country Name (2 letter code) [XX]:BE

State or Province Name (full name) []:WVL

Locality Name (eg, city) [Default City]:Kortrijk

Organization Name (eg, company) [Default Company Ltd]:Cisco
Organizational Unit Name (eg, section) []:IOT

Common Name (eg, your name Or your server's hostname) []:ioxapp

Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

CALRRIC, PV —2a AENRBREI—AT—ARICEDL B TRABIZIMEN HYET,
ATY 75 CARBEALET 7V r—> a2 BEIIAKROER

CABKRVT TV r—2 3 VCSROEHNES=DT, CAZEAL TCSRICEETEET. TO
TR, BEEhLTTVT—> a2V EROAHENMERENET,

[jedepuyd@KJK-SRVIOT-10 signingl]$ openssl x509 -reqg -in app.csr -CA rootca-cert.pem -CAkey
rootca-key.pem -CAcreateserial -out app-cert.pem -days 4096 -sha256

Signature ok

subject=/C=BE/ST=WVL/L=Kortrijk/0=Cisco/0U=I0T/CN=1ioxapp

Getting CA Private Key

ATYTCIOXF TV r—>a2 Ny’ r—o4L, P77V r—> a2 ERIRR
TEEID

SNT. IOXF 7T =23V &Y T —IMbL, AT Y T4NSERENEF—RTTESL,



ATYTBETCAILK > TEEITDEMI TEXRL L,
FT7)7r—23>0Y—RA&package.yamlZER T B RO T7OCLAREEEhEE A,

F—ARTZFEALEIOXT 7V T—23 20Ny 75—

[jedepuyd@KJK-SRVIOT-10 iox_docker_pythonsleep]$ ioxclient package --rsa-key ../signing/app-
key.pem --certificate ../signing/app-cert.pem

Currently active profile : default

Command Name: package

Using rsa key and cert provided via command line to sign the package

Checking if package descriptor file is present..

Validating descriptor file /home/jedepuyd/iox/iox_docker_pythonsleep/package.yaml with package
schema definitions

Parsing descriptor file..

Found schema version 2.2

Loading schema file for version 2.2

Validating package descriptor file..

File /home/jedepuyd/iox/iox_docker_pythonsleep/package.yaml is valid under schema version 2.2
Created Staging directory at : /tmp/666018803

Copying contents to staging directory

Checking for application runtime type

Couldn't detect application runtime type

Creating an inner envelope for application artifacts

Excluding .DS_Store

Generated /tmp/666018803/artifacts.tar.gz

Calculating SHA1l checksum for package contents..

Package MetaData file was not found at /tmp/666018803/.package.metadata

Wrote package metadata file : /tmp/666018803/.package.metadata
Root Directory : /tmp/666018803

Output file: /tmp/096960694

Path: .package.metadata

SHALl : 2a64461a921c2d5e8f45e92fe203127cf8a06146

Path: artifacts.tar.gz

SHA1l : 63da3eb3d81el3249b799bf57845f3fc9f6£f2£f94

Path: package.yaml

SHAL1l : 0e6259e49f£f22d6d38e6d1913759c5674c5cec6d

Generated package manifest at package.mf

Signed the package and the signature is available at package.cert
Generating IOx Package..

Package generated at /home/jedepuyd/iox/iox_docker_pythonsleep/package.tar

ATYTT : RETEBT/INA ANOREFEIOXNY T— O R

COTOCADREDATY T, IOXTFNA AT 7ITr—>3228BATHETT, ERSE
NTWBEWTFPTUT—23a2 0B AEHBRULTEEVEHY EE A

[jedepuyd@KJIK-SRVIOT-10 iox_docker_pythonsleepl$ ioxclient app install test package.tar
Currently active profile : default

Command Name: application-install

Saving current configuration

Installation Successful. App is available at
https://10.50.215.248:8443/iox/api/v2/hosting/apps/test

Successfully deployed

TR, RENERCHELTLVRIAES P ZRFELET,



T7)T5—23a>F—HFCATELLKBRENTVBRAESHZHEITSICEK. ROFIEZEITL
£9,

[jedepuyd@KJK-SRVIOT-10 signingl$ openssl verify -CAfile rootca-cert.pem app-cert.pem
app-cert.pem: OK

NZ7L21—b

CCTR. BEORZ TN 1—F 4V ICHERATERBRERLET,
T7VT5r—>3a>0BAICHIPEENf RETRDE, ROVWTIhADOIT—HARREIRET,
[jedepuyd@KJIK-SRVIOT-10 iox_docker_pythonsleep]$ ioxclient app install test package.tar
Currently active profile : default

Command Name: application-install
Saving current configuration

Could not complete your command : Error. Server returned 500
{

"description": "Invalid Archive file: Certificate verification failed: [18, 0, 'self signed
certificate']l™,

"errorcode": -1,

"message": "Invalid Archive file"

}
CAZERLTT77VT— 3 iIABICBE TR L EICABENI REL DY, BEENLET O H—
NRILAOT7VT—> 3 AAEE —HLEE A,

"L EU 3V THATATVWAFIEZEAL T, AASELTEERTEDT ANV R
LE#ELERT,

ChSDIZ—R@F, NVT—IHFELKBREEATVERVCEZRLET., FIE6ZHEERETE
x5

[jedepuyd@KJK-SRVIOT-10 iox_docker_pythonsleepl$ ioxclient app install test2 package.tar
Currently active profile : default

Command Name: application-install

Saving current configuration

Could not complete your command : Error. Server returned 500

{
"description": "Package signature file package.cert or package.sign not found in package",
"errorcode": -1009,

"message": "Error during app installation"
}
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