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[jedepuyd@db ~]$ 11 ioxclient_1.3.0.0_linux_amdé4.tar.gz
-rw-r--r--. 1 jedepuyd jedepuyd 4668259 Jun 22 09:19 ioxclient_1.3.0.0_linux_amdé64.tar.gz

[jedepuyd@db ~]$ tar -xvzf ioxclient_1.3.0.0_linux_amdé64.tar.gz
ioxclient_1.3.0.0_linux_amdé64/ioxclient
ioxclient_1.3.0.0_linux_amd64/README.md

[jedepuyd@db ~]$ ./ioxclient_1.3.0.0_linux_amdé64/ioxclient --version
Config file not found : /home/jedepuyd/.ioxclientcfg.yaml
Creating one time configuration..

Your / your organization's name : Cisco

Your / your organization's URL : www.cCcisco.com

Your IOx platform's IP address[127.0.0.1] : 10.48.43.197
Your IOx platform's port number[8443] :

Authorized user namel[root] : admin

Password for admin :

Local repository path on IOx platform[/software/downloads]:
URL Scheme (http/https) [https]:

API Prefix[/iox/api/v2/hosting/]:

Your IOx platform's SSH Port[2222]:

Activating Profile default

Saving current configuration

ioxclient version 1.3.0.0

[jedepuyd@db ~]$ ./ioxclient_1.3.0.0_linux_amdé64/ioxclient --version
ioxclient version 1.3.0.0

CEBEORSIC, IOXVTA T NORAOREEIC, IOXVTA T NTEETEDIOXT/NI A
ND7O77ANEERTEET, BTRITITZHE. FLEREZEMEFLREETIHEEE.
BTROINY REEITTE LT, ioxclient profiles create

2. Linux’R A M CDockerz 4 >~ AR —)LL TEBLE T,

Dockerld, A>T+ %2BEL, YO TNTFIV5—>23 2 0RTETANTZEHICERASAE
9,


https://devhub.cisco.com/artifactory/webapp/#/artifacts/browse/tree/General/iox-docker

Docker® 4 > AR—=)LFIEEF, 1AM =)LEDLINUXOSICLE 2 TREKEBVYET, CORRE
Tlk, CentOS 72ATEE T, cEXTEBEFI1ANIELI—23 2004 AN=I)LFBEIZDOW
TIl&. https://docs.docker.com/engine/installation/Z2Z B L T & L\,
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[jedepuyd@db ~]$ sudo yum install -y yum-utils device-mapper-persistent-data lvm2

Complete!

Docker repoZIENIL £,

[jedepuyd@db ~]$ sudo yum-config-manager --add-repo
https://download.docker.com/linux/centos/docker-ce.repo

Loaded plugins: fastestmirror

adding repo from: https://download.docker.com/linux/centos/docker-ce.repo
grabbing file https://download.docker.com/linux/centos/docker-ce.repo to
/etc/yum.repos.d/docker-ce.repo

repo saved to /etc/yum.repos.d/docker-ce.repo

DockerZ4 VAR—=)ILLET (A VAR —IIHFICGPGF—NHERZZTANETT ),

[jedepuyd@db ~]$ sudo yum install docker-ce

Complete!

DockerM £ &} :

[jedepuyd@db ~]$ sudo systemctl start docker

[jedepuyd@db iox_docker_pythonweb]$ vi Dockerfile
[jedepuyd@db iox_docker_pythonweb]$ cat Dockerfile
FROM alpine:3.3

RUN apk add --no-cache python
COPY webserver.py /webserver.py

BEODI—HEL TDockerlC 7 7 EA/IETTEDLDICTSICIK. COI1—HY%=Dockerd )L—
ZIZEML, FIN—"TAXAN=2vT%2Z2EHLET,

[jedepuyd@db ~]1$ sudo usermod -a -G docker jedepuyd
[jedepuyd@db ~]1$ newgrp docker

Docker HublicOJ 14> LE T,

Docker HublZ l&, EATZ BAPIneR—AA X—IHEENRTVET, Docker I DZEREF > TV
BWEER., ROR—DIZBRITIHBENHV) FT, https:/hub.docker.com/ [ZF7 I+ AL TL
EEL,

[jedepuyd@db ~]$ docker login

Log in with your Docker ID to push and pull images from Docker Hub. If you do not have a Docker
ID, head over to https://hub.docker.com to create one.

Username: jensdepuydt

Password:

Login Succeeded
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o

[jedepuyd@db ~1$ mkdir iox_docker_pythonweb

[jedepuyd@db ~]$ cd iox_docker_pythonweb/

[jedepuyd@db iox_docker_pythonweb]$ vi webserver.py
[jedepuyd@db iox_docker_pythonwebl$ cat webserver.py
#!/usr/bin/env python

from BaseHTTPServer import BaseHTTPRequestHandler, HTTPServer
import SocketServer

import os

class S (BaseHTTPRequestHandler) :
def _set_headers(self):
self.send_response(200)
self.send_header ('Content-type', 'text/html')
self.end _headers()

def do_GET(self):
self._set_headers()
self.wfile.write("<html><body><hl>I0X python webserver</hl></body></html>")

def run(server_class=HTTPServer, handler_class=S, port=80):
server_address = ('', port)
httpd = server_class(server_address, handler_class)
print 'Starting webserver...'
log_file_dir = os.getenv("CAF_APP_LOG_DIR", "/tmp")
log_file_path = os.path.join(log_file_dir, "webserver.log")
logf = open(log_file_path, 'w')
logf.write('Starting webserver....\n')
logf.close()

httpd.serve_forever ()

if _ name_ == "_ _main__ ":
from sys import argv

if len(argv) == 2:

run (port=int (argv[1l]))
else:

run ()

M 1— R&. webserver.py TERK 3 % &/NRDPython Web—/N T3, WebH—/\Ni&k, GETA"
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[jedepuyd@db iox_docker_pythonweb]$ vi Dockerfile
[jedepuyd@db iox_docker_pythonweb]$ cat Dockerfile
FROM alpine:3.3



RUN apk add --no-cache python
COPY webserver.py /webserver.py

ZEOKSIZ, DockerfileE L T IICRENTVWET, EFAPINeR—AAX—I N SHH T,
PythonzZ 4 2> AKN—J)LL. webserverpyz 1T FDOI—KCIE—LET,

Dockerfile DN TE /=5, Docker AT T &IEETEET,

jedepuyd@db iox_docker_ pythonweb]$ docker build -t ioxpythonweb:1.0
Sending build context to Docker daemon 3.584 kB
Step 1/3 : FROM alpine:3.3
3.3: Pulling from library/alpine
10462c29356c: Pull complete
Digest: sha256:9825fdla7e8d5feb52a2f7b40¢c9¢c4653d477b797£9ddc05b9¢c2bc043016d4819
Status: Downloaded newer image for alpine:3.3
---> 461b3f7c318a
Step 2/3 : RUN apk add --no-cache python
---> Running in b057a8183250
fetch http://dl-cdn.alpinelinux.org/alpine/v3.3/main/x86_64/APKINDEX.tar.gz
fetch http://dl-cdn.alpinelinux.org/alpine/v3.3/community/x86_64/APKINDEX.tar.gz

9/10) Installing sglite-1libs (3.9.2-r0)
10/10) Installing python (2.7.12-r0)
Executing busybox-1.24.2-rl.trigger
OK: 51 MiB in 21 packages

---> 81e98c806ee9
Removing intermediate container b057a8183250

(1/10) Installing libbz2 (1.0.6-r4)

(2/10) Installing expat (2.1.1-rl)

(3/10) Installing libffi (3.2.1-r2)

(4/10) Installing gdbm (1.11-rl)

(5/10) Installing ncurses-terminfo-base (6.0-r6)
(6/10) Installing ncurses-terminfo (6.0-r6)
(7/10) Installing ncurses-libs (6.0-r6)

(8/10) Installing readline (6.3.008-r4)

(
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Step 3/3 : COPY webserver.py /webserver.py
---> c9b7474b12b2

Removing intermediate container 4705922100e6

Successfully built c9b7474bl12b2

[jedepuyd@db iox_docker_pythonweb]$ docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
ioxpythonweb 1.0 c9b7474b12b2 11 seconds ago 43 .4 MB
alpine 3.3 461b3f7c318a 2 days ago 4.81 MB
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[jedepuyd@db iox_docker_pythonwebl]$ docker run -ti ioxpythonweb:1.0
/ # python /webserver.py 9000 &
/ # Starting webserver...

/ # netstat -tlpn
Active Internet connections (only servers)
Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name



tcp 0 0 0.0.0.0:9000 0.0.0.0:%* LISTEN 7/python
/ # exit

netstat H A SHA D KD, webserverpyZieBL =%, R—K9000TU YRV LET,
6. Dockerd> T+ TIOXN\NY T — #ER L E T,

T FHAOWebH —/\OMEEETEIBL S, IOXNYT—2 2B L TEELET,
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jedepuyd@db iox_docker_pythonweb]$ vi package.yaml
[jedepuyd@db iox_docker_pythonwebl$ cat package.yaml
descriptor-schema-version: "2.2"

info:
name: "iox_docker_pythonweb"
description: "simple docker python webserver on port 9000"
version: "1.0"
author-link: "http://www.cisco.com"
author-name: "Jens Depuydt"

app:
cpuarch: "x86_64"
type: docker
resources:
profile: cl.small
network:
interface-name: ethO
ports:
tcp: [9000]

startup:
rootfs: rootfs.tar
target: ["python", "/webserver.py","9000"]

package.yaml O AADFFMIZ DWW T, https://developer.cisco.com/media/iox-dev-guide-3-10-
16/concepts/package_descriptor/z ZEL & L\,

package.yamlZER L =5, IOXNY T — DRBEERIKBTEE T,

BIIDODATY 7i&, Docker{f X— D) —RNFSET UV AR—KNTBZETT,

[jedepuyd@db iox_docker_pythonweb]s$ docker save -o rootfs.tar ioxpythonweb:1.0
RIZ. package.tar:

[jedepuyd@db iox_docker_pythonweb]$ ../ioxclient_1.3.0.0_linux amdé64/ioxclient package .
Currently active profile: default

Command Name: package

Checking if package descriptor file is present.

Validating descriptor file /home/jedepuyd/iox_docker_pythonweb/package.yaml with package schema
definitions

Parsing descriptor file.

Found schema version 2.2

Loading schema file for version 2.2

Validating package descriptor file..

File /home/jedepuyd/iox_docker_pythonweb/package.yaml is valid under schema version 2.2


https://developer.cisco.com/media/iox-dev-guide-3-10-16/concepts/package_descriptor/

Created Staging directory at : /tmp/700740789
Copying contents to staging directory

Checking for application runtime type

Couldn't detect application runtime type

Creating an inner envelope for application artifacts
Generated /tmp/700740789/artifacts.tar.gz
Calculating SHA1l checksum for package contents..

Parsing Package Metadata file : /tmp/700740789/.package.metadata
Wrote package metadata file : /tmp/700740789/.package.metadata
Root Directory : /tmp/700740789

Output file: /tmp/335805072

Path: .package.metadata

SHA1l : 55614e72481a64726914b89801a3276a855c728a

Path: artifacts.tar.gz

SHA1l : 8l6c7bbfdB8ae76af451642e652bad5¢c£9592370¢

Path: package.yaml

SHA1l : ae75859909f6ea6947£599fd77a3£8£04£da0709

Generated package manifest at package.mf

Generating IOx Package. .

Package generated at /home/jedepuyd/iox_docker_pythonweb/package.tar

EIL ROBER. 10x/NY T — (package.tarn)A"ERRENET, cD/NY T—TIC1&. Dockerd
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CentOSTld. CDFERZrootfs.tarTlEE< 77 # )L b Drootfs.imgic TV AR—K TS 128
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[jedepuyd@db iox_docker_pythonweb]$ ../ioxclient_1.3.0.0_linux amd64/ioxclient app install
python_web package.tar

Currently active profile: default

Command Name: application-install

Installation Successful. App is available at:
https://10.48.43.197:8443/1iox/api/v2/hosting/apps/python_web

Successfully deployed

T7Vr—2328F7 0T 4710358, KYRND—URBREOHFEEERTIHLENHBYVET
o TDEOICF, JSSONTV7TAIINEERTIHBENBNET, POT1TTDE, POT47
LERICEENFTACENTEERT,

[jedepuyd@db iox_docker_pythonwebl$ vi activate.json
[jedepuyd@db iox_docker_pythonwebl]$ cat activate.json
{

"resources": {
"profile": "cl.small",
"network": [{"interface-name": "eth0", "network-name": "iox-natO", "port_map": {"mode":

"ltol"}, "ports":{"tcp":9000}}1]
}



[jedepuyd@db iox_docker_pythonwebl]s$ ../ioxclient_1.3.0.0_linux amd64/ioxclient app activate
python_web --payload activate.json

Currently active profile : default

Command Name: application-activate

Payload file : activate.json. Will pass it as application/json in request body..

App python_web is Activated

REOTOIAVE, FTOAALITITATELET TV Tr—>3a> 2R8I BHETT,

[jedepuyd@db iox_docker_pythonwebl]$ ../ioxclient_1.3.0.0_linux_amd64/ioxclient app start
python_web

Currently active profile : default

Command Name: application-start

App python_web is Started

R—K9000Ttor HTTPERZ U Y AV TR LS ICIOXT 7 UT—2 a2 ZBRELTVWS 2, O
TFHFINATOERICH D12, IOXTNA AN SEOR—NEDATFTIEETIHLENHYE
¥, CiscolOS®TCNZRITLET,

BRU-IOT-809-1#sh iox host list det | i IPV4

IPV4 Address of Host: 192.168.1.2
BRU-IOT-809-1#conf t
Enter configuration commands, one per line. End with CNTL/Z.
BRU-IOT-809-1(config)#ip nat inside source static tcp 192.168.1.2 9000 interface
GigabitEthernet0 9000
BRU-IOT-809-1(config) #exit

KNI RiE, GOSORBRIPT RLAZJARNLEXT (I0xOA> T ORKAFLL/RITZEY
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LTWeb—N\NDOT7 I EARZHATENTEXRT,

[jedepuyd@db iox_docker_pythonwebl$ curl http://10.48.43.197:9000/
<html><body><hl>T0X python webserver</hl></body></html>

TR, RICRTLSIC, REOTSIFASERITLET,

0 e http://10.48.43.197:9000] +

& s,

& () |10.48.43.197:9000

I0X python webserver



IOxclient CLIN ST 7T —>2 32V AT —RAZHRBIBEELTEERT,

[jedepuyd@db iox_docker_pythonweb]$ ../ioxclient_1.3.0.0_linux _amd64/ioxclient app status
python_web

Currently active profile : default

Command Name: application-status

Saving current configuration

App python_web is RUNNING

Fh, RICRTKRSIZ, Local Manager GUIN ST 7V —2 3> AT—RAEBRITSD L
TEFT,

e ® http://10.48.43.197:9000/ % [ @& CiscolOx Local Manager % | =+
€ (D | hitps://10.48.43.197:8443/admin c Search d B+ A
Helle, 2dmin | Log Cut
vl Cisco Systems

CISCO  (igeo 10x Local Manager

Applications Cartridges System Info System Setting Middleware Service

App-info App-Config App-DataDir Logs

* Resouces
+* Resouce Profile v Network Configuration
Profile: eth0 Port Mapping
cPU [200 | cpu-units
Memory [ 64 | mB
Disk [10 | mB

Avail. CPU (cpu-units) 332 Awvail. Memory (Mb) &40

Application is currently running.
webserver.py CEZRATCOT 77 /) Z2BEBIT DIk, ROV RZXRITLET,

[jedepuyd@db iox_docker_pythonwebl]$ ../ioxclient_1.3.0.0_linux_amd64/ioxclient app logs info
python_web

Currently active profile : default

Command Name: application-logs-info

Log file information for : python_web

Size_bytes : 711

Download_link : /admin/download/logs?filename=python_web-watchDog.log
Timestamp : Thu Jun 22 08:21:18 2017

Filename : watchDog.log

Size_bytes : 23

Download_link : /admin/download/logs?filename=python_web-webserver.log
Timestamp : Thu Jun 22 08:21:23 2017

Filename : webserver.log

Size_bytes : 2220

Download_link : /admin/download/logs?filename=python_web-container_log_python_web.log
Timestamp : Thu Jun 22 08:21:09 2017

Filename : container_log_python_web.log

NZ7L1—h
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[jedepuyd@db iox_docker_pythonweb]$ ../ioxclient_1.3.0.0_linux amd64/ioxclient app console

python_web

Currently active profile: default

Command Name: application-console

Console setup is complete..

Running command: [ssh -p 2222 -i python_web.pem appconsole@10.48.43.197]

The authenticity of host '[10.48.43.197]1:2222 ([10.48.43.197]:2222)"' can't be established.

ECDSA key fingerprint is 1d:ed:le:el:99:8b:1d:d5:ca:43:69:6a:a3:20:6d:56.
Are you sure you want to continue connecting (yes/no)? yes
/ # netstat -tlpn
Active Internet connections (only servers)
Proto Recv-Q Send-Q Local Address Foreign Address State
tep 0 0 0.0.0.0:9000 0.0.0.0:%* LISTEN
/ # ps aux | grep python

19 root 0:00 python /webserver.py 9000

PID/Program name
19/python
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