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CoAP Simple Management Protocol(CSMP
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CORFIXNTIE, CSMPZ’ORIIOFME, BROBEENS TN 2 —F1420F3
FIBEICDOVWTEHBELET,
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CORFIXNDOERIE. BEOSRBREBICLHZDTFNAAICEIVWVTERENELE, COR
FAXRNTERIZITIXNTOTFT/NA AR, VT (FT7FI)IK ) BRETHEEZRHAL TVLE
T, ABEPOZY RD—IUTR., BOAV U RICKDTRCADAHEMNI HZDEEE T OHEELT
<kEEL,

CoAP Simple Management Protocol(CSMP)

CoAP Simple Management Protocol(CSMP) (&, FEIBICHINDH 2 AREERY NTO—TJHNTE
TENBDHEAIAXRZY NT—IOFNAABFOVE—RZY RDO—OFB7ONIILTY,

CSMPI&E. Constrained Application Protocol(CoAP)®D EIZEEhTVWE T, CoAPIEUDPAR—XR
ONA4FUZ7ORILT, HTTPICEEEI Y T4 YA (URLERE DY Y —ANDGET/POST ) %



 BIRENEIILFFYARTILY RU—BRETHRDMROAY X —F—/N—AY RTRHTS
LOICRHREFENRTLVET,

CSMPlE, F—A2AXBOI RRA VN EZRIFEDURLNAIZL 2 THEBIETNBCoAPUY —A
NDhExtEYy NEeEEELET,

NMSETIY RFNA AR, 7OF XS —RIVIA 2N EEED 4K, CoAPEN L THE
CEEBELET,

HAAARTINAALTETENDZEBI I MNE, COAPZIZAT U NELTEALT,
FYRND—OEBTTIT—23a 2 EEEBELEY,

HBHAKRTINA ARDCSMPIZ AT hE, 77V T—23 2 ADOCSMPH—/NIC & 2 TR
ENDREDCOAP Y —AILERZERFLET,

FANYV ) 1—23> TR, XY ND—UBETF 7 ) —= 32 FField Network Director(FND) T
ER

TSI, HARKTNAALTETENBZERI -T2 ME, CoAPZH—/NELTHERALT
UE-RNOT—23 U TRITENDFNDASDEREZITANET T,

FNDOCSMPO Z A4 7> Mk, BARAHKT/INAADCSMPH —/NIZK > TRHEE MWD HED
CoAPUY—RAICERZXELET,

ZEDZOHIC, CoOAPXY E—JICRRDODBENHY)ET,
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F7>a ik, XOBEEZFEDOCoAPEENDTLVTT,
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ettt

| A7 3> n1fE...
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COAP HTTPIZM = XY Y RO—RFLBWEID—RA "Td—R1 74— LRIEEFATVET,
CoAPA7'>a> oty hMIE, UY—AURL (KAK, R—Kh, NA, BRIV IVHDICH



) AEENET,

J74—=)LRIVF7XRY NID—UTHOCSMP®DfEH

FNDIE, HAX—&R—, KEX—F—, EREBIXA—F—BEDXAYZI1REFX—F—0DT
YRRAVNEEELET, FNDRE, BIRDKSIC, CSMP7ORINZFEALTAX—2—IT >
RRANEBELETD,

CSMPXY £—J BFHES{tENhE T, HSMELZEFESSMIZE., CSMPXY E— OBS{LICERAE
naF—HHEMEhET,

SSM(Software Security Module) & 7= l& HSM(Hardware Security Module)lZ i, BfE ([C HE X
SMPEIREERBMET N TLVEXT,

CSMPOKNZ 7N a—F420
SUZFYyIS—
Serverlogld, T ZF ¥ IS—HNFRELTVWAAXA—F—ZELET,

%IOTFND-6-UNSPECIFIED:
%[ch=HandleMessage][eid=0007810800CA759B][sev=INFO][tid=CoAP Conformant-3] : 7*/X1 A
TEITHFDO T 7—LDITIIN—71Fid=243TIH, id=317 ( BIECSMP> I ZF v ) T 7
nEBYELA, GroupAssignZZEF T,

X—=R—O/\—RIOITI|77—LJITEROKR
EEZXIE, X—2—EID "fd00:abd:51:c000:207:8108:e7:6fday O HEIHEREZRLE T,

[root@lcdcfndappp01 bin)# /opt/cgms-tools/bin/csmp-request -r
[fd00:abd:51:c000:207:8108:e7:6fda] 75

[75/Firmwarelmagelnfo]: {"index": 1,"fileHash":
"\x25\x9c\xcf\x36\xfO\x19\x8d\x4e\x13\xaa\x7f\x83\xa3\x94\x4a\xee\xe8\xc1\xc6\xc1\x0d\x7e\x 1 1\xd2\xc0!
"cg-mesh-node-5.6.2 1","version": "5.6.21","fileSize": 305408,"isDefault": false,"isRunning":

true,"nhwinfo": {"hwld": "RFLAN/3.60/3.80"}} [75/Firmwarelmagelnfo]:": 2,"fileHash":
"\x25\x9c\xcf\x36\xfO\x19\x8d\x4e\x13\xaa\x7f\x83\xa3\x94\x4a\xee\xe8\xc1\xc6\xc1\x0d\x7e\x 1 1\xd2\xc0'
"cg-mesh-node-5.6.2 1","version": "5.6.21","fileSize": 305408,"blockSize": 650,"isDefault":
false,"isRunning": false,"hwinfo": {"hwld": "RFLAN/3.60/3.80"} [75/Firmwarelmagelnfo]: {"index","3
fileHash":

"\x25\x9c\xcf\x36\xfO\x19\x8d\x4e\x13\xaa\x7f\x83\xa3\x94\x4a\xee\xe8\xc1\xc6\xc1\x0d\x7e\x 1 1\xd2\xc0'
"cg-mesh-node-5.6.2 1","version": "5.6.21","fileSize": 305408,"blockSize": 650,"isDefault":
true,"isRunning": false,"hwld": "RFLAN/3.60/3.80"} [75/Firmwarelmagelnfo]: {"index": 4,"File" :
"\x3d\x03\xe4\x6c\xa7\x10\x3c\x75\x21\xf2\x4 1\x8\x88\x4f\x56\x0e\x46\x7a\x06\xfc\x 7 8\x24\x69\xeb\x0e\
"cg-mesh-itron30-s| -REL-5.2.25" "version": "5.2.25" "fileSize": 40960} [root@lcdcfndappp01 bin]#



X —X —FLEAE DREE

CGMSSTATUSICTLV 43— RZEAL. 7 14 —J)L RNMSCertValidz #38L £,
NMSCertValid7 4« —JL Ri&, FNDEERAEA BMA ES A ZRBITERT,

N—RIOITOHEBOEE., 77Y21NS5HEAIAMESNDINTO/NTX—Z (SSIDT71—JLR
BE)FNULLIZBEY ET, LEN DT, SSDENFFETRESE. N\—RIUITHEETESHY
FtA,

SSIDEAIEEL <. NMSCertValid7 1 —JL KA false& L THEET ©BIFE, X—F2—ICIE—&
NEREAEV 7AIINOBETH B AIEMEN H) KR,

A= —OXMLBK T 74 ZRIAL FT

<DevCfgSchema>T, X—Z—HFTFEE—RODFXRICHE>TLVRHEERF, X—F—DOXRVHF
—ICEBLTHR—RNZZFTLEEL,

<DemoMode_Cfg> <DemoModeEnable>true</DemoModeEnable> </DemoMode_Cfg>
NTPICKBFNDZOY U [EHA

RDIZ—HNRRENET (K125 ),

%IOTEND-7-UNSPECIFIED: %[ch=EventProducer][sev=DEBUG][tid=CoAP-7] : EEE 3 1 X
>~ NFA 72 19 b= EventObject [netElementld=1149847, eventTime=1622146931202,
eventSeverity=0, eventSource=cgmesh., eventTypeName=signatureFailure,
eventDisplayName=Invalid CSMP Signature, eventTypeld=1085, eventMessage=Verify
certificate, £z, T/N1 AL IoT-FNDA'RERBE N TWVWA & ZBFELE T, |, 1at=1000.0,
Ing=1000.0, geoHash=null, eid=F433280000005DES, issueld=0, eventSev=CRITICAL,
moduleld=null, domainName=root]

IR : FNDT, BEM TS nieT/N1 AlE TUPL TRREL, Tregisterings JREEIC& VY £,

1.FNDZOY ZENTPOOY VXFEHLTVWER L Z2H#FE LK,
2.FNDEIZV RRAhOOOY OFEBLTVWRHESH Z2HFELET,

X—BZ—FFNDTHEETNET,

FNDTME/X—Z—ADOWNE L THEETNBBE, BECSMPXYE—2270O0v 2L TVWS
TFPATIOA=)NNHILEIHZHEBLET,

FNDY—/NORBEEBEZEIETSICE, frewalldb—EAZEMICLET,

[root@iot-fnd ~]# systemct]l list-unit-files | grep firewalld
firewalld.service disabled


https://id.cisco.com/oauth2/default/v1/authorize?response_type=code&scope=openid%20profile%20address%20email%20phone&client_id=CDC-External-PERL-Apps-OpenID&state=ek7rcMONzkNZg5l8mTyLjIiK1lk&redirect_uri=https%3A%2F%2Fwww.cisco.com%2Foktaprotected%2Foidc.html&nonce=gmzcqF55rpGQfnb_k1PonFPLx_Zn0YDsGIzVPBQULJw

BHCE>TVWRHERE., ROOXY RZEALTEMIITEIZENTEXRT,

[root@iot-fnd ~]# systemct] disable firewalld
Removed symlink /etc/systemd/system/multi-user.target.wants/firewalld.service.
Removed symlink /etc/systemd/system/dbus-org.fedoraproject.FirewallDl.service.

O—RNZ222URIS—ECSMPXY £—2

O—RNSOIVITOZARRETE, BERT RLAERET RLAOBDERF., SR X—

2—T> k&4 NME)EFNDEI QA — N EREL £ 7.

getStats.shii h ZFE A L TCPSMP#RETERMERIELET. LWIThArOTF7UTr—>3>H—N

DCPSMPALEL — M AMEDH —NK Y EFEEICEVWES, O—RNTF OO VINELLKEREES N

TUWBVARMENHIET, 510, HAZIMITRE, FI—OHAAHFEMLTVWREEE
ECHIERRMLRY OTOCLAN BB ZWATERT,

CSMPO—)L7O0—04l

EHHNBEXRN) Y VBEERDOX—Z—ANDCSMPER,

X—X—NHSFND

REETIPX—R—DIPv6T KL A

585:1Pv6 FND IP7 KL &

%15 TUDPAR— 61624

DST UDP7K— K61624
FNDASDOX—R—OFEXNI)YOUTL YO
%S TTIP FND ipv6 7 RL A

BEIPX—X—DIPV6TF RL A

EETTUDPR—B  FE 0B : 9251

DST UDPR— K61624

FEXN)Y VEHFERPOX—X—E (FNDAL S )



EETIPX—X—®DIPv6T RL A

58 5EIP FND ipv6 7 KL &

3A{§ sTUDPR— K 61624

%S L 7=DST UDPR— N D il : 9251

MEA, CSMP TEXR, 2ZFELAEERENAEIPZ RLATRAL, O—RNZUHIPVIP)IZIEE
ZIZEITHEHE. "ENOREEFEAL T, MENBEYIICIL—T 14 TEhBBENFHY)ET,

CSMPE&ZND7O—F ¥ —b

server.log from FIND |, grep for all CSMP msgs
Also see . /getstats.sh

h 4

FND deployed in
Meters are down in FND Cluster env

“Imvalid C5M
&

P Signature”

ors

v

run getstats sh on each server in cluster, check

check firewall service on

FND using "systemctl
list-unit-files | grep

firewalld”

Device goes into a ‘registering’ state
instead of showing UP.

disable firewall
using "systemctl
disable firewalld"

higher CSMP processing rate
than the others, check load queue sizes increasing , possible
balancer configuration bottleneck process somewhere,

A 4
Check FND and
NTP clocks are in
sync,

check meter hw/firmware TLV
csmp-request -r [ipveg] 75

Check FND and
| Endpoints clocks
are in sync.

Debug what SA/DA and UDP

check TLV 43 CGMSSTATUS ports need to be seen for proper
field communication across LE.

“NMSCertValid”

validate values are as expected?

fix parameters
that are not

expected

All parameters from flash are NULL?

Chack
field NMSCertValid
is false

k4

Issu_e with Cert file Hardware corruption
lcopying on the meter
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