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Error while creating FND trustpoint on the device. errorCode: PnP Service Error 3341,
error Message: SSL Server |ID check failed after cert-install
Error while creating FND trustpoint on the device. errorCode: PnP Service Error 3337,
error Message: Cant get PnP Hello Response after cert-install
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HMEICOVWTE., XOYAM NESBLTLSEEZV,
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Plug-and-
Play/solution/quidexml/b pnp-solution-quide.html#id 70663
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FNDICBET B4 RPRFIXVRNDIFEAER, SANT A —)LRICTF—RZANTILEN D
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PNPTERATDIEL VEIAFEZER LTIV AR—KL, F—ARTIDENTDICE. ROFIE
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Windows CAH—/YX EOFND/INMST> 7L —bMZERAL=FH U VEHRROER
[Start] > [Run] > [mmc] > [File] > [Add/Remove Snap-in...] > [Certificates] > [Add] > [Computer
Account] > [Local Computer] > [OK] ICBEIL . SIBAEMMCARAFTY A4 2RAEET,
[Certificates (Local Computer)] > [Personal] > [Certificates]ZRBAL £ 7

ICRFT KRS, [Certificates]ZH 2 ') Y U L., [All Tasks] > [Request New Certificate...] ZiEIR
LET,

| Consaole Roatk Issued To =~ Issued By
= E Ce.rl:iFin:aI:es {Local Camputer) ol frdserver Frd.iot rookca
=[] Personal £olnms. fnd.iot rookca

W - .
-
:

| Trusted Roe

- ; Imnpork...
] Enterprise T o b
=l Trlarmadizk

Request Mew Certificate. ..

RICRTRSIC, [Next] Z21) Y L. [Active Directory Enroliment Policy] Zi#IRL £9,

I Certificate Enrollment M=] E3

) Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate templates, Certificate
enrollment policy may already be configured For wou,

Configured by your administrator

Active Direckory Enrolliment Paolicy:

Configured by you Add Mew

[Next] 221 Y 2L, NMS/FND-serverAICERX L 1o 7> 7L — N Z3&IR L (& TTelePresence
Server(TPS)ICXf L T#VWIEL £9), RICRT KSIZ[More Information] U020 UYOLET
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B Certificate Enrollment

_;| Certificate Enrollment
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Request Certificates

You can request the Following kvpes of certificates, Select the certificakes wau want to request, and then click Enraoll,

Active Directory Enrollment Policy

[ Directary Email Replication
[ Domain Contraller

[ Domain Contraller Authentication

1) STATUS: Available

1) STATUS: Available

1) STATUS: Available

Dietails ()
Dietails ()
Dietails ()

Dietails ()

AAEOCTONT AT, ROBH/EADLET,

Subject Name:
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Certificate Properties Ed l

/¥ Subject |General | Exkensions I Private Key | Certification autharity I Signature |

The subject of a certificate is the user or computer ko which the certificate is issued, %¥ou can

enter information about the bypes of subject name and alkernative name values that can be used
in a certificate, F
Subject of certificake

The user or computer that is receiving the certificate

Subject narme: k
Tvoe: D=jsc0
+P CN=nms.fnd.iok
COmmon nane j add =
Yalue:
< Remave

Alternative name:

Twpe:
3 nms, Frd.iak
IP address (w4) j
10,435,435, 229
Yalue:
add =
< Remave

55T L5, [Certificate Properties]V 1 > R T[OK] &Z2JY UL, [Enrol] Z201) Y oL THEA
EEEHRL, RN TET LIZS[Finish) 22Uy OLET,

EMENT-AIAB/OSANT 1 — )L RZRFEL X T,

ERENTARAEBECELWVEBIrSENATVRDLESHERETRICR. ROKSICHERALET

o

Microsoft E¥ 1>V —J)L(MMC) CREBAE AT+ Y 7' 4 > ZF &, [Certificates (Local Computer)] >
[Personal] > [Certificates] ZERL £ 3,

ERENEERAEEATILVUY UL, [Details] R 7 #BEET, FICAYVO-ILLT, RO
SIZ[SAN]7 1 — )L RZEFRL F T,



Certificate |

General Details |CertiFin:aI:i|:|n Path I

Show: | <all> -]
Field Yalue ;I
E Enhanced Kev Usage Server Authentication (1.3.6....
E Kew Usage Digital Signature, Mon-Repudia. ..
E Application Policies [1]Application Certificate Polic, ..
E._Sul:nject ke Identifier 8b 3b 34 3d da 09 ae= 49 30 d3...

Subject alkernative Mame DS Mame=nms.fnd.iot, IP &d...

E Aukhority Key Identifier keviD=fa 73i6bcy ef 2c 43 1...
E iZR.L Distribution Points [1]CRL Diskribution Point: Distr...
£ Authority Information Access  [1]8uthority Info Access: Acc.,.. ll

IDMS Marme=nms.Frd.iak
IP Address=10.45.43.229

FNDF—ARTFICAR—NTHHEA/BOIIVAR—b

FNDF—ARTICEEIRAAZTEZAAR—PNREFEESTADHIC, pd7 7AIILNICIT VAR
—RNIBIBENHYET,

MMCORIBRERF Y 74A4> T, [[AE (O—ANIE1—%—)]>[EA]> [REHAE] ORI
RELEXT

ERENERHEZLE Y)Y VL, RIZRT K SIC[All Tasks] > [Export...] ZIBIRL E T,

File Action Yiew Favoribes  ‘Window  Help

i 2 02 e W SR, SERERN ?
| Consale Raook Issued To = | Issued By | Expil
= Ll Certificates (Local Computer) | 7. |Frdserver. fid.iot rookca 5J03
= | Personal == nms. fnd.iok rookca
| Certificates olra Cpen rootca 4/03
d Trusted Roaot Certification & E._;;Jra Al Tasks b o 4J03
J Enterprise Truskt 'L;Jra 403
3 Intermediate Certification £ 'E;;Jra Zuk Fequest Certificate with Mew Key. ., 4103
| Trusted Publishers = Copy Renew Certificate with MNew Key, .,
| Unkrusked Certificates .:_qua Delete _ 403
* Third-Party Root Certificati .;_qua ———————————  Manage Private Keys... 03
7 Trusted People .;?Jrnntca . Froperties Advanced Operations b | S/03
" Remate Deskkop Selrootca, fnd.iot oy 4/03
| Certificate Enrallment Requ P




NetZ22 Y OL, RICRT RS ICHMBF—ZIVAR—NIBLEHICERLET,

Certificate Export YWizard r

Export Private Key
ou can choose ko export the private key with the certificate,

Private kevs are password prokected. IF you want ko expork the private key with the
certificake, wou must bvpe a password on a later page.

Do vou want ko export the private key with the certificate?
% ‘es, export the private key

™ Mo, do not expart the private key

RILRTEDIC, TIXNTOAAEZRILE/NAICEDDEHICEIRLET,

I LI = | P T s s S el P L T s L e L 0 e B s L

¥ Personal Information Exchange - PKCS #12 {.PFX)

¥ Include all certificates in the certification path if possible
[ Delete the private key if the export is successful
[ Export all extended properties

" Microsoft Serialized Certificate Store (L55T)

Next2 7 UYL, TOAR—RNAONAD—RZZRL T, pxZBRHAOERICRELET.

PNPTERTSFNDF—A NT DR
AMREETYVAR—KNLEDT, FNDCABESF—ANTEBETEET,

BIOFIETERL fz.pfxZ, SCPAREZFEAL T, FNDHY—/\(Network Management
Systems(NMS)Y > > £ IEOVARANICEZEICEELE T,

PXOABZVARNLT, TVAR—KNTEABERESAEIA VT AZHIELET,

[root@ot-fnd ~]# keytool -list -v -keystore nms.pfx -srcstoretype pkcsl2 | grep Alias
Enter keystore password: keystore
Al'i as nane: |e-fnd-8f0908aa-dc8d-4101- a526- 93b4eaad9481

ROOARXY RZFEALT, HILLVF—ARNTZERLET,

root @ot-fnd ~]# keytool -inportkeystore -v -srckeystore nns.pfx -srcstoretype pkcsl2 -
dest keystore cgns_keystore_new -deststoretype jks -srcalias |e-fnd-8f0908aa-dc8d-4101-a526-



93b4eaad9481 -destalias cgns -destkeypass keystore
I mporting keystore nms. pfx to cgns_keystore_new. ..
Enter destination keystore password:

Re-enter new password:

Ent er source keystore password:

[Storing cgns_keystore_new]

VMr ni ng:
The JKS keystore uses a proprietary format. It is recommended to migrate to PKCS12 which is an
industry standard format using "keytool -inportkeystore -srckeystore cgns_keystore_new -

dest keystore cgnms_keystore_new -dest storetype pkcsl2".
R RT, nms.pixZIEL W7 7 A4 )J)L (Windows CADAS T AR—RENET7AI) ) IZEZ
#Z ., srcaliasfBA BN AN R(keytool -list) D H N E—BTDEEZBBELET,

ERLERT, RIERTRSCHULLVWERICERLKXT,

[root@ot-fnd ~]# keytool -inportkeystore -srckeystore cgns_keystore_new -destkeystore
cgns_keystore_new -deststoretype pkcsl2 Enter source keystore password: Entry for alias cgns
successfully inported. Inmport command conpleted: 1 entries successfully inported, O entries
failed or cancelled Warning: Mgrated "cgnms_keystore_new' to Non JKS/JCEKS. The JKS keystore is
backed up as

"cgns_keystore_new. ol d".

HFETIOVAR—NUECASIAEZF—ANTIZEMLET,

[root@ot-fnd ~]# keytool -inport -trustcacerts -alias root -keystore cgnms_keystore_
new -file rootca.cer Enter keystore password: Omner: CN=rootca, DC=fnd, DC=iot |ssuer:
CN=rootca, DC=fnd, DC=iot ... Trust this certificate? [no]: yes Certificate was added to
keystore

REIC, F—ANTICSUDIGIAEZEBMLE T, COIASEE. PNPEFERA T3 EEICFARDY
DTN LBIDEHEIEITDEDICERAETIET,

RPMA A KR—=I)LDFE, SUDIREAERENY T—2 LN RILEATE Y,
/opt/cgms/server/cgms/conf/ciscosudi/cisco-sudi-ca.pemi{_ & V) £ T,

OVAZAVARN—ITBHEF. BYICSUDIRIAEZKRANCIOE—-LET,

[root@ot-fnd ~]# docker cp fnd-container:/opt/cgns/server/cgns/conf/ciscosudi/cisco-sudi-ca. pem

Rz, ChETAUTASUDICEETE B+ —Z NFICBIMLET,

[root@ot-fnd ~]# keytool -inport -trustcacerts -alias sudi -keystore cgns_keystore_new -file
ci sco-sudi - ca. pem

Ent er keystore password:

Omer: CN=ACT2 SUDI CA, O=Ci sco

I ssuer: CN=Cisco Root CA 2048, O=Ci sco Systens

Trust this certificate? [no]: yes
Certificate was added to keystore
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F—ANTZERTDHEIC, REION—2a &2BEHRA, 747> 3> Tegms.properties7 7 A
IONAT—RZEFHFLET,

£Y. BEOXF—ARNTONYIOTYTZRMYET,

RPMA > AR—=ILDFE :

[root @ndnns ~]# cp /opt/cgns/server/cgns/ conf/cgns_keystore cgns_keyst ore_backup

OVALZVAKN—=IDOHE :

[root@ot-fnd ~]# cp /opt/fnd/datal/ cgms_keystore cgns_keyst ore_backup

BEOEOEZHLLVEQEEEHAETT,

RPMA >V AR—=ILDBE :

[root @ndnns ~]# cp cgnms_keystore_new /opt/cgns/ server/cgns/ conf/cgns_keystore

OVAL Y AKR—=IDOFE :

[root@ot-fnd ~]# cp cgns_keystore_new /opt/fnd/data/cgns_keystore

PHBEIZHU T, cgms.properties7 7 A ILDF—ARTONAT—REZEFHFLET,
£, FLUBSLENENATD—RXFHNEERLFET,

RPMA >V AR—=ILDEBE :

[root @ndnns ~]# /opt/cgns/bin/encryption_util.sh encrypt keystore
7j | XPni VpMrat +Tr DAMh1lw==

OVAL Y AR=IDOFE :

[root@ot-fnd ~]# docker exec -it fnd-container /opt/cgns/bin/encryption_util.sh encrypt
keystore
7j 1 XPni VpMrat +Tr DWjh1w==

F—ARNTZF—ARNTOELVWNAD—RICEET|MATSEZ W,

FLLESHE/NRAD—RZEHDICE. RPMR—ADA 2 ARN=)IDOBEE



/opt/cgms/server/cgms/conf/cgms.properties Tcgms.propertiesZZE L, OVAR—AD A VA K
— )L M54 (&/opt/ind/data/cgms.properties TEEL £ 9,

H#&IC, FNDZBREEL T, ILLWF—ARNTENAT—ROERZRKBLET,
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