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<#root>
Edge-1#
ping vrf red_vn 10.47.4.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.47.4.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 257/292/344 ms

<#root>
Edge-2#
ping vrf red_vn 10.47.4.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.47.4.3, timeout is 2 seconds:
(NN

Success rate is 100 percent (5/5), round-trip min/avg/max = 221/321/566 ms

S EUR  IVURKARNFNARLED T F AT A—JLIc &k » THEEE NTWBICMP/IT v
NCEET 22> R EEBTH DI, TV RAARASTIYI RS Y FICEA>TF
JALRNF— NI IApingZEATHCEEBHOLET. TOROHEEHELELA

[¢]

R, IPENAARNZYF2 T, (IPDT)LISP L2TF—&X X —RA, L2F7 RL AfFRAR)T—Z XK —
A, BRELIF—ER—AAT, FT7F7TVVOIVD /—RFENFROIY RRSAV NEF
DCEEERALET,

Tv1:

IPDTRO I RARA > NEEFRT S IZ1E. show device-tracking database interface <interface
connecting to endpoint>N > RZFEAL £,



<#root>
Edge-1#
show devi ce-tracki ng database interface gl1/0/3

portDB has 2 entries for interface Gil/0/3, 2 dynamic

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access  0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan privi
DH4
10.47.4.2

5254. 0019. 93e9

Gil/0/3 1026 0024 15s REACHABLE 228 s try 0(6374 s)

LISP L27T—ZXR—AD I RRA 2 N a2®FE TS ICIE,. OV Rshow lisp eid-table vian <vlan
id> ethernet database <mac address>Z#H L T, IO N> RTHEVLANEMACT RL A%
FRALET

<#root>
Edge-1#
show i sp eid-table vlan 1026 et hernet database 5254.0019. 93e9

LISP ETR MAC Mapping Database for LISP 0 EID-table Vlan 1026 (IID 8190), LSBs: 0Ox1
Entries total 1, no-route 0, inactive 0, do-not-register 2

ag

5254.0019.93e9/48, dynamic-eid Auto-L2-group-8190, inherited from default Tocator-set rloc_222el1707-175

Uptime: 3w5d, Last-change: 3w5d
Domain-ID: Tlocal
Service-Insertion: N/A

Locator Pri/Wgt Source State

10.47.1.12 10/10 cfg-intf site-self, reachable <-- Edge-1's RLOC
Map-server Uptime ACK Domain-ID

10.47.1.10 1w3d Yes O

10.47.1.11 3w5d Yes O

L2 ART—ZXR—RA %z T S I(C1E, show lisp eid-table vlan <vlan-id> ethernet database
address-resolution <mac address>_ 1N > RZFERAL £,

<{froot>



Edge-1#
show i sp eid-table vlan 1026 ethernet database address-resol uti on 5254. 0019. 93e9

LISP ETR Address Resolution for LISP O EID-table Vlan 1026 (IID 8190)
(*) -> entry being deleted

Hardware Address L3 InstID Host Address

5254. 0019. 93e9 4099 10.47.4.2/32 <-- Endpoint MAC address, LISP L3 IID, and |IPv4 address, r

LISP L37F—AXAXR—RAZMERT S ICIEk. IY > Rshow lisp instance-id <L3 IID> ipv4 database
<IPv47 RL A>/subnet maskZzfEAL., BININ> RASLISPLIIIDZEALET

<#root>
Edge-1#
show | isp instance-id 4099 ipv4 database 10.47.4.2/32

LISP ETR IPv4 Mapping Database for LISP 0 EID-table vrf red_vn (IID 4099), LSBs: 0Ox1
Entries total 1, no-route 0, inactive 0, do-not-register 1

10.47.4.2/ 32

, dynamic-eid red-IPV4, inherited from default locator-set rloc_222e1707-175d-4019-a783-060404f8bc2f
Uptime: 3w5d, Last-change: 3w5d
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

10.47.1.12

10/10 cfg-intf site-self, reachable

<-- Edge-1's own RLOC

Map-server Uptime ACK Domain-ID

10.47.1.10 1wOd Yes O

10.47.1.11 1wOd Yes O
Iv>2:

IPDTRO I RiRA > M&EFR T S ICIE, show device-tracking database interface <interface
connecting to local endpoint>X > RZFEAL £ I,

<#root>
Edge-2#
show devi ce-tracki ng database interface gl1/0/3

portDB has 3 entries for interface Gil/0/3, 3 dynamic



Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan privl
DH4
10.47.4.3

5254. 001e. ad00

Gil1/0/3 1026 0024 122s REACHABLE 124 s try 0(5810 s)

LISP L2F—RZXR—ANDIT RKRA 2 hZ2HBFZETSICIE. Y Rshow lisp eid-table vlan <vlan
id> ethernet database <mac address>Z#H L T, BIOIY > RTHEVLANEMACT RL A%
FALET

<#root>
Edge-2#
show i sp eid-table vlan 1026 et hernet database 5254.001e. ad00

LISP ETR MAC Mapping Database for LISP 0 EID-table Vlan 1026 (IID 8190), LSBs: 0Ox1
Entries total 1, no-route 0, inactive 0, do-not-register 2

ag

5254.001e.ad00/48, dynamic-eid Auto-L2-group-8190, inherited from default Tocator-set rloc_691blfe4-526

Uptime: 3w5d, Last-change: 3w5d
Domain-ID: Tlocal
Service-Insertion: N/A

Locator Pri/Wgt Source State

10.47.1.13 10/10 cfg-intf site-self, reachable <-- Edge-2's RLOC
Map-server Uptime ACK Domain-ID

10.47.1.10 1w2d Yes 0

10.47.1.11 1w2d Yes 0

L2 ARF—REXR—AZMHR T BICIE. Y KRshow lisp eid-table vian <vlan-id> ethernet
database address-resolution <mac address>%ZFEH L £7,

<tfroot>
Edge-2#

show i sp eid-table vlan 1026 ethernet database address-resol uti on 5254. 001e. ad00

LISP ETR Address Resolution for LISP O EID-table Vlan 1026 (IID 8190)
(*) -> entry being deleted



Hardware Address L3 InstID Host Address

5254. 001le. ad00 4099 10.47.4.3/32 <-- Endpoint MAC address, LISP L3 11D, and |Pv4 address,

LISP L37F—AXR—RAZMHERT S ICIEk. N> Rshow lisp instance-id <L3 IID> ipv4 database
<IPv47 RL A>/subnet maskzfEAL., BIOIN> RASLISPLIIIDZFEALET

<#root>
Edge-2#
show | isp instance-id 4099 ipv4 database 10.47.4.3/32

LISP ETR IPv4 Mapping Database for LISP 0 EID-table vrf ed_vn (IID 4099), LSBs: Ox1
Entries total 1, no-route 0, inactive 0, do-not-register 2

10.47.4.3/ 32

, dynamic-eid red-IPV4, inherited from default locator-set rloc_691blfe4-5264-44c2-bb1b-0903b3eb2c51
Uptime: 1wOd, Last-change: 1wOd
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

10.47.1.13

10/10 cfg-intf site-self, reachable

<-- Edge-2, RLOC

Map-server Uptime ACK Domain-ID

10.47.1.10 1wOd Yes O

10.47.1.11 1wOd Yes O
HEENLERE

L2 LISP, L2AR, BXVPLINERNS 777Uy o3> O—I)L7L—> ( Border-1&Border-
2)OmBIC, BENICEEAEDIY RARA 2 M BERENET, L2LISPIDZERBTSICE. 7
TTUYOIYS /)—REZFIT YL, 7> Rshow vianid <vlan id>

<{froot>
Edge-1#

show vlan id 1026

VLAN Name Status Ports

1026 red active

L2L1 0: 8190



, Gi1/0/3

<-- L2 LISP IID

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

1026 enet 101026 1500 - - - - - 0 0

Remote SPAN VLAN

Disabled

Primary Secondary Type Ports

show lisp instance-id <L2 IID> ethernet server1X¥ > ROL2 IIDZEFEAL T, L2 LISPOERA S
—NZEBFELET

<#root>
Border-1#

show | isp instance-id 8190 ethernet server

LISP Site Registration Information
* = Some locators are down or unreachable
# = Some registrations are sourced by reliable transport

Site Name Last Up Who Last Inst EID Prefix
Register Registered ID

site_uci never no -- 8190 any-mac
1w3d yes#

10.47.1.12

121038 8190

5254. 0019. 93e9/48 <-- RLOC of the FE node, EID prefix that was registered
1w2d yes#

10.47.1.13

116056 8190

5254. 001e. ad00/ 48 <-- RLOC of the FE node, EID prefix that was registered

L2 ARY—/N&EEEE TSIk, N> Rshow lisp instance-id <L2 1ID> ethernet server address-
resolutionZfEA L £,

<ffroot>

Border-1#



show | isp instance-id 8190 ethernet server address-resolution

Address-resolution data for router 1isp 0 instance-id 8190

L3 InstID Host Address Hardware Address
4099 10.47. 4.2/ 32 5254.0019.93e9 <-- L3 LISP 11D, Endpoint |Pv4 /
4099 10.47. 4.3/ 32 5254. 001e. ad00 <-- L3 LISP 11D, Endpoint |Pv4 /

L3 —/NZ#FR T SICE. <> Rshow lisp instance-id <L3 IID> ipv4 server

<#root>
Border-1#

show |isp instance-id 4099 ipv4 server

LISP Site Registration Information
= Some locators are down or unreachable

# = Some registrations are sourced by reliable transport

Site Name Last Up Who Last Inst EID Prefix
Register Registered ID

site_uci never no -- 4099 0.0.0.0/0
6d01h yes#  10.47.1.11:22876 4099 8.8.8.8/32
1w0d yes# 10.47.1.10:21610 4099 10.47.2.4/30
1w0d yes#  10.47.1.11:22876 4099 10.47.2.12/30
never no -- 4099 10.47.4.0/24
1w0d yes# 10.47.1.12:21038 4099 10.47.4.2/32
1w0d yes# 10.47.1.13:16056 4099 10.47.4.3/32
1w0d yes#  10.47.1.11:22876 4099 10.47.6.0/24
1w0d yes#  10.47.1.11:22876 4099 10.47.7.0/24
1w0d yes#  10.47.1.11:22876 4099 10.47.9.8/29
never no - 4099 10.47.10.0/24
1w0d yes# 10.47.1.13:16056 4099 10.47.10.2/32

O MA=LTL—2IC’K, L3, L2, BLTARIV NUDOERBFAR NOEVERF HYET
o CE, VTATUROO—I2TU%, FRECERETERO77TIYIIVIILL2TY
AT FHETERENDINL—TOAREREZRNS TN 1—T 1V IFTIRICRISET

o

<#root>

Border-1#

show i sp instance-id 8190 ethernet server resolution registration-history | include Tinestanp| 10.47.4.:
Timestamp (UTC) Instance Proto Roam WLC Source

*Oct 9 19:14:39.183 8190 TCP No No 10.47.1.12

+*10.47.4.2/ 32 /| 5254.0019.93e9 <-- Last registered at Cct 9



*Oct 9 19:14:41.183

8190 TCP

No No 10.47.1.13

+*10.47.4.3/32 /| 5254.001le.ad00 <-- Last registered at OCt 9

AZF % AMNAARPEROFLARIILDT—0 70—

o 1

and sends an ARP Reguest

* Host-1 wants to communicate with Host-2

+ ARP Reguest is punted up to the CPU
+ Processed by SISF and flooded out all local

2

ports r\

3

* FE-1sends a LISP Map-Reguest for Address

Resolution

4

* CP-1 responds with a LISP Map-Reply

providing Host-2 MAC address

5

= FE-1 sends a LISP Map-Request for RLOC

resolution for Host-2 MAC address

6

* CP-1 responds with a ISP Map-Reply

providing RLOC/MAC binding

7

+ ARP Reguest is VELAN encapsulated,

broadcast ARP request converted to unicast
ARP Request

3

=% v AN/NAARPER D f&R3LE

IP7 RL A10.47.42%ZFiBT2 I RRA 2 ~A". Edge-1MEmbedded Packet Capture(EPC)#&
HTHRALL7O—RF Y ANARPERZZEELET

T v1(10.47.1.12)

<ttroot>

Edge-1#

moni tor capture 1 interface g1/0/3 in match any

Edge-1#
nonitor capture 1 start
Edge-1#

nmoni tor capture 1 stop

Capture statistics collected at software:
Capture duration - 39 seconds
Packets received - 21

* Unicast ARP Request is VXLAN

]

decapsulated, punted to the CPU
and forwarded to the Host-2 port




Packets dropped - 0
Packets oversized - 0

Number of Bytes dropped at asic not collected
Capture buffer will exists till exported or cleared
Stopped capture point : 1

Edge-1#

show nonitor capture 1 buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000

52:54:00:19:93: €9 -> ff: ff:ff:ff.ff:ff ARP 60 Who has 10.47.4.3? Tell 10.47.4.

Edge-1#
show nonitor capture 1 buffer detailed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface /tmp/epc_ws/wif_to_ts_p
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 19, 2023 23:43:31.893095000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1697759011.893095000 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 60 bytes (480 bits)
Capture Length: 60 bytes (480 bits)
[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:arp]
Ethernet II, Src: 52:54:00:19:93:e9 (

52:54:00: 19: 93: €9

), Dst: ff:ff:ff:ff:ff:ff (

ffoff . ff. ff. ff.ff

)
Destination: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff)
Address: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff: )
1o ... ... ... .... = LG bit: Locally administered address (this is NOT the factory d
e ol Lo ool ooo. ... = IG bit: Group address (multicast/broadcast)
Source: 52:54:00:19:93:e9 (52:54:00:19:93:€9)
Address: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
e LG bit: Locally administered address (this is NOT the factory d
Y ¢ IG bit: Individual address (unicast)
Type: ARP (0x0806)
Padding: 000000000000000000000000000000000000
Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6



Protocol size: 4
Opcode: request (1)
Sender MAC address: 52:54:00:19:93:e9 (

52:54:00: 19: 93: €9

)

Sender IP address:
10.47.4.2
Target MAC address: 00:00:00:00:00:00 (

00: 00: 00: 00: 00: 00

)
Target IP address:

10.47.4.3

CDOARPERIE, ESICAEBTDEHICCPUIC/N REnFET, FEDDPunject CaptureZ A L
T, BEMBEHRZBMEBLET,

<ttroot>
Edge-1#

“

debug platformsoftware fed switch active punt packet-capture set-filter “arp”
Edge-1#
debug platformsoftware fed switch active punt packet-capture start

Edge-1#

debug platform software fed switch active punt packet-capture stop

Edge-1#

show pl atform software fed switch active punt packet-capture brief

Punt packet capturing: disabled. Buffer wrapping: disabled
Total captured so far: 8 packets. Capture capacity : 4096 packets

Capture filter : "arp

—————— Punt Packet Number: 1, Timestamp: 2023/10/19 23:55:03.552 ------
interface : physical: GigabitEthernetl/0/3[if-id: 0x0000000b], pal:

G gabitEthernet1/0/3 [if-id: 0x0000000b] <-- Physical interface the ARP Request was received from
metadata : cause: 109 [snhoop packets], sub-cause: 1,

g-no: 16

, linktype: MCP_LINK_TYPE_IP [1]

<-- Punted for cause snoop packets to CPU queue 16

ether hdr : dest mac:

fRff. fFEFFf. FFFF



y Src mac:

5254. 0019. 93e9

ether hdr : ethertype:

0x0806 ( ARP)

CPUF 1 —16% 59 B (_IE. show platform software fed switch active punt cpuq 16 1Y > R%&
FRALET

<#root>
Edge-1#
show pl atform software fed switch active punt cpuq 16

Punt CPU Q Statistics

CPU Q Id : 16
CPU Q Name : CPU_Q_PROTO_SNOOPING
Packets received from ASIC : 49054

Send to IOSd total attempts

49054 <-- Sane nunber as received fromASIC

Send to I0Sd failed count :

0 <-- No failures

BAEMICIE, CPURUY— (F£1—16) OProtocAX—EVJF1—TROYTIHARELTVE
WD T, show platform hardware fed switch active qos queue stats internal cpu policerJ1¥ > R%&

FEALET,

<#root>

Edge-1#

show pl atform hardware fed switch active qos queue stats internal cpu policer | include Qd|Proto
QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop(Frames)

16 12 Proto Snooping No 2000 2000 0 0

<-- No drops

R, W RENEARPERN N MY —ERICE>TUREBEIhET., COEEE. debug.
debug platform software infrastructure punt 1Y > R TR TE X T,

<ffroot>



Edge-1#

debug platformsoftware infrastructure punt

*0ct 20 00:07:01.509: PUNT RX: mcprp_process_receive_packet: pak->vlan_id: 1026
*0ct 20 00:07:01.509: Punt: IP proto src 147.233.

10. 47

, dst

4.2
.0.0, from table 0, intf Gil/0/3, encap ARPA, size 60, cause snoop packets(L3)

<-- The I P address is obscured, but it is 10.47.4.2

*Oct 20 00:07:01.509: punt cause:snoop packets invoking reg_invoke_mcprp_punt_feature_msg
*0ct 20 00:07:01.509: punt cause:shoop packets MCPRP_PUNT_PAK_PROC_OK_DONE

MNEE . COFNYIRFrRUSTEnBED, EELTEALTI S,

N RY—ERRINTY NEREBL =%, /N7 Y N %Proto Snoop# & U'Proto ARP snoop”7 0+
AZELET, ChlZk, ARPAX—EVIFT—TILNIZIY NIUNMEREN, NTY AT
AARNZYFUUSISFICEFENET, ChZERRTSICIE. debug arp & debug platform fhs all

<ttroot>
Edge-1#

debug arp

Edge-1#

debug platformfhs al

*0ct 20 00:12:06.908:

ARP packet received from ARP snooper (G 1/0/3 10.47.4.2 (5254.0019. 93e9) VLAN: 1026)

A EE . ChsoFNYTEF vy RNEOT, EELTHEALTEE L

show platform arpsnooping client <MAC7 RL A> X > RZFEAL T, ARPERNES B H
BEELET

<ttroot>
Edge-1#

show pl at f orm ar psnoopi ng client 5254.0019. 93e9



PLAT_DAI : Platform DAI shim

FWDPLANE : Dataplane forwarding
BRIDGE : Packet to be bridged
ARPSN : Arp Snooping

Packet Trace for client MAC 5254.0019.93E9:

Timestamp Sender Mac Sender IP Target Mac Target IP Opcode
2023/10/24 14:37:15.045 5254.0019.93e9 10.47.4.2 0000.0000.0000 10.47.4.3 ARP_REQUEST
2023/10/24 14:37:15.045 5254.0019.93e9 10.47.4.2 0000.0000.0000 10.47.4.3 ARP_REQUEST
2023/10/24 14:37:15.045 5254.0019.93e9 10.47.4.2 0000.0000.0000 10.47.4.3 ARP_REQUEST

S~ D

| NJECT: BD_DPI DX_TO_FWDPLANE

IPDT/SISFA"NTY N 2B TD &, ARPERODABRHRIALE N, LISPICLZFREF>TLVS
BIC—KRINIFERENET,

<#root>
Edge-1#
show devi ce-tracki ng messages detailed 255 | i 5254.0019. 93e9

[Tue Oct 24 14:37:12.000] VLAN 1026, From Gil/0/3 seclvl [guard], MAC 5254.0019.93e9: ARP::REQ,
[Tue Oct 24 14:37:13.000] VLAN 1026, From Gil/0/3 seclvl [guard], MAC 5254.0019.93e9: ARP::REQ,

debug device-trackingZ A T2 &, F/NA AKNZ Y F2,71(20000.0000.00fdZ3EFT LT KA
HBDENFDHIYVET, DFY, G/OBOBFRICHDFRARNE, BRENATVEVERANERS
L. " RHERREBIZHNET (BFELBEVERANZRBLTRIESRAGENTT, Ch@EH4TLE
BOWCETRERHYEEA)

<#froot>
Edge-1

#debug devi ce-tracking

Device-tracking - General debugging is on
*0ct 24 14:55:02.967: SISF[POL]: vlan 1026 matches vlan Tist on policy IPDT_POLICY for target Gil/0/3
*0ct 24 14:55:02.967: SISF[POL]: Found matching policy IPDT_POLICY for feature Device-tracking on Gil/0
*0ct 24 14:55:02.967:SISF[GLN]: Checking if ARP ownership can be taken by device-tracking
*0ct 24 14:55:02.967:SISF[GLN]: Not an ARP reply, do not take over
*0ct 24 14:55:02.967:SISF[POL]: Found matching policy LISP-AR-RELAY-VLAN for feature Address Resolution
*0ct 24 14:55:02.967: SISF[MAC]:

Creating new MAC entry for 0000.0000.00fd on interface i f none exists

*0ct 24 14:55:02.967: SISF[MAC]: Number of MAC entries in MAC-CREATING state incremented to 1
*0ct 24 14:55:02.968: SISF[BT ]: Attaching 0000.0000.00fd entry in MacAdrDB for 10.47.4.3
*0ct 24 14:55:02.968: SISF[GLN]: Binding entry event 1 for 10.47.4.3



COLISPOY MO=IL7L—270OANBE#MS ENTEDRSICHE 2 =&, SISFIKLISP-
AR-RELAY-VLANRD > —(C Kk V)LISPE{EAL TARP#RZEZE RN H—LE T,

<#root>

Edge-1#

debug lisp control -plane al

Edge-1#

debug | 2lisp al

*Oct 24 15:10:27.677: LISP Client 'SISF client':

SI SF request to resolve 10.47.4.3 in Vlan 1026.

Edge-1i&, LISPO> RO—IL7L—>%ZNUTMACT RL A10.47.4.3% R T 2 -HICLISPY
VIERERXRELET

<#root>

Edge-1#

debug lisp control -plane al
Edge-1#

debug I 2lisp al

*0Oct 24 15:10:27.681: LISP[REMT ]-0: Map Request: Delay is over for IID 8190 EID 10.47.4.3/32, requeste
*0Oct 24 15:10:27.681: LISP[REMT ]-0 IID 8190: Schedule processing of Map-Requests from 'remote EID pref
*0ct 24 15:10:27.681: LISP[REMT ]-0: Map Request:

Sendi ng request for |1D 8190 EID 10.47.4.3/32, requester 'AR .

Edge-1®CPU (O hO—=I)L7L—2 ) TEITE BN A B OEMbedded Packet
Capture(EPC)l&, BEARPEREZNDENDLISPY Y JERZRLET

<#root>
Edge-1#
nmoni tor capture 1 control-plane both match any
Edge-1#

nmoni tor capture 1 start

Started capture point : 1
Edge-1#

nmoni tor capture 1 stop



Edge-1#
show nonitor capture 1 buffer display-filter "arp.dst.proto_ipv4==10.47.4.3 or |lisp"

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

60 10.110293 52:54:00:19:93:e9 -> ff ff:ff.ff:ff.ff ARP 60 Who has 10.47.4.3? Tell 10.47.4.2
61 10.111714 10.47.4.3 -> 10.47.4.3 LI SP 114 Encapsul at ed Map- Request for Unknown LCAF Type (-

LISPR Y 7ERO KV FFliBE 1 —&2WMEBETEET

<tfroot>
Edge-1#

show nmoni tor capture 1 buffer display-filter "frame. nunber==61" detail ed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 61: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface /tmp/epc_ws/wif_to_t
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 24, 2023 15:20:08.948469000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1698160808.948469000 seconds
[Time delta from previous captured frame: 0.001421000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 10.111714000 seconds]
Frame Number: 61
Frame Length: 114 bytes (912 bits)
Capture Length: 114 bytes (912 bits)
[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:lisp:ip:udp:1isp]
Ethernet II, Src: 00:00:00:00:00:00 (

00: 00: 00: 00: 00: 00

), Dst: 00:00:00:00:00:00 (

00: 00: 00: 00: 00: 00

)
<-- Ignore the SMAC/ DMAC this is done up at the CPU, not final MAC addresses

Destination: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
eeee .00 L L. .... .... = LG bit: Globally unique address (factory default)
ceee 2.0 L0 ooL oo.. ... = 1IG bit: Individual address (unicast)

Source: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
e LG bit: Globally unique address (factory default)
e 0 IG bit: Individual address (unicast)

Type: IPv4 (0x0800)

Internet Protocol Version 4,

Src: 10.47.1.12, Dst: 10.47.1.10 <-- Edge-1 RLCC and one of the collocated border RLOC, respectively



0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
1100 00.. = Differentiated Services Codepoint: Class Selector 6 (48)
.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 100
Identification: 0x599c (22940)
Flags: 0x0000

0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
0 = More fragments: Not set

Fragment offset: 0
Time to Tive: 255
Protocol: UDP (17)
Header checksum: 0x4ab9 [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.1.12
Destination: 10.47.1.10
User Datagram Protocol, Src Port: 4342, Dst Port: 4342
Source Port: 4342
Destination Port: 4342
Length: 80
Checksum: 0x6393 [unverified]
[Checksum Status: Unverified]
[Stream index: 0]
[Timestamps]
[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
Locator/ID Separation Protocol
1000 .... .... ... «u.. .... = Type: Encapsulated Control Message (8)
.0 .. ... L. i iiid vivie vuwe. =S bit (LISP-SEC capable): Not set
0L s e e e e D bit (DDT-originated): Not set
..00 0000 0000 0000 0000 0000 0000 = Reserved bits: 0x0000000
Internet Protocol Version 4,

Src: 10.47.4.3, Dst: 10.47.4.3

<-- MAP Request to resolve the MAC address tied to 10.47.4.3

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
1100 00.. = Differentiated Services Codepoint: Class Selector 6 (48)
.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 68
Identification: 0x599b (22939)
Flags: 0x0000

0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
0 = More fragments: Not set

Fragment offset: 0
Time to 1ive: 255
Protocol: UDP (17)
Header checksum: Ox44ea [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.4.3
Destination: 10.47.4.3

User Datagram Protocol, Src Port: 4342, Dst Port: 4342
Source Port: 4342
Destination Port: 4342
Length: 48



Checksum: 0x9622 [unverified]
[Checksum Status: Unverified]
[Stream index: 1]
[Timestamps]
[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
Locator/ID Separation Protocol
0001 .... ..
. 0000 00..

Type: Map-Request (1)

«evs .... = Flags: 0x00
. 0., ... ... ... .... = A Dbit (Authoritative): Not set
0., ... ... ... .... = Mbit (Map-Reply present): Not set

.0 ... ... .... ... =S bit (Solicit-Map-Request): Not set
B O . bit (Proxy ITR): Not set
e W00 L. L... .... = s bit (SMR-invoked): Not set
..00 0000 000. Reserved bits: 0x000
...0 0000 = ITR-RLOC Count: O

s
A
M
.0, ... ... ... .... =P bit (Probe): Not set
S
p

Record Count: 1
Nonce: Oxcffee30fb39a05b7
Source EID AFI: Reserved (0)
Source EID: not set
ITR-RLOC 1: 10.47.1.12
ITR-RLOC AFI: IPv4 (1)
ITR-RLOC Address: 10.47.1.12
Map-Request Record 1: Unknown LCAF Type (53)/32
Reserved: 0x00
Prefix Length: 32
Prefix AFI: LISP Canonical Address Format (LCAF) (16387)
Prefix: Unknown LCAF Type (53)
LCAF: Unknown (53)
LCAF Header: 00003520000a
Reserved bits: 0x00
Flags: 0x00
Type: Unknown (53)
Reserved bits: 0x20
Length: 10
[Expert Info (Error/Protocol): LCAF type 53 is not defined in draft-ietf-1isp-T1caf-05]
[LCAF type 53 1is not defined in draft-ietf-lisp-lcaf-05]
[Severity level: Error]
[Group: Protocol]

BUSEMICEEE NAER (10.47.1.10£10.47.1.11)

KIZ, LISPOY MO—IILT7L—2ALISPY Y 7 E TEdge-1ICBBELET. chik, FNvIJE
CPUEPCTHER TER T,

<#root>

Border-2#

show nonitor capture 1 buffer display-filter lisp

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

113 12.767420 10.47.4.3 -> 10.47.4.3 LI SP 114 Encapsul at ed Map- Request for Unknown LCAF Type (¢
114 12.774428 10.47.1.11 -> 10.47.1.12 LI SP 96 Map-Reply for Unknown LCAF Type (53)/32



INTY REXRVYEFEMICES &, LISPYY 7TEREFAILELSLISPY Y B RWRTEERT

<#root>
Border-2#
show nonitor capture 1 buffer display-filter frane.nunber==113 detail ed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 113: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface /tmp/epc_ws/wif_to_
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 24, 2023 15:41:06.566253000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1698162066.566253000 seconds
[Time delta from previous captured frame: 0.013424000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 12.767420000 seconds]
Frame Number: 113
Frame Length: 114 bytes (912 bits)
Capture Length: 114 bytes (912 bits)
[Frame 1is marked: False]
[Frame 1is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:lisp:ip:udp:Tisp]
Ethernet II, Src: 52:54:00:04:84:a3 (

52:54:00: 04: 84: a3

), Dst: 52:54:00:1c:7d:e0 (

52:54:00: 1c: 7d: e0

)

<-- True MAC addresses

Destination: 52:54:00:1c:7d:e0 (52:54:00:1c:7d:e0)
Address: 52:54:00:1c:7d:e0 (52:54:00:1c:7d:e0)
1o ... ..., .... .... = LG bit: Locally administered address (this is NOT the factory d
veee 2020 Lo ool wev. wu.. = IG bit: Individual address (unicast)
Source: 52:54:00:04:84:a3 (52:54:00:04:84:a3)
Address: 52:54:00:04:84:a3 (52:54:00:04:84:a3)
e w1 o000 ooo. oo.. .... = LG bit: Locally administered address (this is NOT the factory d
veee 200 Lol oo wev. wu.. = IG bit: Individual address (unicast)
Type: IPv4 (0x0800)
Internet Protocol Version 4,
Src: 10.47.1.12, Dst: 10.47.1.11 <-- Edge-1 RLOC and Border-2 RLOC, respectively

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
1100 00.. = Differentiated Services Codepoint: Class Selector 6 (48)

.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 100

Identification: 0x5el9 (24089)

FTlags: 0x0000
0... .... .... .... = Reserved bit: Not set
.0.. .... .... .... = Don't fragment: Not set
..0. .... .... .... = More fragments: Not set



Fragment offset: 0
Time to 1ive: 255
Protocol: UDP (17)
Header checksum: 0x463b [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.1.12
Destination: 10.47.1.11
User Datagram Protocol, Src Port: 4342, Dst Port: 4342
Source Port: 4342
Destination Port: 4342
Length: 80
Checksum: 0x6392 [unverified]
[Checksum Status: Unverified]
[Stream index: 1]
[Timestamps]
[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
Locator/ID Separation Protocol
1000 .... .... ... «e.. .... = Type: Encapsulated Control Message (8)
.0 . ... Lo i iiid vivee vuw. =S bit (LISP-SEC capable): Not set
0L s e e e e D bit (DDT-originated): Not set
..00 0000 0000 0000 0000 0000 0000 = Reserved bits: 0x0000000
Internet Protocol Version 4,

Src: 10.47.4.3, Dst: 10.47.4.3 <-- LISP MAP Request for 10.47.4.3

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
1100 00.. = Differentiated Services Codepoint: Class Selector 6 (48)
.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 68
Identification: 0x5el18 (24088)
Flags: 0x0000

0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
0 = More fragments: Not set

Fragment offset: 0
Time to 1ive: 255
Protocol: UDP (17)
Header checksum: 0x406d [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.4.3
Destination: 10.47.4.3
User Datagram Protocol, Src Port: 4342, Dst Port: 4342
Source Port: 4342
Destination Port: 4342
Length: 48
Checksum: 0xe9a8 [unverified]
[Checksum Status: Unverified]
[Stream index: 2]
[Timestamps]
[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
Locator/ID Separation Protocol
0001 .... ..
. 0000 00..

Type: Map-Request (1)
Flags: 0x00
= A bit (Authoritative): Not set
bit (Map-Reply present): Not set
bit (Probe): Not set
bit (Solicit-Map-Request): Not set
bit (Proxy ITR): Not set
bit (SMR-invoked): Not set

o
|
nw o nTEZ>



..00 0000 000. Reserved bits: 0x000

...0 0000 = ITR-RLOC Count: O

Record Count: 1
Nonce: 0x50c5f2b60b4lcalc
Source EID AFI: Reserved (0)
Source EID: not set
ITR-RLOC 1: 10.47.1.12
ITR-RLOC AFI: IPv4 (1)
ITR-RLOC Address: 10.47.1.12
Map-Request Record 1: Unknown LCAF Type (53)/32
Reserved: 0x00
Prefix Length: 32
Prefix AFI: LISP Canonical Address Format (LCAF) (16387)
Prefix: Unknown LCAF Type (53)
LCAF: Unknown (53)
LCAF Header: 00003520000a
Reserved bits: 0x00
Flags: 0x00
Type: Unknown (53)
Reserved bits: 0x20
Length: 10
[Expert Info (Error/Protocol): LCAF type 53 is not defined in draft-ietf-1isp-T1caf-05]
[LCAF type 53 1is not defined in draft-ietf-lisp-lcaf-05]
[Severity level: Error]
[Group: Protocol]

£, REEE N BLISP Map-ReplyE R TEE T

<#root>
Border-2#
show nonitor capture 1 buffer display-filter frane.nunber==114 detail ed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 114: 96 bytes on wire (768 bits), 96 bytes captured (768 bits) on interface /tmp/epc_ws/wif_to_ts
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 24, 2023 15:41:06.573261000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1698162066.573261000 seconds
[Time delta from previous captured frame: 0.007008000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 12.774428000 seconds]
Frame Number: 114
Frame Length: 96 bytes (768 bits)
Capture Length: 96 bytes (768 bits)
[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:1isp]
Ethernet II, Src: 00:00:00:00:00:00 (

00: 00: 00: 00: 00: 00
), Dst: 00:00:00:00:00:00 (

00: 00: 00: 00: 00: 00



<-- CPU Inject does not properly show MAC addresses

Destination: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
veee .00 L Lol o... ... = LG bit: Globally unique address (factory default)
ceee 20 Ll ool ooo. ... = 1IG bit: Individual address (unicast)

Source: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
veee .00 L Lol o... ... = LG bit: Globally unique address (factory default)
ceee 00 Ll ool ooo. ... = 1IG bit: Individual address (unicast)

Type: IPv4 (0x0800)

Internet Protocol Version 4,

Src: 10.47.1.11, Dst: 10.47.1.12 <-- Border-2 RLOC and Edge-1 RLOC, respectively

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

1100 00.. = Differentiated Services Codepoint: Class Selector 6 (48)

.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 82
Identification: Oxe231 (57905)

Flags: 0x0000

0...

.0..

L0 e e
Fragment offset: 0
Time to 1ive: 255
Protocol: UDP (17)
Header checksum: 0xc234 [validation disabled]
[Header checksum status: Unverified]

Source: 10.47.1.11
Destination: 10.47.1.12
User Datagram Protocol, Src Port: 4342, Dst Port: 4342
Source Port: 4342
Destination Port: 4342
Length: 62
Checksum: 0Oxeld6 [unverified]
[Checksum Status: Unverified]
[Stream index: 1]
[Timestamps]
[Time since first frame: 0.007008000 seconds]
[Time since previous frame: 0.007008000 seconds]
Locator/ID Separation Protocol

Reserved bit: Not set
Don't fragment: Not set
More fragments: Not set

0010 .... = Type: Map-Reply (2)
. 0... = P bit (Probe): Not set
.0.. = E bit (Echo-Nonce Tocator reachability algorithm enabled): Not set
0 = S bit (LISP-SEC capable): Not set

...0 0000 0000 0000 0000
Record Count: 1
Nonce: 0x50c5f2b60b41calc

Reserved bits: 0x00000

Mapping Record 1, EID Prefix: Unknown LCAF Type (53)/32, TTL: 1440, Action: No-Action, Not Authorit

Record TTL: 1440
Locator Count: 1
EID Mask Length: 32

000. = Action: No-Action (0)
..0 ... .... .... = Authoritative bit: Not set
.000 0000 0000 = Reserved: 0x000
0000 .... = Reserved: 0x0

. 0000 0000 0000

Mapping Version: 0



EID Prefix AFI: LISP Canonical Address Format (LCAF) (16387)
EID Prefix: Unknown LCAF Type (53)
LCAF: Unknown (53)
LCAF Header: 00003520000a
Reserved bits: 0x00
Flags: 0x00
Type: Unknown (53)
Reserved bits: 0x20
Length: 10
[Expert Info (Error/Protocol): LCAF type 53 is not defined in draft-ietf-1isp-Tcaf-05]
[LCAF type 53 1is not defined in draft-ietf-lisp-lcaf-05]
[Severity level: Error]
[Group: Protocol]
Locator Record 1, RLOC: 52:54:00:1e:ad:00, Unreachable, Priority/Weight: 1/100, Multicast Prior
Priority: 1
Weight: 100
Multicast Priority: 1
Multicast Weight: 100
Flags: 0x0000
0000 0000 0000 O...
.0..

Reserved: 0x0000
Local: Not set
..0. Probe: Not set
N 0] Reachable: Not set
AFI: 802 (includes all 802 media plus Ethernet) (6)
Locator: 52:54:00:1e:ad:00

<#root>
Border-2#

debug lisp control -plane al

A11 LISP control debugging is on at verbose Tlevel
Border-2#

debug I 2lisp al

A1l L2Lisp debugging is on

*Oct 24 16:02:17.854: LISP[TRNSP]-0: Processing received Encap-Control(8) message on GigabitEthernetl/0
*Oct 24 16:02:17.854: LISP[TRNSP]-0: Processing received Map-Request(1l) message on GigabitEthernetl/0/3
*0ct 24 16:02:17.855: LISP[MR ]-0: Received Map-Request with 1 records, first EID IID 8190 10.47.4.3/
*Oct 24 16:02:17.855: LISP[MR ]-0 IID 8190

Eth- ARP. MS EID 10.47.4.3/32;: Sending proxy reply to 10.47.1.12.

10.47.4.375254.001e.ad00 T & % Z & & ;R 9 Address Resolution ( AR ; 7 RL Af#R ) BERICK
9 B LISP Map-ReplyZEdge-1A"2ZEL =M T, Edge-1l&BIDLISP Map-RequestZ4 KL T, T
Y RRANOMACT RLADRLOCZERELET

<tfroot>
Edge-1#

debug lisp control-plane al



Edge-1#
debug | 2lisp al

*0ct 24 16:19:54.843: LISP[REMT ]-0: Received Map-Reply with nonce 0x37F890B9-0xAC60D2B9, 1 records.
*0ct 24 16:19:54.843: LISP[MS 1-0: This is a Address Resolution message.

*0ct 24 16:19:54.843: LISP[REMT ]-0: Map-Reply nonce matches pending request for IID 8190 EID 10.47.4.3
*0ct 24 16:19:54.843: LISP[REMT ]-0:

Processi ng Map- Reply mapping record for 11D 8190 Eth-ARP 10.47.4.3/32 LCAF 53, ttl 1440, action none, nc
*0ct 24 16:19:54.843: LISP[REMT ]1-0:

5254. 001e. ad00 pri/wei/dIDm D/ net/si_typel/si_id/si_flg/afn_id=1/100/0/0/ 4294967295/ none/ 0/ UNSPEC/ UNSPE(

*0ct 24 17:11:24.056: LISP[REMT ]-0 IID 8190: Schedule processing of Map-Requests from 'remote EID pref

Map Request: Sending request for 11D 8190 EI D 5254. 001e. ad00/ 48, requester 'renote EID prefix'.>

LISPO RO—IL7L—>., MACT7 RL A1047.43lCxFBLISPY Y JEREZSZ(EL, 41—
HZY NY—NFT—7 ) %ESBL TL2LISPIID 8190 X, MAC-RLOCNA > T4 T EE
ICLISPRY Y IS ERZEELET

<#root>
Border-1#
show nmoni tor capture 1 buff display-filter lisp brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
250 28.656076 0.0.0.0 -> 0.0.0.0 LISP 176 Encapsulated Map-Request for [8190] 52:54:00:1e:
251 28.658851

10.47.1.10 -> 10.47.1.12 LI SP 96 Map-Reply for [8190] 52:54:00: 1e: ad: 00/ 48

LISPY Y 7ERER Y TREBICODVTHLLKRTAHEL &S



<#root>
Border-1#
show nonitor capture 1 buffer display-filter frane.nunber==250 detailed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 250: 176 bytes on wire (1408 bits), 176 bytes captured (1408 bits) on interface /tmp/epc_ws/wif_t
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 24, 2023 17:37:11.647755000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1698169031.647755000 seconds
[Time delta from previous captured frame: 0.315724000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 28.656076000 seconds]
Frame Number: 250
Frame Length: 176 bytes (1408 bits)
Capture Length: 176 bytes (1408 bits)
[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:lisp:ip:udp:1isp]
Ethernet II, Src: 52:54:00:04:84:b1 (52:54:00:04:84:b1), Dst: 52:54:00:0a:42:f3 (52:54:00:0a:42:f3)
Destination: 52:54:00:0a:42:f3 (52:54:00:0a:42:f3)
Address: 52:54:00:0a:42:f3 (52:54:00:0a:42:f3)
1o ... ... ... .... = LG bit: Locally administered address (this is NOT the factory d
veee 200 ooo L. woes ou.. = IG bit: Individual address (unicast)
Source: 52:54:00:04:84:b1 (52:54:00:04:84:b1)
Address: 52:54:00:04:84:b1 (52:54:00:04:84:b1)
e w1 oo oo oo o... = LG bit: Locally administered address (this is NOT the factory d
veee 200 ooo L. woes ou.. = IG bit: Individual address (unicast)
Type: IPv4 (0x0800)
Internet Protocol Version 4,

Src: 10.47.1.12, Dst: 10.47.1.10 <-- Edge-1 RLOC and Border-1 RLOC, respectively

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
1100 00.. = Differentiated Services Codepoint: Class Selector 6 (48)

.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 162

Identification: 0x75e5 (30181)

Flags: 0x0000
0 Reserved bit: Not set
.0.. .... .... .... =Don't fragment: Not set
L0 e e More fragments: Not set

Fragment offset: 0

Time to 1ive: 255

Protocol: UDP (17)

Header checksum: 0x2e32 [validation disabled]

[Header checksum status: Unverified]

Source: 10.47.1.12

Destination: 10.47.1.10

User Datagram Protocol, Src Port: 4342, Dst Port: 4342

Source Port: 4342

Destination Port: 4342

Length: 142

Checksum: 0x46f1 [unverified]

[Checksum Status: Unverified]

[Stream index: 4]



[Timestamps]

[Time since first frame: 0.000000000 seconds]

[Time since previous frame: 0.000000000 seconds]

Locator/ID Separation Protocol
1000 .... .... ... «ve.. .... = Type: Encapsulated Control Message (8)
e 00l Lo Ll Lol iiir iii. wuv. =S bit (LISP-SEC capable): Not set
0.. .... .... ...v vivs vvev vve.. =D bit (DDT-originated): Not set
..00 0000 0000 0000 0000 0000 0000 = Reserved bits: 0x0000000
Internet Protocol Version 4, Src: 0.0.0.0, Dst: 0.0.0.0
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

1100 00.. = Differentiated Services Codepoint: Class Selector 6 (48)

.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 130
Identification: 0x75e4 (30180)

Flags: 0x0000

0...

.0..

L0 e e
Fragment offset: 0
Time to Tive: 255
Protocol: UDP (17)
Header checksum: 0x44c7 [validation disabled]
[Header checksum status: Unverified]

Source: 0.0.0.0
Destination: 0.0.0.0
User Datagram Protocol, Src Port: 4342, Dst Port: 4342
Source Port: 4342
Destination Port: 4342
Length: 110
Checksum: 0x18bb [unverified]
[Checksum Status: Unverified]
[Stream index: 5]
[Timestamps]
[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
Locator/ID Separation Protocol
0001 .... ..
. 0100 00..

S
e
e

T
S

Reserved bit: Not set
Don't fragment: Not set
More fragments: Not set

Type: Map-Request (1)

Flags: 0x10

bit (Authoritative): Not set

bit (Map-Reply present): Set

bit (Probe): Not set

bit (Solicit-Map-Request): Not set
bit (Proxy ITR): Not set

e W00 L. L... .... = s bit (SMR-invoked): Not set

..00 0000 000. Reserved bits: 0x000

...0 0000 = ITR-RLOC Count: O

Il
T LU xX>

Record Count: 1
Nonce: 0x86438e956066d3ca
Source EID AFI: LISP Canonical Address Format (LCAF) (16387)
Source EID: [8190] 00:00:0c:9f:f3:41
LCAF: Instance ID: 8190, Address: 00:00:0c:9f:f3:41
LCAF Header: 00000220000c
Reserved bits: 0x00
Flags: 0x00
Type: Instance ID (2)
Reserved bits: 0x20
Length: 12
Instance ID: 8190
Address AFI: 802 (includes all 802 media plus Ethernet) (6)
Address: 00:00:0c:9f:f3:41 (00:00:0c:9f:f3:41)



ITR-RLOC 1: 10.47.1.12
ITR-RLOC AFI: IPv4 (1)
ITR-RLOC Address: 10.47.1.12
Map-Request Record 1: [8190]

52:54: 00: 1le: ad: 00/ 48 <-- Map-Request for this specific MAC address

Reserved: 0x00
Prefix Length: 48
Prefix AFI: LISP Canonical Address Format (LCAF) (16387)
Prefix: [8190] 52:54:00:1e:ad:00
LCAF: Instance ID: 8190, Address: 52:54:00:1e:ad:00
LCAF Header: 00000220000c
Reserved bits: 0x00
Flags: 0x00
Type: Instance ID (2)
Reserved bits: 0x20
Length: 12
Instance ID: 8190
Address AFI: 802 (includes all 802 media plus Ethernet) (6)
Address: 52:54:00:1e:ad:00 (52:54:00:1e:ad:00)
Map-Reply Record
Mapping Record 1, EID Prefix: [8190] 00:00:0c:9f:f3:41/48, TTL: 1440, Action: No-Action, Author
Record TTL: 1440
Locator Count: 1
EID Mask Length: 48

000. = Action: No-Action (0)
.1 ... ..., .... = Authoritative bit: Set
.000 0000 0000 = Reserved: 0x000
0000 .... = Reserved: 0x0

. 0000 0000 0000 Mapping Version: 0
EID Prefix AFI: LISP Canonical Address Format (LCAF) (16387)
EID Prefix: [8190] 00:00:0c:9f:f3:41
LCAF: Instance ID: 8190, Address: 00:00:0c:9f:f3:41
LCAF Header: 00000220000c
Reserved bits: 0x00
Flags: 0x00
Type: Instance ID (2)
Reserved bits: 0x20
Length: 12
Instance ID: 8190
Address AFI: 802 (includes all 802 media plus Ethernet) (6)
Address: 00:00:0c:9f:f3:41 (00:00:0c:9f:f3:41)
Locator Record 1, Local RLOC: 10.47.1.12, Reachable, Priority/Weight: 10/10, Multicast Prio
Priority: 10
Weight: 10
Multicast Priority: 10
Multicast Weight: 10
Flags: 0x0005
0000 0000 0000 O...
I
..0.
.1

Reserved: 0x0000
Local: Set
Probe: Not set
Reachable: Set

AFI: IPv4 (1)
Locator: 10.47.1.12

<tfroot>



Border-1#
show nonitor capture 1 buffer display-filter frane.nunber==251 detailed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 251: 96 bytes on wire (768 bits), 96 bytes captured (768 bits) on interface /tmp/epc_ws/wif_to_ts
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 24, 2023 17:37:11.650530000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1698169031.650530000 seconds
[Time delta from previous captured frame: 0.002775000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 28.658851000 seconds]
Frame Number: 251
Frame Length: 96 bytes (768 bits)
Capture Length: 96 bytes (768 bits)
[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:1isp]
Ethernet II, Src: 00:00:00:00:00:00 (00:00:00:00:00:00), Dst: 00:00:00:00:00:00 (00:00:00:00:00:00)
Destination: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
e .00 L Lo o... ... = LG bit: Globally unique address (factory default)
ceee 00 Ll ool ooo. ... = 1IG bit: Individual address (unicast)
Source: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
1 LG bit: Globally unique address (factory default)
e O IG bit: Individual address (unicast)
Type: IPv4 (0x0800)
Internet Protocol Version 4,

Src: 10.47.1.10, Dst: 10.47.1.12 <-- Border-1 RLOC, Edge-1 RLCC, respectively

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

1100 00.. = Differentiated Services Codepoint: Class Selector 6 (48)

.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 82
Identification: 0x12a9 (4777)

Flags: 0x0000

0...

.0..

L0 e e
Fragment offset: 0
Time to 1ive: 255
Protocol: UDP (17)
Header checksum: 0x91be [validation disabled]
[Header checksum status: Unverified]

Source: 10.47.1.10
Destination: 10.47.1.12
User Datagram Protocol, Src Port: 4342, Dst Port: 4342
Source Port: 4342
Destination Port: 4342
Length: 62
Checksum: 0xd63e [unverified]
[Checksum Status: Unverified]
[Stream index: 4]
[Timestamps]
[Time since first frame: 0.002775000 seconds]

Reserved bit: Not set
Don't fragment: Not set
More fragments: Not set



[Time since previous frame: 0.002775000 seconds]
Locator/ID Separation Protocol

0010 .... = Type: Map-Reply (2)
. 0... = P bit (Probe): Not set
.0.. = E bit (Echo-Nonce Tocator reachability algorithm enabled): Not set
0 = S bit (LISP-SEC capable): Not set

...0 0000 0000 0000 0000
Record Count: 1
Nonce: 0x86438e956066d3ca
Mapping Record 1, EID Prefix: [8190] 52:54:00:1e:ad:00/48, TTL: 1440, Action: No-Action, Not Author
Record TTL: 1440
Locator Count: 1
EID Mask Length: 48

Reserved bits: 0x00000

000. = Action: No-Action (0)
..0 ... .... .... = Authoritative bit: Not set
.000 0000 0000 = Reserved: 0x000
0000 .... = Reserved: 0x0

. 0000 0000 0000 Mapping Version: 0
EID Prefix AFI: LISP Canonical Address Format (LCAF) (16387)
EID Prefix: [8190] 52:54:00:1e:ad:00
LCAF: Instance ID: 8190, Address: 52:54:00:1le:ad:00
LCAF Header: 00000220000c
Reserved bits: 0x00
Flags: 0x00
Type: Instance ID (2)
Reserved bits: 0x20
Length: 12
Instance ID: 8190
Address AFI: 802 (includes all 802 media plus Ethernet) (6)
Address: 52:54:00:1e:ad:00 (52:54:00:1e:ad:00)
Locator Record 1, RLOC: 10.47.1.13, Reachable, Priority/Weight: 10/10, Multicast Priority/Weigh
Priority: 10
Weight: 10
Multicast Priority: 10
Multicast Weight: 10
Flags: 0x0001
0000 0000 0000 O...
.0..
..0.
.1

Reserved: 0x0000
Local: Not set
Probe: Not set
Reachable: Set

AFI: IPv4 (1)

Locator: 10.47.1.13 <-- This RLOC owns the MAC address

<#root>
Border-1#

debug lisp control -plane al

Border-1#

debug | 2lisp al

*0ct 24 18:03:00.361: LISP[TRNSP]-0: Processing received Map-Request(1l) message on GigabitEthernetl/0/3



*0Oct 24 18:03:00.361: LISP[MR ]1-0: Received Map-Request with 1 records, first EID IID 8190 5254.001le.
*0Oct 24 18:03:00.361: LISP[MR ]-0

11D 8190 MAC. Ms EID 5254. 001e. ad00/ 48: Sending proxy reply to 10.47.1.12

Edge-1i¢. Border-12SLISPY Y 7 &% ZELET

<#root>
Edge-1#

debug lisp control -plane al

Edge-1#

debug I 2lisp al

*0ct 24 17:11:24.558: LISP[TRNSP]-0: Processing received Map-Reply(2) message on GigabitEthernetl/0/1 f
*0Oct 24 17:11:24.558: LISP[REMT ]-0: Received Map-Reply with nonce O0x38A78BA8-0x(C378149D, 1 records.
*0Oct 24 17:11:24.558: LISP[REMT ]-0: Map-Reply nonce matches pending request for IID 8190 EID 5254.001le
*0ct 24 17:11:24.558: LISP[REMT ]1-0:

Processi ng Map- Reply nmapping record for 11D 8190 MAC 5254. 001e. ad00/ 48 LCAF 2, ttl 1440, action none, nc
*Oct 24 17:11:24.559: LISP[REMT ]-0:
10.47.1.13

pri/wei/dID/mID/met/si_type/si_id/si_flg/afn_id=10/10/0/0/4294967295/none/0/UNSPEC/UNSPEC 1pR.

LISP/SISFRX#:%Z /L 7=ARPER£{k(F. CPUEPCZ/T L TEdge-1TRRCEEXT

<#root>
Edge-1#
show nonitor capture 1 buffer display-filter "arp.dst.proto_ipv4==10.47.4.3 or |isp"

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
120 18.415474 52:54:00:19:93:e9 -> ff:ff:ff:ff:ff:ff ARP 60 Who has 10.47.4.3? Tell 10.47.4.2

<-- Broadcast ARP Request punted up to the CPU

121 18.416092 10.47.4.3 -> 10.47.4.3 LISP 114 Encapsulated Map-Request for Unknown LCAF Type (
<-- LI SP Map- Request to obtain the MAC address of 10.47.4.3

135 19.598041 10.47.1.11 -> 10.47.1.12 LISP 96 Map-Reply for Unknown LCAF Type (53)/32
<-- LISP Map-Reply providing the MAC address of 10.47.4.3

136 19.613072 0.0.0.0 -> 0.0.0.0 LISP 176 Encapsulated Map-Request for [8190] 52:54:00:1le:
<-- LI SP Map-Request to obtain the RLOC for MAC address 5254.001e. ad00

138 20.119722 10.47.1.10 -> 10.47.1.12 LISP 96 Map-Reply for [8190] 52:54:00:1le:ad:00/48



<-- LISP Map-Reply for the RLOC that owns MAC address 5254. 001e. ad00

143 20.477618 52:54:00:19:93:e9 -> 52:54:00:1e:ad:00 ARP 60 Who has 10.47.4.37 Tell 10.47.4.2

<-- Unicast ARP Request injected down fromthe CPU

Edge-1M Y RO—LT7L—HFRETHE, XY TF ¥y 1T RYESISFUE—RIVN

JRMT)ARRENETT

<#root>
Edge-1#
show i sp instance-id 8190 ethernet map-cache 5254.001e. ad00

LISP MAC Mapping Cache for LISP 0 EID-table Vlan 1026 (IID 8190), 1 entries

5254. 001e. ad00/ 48

, uptime: 00:06:26, expires: 23:53:34, via map-reply, complete
Sources: map-reply
State: complete, last modified: 00:06:26, map-source: 10.47.1.13
Active, Packets out: 11(0 bytes), counters are not accurate (~ 00:00:00 ago)
Encapsulating dynamic-EID traffic

Locator Uptime State Pri/Wgt Encap-IID
10.47.1.13
00:06:26 up 10/10 -
Last up-down state change: 00:06:26, state change count: 1
Last route reachability change: 2w0d, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:
Last RLOC-probe sent: 00:06:25 (rtt 1104ms)
Edge-1#

show devi ce-tracki ng dat abase address 10.47.4.3

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan

RMT

10.47.4.3

5254. 001e. ad00

privl

ag



L2LIO 1026 0005 7mn STALE try 0 731 s

WD, 1°F v+ ANARPERACPUA S AT I I REET, MBSV R—TI(ALD
EPCEBERALT. CPUBANT Y REE I ABTF Y 7F v 3B LR TEEL AL VXLANAT
LI ZF v+ ANARPEROZEORIRICEK. BEAT7IUYIIVI/—REOD
Switchport Analyzer(SPAN)E 1z [F A HEPCZFERATEE T

Edge-2(10.47.1.13)
£, LISPEER N ZILAEZ—T T4 AHNVLAN 1026 HDVLAN IDHEAICV AREhTWVWB C
EEHRELET

<ffroot>
Edge-2#

show vlan id 1026

VLAN Name Status Ports

102 red active
L2LI 0: 8190

, Gi1/0/3

<-- L2 LISP IID is associated

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

1026 enet 101026 1500 - - - - - 0 0

Remote SPAN VLAN

Disabled

Primary Secondary Type Ports

Z C T, Edge-2W AKEPCKE, ZELEVXLANAT EILILARPISEZRLET, I-F v AN
ARPERIFVXLANTHZ EIL{tE D=8, IPACLEFERAL TIY2RLOCICEEEhD T Y
T1RLOC ( ZNEFN10.47.1.120 51047113ICEE ) EBEL. RST14v0ETAINRDY
JTEEXT,

<#root>
Edge-2(config)#

ip access-list extended tac



Edge-2(config-ext-nacl)#

pernmit ip host 10.47.1.12 host 10.47.1.13

Edge-2#

nonitor capture 1 interface g1/0/1 in access-list tac
Edge-2#

nmonitor capture 1 interface g1/0/2 in access-list tac
Edge-2#

noni tor capture 1 start

Started capture point : 1
Edge-2#

noni tor capture 1 stop

Capture statistics collected at software:
Capture duration - 20 seconds
Packets received - 10
Packets dropped - 0
Packets oversized - 0

Number of Bytes dropped at asic not collected

Capture buffer will exists till exported or cleared

Stopped capture point : 1

Edge-2#

show nonitor capture 1 buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000

52:54:00: 19: 93: €9 -> 52:54:00: 1e: ad: 00 ARP 110 Who has 10.47.4.3? Tell 10.47.4.2

COHDARPERZLVFELLKFAXND &, ARP7L—LNNEL, BERKGONAI NTHD 1D,
VXLANAZ E)L{t, UDPAY R —, LV ZDMMOAY R —HFHBDZENDHVYET,

<#root>
Edge-2#
show nonitor capture 1 buffer display-filter frane.nunber==1 detail ed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface /tmp/epc_ws/wif_to_ts.
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 24, 2023 18:57:34.642468000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1698173854.642468000 seconds



[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 110 bytes (880 bits)
Capture Length: 110 bytes (880 bits)
[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:vxlan:eth:ethertype:arp]
Ethernet II, Src: 52:54:00:0a:42:11 (52:54:00:0a:42:11), Dst: 52:54:00:17:fe:65 (52:54:00:17:fe:65)
Destination: 52:54:00:17:fe:65 (52:54:00:17:fe:65)
Address: 52:54:00:17:fe:65 (52:54:00:17:fe:65)
1. ... ... ... .... = LG bit: Locally administered address (this is NOT the factory d
veee .0 oo oo ... ... = IG bit: Individual address (unicast)
Source: 52:54:00:0a:42:11 (52:54:00:0a:42:11)
Address: 52:54:00:0a:42:11 (52:54:00:0a:42:11)
1. ... ... ... .... = LG bit: Locally administered address (this is NOT the factory d
veee .0 oo oo ... ... = IG bit: Individual address (unicast)
Type: IPv4 (0x0800)
Internet Protocol Version 4,
Src: 10.47.1.12, Dst: 10.47.1.13 <-- Edge-1 RLOC and Edge-2 RLCC, respectively

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 96
Identification: 0x798a (31114)
Flags: 0x4000, Don't fragment
0... .... .... .... = Reserved bit: Not set
i Don't fragment: Set
O More fragments: Not set
Fragment offset: 0
Time to Tive: 253
Protocol: UDP (17)
Header checksum: Oxed8b [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.1.12
Destination: 10.47.1.13
User Datagram Protocol, Src Port: 65354, Dst Port: 4789
Source Port: 65354
Destination Port: 4789
Length: 76
[Checksum: [missing]]
[Checksum Status: Not present]
[Stream index: 0]
[Timestamps]
[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
Virtual eXtensible Local Area Network
Flags: 0x8800, GBP Extension, VXLAN Network ID (VNI)
1... .... .... .... = GBP Extension: Defined
.0.. Don't Learn: False
VXLAN Network ID (VNI): True
Policy Applied: False
Reserved(R): 0x0000

R

I

.000 .000 0.00 .000
Group Policy ID: O
VXLAN Network Identifier (VNI):

8190 <-- LISP L2 IID



Reserved: 0
Ethernet II, Src: 52:54:00:19:93:e9 (

52:54:00: 19: 93: €9

), Dst: 52:54:00:1e:ad:00 (

52:54: 00: 1e: ad: 00

)

<-- True source and destination endpoi nt MAC address

Destination: 52:54:00:1e:ad:00 (52:54:00:1e:ad:00)
Address: 52:54:00:1e:ad:00 (52:54:00:1e:ad:00)
1. ... ... ... .... = LG bit: Locally administered address (this is NOT the factory d
ceee 00 Ll ool ooo. ... = 1IG bit: Individual address (unicast)
Source: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
Address: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
1. ... ... ... .... = LG bit: Locally administered address (this is NOT the factory d
ceee 20 Ll ool ooo. ... = 1IG bit: Individual address (unicast)
Type: ARP (0x0806)
Trailer: 000000000000000000000000000000000000
Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: 52:54:00:19:93:e9 (

52:54:00: 19: 93: e9

)

Sender IP address:
10.47.4.2
Target MAC address: 00:00:00:00:00:00 (

00: 00: 00: 00: 00: 00

)
Target IP address:

10.47.4.3

Edge-2ldVXLANA 7 EZ)LIL ZELV) BRE, 1-F v ANARPERZ& S (ICE T2 = HIZCPUIC
NRNUET, chidk, FEDN RNF YT F ¥ THERETEET,

<tfroot>
Edge-2#

debug platformsoftware fed switch active punt packet-capture start

Punt packet capturing started.

Edge-2#

debug platform software fed switch active punt packet-capture stop



Punt packet capturing stopped. Captured 21 packet(s)
Edge-2#
show platform software fed sw active punt packet-capture display-filter "arp" brief

Punt packet capturing: disabled. Buffer wrapping: disabled
Total captured so far: 21 packets. Capture capacity : 4096 packets

—————— Punt Packet Number: 6, Timestamp: 2023/10/24 19:14:32.930 ------
interface : physical: [if-id: 0x00000000], pal:

L2L1 SPO

[if-id: 0x00000017]
metadata : cause: 109 [snoop packets], sub-cause: 1,

g-no: 16,

Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr :

dest mac: 5254.001e.ad00, src nmac: 5254.0019. 93e9

ether hdr : ethertype: 0x0806 (ARP)

ARPERAARPAX—N7TOLARICEEFENET,

<#root>
Edge- 2#debug pl atform software infrastructure punt

*0ct 24 19:18:38.916: PUNT RX: mcprp_process_receive_packet: pak->vlan_id: 1026
*0Oct 24 19:18:38.916: Punt: IP proto src 147.233.

10. 47, dst 4.2.

0.0, from table 0, intf L2LIO, encap LISP, size 60

cause snoop packets(L3)

<-- You can see the 10.47.4.2

*0ct 24 19:18:38.916: punt cause:snoop packets invoking reg_invoke_mcprp_punt_feature_msg
*0ct 24 19:18:38.916: punt cause:shoop packets

MCPRP_PUNT_PAK_PROC_OK_DONE

N EE COFNYTRF Y NERBOT, EELTEALTIEE L,

CDARPERIBL2LISP/IR Y RIAVR—T IA AN SEEEND 28, Edge-2lELISPOX A F
SYJEDOO—AINIVRERANELTI047422FFLELRA



<#root>
Edge-2#s

how pl at f orm ar psnoopi ng client 5254.0019. 93e9

PLAT_DAI : Platform DAI shim
FWDPLANE : Dataplane forwarding
BRIDGE : Packet to be bridged
ARPSN : Arp Snooping

Packet Trace for client MAC 5254.0019.93E9:

Opcode

ARP_REQUEST
ARP_REQUEST

Timestamp Sender Mac Sender IP Target Mac Target IP
2023/10/24 15:57:01.129 5254.0019.93e9 10.47.4.2 0000.0000.0000 10.47.4.3
2023/10/24 15:57:01.129 5254.0019.93e9 10.47.4.2 0000.0000.0000 10.47.4.3
2023/10/24 15:57:01.129 5254.0019.93e9 10.47.4.2 0000.0000.0000 10.47.4.3

PLATF_DAI : SHUNTED

ARP_REQUEST

T, ARPEREFECPUA SVLAN 1026, 4521047430 EBEE N TVBGIH/0/BICEAENE

3'0

<#root>
Edge-2#
show mac address-tabl e address 5254. 00l1le. ad00

Mac Address Table

Vlan Mac Address Type Ports

1026 5254.001e.ad00 DYNAMIC Gil/0/3
Total Mac Addresses for this criterion: 1

Edge-2#

show pl at f orm ar psnoopi ng client 5254.001e. ad00

PLAT_DAI : Platform DAI shim
FWDPLANE : Dataplane forwarding
BRIDGE : Packet to be bridged
ARPSN : Arp Snooping

Packet Trace for client MAC 5254.001E.ADQO:

Opcode

ARP_REQUEST

Timestamp Sender Mac Sender IP Target Mac Target IP
2023/10/24 15:57:01.129 5254.0019.93e9 10.47.4.2 0000.0000.0000 10.47.4.3
2023/10/24 15:57:01.129 5254.0019.93e9 10.47.4.2 0000.0000.0000 10.47.4.3

A-F v ARMNAARPREZOGLARILD—0 70—

ARP_REQUEST



o 3 o B e

= Host-2 responds with a unicast
ARP Reply to Host-1

2
= ARP Reply punted up to the CPU
= Processed by SISF

3
= FE sends a LISP Map-Reguest for RLOC
resolution for Host-1 MAC Address

4
= CP responds with a LISP Map-Reply providing
RLOC/MAC binding

5

= ARP Reply is VXLAN encapsulated and sent

out
6

= ARP Reply is VXLAN
decapsulated, punted up
to the CPU and forwarded
to Host-1

=% v AN/NAARPISZE O fREE

Edge-2(10.47.1.13)

1047432 ETDI RRANEIZF ¥ ANARPISETIHEEL . ARPREIKIPDTOEEIC
KVYCPUICN RENET, BYIORKRIAEFE, T RKRSANCHTSDAE2—T I A ATEPCE
NMLTITIHNIET,

<#root>

Edge-2#

show nmoni tor capture 1 buffer display-filter arp

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

2 88.712035

52:54:00: 1e:ad: 00 -> 00:00: 0c: 9f:f3:41 ARP 60 10.47.4.3 is at 52:54:00: le: ad: 00

RIZ, FEDNRZERALTN RT3 2HRELET
<#root>
Edge-2#

debug platformsoftware fed sw active punt packet-capture start

Punt packet capturing started.



Edge-2#

debug platformsoftware fed sw active punt packet-capture stop

Punt packet capturing stopped. Captured 22 packet(s)

Edge-2#

show platform software fed sw active punt packet-capture display-filter "arp" brief

Punt packet capturing: disabled. Buffer wrapping: disabled
Total captured so far: 22 packets. Capture capacity : 4096 packets

—————— Punt Packet Number: 6, Timestamp: 2023/10/24 20:32:35.634 ------
interface : physical: [if-id: 0x00000000], pal:

L2L1 SPO

[if-id: 0x00000017]
metadata : cause: 109 [

snoop packet s]

, Sub-cause: 1,

g-no: 16

, linktype: MCP_LINK_TYPE_IP [1]

<-- Punted for Snoop Packets to CPU queue 16
ether hdr :

dest mac: 5254. 001e. ad00

src nmac: 5254.0019. 93e9

ether hdr : ethertype: 0x0806 (ARP)

Kz, ARPIEIARPAR—NETFNAARNTYF U TICEENET

<ffroot>
Edge-2#

debug platformsoftware infrastructure punt

*0ct 24 19:18:39.101: PUNT RX: mcprp_process_receive_packet: pak->vlan_id: 1026
*0ct 24 19:18:39.101: Punt: IP proto src 173.0.

10. 47

, dst

4.3

.82.84, from table 0, intf Gil/0/3, encap ARPA, size 60, cause snhoop packets(L3)
<-- 10.47.4.3 is obscured

*Oct 24 19:18:39.101: punt cause:snoop packets invoking reg_invoke_mcprp_punt_feature_msg



*0ct 24 19:18:39.101: punt cause:shoop packets MCPRP_PUNT_PAK_PROC_OK_DONE

<#root>

Edge-2#

debug platformfhs
Edge-2#

debug platformfhs al

ARP packet received from ARP snooper (G 1/0/3 10.47. 4.3 (5254. 001e. ad00) VLAN: 10

N EE CheoFNYTEBLYAYEOT. RELTEALTLEEL,

<#root>
Edge-2#
debug devi ce-tracking

*0ct 24 20:42:22.554: SISF[CLA]: Interest on target vlan 1026

*0ct 24 20:42:22.554: SISF[CLA]: feature Device-tracking

*0ct 24 20:42:22.554: SISF[CLA]: feature Address Resolution Relay
*0ct 24 20:42:22.555: SISF[SWI]:

G 1/0/3 vlan 1026 Feature_O Device-tracking priority 128

*0Oct 24 20:42:22.555: SISF[SWI]:

G 1/0/3 vlan 1026 Feature_1 Address Resolution Relay priority 81
*Oct 24 20:42:22.555: SISF[PRS]:

ARP- REPLY target set to 10.47.4.2

*0ct 24 20:42:22.556: SISF[SWI]: Gil/0/3 vlan 1026 Feature Device-tracking rc: OK
*0ct 24 20:42:22.556: SISF[ARR]: Gil/0/3 vlan 1026 Receive a msg in AR
*0ct 24 20:42:22.557: SISF[ARR]:

G 1/0/3 vlan 1026 Not ARP Request or NS, return OK

*0ct 24 20:42:22.557: SISF[SWI]: Gil/0/3 vlan 1026 Feature Address Resolution Relay rc: OK
*0ct 24 20:42:22.557: SISF[SWI]: Gil/0/3 vlan 1026 Features execution OK

ARPISEE T TICEBDIEAMACT RL A (Edge-1 T—RHICHEEBE D TL —ARILTERGER
3% ) ZEELTVWB Y, Edge-2lkLISPY Y 7ER%Z N Hj—L TRLOC-MACD BIE (T |1 & fi#
RTEFRT,

<ttroot>

Edge-2#



debug lisp control -plane al

Edge-2#

debug | 2lisp al

*0ct 24 20:47:34.400: LISP[REMT ]-0 IID 8190: Schedule processing of Map-Requests from 'remote EID pref
*Oct 24 20:47:34.401: LISP[REMT ]-0:

Map Request: Sending request for 11D 8190 EI D 5254. 0019. 93e9/ 48, requester 'renote EID prefix'.

*0ct 24 20:47:35.166: LISP[TRNSP]-0: Processing received Map-Reply(2) message on GigabitEthernetl/0/1 f
*0ct 24 20:47:35.166: LISP[REMT ]-0:

Recei ved Map-Reply w th nonce 0x5879579E- OXxCAFCOAAS5, 1 records

*0Oct 24 20:47:35.166: LISP[REMT ]-0:

Processi ng Map- Reply mapping record for 11D 8190 MAC 5254. 0019. 93e9/48 LCAF 2, ttl 1440, action none, nc
*0Oct 24 20:47:35.166: LISP[REMT ]-0:

10.47.1.12

pri/wei/dID/mID/met/si_type/si_id/si_flg/afn_id=10/10/0/0/4294967295/none/0/UNSPEC/UNSPEC 1pR.

1Y > KRshow lisp instance-id <L2 1ID> ethernet map-cache <%B5%EMACF RL A> ZFERL T,
DARPIEEANVXLANA 7L EFERAL TEDRLOCICEEE B L ERRELET

<#root>
Edge-2#
show i sp instance-id 8190 ethernet map-cache 5254.0019. 93e9

LISP MAC Mapping Cache for LISP 0 EID-table Vlan 1026 (IID 8190), 1 entries

5254. 0019. 93e9/ 48

, uptime: 00:03:45, expires: 23:56:15, via map-reply, complete
Sources: map-reply
State: complete, last modified: 00:03:45, map-source: 10.47.1.12
Active, Packets out: 6(0 bytes), counters are not accurate (~ 00:00:59 ago)
Encapsulating dynamic-EID traffic

Locator Uptime State Pri/Wgt Encap-IID
10.47.1.12
00:03:45 up 10/10 -
Last up-down state change: 00:03:45, state change count: 1
Last route reachability change: 2w0d, state change count: 1
Last priority / weight change: never/never

RLOC-probing loc-status algorithm:
Last RLOC-probe sent: 00:03:45 (rtt 861ms)



LISPOf#R#%. ARPIGEZCPUN ST X —L 1 MD10.47112RLOCICEATEET

<#root>
Edge-2#
show i p cef 10.47.1.12

10.47.1.12/32
nexthop 10.47.1.2 GigabitEthernetl/0/2
nexthop 10.47.1.6 GigabitEthernetl/0/1

7 O0—24EPC/EH TEdge-2 CPUTHEFR TEE T, ARPHEEARPERMEVE, o770
—IZELISP ARFERA BV ETT,

<#root>
Edge-2#
show nonitor capture 1 buffer display-filter "arp.src.proto_ipv4==10.47.4.3 or |isp"
Starting the packet display ........ Press Ctrl + Shift + 6 to exit
62  9.355185 52:54:00:1e:ad:00 -> 52:54:00:19:93:e9 ARP 60 10.47.4.3 is at 52:54:00:1e:ad:00
<-- ARP Reply punted up to the CPU
63  9.355486 0.0.0.0 -> 0.0.0.0 LISP 176 Encapsulated Map-Request for [8190] 52:54:00:19:
<-- LI SP Map- Request to resolve RLOC- MAC associ ation
88 12.058412 10.47.1.10 -> 10.47.1.13 LISP 96 Map-Reply for [8190] 52:54:00:19:93:e9/48
<-- LI SP Map-Reply providing the RLOC- MAC associ ation

90 12.072455 52:54:00:1e:ad:00 -> 52:54:00:19:93:e9 ARP 110 10.47.4.3 is at 52:54:00:1e:ad:00

<-- VXLAN Encapsul ated ARP Reply that is injected by the CPU

.Q b > N:FED Punject¥ ¥ 7’F ¥ l&., AT NEARPEZEZF YT F Y LEHA, FEDEAD
FHNL—AZFEALTSEEL,

show platform arpsnooping client <source MAC address>N > RZEAT D &, ARPREICXL
TEdge2 CRITENLT V2 IV ZWATERT

<#root>
Edge-2#
show pl at f orm ar psnoopi ng client 5254.001e. ad00

PLAT_DAI : Platform DAI shim
FWDPLANE : Dataplane forwarding



BRIDGE : Packet to be bridged
ARPSN : Arp Snooping
Packet Trace for client MAC 5254.001E.ADOO:

Timestamp Sender Mac Sender IP Target Mac Target IP Opcode

2023/10/24 20:47:38.151 5254.001e.ad00 10.47.4.3 5254.0019.93e9 10.47.4.2 ARP_REPLY

PLATF_DAI : RECEI VED | NPUT

2023/10/24 20:47:38.151 5254.00le.ad00 10.47.4.3 5254.0019.93e9 10.47.4.2 ARP_REPLY
2023/10/24 20:47:38.152 5254.00le.ad00 10.47.4.3 5254.0019.93e9 10.47.4.2 ARP_REPLY
PLATF_DAI : TO_ARPSND

2023/10/24 20:47:38.152 5254.00le.ad00 10.47.4.3 5254.0019.93e9 10.47.4.2 ARP_REPLY
2023/10/24 20:47:38.152 5254.00le.ad00 10.47.4.3 5254.0019.93e9 10.47.4.2 ARP_REPLY
I NJECT: | NJ_VLAN_| FI NPUT_TO _BDI

2023/10/24 20:47:38.152 5254.00le.ad00 10.47.4.3 5254.0019.93e9 10.47.4.2 ARP_REPLY

| NJECT: BD_DPI DX_TO_FWDPLANE

Tv1(10.47.1.12)

Edge-1dVXLANA 72 JLILARPIHEE E ZEL . VXLANA Y X —% R Y 7L TARPRBE % CPUIC
INRL, E5ICREBLET,

<#root>
Edge-1#

debug platform software infrastructure punt

*0ct 24 21:42:11.303: PUNT RX: mcprp_process_receive_packet: pak->vlan_id: 1026
*0ct 24 21:42:11.303: Punt: IP proto src 173.0.

10. 47

, dst

4.3

.82.84, from table O,

intf L2LIO

, encap LISP, size 60, cause snoop packets(L3)

<-- Can see 10.47.4.3 | P address that has been obscured

*0ct 24 21:42:11.303: punt cause:snoop packets invoking reg_invoke_mcprp_punt_feature_msg
*0Oct 24 21:42:11.303: punt cause:snhoop packets MCPRP_PUNT_PAK_PROC_OK_DONE



ARPIENEdge-1TED RS ICAMEBENTVBHAICOVTOEMNEHRZEE T SICE, show
platform arpsnooping client <source MAC address>_ 1N > RZFEHATE XY

<#froot>
Edge-1#

show pl at f orm ar psnoopi ng client 5254.001e. ad00

PLAT_DAI : Platform DAI shim
FWDPLANE : Dataplane forwarding
BRIDGE : Packet to be bridged
ARPSN : Arp Snooping

Packet Trace for client MAC 5254.001E.ADOQO:

Timestamp Sender Mac Sender IP Target Mac Target IP Opcode

2023/10/24 20:40:33.741 5254.001le.ad00 10.47.4.3 5254.0019.93e9 10.47.4.2 ARP_REPLY
2023/10/24 20:40:33.741 5254.001le.ad00 10.47.4.3 5254.0019.93e9 10.47.4.2 ARP_REPLY
2023/10/24 20:40:33.741 5254.001le.ad00 10.47.4.3 5254.0019.93e9 10.47.4.2 ARP_REPLY

PLATF_DAI : SHUNTED

2023/10/24 20:40:33.741 5254.001e.ad00 10.
2023/10/24 20:40:33.741 5254.001e.ad00 10.

5254.0019.93e9 10.47.
5254.0019.93e9 10.47.

ARP_REPLY
ARP_REPLY

| NJECT: BD_DPI DX_TO_FWDPLANE

Edge-1&/V> RE NARPISZEZIEBL., I RRA2 MN04T420FEET BR—KNIZVLAN
1026 lCARPIGEZIXEELET

<#root>
Edge-1#
show mac address-tabl e address 5254. 0019. 93e9

Mac Address Table

Vlan Mac Address Type Ports

1026 5254.0019.93e9 DYNAMIC Gil/0/3
Total Mac Addresses for this criterion: 1

ARP7SYF 44 (L2759 F 1424 ) XA

L2753y F400%ERATRE, 777 VY IORODIRTNDTI7Z7TIVOTIVS /—RE, L2/



YRATIPEALINTO—RFYARNNENBERNANRABOT A —LANILFFYANTIL
—7IZSMULTWBBEICE, ARPERNIRETDUEEN BYNET, 77YVT10TORRE
BAENTYNTL—LHFIVS /) —RIZBETD T, FoA—LARILFFEFYANTIL—T
NFEEIPT RLATVXLANA AT IbEnET, L2753y TF1 200k, BENDSFUAT
ARPFERICEAE B OeeN HY E T,

« flood arp-nd Y > Ri&, VLANDL2 LISPA VARV ATHRELET, 7O0—RF ¥ A b
ARP7L—AE, 7O—-RFYARTUOA—LAINLFFYANITIN—TEZFERBLTINT
DI7T7TIYIIVIICTIVFAUITENET,

s T7=ATLR7ZYTFAVIFBMIBE2THY, T7—ILFI)AVYLAT—ILELTIY—2
ENTVWiEVWIEA, Cisco Catalyst CenterTflood arp-nd AN > RAREESNET

« TS — I/'f?)l/?=\=1’7\|\(.1 LANZA—RX—2 3 K EFFHREZFEALTIRETS
RBENFHYVES, 777VYIOIINFFYARNT—070—Tlk, PoA—LAIILF*~+

ANGEHBENICREENEE A,

Edge-l#show run sec 2190 Edge-2f#show run sec 2190
interface L2LISPQO.8180 interface L2LISP0O.8180
instance-id 8190 instance-id 8190
remote-rloc-probe on-route-change remote-rloc-probe on-route-change
service ethernet service ethernet
eid-table wvlan 1026 eid-table wlan 1026

broadeast-underlay 239.0.17.2
floed arp-nd

broadeast-underlay 239.0.17.2
flocd arp-nd
flood unknown-unicast

o

Host-B
10.47.4.3
5254.001e.ad00

flood unknown-unicast

o

Haost-A
10.47.4.2
5254.0019.93e9

IP Multicast Underlay Network

ToRA—=LAXIILFF ¥ ARNEREL., floodarp-ndZEXMICTEE, ARPERDWIEBFENTE
TNET, COMNEBREERK., £EEEELISPSISFR—ANBERZFEHAL TWVWEL =, L2LISPA >
AR > A Tflood arp-nd A" EREE 11D &, VLANDLISP-ARP-RELAY-VLAN IPDTR U & —A X
IC%V), EREAELSEYET,

<#root>
Edge-1#

show devi ce-tracking policies vlan 1026

Target Type Policy Feature Target range
vlan 1026 VLAN DT-PROGRAMMATIC Device-tracking vlan all
vlan 1026 VLAN LISP-DT-GLEAN-VLAN-MULTI-IP Device-tracking vlan all

77971427 )NAARPER O &AL

T v1(10.47.1.12)



7Y FA 2 Tarp-ndF/REENEL2T7TY T4 2V TRISVLANT O ZA4 T MR SARPER %
FEITDE, ARPARX—EVIICEK >THREBENAELSBZVYET, ARPEXRIE, IPDTZ—Z270
BB TCPUICNY hENETH, BEOBNTREHYEHE A,

ARPAX—/NIFARPERZMEBLEFB A, Chld. show platform arpsnooping client <MAC
address> N> RTHRFETEET,

<tfroot>
Edge-1#

show pl at f orm ar psnoopi ng client 5254.0019. 93e9

PLAT_DAI : Platform DAI shim
FWDPLANE : Dataplane forwarding
BRIDGE : Packet to be bridged
ARPSN : Arp Snooping

Packet Trace for client MAC 5254.0019.93E9:

Timestamp Sender Mac Sender IP Target Mac Target IP

Filtered entries counters:
ARPSN_FILTER_SVI: O

HACRENRTVWA&LSIC, Edge-1l@ T RHKA > N10.47.430ORMT IPDTIY U ZERL &
A

<#root>
Edge-1#
show nmonitor capture 1 buffer display-filter arp brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
1 0.000000 52:54:00:19:93:e9 -> ff:ff:ff:ff:ff:ff ARP 60 Who has 10.47.4.3? Tell 10.47.4.2

Edge-1#

show devi ce-tracki ng dat abase address 10.47.4.3

Opcode

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan privl

N T, ARPERRBVXLANTAHZ EIfteh, JO—RFYARTUH—LAINLFEYARNT
=7 ICEBMmMENEL =, Edge-11Cid. #EEx& L Tloopback0%#F DmrouteA&H V), 70— R



FYARNTUOR—=LATN=THFIN=THERTVWET,

<#root>
Edge-1#
show run int |00

Building configuration...

Current configuration : 135 bytes

!

interface Loopback0

ip address 10.47.1.12 255.255.255.255
no ip redirects

i p pi msparse-node <-- Pl M nust be enabl ed

ip router isis
clns mtu 1400
end

<#root>
Edge-1#
show i p nroute 239.0.17.2

IP Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
- Local, P - Pruned, R - RP-bit set, F - Register flag,
- SPT-bit set, J - Join SPT, M - MSDP created entry, E - Extranet,
- Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
- URD, I - Received Source Specific Host Report,
- Multicast Tunnel, z - MDT-data group sender,
Joined MDT-data group, y - Sending to MDT-data group,
- Received BGP C-Mroute, g - Sent BGP C-Mroute,
- Received BGP Shared-Tree Prune, n - BGP C-Mroute suppressed,
- Received BGP S-A Route, g - Sent BGP S-A Route,
- RD & Vector, v - Vector, p - PIM Joins on route,
- VXLAN group, c - PFP-SA cache created entry,
- determined by Assert, # - iif-starg configured on rpf intf,
e - encap-helper tunnel flag, 1 - LISP decap ref count contributor
Outgoing interface flags: H - Hardware switched, A - Assert winner, p - PIM Join
t - LISP transit group

X <OoOoZO0O0<NCX-Hr
1

Timers: Uptime/Expires
Interface state: Interface, Next-Hop or VCD, State/Mode

(*, 239.0.17.2), 5wld/00:02:05, RP 10.47.1.14, flags: SIC
Incoming interface: GigabitEthernetl/0/2, RPF nbr 10.47.1.4
Outgoing interface Tist:

L2LISP0.8190, Forward/Sparse-Dense, 01:56:41/00:00:18, flags:
L2LISP0.8192, Forward/Sparse-Dense, 2w2d/00:00:58, flags:
L2LISP0.8188, Forward/Sparse-Dense, 5wld/00:01:58, flags:

(

10.47.1.12

, 239.0.17.2), 00:02:53/00:00:06, flags: PFT



<-- LoO interface of Edge-1
Incoming interface:
Nul I 0
, RPF nbr 0.0.0.0,
<-- Incoming interface Null0 is expected

Outgoing interface Tist:

G gabi t Et hernet 1/ 0/ 2
, Forward/Sparse, 00:04:40/00:02:45, flags:

<-- Qutgoing interface G gl/0/2 faces the fabric underlay

EBICEE, 75V TF 1 Tarp-ndik, BEETSYFA2TTBDTIEEL, IPDT/SISF&ELIY)
BA2FET, R7SYFAVIRITILTO—RFYARNETISYVFAILETH, FUOIYV Y
ZLISPARRUS —FNAARTYF U IDNSEMITEIETT, ARPOFTEENBEHEN
MO O—RFYANERRICTSYVTFA I TEERT,

L2725V TFA4TON—RIITTOTZI2 T ZHRBT SICE. show platform software dpidb
I2lisp <L2 LISP ID>N > RZFEALFT,

<#root>
Edge-1#

show pl atform software dpidb |2lisp 8190

Instance Id:8190,
dpi dx: 25
, vlan:1026, Parent Interface:L2LISPO(if_id:23)

<-- dpidx value used in the next conmand

BNIY > RMOdpidxfE%Z, 1< > Rshow platform software fed switch active ifm if-id <dpidx
value>THEALET,

<#root>
Edge-1#
show platform software fed switch active ifmif-id 25

Interface IF_ID : 0x0000000000000019
Interface Name : L2LISP0.8190
Interface Block Pointer : Ox7f65ec85ba78
Interface Block State : READY



Interface State : EnabTed

Interface Status : ADD, UPD

Interface Ref-Cnt 2

Interface Type : L2_LISP

Created Time : 2023/09/19 17:57:32.046
Last Modified Time : 2023/10/25 17:59:09.265
Current Time 1 2023/10/25 20:15:44.624

Is top interface : FALSE
Asic_num : 0
Switch_num : 0

AAL port Handle : 7a00003a

Parent interface id : 17
Multicast Tunnel IP :

239.0.17.2

Mcast Tunnel Handle : Ox7f65ed356918

L2 Multicast Tunnel IP : 0.0.0.0
L2 Multicast Vlan Id : 0

L2 MuTticast Tunnel Hd1l : NULL
Vlan Id : 1026
Instance Id : 8190
Dest Port 1 4789

SGT : Enable
Underlay VRF (V4) : 0
Underlay VRF (V6) : 0

Flood Access-tunnel : Disable
Flood unknown ucast : Enable
Br oadcast Enabl e
Multicast Flood : Enable
L2 Multicast Flood : Disable

Host Activity report: Enabled
<snip>

Gi1/02D N B TEPCEEATEE T, COARPERECPUA YD IV AV ERBLEETC
EZENmEEThD IS, SEOHIRETIFEPCF Y7 F v ZEHTERT,

<#root>
Edge-1#
nonitor capture 1 start

Started capture point : 1
Edge-1#

nonitor capture 1 stop

Capture statistics collected at software:
Capture duration - 22 seconds
Packets received - 5
Packets dropped - 0
Packets oversized - 0

Number of Bytes dropped at asic not collected

Capture buffer will exists till exported or cleared



Stopped capture point : 1

Edge-1#
show nonitor capture 1 buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
1 0.000000 52:54:00:19:93:e9 -> ff:ff:ff:ff:ff:ff ARP

110

Who has 10.47.4.3? Tell 10.47.4.2

<-- Size 110 because VXLAN, UDP, and ot her headers

VXLANTAHZ7 It ENEARPERZFH LK FARNDCENTEET

<#root>
Edge-1#

show nonitor capture 1 buffer display-filter frane.nunber==1 detail ed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface /tmp/epc_ws/wif_to_ts.

Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)

Interface name: /tmp/epc_ws/wif_to_ts_pipe

Encapsulation type: Ethernet (1)

Arrival Time: Oct 25, 2023 20:44:36.578645000 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1698266676.578645000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]

[Time delta from previous displayed frame: 0.000000000 seconds]

[Time since reference or first frame: 0.000000000 seconds]

Frame Number: 1

Frame Length: 110 bytes (880 bits)

Capture Length: 110 bytes (880 bits)

[Frame 1is marked: False]

[Frame 1is 1ignored: False]

[Protocols in frame: eth:ethertype:ip:udp:vxlan:eth:ethertype:arp]
Ethernet II, Src: 00:00:00:00:00:00 (

00: 00: 00: 00: 00: 00

), Dst: 00:00:00:00:00:00 (

00: 00: 00: 00: 00: 00

)

<-- lgnore the all 0s MAC, not accurate

Destination: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
vev. .00 L. o... o... .... = LG bit: Globally unique address (factory default)
veee 200 ool L. woes ou.. = IG bit: Individual address (unicast)
Source: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)



S O
e O
Type: IPv4 (0x0800)
Internet Protocol Version 4,

LG bit: Globally unique address (factory default)
IG bit: Individual address (unicast)

Src: 10.47.1.12, Dst: 239.0.17.2 <-- Source is Edge-1 RLOC, Destination is the broadcast underlay group

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 96
Identification: 0x8dab (36267)
Flags: 0x4000, Don't fragment
0... .... .... .... = Reserved bit: Not set
i Don't fragment: Set
O More fragments: Not set
Fragment offset: 0
Time to Tive: 255
Protocol: UDP (17)
Header checksum: Oxe2a3 [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.1.12
Destination: 239.0.17.2
User Datagram Protocol, Src Port: 65280, Dst Port: 4789
Source Port: 65280
Destination Port: 4789
Length: 76
[Checksum: [missing]]
[Checksum Status: Not present]
[Stream index: 0]
[Timestamps]
[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
Virtual eXtensible Local Area Network
Flags: 0x8800, GBP Extension, VXLAN Network ID (VNI)
1... .... .... .... = GBP Extension: Defined
.0.. Don't Learn: False
VXLAN Network ID (VNI): True
Policy Applied: False
Reserved(R): 0x0000

S e e
N O
.000 .000 0.00 .000

Group Policy ID: O

VXLAN Network Identifier (VNI): 8190 <-- L2 LISP IID

Reserved: 0
Ethernet II, Src: 52:54:00:19:93:e9 (

52:54:00: 19: 93: €9

), Dst: ff:ff:ff:ff:ff:ff (

ffoff . ff. ff. ff.ff

)

<-- SMAC and DMAC of the ARP Request

Destination: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff)
Address: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff: )
.. w1 oo oooo oo o... = LG bit: Locally administered address (this is NOT the factory d
e ol o0 ool ooo. ... = IG bit: Group address (multicast/broadcast)
Source: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
Address: 52:54:00:19:93:e9 (52:54:00:19:93:e9)



R IO
B ¢
Type: ARP (0x0806)
Trailer: 000000000000000000000000000000000000
Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: 52:54:00:19:93:e9 (

LG bit: Locally administered address (this is NOT the factory d
IG bit: Individual address (unicast)

52:54:00: 19: 93: €9

)

Sender IP address:

10.47.4.2

Target MAC address: 00:00:00:00:00:00 (

00: 00: 00: 00: 00: 00

)
Target IP address:

10.47.4.3

Edge-2(10.47.1.13)

Edge2ld 70— RF Y ART A —L A4 )L—7239.0.17.21C8 ML . Edge-1MS,GEH S5,
Gig1/0/1 TVXLANA 7 )L L FF ¥+ ANNT Y hZEZEL., LISP0.8190Y T A X—T7 14
ANREAVE—TIAAVANIEENTVET, 173UFOLSHALUFON—23 > 00—
Rik, LISPOY T AV Z—T IAADRDYICR D RILAVEZ—TIA REFERALET,

<#root>
Edge-2#
show i p nroute 239.0.17.2

IP Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
- Local, P - Pruned, R - RP-bit set, F - Register flag,
- SPT-bit set, J - Join SPT, M - MSDP created entry, E - Extranet,
- Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
- URD, I - Received Source Specific Host Report,
- Multicast Tunnel, z - MDT-data group sender,
Joined MDT-data group, y - Sending to MDT-data group,
- Received BGP C-Mroute, g - Sent BGP C-Mroute,
- Received BGP Shared-Tree Prune, n - BGP C-Mroute suppressed,
- Received BGP S-A Route, g - Sent BGP S-A Route,
- RD & Vector, v - Vector, p - PIM Joins on route,
- VXLAN group, c - PFP-SA cache created entry,
- determined by Assert, # - iif-starg configured on rpf intf,
e - encap-helper tunnel flag, 1 - LISP decap ref count contributor
Outgoing interface flags: H - Hardware switched, A - Assert winner, p - PIM Join
t - LISP transit group
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Timers: Uptime/Expires



Interface state: Interface, Next-Hop or VCD, State/Mode

(*, 239.0.17.2), 5wld/stopped, RP 10.47.1.14, flags: SIC
Incoming interface: GigabitEthernetl/0/1, RPF nbr 10.47.1.6
Outgoing interface Tist:

L2LISP0.8190, Forward/Sparse-Dense, 02:28:57/00:01:02, flags:
L2LISP0.8192, Forward/Sparse-Dense, 2w2d/00:00:32, flags:
L2LISP0.8188, Forward/Sparse-Dense, 5wld/00:02:54, flags:

(10.47.1.12, 239.0.17.2), 00:00:03/00:02:56, flags: JT
Incoming interface:

G gabit Ethernet1/0/1
, RPF nbr 10.47.1.6

<-- Interface that faces the fabric underlay and the RPF interface towards 10.47.1.12

Outgoing interface Tist:
L2LISP0.8188, Forward/Sparse-Dense, 00:00:03/00:02:56, flags:
L2LISP0.8192, Forward/Sparse-Dense, 00:00:03/00:02:56, flags:

L2LI SPO. 8190, Forwar d/ Spar se- Dense, 00: 00: 03/ 00: 02: 56, fl ags:

Edge-2l @ VXLANA 7 HILIL/ST Y R EZEL., VXLANAY A —%RY 7L T/NT Y NEVLAN
102675 Y T4 LET, Chid, BEAVE—T7IAADEPCY, IV RKAVNIET
BAVRA—TIAATHERATEET,

<#froot>

Edge-2#

nonitor capture 1 interface gigl/0/1 in match any
Edge-2#

nonitor capture 1 int g1/0/3 out

Edge-2#

moni tor capture 1 start

Started capture point : 1
Edge-2#

moni tor capture 1 stop

Capture statistics collected at software:
Capture duration - 22 seconds
Packets received - 43
Packets dropped - 0
Packets oversized - 0

Number of Bytes dropped at asic not collected

Capture buffer will exists till exported or cleared



Stopped capture point : 1

Edge-2#

show nonitor capture 1 buffer display-filter arp

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

10  6.230153 52:54:00:19:93:e9 -> ff:ff:ff:ff:ff:ff ARP
110
Who has 10.47.4.37 Tell 10.47.4.2
<-- Size 110 is the VXLAN encapsul ated ARP Request

11  6.404781 52:54:00:19:93:e9 -> ff:ff:ff:ff:ff:ff ARP
60
Who has 10.47.4.37 Tell 10.47.4.2

<-- Size 60 is the original ARP Request

759571420 /NAARPRKRZE DL

ARPIGZ &, Gratuitous ARPTHR VWY, BEAEYDHBEIZFYANTT, IZF¥ AL
ARPIBEZMNZE, LISP/SISFICEIKIZF Y ANNANDD—U70—-ET75YF 4> Jarp-
NAICESILK7ZYFAINANDT—0 70— kEKRENT, £€55ESISF/IPDTREZESCE
CAZFvAMNNAZEALET, "1-F v ARNNAARPRBEREE, 023> zRNZTILY
1I—FTAVTICHATEET,
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