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&% : Cisco TACT > 7. Alexandro Carrasquedo

Bl SRAF
B

- DNACenter7 AR &ZERITLTWS,
. DNA Centert—EAQOZraI&EFERALFEICBEBLTVWS &,

BRELHA

Kibanald., Elasticsearch® A —7">Y —ATF—X A48T 55 4> T9, DNA Center THIFH 18
ZElasticsearch7) ZAZ—TAVTFY VAR FENEO T YO LEICAR{LEEEZRELET
o MD2DODHFETTIVEATEET,

- https://<DNA Center ip>/kibana
- [System Settings] -> [System 360] -> [Tools] -> [Log exporter]
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KibanalZ ik, RORTHERARRENTVDIERDTT7AFILRNT A —ILRABYET,

ew Save Open Share < © Last15minutes >

N
Search... (e.g. status:200 AND extension:PHP] ses lucene query syntax n

logstash-* July 181h 2018, 13:08:10.118 - July 18th 2018, 13:24:10.118 —  Auto

¢ July 18th 2018, 13:24:04.00@ [ D!ﬂ E 5 S 203 root [18/Jul/2018: 18 24:04 +2000] “POST /write?dbwki Bshp=X5HREOACTEDKS Dhunroot influxdb
........... "Jetty/9.2.2-SNAPSHOT" c8131338-8ab7-11e8-b212-000000000000 2866

. Time : XY E—IHFRREhERA,
cLlog: AJOE&RMIO T2
. Kubernetes.labels. serwceName BEOOTERRTDH—EXR,
. Level : RENMOT NREE,
chsO714—)LRZFERAL T, DNACenterV ZARNOBEOZHICK I >BENEHIZR
HTEET, RIZ, KibanaDFERZHRTHBRICRID>FEAGZRLET,

FE ZORFIXVITR, BEOH—ERADOFlEZRLET, EL, RZTL>21—FT4
JIDZ—RIE2 LY —EATIhSOREZRATENTEEXT,

{52 73 61
AVR—F AT —EACRENBIRTOOT ERBLET.

kuber net es. | abel s. servi ceNane: onboar di ng- servi ce



29 hits

New Save Open

Share € O Last15minutes >

{ Jabels servi g

kub labels.

legerror AND kubernetes.labels serviceName:onboarding-service

logrerror AND kubernetes labels. serviceName:onboarding-service AND timi

Selected Fields I

t kuberneteslabels serdcena_

Count

Available Fields o

© @timestamp

Count
@timestamp per 30 seconds Jul

t W » July 18th 2018, 13:32:17.00
t ndex
s s July 18th 2018, 13:31:47.000
t _type

» July 18th 2018, 13:31:17.800
t docker.container_id
© kubermnetes.container_name b July 18th 2018, 13:39:47.00
t kubernetes.host
t kubernetes.labels.pod template-.. b JHLyELALhiZeng; 0 0s 1 T 00

ejuly 18th 2018
I | | I

log

2018-@7-18 18:32:17,803 | ERROR |
| No SWMPV3 Credentiols found |
2018-07-18 18:31:47,791 | ERROR |
| No SKMPV3 Credentials found |
2018-07-18 18:31:17,805 | ERROR |
| Mo SHMPY3 Credentials found |
2018-87-18 18:30:47 884 | ERROR |

| No SNMPV3 Credentials found |

2918-07-18 18:30:17,793 | ERROR |
| Mo SHMPY3 Credentials found |

132400 32508 132600 122700 2800 132900
@timestamp per 30 seconds

schedulerThreadPeol-5 |1 c.c.p.g.s.impl.InventoryServicelmpl

schedulerThreadPoal -5 |1 e.c.p.a.s.impl. InventoryServicelspl

schedulerThreadPoal -4 |1 c.c.p.a.5.impl. InventoryServicelnpl

sehedul erThreadPool -4 |1 e.c.p.a.5. impl. InventaryServicelspl

schedulerThreadPoal -6 I 1 c.c.p.a.5. impl. InventoryServicelnpl

XZ25 Terrory Z8LIXRTOOJTEMBLET

BN BEZRIFE-MPEOTINIICE,

TErrory .

Uses luc

o o |

MFaileds . BT T

Exceptiony "EENTVWET, RTINS 21—FT 1 TIRI DO —FOEXEHICKE
BRI, XFFEHBRIZEEL TS EZL,

| og: error

265 hits

logerror
Add a filter +
logstash-* o
Selected Fields « [N
t kuberneteslabels serviceNa...

i level

t log

Available Fields o

@

@timestamp T

4 » July 18th 2018,
» July 18th 2018,

v July 8th 2018,
© asctime

¢ docker.container_id » July 18th 2018,

@ endOfBatch

RROEZEDE

NEZHDOEAEDEIC—BIZINIEZRETSZICE,. XFHIOBTAND (&) Z2EMA

LEXY,

13:18:00

13:30:32.000

13:30:22.000

13:30:17.000

13:30:16.000

New Save

July 18th 2018, 13:15:54.899 - July 18th 2018, 13:30:54 899 — Auto B

log

EB718 18:30:32.091432
name may mot be empty

0718 1£:30:22.091089
name may not be espty

2018-07-18 18:30:17,793 |
| Ho SNMPV3 Credentials found |

2018-87-18 18:38:16,241
failed: ReadTimeoutError

[ERAOR | schedulerThreadPool-6 |

[ERROR - Request to
HTTPC

Count

Share € @ Last15 minutes >

Open

@timestamp per 30 seconds July 18th

13:24100 132500 13:26:00 32700

@timestamp per 30 seconds

7 nanny_lib.go:95] ERRGR hile querying apiserver for resources: resource

7 nanny_lib_ge:95] ERRGH while querying apiserver for resources: ressurce

I c.c.poa.s. impl. InventoryServicelnpl

server http://etcd.kube-system. swe.cluster.local 12379

Read timed out.",)

hesta'eted. .sve.cluster.lacal’, port=2370):

| og: error AND kubernetes. | abel s. servi ceNane: onboar di ng- servi ce

kubernetes.labels serviceName

- error

- error

onboarding-service -

glusterfs-server -



29 hits

Mew Save Open Share <€ O Last15minutes >

labels,servic

bisharnatas [shale wareinn

| No SMWPV3 Credenticls found |

FE:—HO711—) RIBREFAETREHEE A

log:errar AND kuber, ige Uses lucene query syntax “
log:errar AND kuber label: i
logzerror AND labels g-service AND timezjuly 18th 2018
Selected Fields -
t kubernetes.labels serviceNa._ ¥ os
H
i teve & os
t log &
00 ] 2 4:00
Available Fields o
@timestamp per 30 seconds.
© edmensmp Time . log Kubernetes.labels serviceName level
€ dd v July 18th 2018, 13:34:17.980 2018-97-18 18:34:17,805 | |[ERAON | schedulerThrecdPool-5 I | c.c.p.e.s.impl.InventoryServicelrpl  GRBOORdINg=Service -
- | No SNMPY3 Credentials found |
index.
o » July 1Bth 2018, 13:33:47.000 2018-07-18 18:33:47,895 | ERAOR | schedulerThreadPocl-5 | | c.c.p.o.s.impl.InventoryServicelrpl —[GABOGRATNGSSERVIEE
. | No SMMPV3 Credentiols found |
t _ype
v July 18th 2018, 13:33:17@ @ 2018-07-18 18:33:17,992 | [ERADN | schedulerThreodPool-2 I | coc.p.g.s. impl. InventoryServicelrpl  [GRBOORAINGSSERVIEE
t daocker.containes_id | No SMWPV3 Credentiols found |
t kubernetes.contalnes_name s July 1Bth 2018, 13:32:49.000 2018-97-18 18:32:49,093 | ERROR | schedulerThreodPool-2 | | c.c.p.o.s.impl.InventoryServicelrpl [GABOGRATNGSSERVIEY
| No SMWPV3 Credentiols found |
t huberneteshost
T » July 18th 2018, 13:32:17.880 2018-97-18 18:32:17,803 | ERAON | schedulerThreadPool-5 | | c.c.p.o.s.impl.InventoryServicelrpl  [GABOGRAINGRSERVIEE

(RIAAELRT7 1A=L RIRSAVICREAREZ 7T —I)ILROAZRTTDICIEK, EZERLTED
—BAARABRIAALET, XFFH, 7B BERLE, FRATIRENEREZERTS_LE

TEEXT,

Available Fields

Aggregatable

any

Searchable
yes
Type

v any

date
string
number
_source
boolean
conflict
unknown

4k

4k

—[-'Il"l

REONDHMAPSIXNTOOTZ2HE

RREECKEERZEMNTERT,

ERALET,

"REEE T —ILRPSKROVTNADFTS %



59,030 hits MNew Save Open Share CAuto-refresh £ © Last 15minutes ¥

Time Range e
Today Yesterday Last 15 minutes Last 30 days
This week Day before yesterday  Last 30 minutes  Last 60 days
) This month This day last week Last 1 hour Last 90 days
palh e This year Previous week Last 4 hours Last 6 months
Thedaysofar  Previous month Last 12 hours Last 1 year
Absolute Week to date Previous year Last 24 hours Last 2 years
Month to date Last 7 days Last 5 years
Year to date
Search... (e.g. status:200 AND extension:PHP) Uses lucene query syntax n

- Quick : REBEOX7., BHE. B, F¥LEBEL S,
S BEXDE, BB, B, FEEBELISEEORFNET,
. Absolute : FED BIA SHIDOEBED BFE T,

BREAXERELI-LC71—)LRZEMNTS

AJVOFMZRBIRICE. F74I)ILMNEI—-ICESICT7A—)LREZEMTEET, [FATES
TA—IRIRAVICBEIL, BMNZERLT, RRID 74— )LRZBRLET., BRARZ
RKEIZE, 71— RAXAVELI-ICRRENET,

kubernetes host10.1.1.3 Uses lucene guery syntax n
|
Add afilter + |
logstash-* e July 18th 2018, 13:39:35.636 - July 18th 2018, 13:54:35.636 —  Auto : |
9
Selected Fields
2000
t kuberneteslabels serviceNa.. =
5
A level s 1,000 .
Eiky Enl=nEnnnl i |
E | |
! 13420 13:43:00 13:44:00 3 12:36:00 V34700 3 13:5300
Available Fields o N
@ @timestamp per 30 seconds
@ @timestamp Time tog Kubernetes labels serviceName tevel
£ v July 18th 2018, 13:54:35.000 172.16.3.37 - - [18/1ul/2018:18:54:35 +2000] "POST /write?dbekstprecisiones HTTP/1.1° 204 @ *-* influxds -
o Python-urllin/3.5
# _score v July 18th 2018, pd] 172.16.0.135 - - [18/Jul/2018:18:54:35 +0000] "POST /write?db-kBshprecision=s HTTP/L.0" 204 8  influxds -
- “Python-urllib/3. 5% @36ecllo-Bobc-1le8-aclf-000000000000 646
t _type
»  July 1Bth 2018, 13:54:35.000 (httpd) 172.16.3.23 - - [18/)ul/2018:18:54:35 +0008] "POST /write?dbekBsbprecisiones HTTP/1.0" 488 326 influxd
t agent ==" "Python-urllibr3.5" @3FB15ff-Bobc-1le8-ac21-000000000000 1972
t asctime v July 18th 2018, 13:54:35.000 ([httpd] 172.16.5.203 - root [18/Jul/2018:18:54:35 +B000] “POST T influxds
P/1.07 208 @ "-" "Jutty/9.2.2-SHAPSHOT" -11e8-ac; 1194
t code
e » July 18th 2018, 13:54:34.000 [httpd] 172.16.9.135 - - [18/Jul/2018:18:54:34 +000] "POST /urite?db-kfsbprecision=s HTTP/L.0" 284 &  influxds
- =-" “Python-urllib/3.5" 033e26b6-Bobc-1le8-acle-200000000000 918
@ endOfBatch
» July 18th 2018, 13:54:34.000 2018-07-18T18:54:34.532+0000 1 NETWORK [conn7@50] received client metodato from 127.0.0.1:40884 mongody
t fliename conn@5@: { driver: { nome: “nodejs”, version: "2.2.357 }, osi { type: "Linux", name: “linux”,
grchitecture; “x647, version: "4.4,8-128-generic” }, plotform: “Node.js v6.9.Z, LE, mongodo-core:
t first_request line. 2.1.19" }
t funchame v July 1Bth 2018, 13:54:34.000 2018-07-18T18:54:34.541.00900 1 - [conn7@50] end connection 127.0.0.1:40884 (431 connections now mongodh =
open)
i 3
kubernetes host:10.1.1.3 Uses lucene query syntax n
Add a filter +
logstash-+ o July 18th 2018, 13:35:35.636 - July 18th 2018, 13:54:35.636 — Auto H
Selected Fields
t host »
3
t kuberneteslabels serviceNa,,, “ 1,000 1 —
e | MU | o T
& log 134100 134200 13:43:00 e TAS00 0 134700 134800 5000 X51:00
9 @timestamp per 30 seconds
Avallable Flelds o
Time - log kubernetes.labels.serviceName * %<3 level host
© @mestamp » July 18th 2018, 13:54:35.080 172.16.3.37 - - [18/)ul/2018:18:54:35 +0008] "POST /nrite?dbekBsdprecisionss HTTP/1.1" 204  influxdb -
t @ "-% "Python-urllib/3.5"

20NEBZIY—EANSOIT—2EARICKRRE

RERB2OULOY—EREEHET, Y—EREFNY ITHAENTADE h, ORTRY)
SNTLEE,

l og: error && (kubernetes.|abels.servi ceNane: onboar di ng- service OR
kuber net es. | abel s. servi ceNane: tel enetry-agent)



50 hits. MNew Save Open Share < O Last15minutes »

kiban
bana log:error && (kubernetes.abel g-service OR labels, agent) uses lucene query symax [JER)
@ Aeid a filter +
(L aiize : o July 23rd 2018, 08:52:59.895 - July 23rd 2018, 09:07:59.895 — Auto %
@ Dashboard Sel | Fields
© Tim © kubernetes labels serviceNs_.
* i level
o e
ilable Field: e
A : @ ) ‘Grimestamp per 30 seconds
Popular Time - log Kkubernetes labels serviceMame level
t index » July 23rd 2018, €9:07:24.000 2018-87-23 14:07:24,245 | [ERHDR | schedulerThreedPool-3 I | c.c.p.0.5.impl. InventoryServicelrpl  |GbOGROINGSErVICE -
. | No SNMPV3 Credentials found |
kubernetes hest
& » July 23rd 2018, 09:07:00.800 {asctime’: "2018-97-23 14:07:€0,743", "eimeMillis": 1532354820.7431946, "Filename”: ‘telemetry-ogent ERROR
mattamp “talemetry_nanager.py™, "Funchame™: ".start_services®, "levelname": - “levelno”: 49, “Lineno™:
- 101, “eodule™: "telemetry. rT, "msecs”: 743.194580078125, “messag
tlﬂiel‘h\n host: You ore not outhorized to pcpl'm this operation™, “name ‘bolmtryw-augn',
* _score "1 Jopt/maglevil 5/site-pockages/telenetry_ogent uetrymoel‘-mi',
“process™: 24, "processhome”: "MatnProcess™, "relotiveCreated’: 434313335 4564814, ~thread”
. 14PESHES2190464, “threadiome”: “StorterThread”, ~level™:
) aicthon v July 23rd 2018, 99:06:54.000 2018-27-23 14:@6:54,173 | [EMADR | schedulerThreodPool-4 | .irpl.InventoryServicelrpl  BRBOGPOUNGRSERVICE -
| Mo SNMPV3 Credentials found |
t docker.cortaines_iki
» July 23rd 2008, 09:06:24.000 2018-87-23 14:06:24,159 | [RHDR | schedulerThresdfool-& | | e.c.p.a.s.impl. InventoryServicelrpl  GRBSEPBIAGESERVIEE -
t encinfo | No SNMPV3 Credentiels found |
G Lol + luly 23rd 2018, 09:06:15.000 {“asctime®: “2018-07-23 14:06:15,644", “eimeMillis®: 1532354775 Lename": ‘telemetry-agent ERROR
. “Lelemetry_sanager.py”, "funcame™: "_start_services®, "level , “levelne™: 4@, “Linena™:
unchigras 101, "rodule”: "telemetry_manoger”, "nsecs™: G44.B056697B45459, "message: “Uncble to comnect to
tethering host: You are not mhurlud m pcr-lm this operation™, “name”: 'uluuw-mge
¢k ot “pathname”: "/opt/magle /telemet Mwmncr PY"y
“process™: 24, "processhome”: -MainProcess®, "relativeC 434768237, DSNE?BS. “thread™:
© bamenue it cod it 1406585210046, “shreodiame”: “StarterTread”, ~level “exc_info": “Traceback (most recernt

HMERROHRBAT 3>
Apache Lucene - 2TV N—H—D#EX



https://www.elastic.co/guide/en/elasticsearch/reference/5.5/common-options.html#date-math
https://lucene.apache.org/core/2_9_4/queryparsersyntax.html
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