ACI L30ut - Subnet 0.0.0.0/08 & U*System
PcTag 15O NZ 7N 1 —FT 427

NAROD RATITZ A
BROME

TAB, RUS—HEAICKBVRF
Non-Border Leaf Zoning-Rules
Border Leaf Zoning-Rules
EPGA 5L30ut ELAM
L30uth* SEPG ELAM

THEH, RUS—HEAICKBDVRF
Non-Border Leaf Zoning-Rules
Border Leaf Zoning-Rules
EPGA 5L30ut ELAM
L30uth SEPG ELAM

NN | 2 Rl
SFIF BERUSVEEA
BRE - ERLEVFEA

BE

CHORFLIAYRNTE, L3OUEPGTEHE N TWBBA10.0.0.0/04 7 %Y hOPcTagifk |
DVWTHHALET,

HRHH

FACIZZ#H A4 Ry @ 70.0.0.0/0 7%y NEFEAL ZL3OUtEPG, 233> Tk, 0.0.0.00&
FAZEPGONAIBH T ZY Ny OADA—T RS T AV IPEERDELSICEHYLTVET,

CBREENEZ0.0.000TRY MI—BITZIHRRTL 7M1 IVATHBL0uth SEEFEENERNS
714972, VRF PcTagMix{ETt Y Z AID(sclass) A&l TS5 h&ET,
- BREEN0.0.0.00007 XY MC—HIBIHERRTL 714V ADLIOUEPGRETNHORNT 71 v
D121, &Y T AID(dclass)15 ( AT APcTag ) A&l H TS hhET,
FACI L30utZR 74 hR—/S—1 O "HAZEPGONZH 7Y N &#20.0.0.0/0081%, £
AT, ROEKSBEBENEFATVET,

o HREBEhFIEEAN. BUVRFROEHRDL30OUt EPGT "HIBEPGOAZHT TRy N, %=
AL TO0.0000%2RETEET, CORENFATTNATLVSIEIC, ERLEVWI NSV NERH


/content/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-743951.html#ContracttoanL3OutEPG
/content/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/guide-c07-743150.html#L3Outcontracts

FRELXT...
CORETR., BERLBEVZWERICOVWTHLBALET,

RRIE
hROS SAFIS A

Tenant:VRF

tnl:vl

Segment / pcTag
2129920 / 16386
Enforcement: Ingress

L30ut-1-EEPG - pcTag 16390
L30ut-2-EEPG - pcTag 32771

EPG — pcTag 49156
BD — pcTag 49155

L3out-1 -1 1 L3out-2

172.16.1.0/30 172.16.2.0/30

Lr—

|0

Hostl
IP: 192.168.1.1/24
GW: 192.168.1.254
MAC: aaaa.aaaa.2222

BROBE

c)=7 /—R301BKRV303FER)—T7 /—RTT

- )—=7 /—R302(FFR—F—-1)—TTT

. Border Leaf 301ML30ut-1-EEPGIC (&, 0.0.0.0/05 7 %Y RA®H V), THIEPGOHNZH T
ZYRNIHFBYET

. L30ut-1-EEPGH 22# & {2 i

- Non-Border Leaf 302MEPGIRIUI RSO N EEELET



@ External EPG - L30ut-1-EEPG 0 e

Palicy Operational Health Faults History
—
General Contracts Inherited Contracts Subject Labels EPG Labels
—
[ T
Name; L30ut-1-EEPG
Alias:
Annotations: e
Global Alias
Description:
pcTag
Contract Except ag
Configured VRF Name: v1
Resolved VRF: uniftn-tnl/ctx-v
Qo3 Class:
Target DSCP: | Unspecified
Configuration Status: appled
Configuration Issues
~
Preferred Group Member: m: |
’
Intra Ext-EPG Isolation: | ¢
.
Subnets: o+
« IP Address Scope Name Aggregate Route Control Profile Route Summarization Policy

I 0.0.0.0/0 External Subnets for the

FANL RUS—HERAKLBVRF
Non-Border Leaf Zoning-Rules
FEE5H) 72 a0 TRARTENATVSEESIC, ZOLOUMDERICHZDZY NI—U%

BEETDRNT T4V I, BEESNKZ0.0000H7RY NET—BRIDHERTL 71V REH
5. 15M%%Y 7 A(pcTag)ZBUEL £,

BRI, VRF Tvi, (4 X > M ID 2129920)®Non-Border Leaf 302 LD Y —=> 4 )L—ILF—F )L
ERULET,

Leaf-302# show zoning-rule scope 2129920

o o Fmmm Fmm Fmmm Fmmm Fmmm Fmm e dmm
e +

| Rule ID | SrcEPG | DstEPG | FilterID Dir | operst | Scope | Name

Action | Priority

o o Fmmm Fmm Fmmm Fmmm Fmmm Fmm e dmm
e +

| 4107 | 0 | 0 | implarp | uni-dir | enabled | 2129920 | |

permit | any_any_ filter(17) |

| 4106 | 0 | 0 | implicit | uni-dir | enabled | 2129920 | |

deny, log | any_any_any (21) |

| 4105 | 0 | 49155 | implicit | uni-dir | enabled | 2129920 | |

permit | any_dest_any (16) |

| 4108 | 0 | 15 | implicit | uni-dir | enabled | 2129920 | |
deny,log | any vrf_any deny(22) |

| 4112 | 16386 | 49156 | default | uni-dir | enabled | 2129920 | tnl:EPG _to_L3Out |

permit | src_dst_any(9) |

| 4111 | 49156 | 15 | default | uni-dir | enabled | 2129920 | tnl:EPG_to_L30Out |

permit | src_dst_any(9) |



L30Out-1-EEPG £ EPG(49156) B DR W DBEREL T, RO2DODIN—IHF A1V AR=ILENET

o

- )L—J)L4112(&. L3OUutEPG%Zix{EmxeE L., EPG%Z% % E 950.0.0.000 LPMZEE D>HAEBRNT T
AYORATE, RNS574 v 70—, VRF PcTag(16386)Msclass & EPG(49156)M
dclassTHEENET,

=411, EETHFEPGTIR LA L30Ut EPG, 38574°0.0.0.0/0 LPMO KNS 7 4 v 2 AT
T, RT74vo70—IF. EPGNDY T A(49156)& T AF LPcTag 1509 5 ATHEE
xY

Border Leaf Zoning-Rules

VRFARUZ —BAA Tingresss (77 # )L ME) ICEREENTW A&, Border Leaf Node
301(Z(&Non-Border Leaf Node 302 B Y =2 ZEIL =B EEBA. ChEoDRATDT
O—OKRUS—i, FR—F—U—7 /—RCEAEhDFETT,

Leaf-301# show zoning-rule scope 2129920

o e I oo oo oo oo e o I
______________ +

| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name | Action

Priority |

o e I oo oo oo oo e o I
______________ +

| 4105 | 0 | 0 | implarp | uni-dir | enabled | 2129920 | | permit |

any_any filter(17) |

| 4107 | 0 | 0 | implicit | uni-dir | enabled | 2129920 | | deny,log |
any_any_any (21) |

| 4106 | 0 | 15 | implicit | uni-dir | enabled | 2129920 | | deny,log |
any_vrf_any_ deny(22) |

| 4108 | 0 | 16387 | implicit | uni-dir | enabled | 2129920 | | permit |
any_dest_any (16) |

o e I oo oo oo oo e o I

*No entry for 16386 to 49156 , or 49156 to 15*

EPG#A' 5L30ut ELAM

EPGI> RRA 2 8192.168.1.1H 5L30ut-1-EEPGDEE DIPADpinglE KL £ 7,

Host# ping 10.1.1.1 count 10000 int 1

PING 10.1.1.1 (10.1.1.1): 56 data bytes

64 bytes from 10.1.1.1: icmp_seg=0 ttl=252 time=1.063 ms
64 bytes from 10.1.1.1: icmp_seg=1 ttl=252 time=0.92 ms
64 bytes from 10.1.1.1: icmp_seg=2 ttl=252 time=0.963 ms

Non-Border Leaf 302 ( EPG7'— RV I 4 ) LOL3OUuthZ7 14 Y JICHTHEPGOELAMIE, R
NDCEzBIBELET,



1.INT Y MK, FRENDEETEREDIPT RLANBHY) F£T, FEETIP:192.168.1.1,
38 5EIP:10.1.1.1

2. EfE 7tV Z A(sclass)ld EPG PcTag 49156

3.10.1.1.0/24& K7L 7 1 U AN L30ut-1-EEPG?0.0.0.0/0 7 XY RE—B T D, L
2 2 A(dclass)ldSystem PcTag 15T

4. 7R —I&, Z®./— R302(Non-Border Leaf Node)IZERAENEL &=,

Leaf-302# ereport

Destination MAC : 0022 .BDF8.19FF
Source MAC : AAAA.AAAA.2222
802.1Q0 tag is valid : yes( Ox1 )

CoS : 0( 0x0 )
Access Encap VLAN : 192 ( 0xCO )

L3 Type IPvd

IP Protocol Number : ICMP

IP CheckSum : 63781 ( O0xF925 )
Destination IP : 10.1.1.1
Source IP : 192.168.1.1

IP Protocol : ICMP( O0x1 )

L4 Src Port : 2048 ( 0x800 )
L4 Dst Port : 43014 ( 0xA806 )
sclass (src pcTag) : 49156 ( 0xCO004 )
dclass (dst pcTag) : 15( OxF )

src pcTag is from local table : yes



Contract Drop : no

Contract Logging : no
Contract Applied : yes
Contract Hit : yes

81875
( show sys int aclgos zoning-rules | grep -B 9 "Idx: 81875" )

Contract Aclgos Stats Index

ereport THEL £V REANTHE, EYRLEY =225 L—ILEESICRIETERT

o

module-1(DBG-elam-insel6)# show sys int aclgos zoning-rules | grep -B 9 "Idx: 81875"

Rule ID: 4111 Scope 6 Src EPG: 49156 Dst EPG: 15 Filter 65535
unit_id: 0
=== Region priority: 2462 (rule prio: 9 entry: 158)===
sw_index = 46 | hw_index = 45 | stats_idx = 81875

Curr TCAM resource:

=== SDK Info ===
Result/Stats Idx: 81875

L30uth S EPG ELAM

R') 70—k, Non-Border Leaf Node 302K —&ZBRALET, chik, VRFARUSZ—NDE
A Tingress. ICEREENTVWRBEICFEENET,

Leaf-302# ereport

L3 Type IpPvd

DSCP 0

Don't Fragment Bit : 0x0

TTL : 254

IP Protocol Number : ICMP
Destination IP : 192.168.1.1
Source IP ¢ 10.1.1.1

IP Protocol : ICMP( O0x1 )
L4 Src Port : 0( 0x0 )
L4 Dst Port : 60691 ( OxED13 )

sclass (src pcTag) : 16386( 0x4002 )



dclass (dst pcTag)

src pcTag is from local table

: 49156( 0xC004 )
: no

derived from group-id in iVXLAN header of incoming packet
Unknown Unicast / Flood Packet : no
If yes, Contract is not applied here because it is flooded

Contract Drop

Contract Logging

Contract Applied

Contract Hit

Contract Aclgos Stats Index

: yes
: 81874

( show sys int aclgos zoning-rules | grep -B 9 "Idx: 81874" )

TS5 BBRREE

module-1(DBG-elam-inselld)# show sys int aclgos zoning-rules | grep -B 9 "Idx: 81874"

Rule ID: 4112 Scope 6 Src EPG: 16386 Dst EPG: 49156 Filter 65535

unit_id: 0

=== Region priority: 2462

(rule prio: 9 entry: 158)===

sw_index = 47 | hw_index = 46 | stats_idx = 81874

Curr TCAM resource:

=== SDK Info ===

Result/Stats Idx: 81874

module-1 (DBG-elam-inselld) #

FHn. RUS—ERLCKBVRF

Non-Border Leaf Zoning-Rules

VRFARUZ—@QEAAN "THh, CREENTVSHES, LOut®I MZ Y MNL—)LIE. Border

Leaf /— R &Non-Border Leaf /— ROBAICERHEhET, TOFKR.

_}'l,l-'-|

DEXTE

& TABL

EHBLU TEMDTCAMAR—RAZHELERT, CORERFT7AINMETREEWVES, FAT

PEEREEICRNTIHZE

AHWEY,

Non-Border Leaf Node 302(C 1k, 7O—0A@EI &EIIC12T D, 2200V —2%

x5

Leaf-302# show zoning-rule scope 2129920

FEIL—=ILA B V)

fmmm o ———— o ——— fmm e ——— e e e e fmm—————
e T et +

| Rule ID | SrcEPG | DstEPG | FilterID Dir | operSt | Scope | Name

Action | Priority

fmmm o ———— o ——— fmm e ——— e e e e fmm—————
e T et +

| 4107 | 0 | 0 | implarp | uni-dir | enabled | 2129920 | |

permit | any_any filter(17) |

| 4106 | 0 | 0 | implicit | uni-dir | enabled | 2129920 | |

deny, log | any_any_any (21) |

| 4105 | 0 | 49155 | implicit | uni-dir | enabled | 2129920 | |



permit | any_dest_any (16) |

| 4108 | 0 | 15 | implicit | uni-dir | enabled | 2129920 | |
deny,log | any vrf_any deny(22) |

| 4112 | 16386 | 49156 | default | uni-dir | enabled | 2129920 | tnl:EPG_to_L3Out |

permit | src_dst_any(9) |

| 4111 | 49156 | 15 | default | uni-dir | enabled | 2129920 | tnl:EPG_to_L3Out |
permit | src_dst_any(9) |

Fom - o o ——— Fomm - o o o o m e o
B S it e +

Border Leaf Zoning-Rules

FHAB, ARUS—OERICKY) . Border Leaf Node 3012 E22DEBMOY —> 2EIN—ILASH )
x99,

Leaf-301# show zoning-rule scope 2129920

o e I oo oo oo oo oo R T
e T +

| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operst | Scope | Name

Action | Priority |

o e I oo oo oo oo oo R T
e T +

| 4105 | 0 | 0 | implarp | uni-dir | enabled | 2129920 | |

permit | any any filter(17) |

| 4107 | 0 | 0 | implicit | uni-dir | enabled | 2129920 | |

deny, log | any_any_any (21) |

| 4106 | 0 | 15 | implicit | uni-dir | enabled | 2129920 | |
deny,log | any vrf_any deny(22) |

| 4108 | 0 | 16387 | implicit | uni-dir | enabled | 2129920 | |

permit | any_dest_any (16) |

| 4109 | 16386 | 49156 | default | uni-dir | enabled | 2129920 | tnl:EPG_to_L3Out |
permit | src_dst_any(9) |

| 4110 | 49156 | 15 | default | uni-dir | enabled | 2129920 | tnl:EPG_to_L3Out |

permit | src_dst_any(9) |

o e I oo oo oo oo oo R T
e T +

EPG”' 5L30ut ELAM

I R4 R192.168.1.1D SL30utDEZICH B XY KT—I ADpinglE IL £ T,

Host# ping 10.1.1.1 count 10000 int 1
PING 10.1.1.1 (10.1.1.1): 56 data bytes

64 bytes from 10.1.1.1: icmp_seg=0 ttl=252 time=1.319 ms
64 bytes from 10.1.1.1: icmp_seg=1 ttl=252 time=0.962 ms
64 bytes from 10.1.1.1: icmp_seg=2 ttl=252 time=0.958 ms
64 bytes from 10.1.1.1: icmp_seg=3 ttl=252 time=1.093 ms

Non-Border Leaf Node 302MDELAMIE, DU —TJ LRI —NEHAEShBED > ZRLE
T, 58I, 7A—F70-HOROV—T7 /—RIZCEY NTES&LS5IZ, SystemPcTag1® o
SAEEYOTFTYTLELE,

Leaf-302# ereport




Captured Packet

IP Protocol Number : ICMP

IP CheckSum : 26943 ( 0x693F )
Destination IP : 10.1.1.1
Source IP ¢ 192.168.1.1

IP Protocol : ICMP( O0x1 )

L4 Src Port : 2048 ( 0x800 )
L4 Dst Port : 27360 ( Ox6AEO0 )
sclass (src pcTag) : 49156 ( 0xCO004 )

dclass (dst pcTag) ¢ 1( Ox1 )

Contract Drop : no
Contract Logging : no
Contract Applied : no
Contract Hit : yes
Contract Aclgos Stats Index : 81903

( show sys int aclgos zoning-rules | grep -B 9 "Idx: 81903" )

Border Leaf Node 301 MDELAMIE, RU>—AZ 0O /—RICEHAThEZEEZERLET, T/,
System PcTag 150 7 S AEMBLTVET, <nlE, 0.0.0.0/0 L3OutH 7Y RI MNJUT—
BULERR7L 71 0AZEKRLET,

Leaf-301# ereport

IP Protocol Number : ICMP



Destination IP : 10.1.1.1
Source IP ¢ 192.168.1.1

IP Protocol : ICMP( O0x1 )

L4 Src Port : 2048 ( 0x800 )
L4 Dst Port : 40498 ( 0x9E32 )
sclass (src pcTag) : 49156 ( 0xCO004 )
dclass (dst pcTag) ¢ 15( OxF )

src pcTag is from local table : no

derived from group-id in iVXLAN header of incoming packet
Unknown Unicast / Flood Packet : no
If yes, Contract is not applied here because it is flooded

Contract Drop : no
Contract Logging : no
Contract Applied : yes
Contract Hit : yes
Contract Aclgos Stats Index : 81874

( show sys int aclgos zoning-rules | grep -B 9 "Idx: 81874" )

module-1(DBG-elam-inselld)# show sys int aclgos zoning-rules | grep -B 9 "Idx: 81874"

Rule ID: 4110 Scope 6 Src EPG: 49156 Dst EPG: 15 Filter 65535
unit_id: 0
=== Region priority: 2462 (rule prio: 9 entry: 158)===
sw_index = 47 | hw_index = 46 | stats_idx = 81874

Curr TCAM resource:

=== SDK Info ===
Result/Stats Idx: 81874

L30uth S EPG ELAM

CORETEK., RV7O0—-CEALTARDEISBIBERNBHYET,

. Border Leaf Node 301IC (&, 192.168.1.12FEBFTSH T RRA U KBV EEA,

Leaf-301# show endpoint ip 192.168.1.1

Legend:

S - static s - arp L - local O - peer-attached

V - vpc-attached a - local-aged p - peer-aged M - span

B - bounce H - vtep R - peer-attached-rl D - bounce-to-proxy



E - shared-service m - svc-mgr

-———+
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info

...empty. ..
TOHER., 2O 70—0Border Leaf Node 301ICIE R —HBRHE AT, XROU—TJICRET
DEEBEENICHTITILEN HYET,

Leaf-301# ereport

IP Protocol Number : ICMP

IP CheckSum : 25157 ( 0x6245 )
Destination IP : 192.168.1.1
Source IP : 10.1.1.1

Contract Lookup ( FPC )

IP Protocol : ICMP( O0x1 )

L4 Src Port : 0( 0x0 )

L4 Dst Port : 33570( 0x8322 )
sclass (src pcTag) : 16386( 0x4002 )
dclass (dst pcTag) : 1( 0x1 )

src pcTag is from local table . yes

derived from a local table on this node by the lookup of src IP or MAC
Unknown Unicast / Flood Packet : no
If yves, Contract is not applied here because it is flooded

Contract Drop : no
Contract Logging : no
Contract Applied : no
Contract Hit . yes
Contract Aclgos Stats Index : 81903

( show sys int aclgos zoning-rules | grep -B 9 "Idx: 81903" )



KHIZ, RS —AH"Non-Border Leaf Node 302 BRHENET,

Leaf-302# ereport

IP Protocol Number : ICMP

Destination IP : 192.168.1.1
Source IP : 10.1.1.1

IP Protocol : ICMP( 0Ox1 )
L4 Src Port : 0( 0x0 )
L4 Dst Port : 61057 ( OXEE81 )

sclass (src pcTag) 16386 ( 0x4002 )
dclass (dst pcTag) 49156 ( 0xC004 )
src pcTag is from local table : no

derived from group-id in iVXLAN header of incoming packet
Unknown Unicast / Flood Packet : no
If yes, Contract is not applied here because it is flooded

Contract Drop : no
Contract Logging : no
Contract Applied : yes
Contract Hit : yes
Contract Aclgos Stats Index : 81874

( show sys int aclgos zoning-rules | grep -B 9 "Idx: 81874" )

module-1(DBG-elam-insell4)# show sys int aclgos zoning-rules | grep -B 9 "Idx: 81874"

Rule ID: 4112 Scope 6 Src EPG: 16386 Dst EPG: 49156 Filter 65535
unit_id: 0
=== Region priority: 2462 (rule prio: 9 entry: 158)===
sw_index = 47 | hw_index = 46 | stats_idx = 81874

Curr TCAM resource:



=== SDK Info ===
Result/Stats Idx: 81874

Border Leaf Node 301lC T R7RA4 > "H"192.168.1.12ZFF L TVWHhIE, O/ —RIZKRD S —
FEREATVET.,

NZ7)L2a1—b
SFUA  BRUEVET

FAEBEPGO ALY 7 Z Y My #3FD0.0.0.000H7 %Y RABEENIEEUVRFRICEED
L3IOUIN'FEETRDEATIEE., RST71 Vv INFHEIARREICEENDAEENS HYET,

Zh#E1T5ICIE. L30ut-1-EEPG & B UVRFIZ % % L30ut-2-EEPG® T (20.0.0.0/0 7 %Y N %&
mLUET,

L3Out-2-EEPGICI Y RS U RFBEWESD, FXTORS 74 Y OFFI7A)NTRAY T
NBEFRENKT,

Marme = Tenant Tenant Alias Contract Type Provided | Consumed QoS Class State Label Subject Label

7L, L30Out-2-EEPGOEERICHBDEPGI Y RRA > M192.168.1.1H1 5%5E5%10.2.2.2\ D
pinglEMINLE 9, chiFFEAL !

Host# ping 10.2.2.2

PING 10.2.2.2 (10.2.2.2): 56 data bytes

64 bytes from 10.2.2. icmp_seqg=0 ttl=252 time=0.881 ms
64 bytes from 10.2.2. icmp_seg=1 ttl=252 time=0.801 ms
64 bytes from 10.2.2. icmp_seg=2 ttl=252 time=0.877 ms

2
2
2
64 bytes from 10.2.2.2: icmp_seqg=3 ttl=252 time=0.827 ms



X)L — b Epolicy-mgr7 L 71 VA EESE, COVRFND10222THORNT T4V UICT A
T LPcTag 15A"8W) H TN TWVWB e ZRLTVET

Leaf-302# wvsh_lc -c "show forward route 10.2.2.2 platform vrf tnl:vl"
Policy Prefix 0.0.0.0/0

SDK Information:
vrf: 7(0x7), routed_if: 0x0 epc_class: 15(0xf)

Leaf-302# vsh -c "show system internal policy-mgr prefix"
Requested prefix data

Vrf-vni VRF-Id Table-Id Table-State VRF-Name Addr
Class Shared Remote Complete Svc_ena

2129920 7 0x7 Up tnl:vl

0.0.0.0/0 15 False False False False
2129920 7 0x80000007 Up tnl:vl

::/0 15 False False False False
Leaf-302#

FR—A—1)—7T /—R302OELAMIF, RZT7 1Y IN AT LPcTag 150V ZATHEE
TWBEEBRIELET,

Leaf-302# ereport

o
[
o
P
N

.

N

.

N

Protocol Number : ICMP IP CheckSum : 14444 ( 0x386C ) Destination IP
Source IP : 192.168.1.1

IP Protocol : ICMP( O0x1 )

L4 Src Port : 2048 ( 0x800 )
L4 Dst Port : 33134 ( 0x816E )
sclass (src pcTag) : 49156 ( 0xC004 )
dclass (dst pcTag) : 15( OxF )

src pcTag is from local table : yes

derived from a local table on this node by the lookup of src IP or MAC
Unknown Unicast / Flood Packet : no



If yes, Contract is not applied here because it is flooded

Contract Drop : no
Contract Logging : no
Contract Applied : yes
Contract Hit : yes

81875
( show sys int aclgos zoning-rules | grep -B 9 "Idx: 81875" )

Contract Aclgos Stats Index

module-1(DBG-elam-insel6)# show sys int aclgos zoning-rules | grep -B 9 "Idx: 81875"

Rule ID: 4111 Scope 6 Src EPG: 49156 Dst EPG: 15 Filter 65535
unit_id: 0
=== Region priority: 2462 (rule prio: 9 entry: 158)===
sw_index = 46 | hw_index = 45 | stats_idx = 81875

Curr TCAM resource:

=== SDK Info ===
Result/Stats Idx: 81875

VRF "viy OV—2208I)—I)LICE, EPGERTLIOUt-20#HILWVWIY MU BERRENER A,

Leaf-302# show zoning-rule scope 2129920

e e ———— tmm—————— e e ———— e ———— e ———— e e tmm—————
R e e +

| Rule ID | SrcEPG | DstEPG | FilterID Dir | operSt | Scope | Name

Action | Priority

e e ———— tmm—————— e e ———— e ———— e ———— e e tmm—————
R e e +

| 4107 | 0 | 0 | implarp | uni-dir | enabled | 2129920 | |

permit | any_any_ filter(17) |

| 4106 | 0 | 0 | implicit | uni-dir | enabled | 2129920 | |

deny, log | any_any_any (21) |

| 4105 | 0 | 49155 | implicit | uni-dir | enabled | 2129920 | |
permit | any_dest_any (16) |

| 4108 | 0 | 15 | implicit | uni-dir | enabled | 2129920 | |
deny,log | any vrf_any deny(22) |

| 4112 | 16386 | 49156 | default | uni-dir | enabled | 2129920 | tnl:EPG_to_L30Out |
permit | src_dst_any(9) |

| 4111 | 49156 | 15 | default | uni-dir | enabled | 2129920 | tnl:EPG_to_L3Out |
permit | src_dst_any(9) |

e e ———— tmm—————— e e ———— e ———— e ———— e e tmm—————
R e e +

Leaf-302#

L30ut-2-EEPGIZ(F0.0.0.0/04 7 XY RO KNI BREE A TVB L, COHTZY MIETSH
EIXTONT T 1Y UESystem PcTag 150 dclassic 7 EEnE T,

V—22EI)L—)LID 41118 & T'4112(F, L3Out-1-EEPGA"0.0.0.0/0H4 7Y NOBEEHFS.
EPGIC& > THEEND IV RN INEZRETEILSICTOTZLENTVET,

COFREICKY), L3OUt-2-EEPGADQ 7O—FFHEFHFITETIhET,



BRRE - ERIL & VEFA
COBEEERTBICE. ROFEERTLET,

1.VRFZ &(Z1DML30ut EPGT0.0.0.0/07 %Y RO A EFERATH L EBSHRELET
2. gETHNE, EUVRFRADMEOLIOWICK L TEHENH 7 XY NE2FEALET, Chic&k

V)., 8274 v Ulkdclass& L T—EDL30ut PcTaglEZEB TEET,
External EPG - L30ut-2-EEPG 0o

-

FHLUBAWHAZENTAICE., ROZEEZBEALET,

1. L30Out-2-EEPGT, 0.0.0.0/0% 7% Y h&10.2.2.024H 7 XY NICBEHBRAET
2. L3Out-2-EEPGT, 2 ZREML ET,
3.EPGT, RLUZNZERATS

55T L 7/75. Non-Border Leaf Node 302 CIRNEEEZHEL X T,

. L30ut-2-EEPG PcTag 3277110 1 5 1 7210.2.2.0/24 B 0 & v) B4R # 75 policy-mgr7 L 7
1DANFBYET
. Zoning-Rules ID 4109 RUAHVET COI KMJICKY), EPGPcTagf > &X—7 I 4
AN 51L491560ut-2-EPG PcTagf X —7 T A4 AANO 7 O—HFaIE h&E32771,
. Zoning-Rules ID 4110 RUABYVET COI MJICK Y, L30ut-2-EEPG PcTag/\r
Y NASEPG PcTag/\T Y RADM327710— A FF Al &€ 1 £49156,
10.2.2.2|12L30ut-2-EEPG PgTag 32771/ 8l 4TS hTWB Z B R, EFE Wikl —
N &policy-mgr7’L 7 1 U A,

Leaf-302# wvsh_lc -c "show forward route 10.2.2.2 platform vrf tnl:vl"
Policy Prefix 10.2.2.0/24

SDK Information:

vrf: 7(0x7), routed_if: 0x0 epc_class: 32771(0x8003)

attributes: SUP_CP DST_POL_IC SRC_POL_IC

Leaf-302# vsh -c "show system internal policy-mgr prefix"
Requested prefix data

Vrf-vni VRF-Id Table-Id Table-State VRF-Name Addr



Class Shared Remote Complete Svc_ena

2129920 7 0x7 Up tnl:vl

0.0.0.0/0 15 False False False False
2129920 7 0x80000007 Up tnl:vl

::/0 15 False False False False
2129920 7 0x7 Up tnl:vl
10.2.2.0/24 32771 False True False False

3 : L30Ut-1-EEPGIHR E L T0.0.0.0004 7% Y NERS, EPGE DENBRER DD
. Zoning-Rules ID 41113 & T*'4112(&Non-Border Leaf Node 302 LICFHELET, L,
L30ut-2-EEPGRZ 7 1 ¥ V&, BEWR > AT APcTag 15T k& <L30ut PcTagTHEE 1
TWBSH, ChSsDOIL—ILZR>TEATAIEN BB ELE,

Leaf-302# show zoning-rule scope 2129920

o o Fmmm Fmm Fmmm e o o o
Fmm Fmm +

| Rule ID | SrcEPG | DstEPG | FilterID Dir | operst | Scope | Name

Action | Priority

o o Fmmm Fmm Fmmm e o o o
Fmm Fmm +

| 4107 | 0 | 0 | implarp | uni-dir | enabled | 2129920 | |
permit | any_any filter(17) |

| 4106 | 0 | 0 | implicit | uni-dir | enabled | 2129920 | |
deny, log | any_any_any (21) |

| 4105 | 0 | 49155 | implicit | uni-dir | enabled | 2129920 | |
permit | any_dest_any (16) |

| 4108 | 0 | 15 | implicit | uni-dir | enabled | 2129920 | |
deny,log | any vrf_any deny(22) |

| 4112 | 16386 | 49156 | default | uni-dir | enabled | 2129920 | tnl:EPG_to_L30ut |
permit | src_dst_any(9) |

| 4111 | 49156 | 15 | default | uni-dir | enabled | 2129920 | tnl:EPG_to_L30Out |
permit | src_dst_any(9) |

| 4109 | 49156 | 32771 | default | bi-dir | enabled | 2129920 | tnl:EPG_to_L3Out |
permit | src_dst_any(9) |

| 4110 | 32771 | 49156 | default | uni-dir-ignore | enabled | 2129920 | tnl:EPG_to_L30Out |
permit | src_dst_any(9) |

o o Fmmm Fmm Fmmm e o o o
Fmm Fmm +

EPGRA M A SL30ut-2-EEPGDE & (Z & B S EBFE LN Dpingld KL £,

Host# ping 10.2.2.2

PING 10.2.2.2 (10.2.2.2): 56 data bytes

64 bytes from 10. icmp_seqg=0 ttl=252 time=0.854 ms
64 bytes from 10. icmp_seqg=1 ttl=252 time=0.669 ms
64 bytes from 10. icmp_seqg=2 ttl=252 time=0.716 ms
64 bytes from 10. : icmp_seqg=3 ttl=252 time=0.669 ms
64 bytes from 10.2.2.2: icmp_seg=4 ttl=252 time=0.666 ms

Non-Border Leaf Node 302MicmpERICX T HELAMIE. dclassA"32771 ( L3Out-2-EEPG®
PcTag ) ICEREETNhTVWD & ZRLTVERT,

NN DN

2
L2

2

2

L\)L\)L\)L\)L\)

Leaf-302# ereport



IP Protocol Number : ICMP
IP CheckSum : 4095( OxFFF )
Destination IP : 10.2.2.2
Source IP : 192.168.1.1

IP Protocol : ICMP( O0x1 )

L4 Src Port : 2048 ( 0x800 )
L4 Dst Port : 49837 ( 0xC2AD )
sclass (src pcTag) : 49156 ( 0xCO004 )
dclass (dst pcTag) ¢ 32771( 0x8003 )

src pcTag is from local table : yes

derived from a local table on this node by the lookup of src IP or MAC
Unknown Unicast / Flood Packet : no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Contract Logging : no
Contract Applied : yes
Contract Hit : yes
Contract Aclgos Stats Index : 81873

( show sys int aclgos zoning-rules | grep -B 9 "Idx: 81873" )

report provided aclqgos AN > RiE, cO7O0—HFHFLWIY—Z2TIL—=ILD12, $FICI—IID
A0 —ETBEeERLET,

module-1(DBG-elam-insel6)# show sys int aclgos zoning-rules | grep -B 9 "Idx: 81873"

Rule ID: 4109 Scope 6 Src EPG: 49156 Dst EPG: 32771 Filter 65535
unit_id: 0
=== Region priority: 2462 (rule prio: 9 entry: 158)===
sw_index = 48 | hw_index = 47 | stats_idx = 81873

Curr TCAM resource:

=== SDK Info ===



Result/Stats Idx: 81873
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