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Contract
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and 1 provider - ,
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Preferred Groups VRF Prod

- Must be enabled per VRF
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Action | Priority |

mm o mm Fmmm Fmm Fmmm e mm o o +-
————————— oy

.L—)LID(Rule ID)] : L—)LI> RUDID, —EDOZBAIFE L THEET DL, EOEKE
HYYEBA

- SIcEPG : IEfER I RARA 2V NI I —TDVRF(pcTag)Z &£ D —EDNID,

. DstEPG : B%EI> RAKRA 2 KT I —TDVRF(pcTag) £ D —ENDID,

. FilterlD : JL—IILA"—BE LD ELTWVWB 7 1I)LEZDID, 714 IILZICIE, —ILABEEQ
27O0RJNBEBIEENRTVET,

- Dir: V=227 )= O FH B,

. OperSt : JL— )L O BEIREE,
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F'show zoning-rules 1

IXNTOV—Z2T =L ERFIDAAYF- LRILOIIT R,

leaf# show zoning-rule

o R N o oo o o oo
o T +

| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operst | Scope | Name

| Action | Priority |

o R N o oo o o oo
o T +

| 4156 | 25 | 16410 | 425 | uni-dir-ignore | enabled | 2818048 | external_to_ntp
| permit | fully_qual(7) |

| 4131 | 16410 | 25 | 424 | bi-dir | enabled | 2818048 | external to_ntp
| permit | fully_qual(7) |

o R N o oo o o oo
o T +

F'show zoning-filter

V=B8N —IHFRITENATVWBRAR—Y/R—NEREESC71IILER, 740U E27O753Y
7":3:\ /A@:l?/ I\TEEWL\T‘éﬁjo

leaf# show zoning-filter

Fmm Fmmm mm e mm e mm e Fmmm Fmmmmmm e Fmm -
——————— T T

| FilterId | Name | EtherT | Prot | ApplyToFrag | Stateful | SFromPort |
SToPort | DFromPort | DToPort | Prio |

Fmm Fmmm mm e mm e mm e Fmmm Fmmmmmm e Fmm -
——————— T T

| implarp | implarp | arp | unspecified | no | no | unspecified |
unspecified | unspecified | unspecified | dport |

| implicit | implicit | unspecified | unspecified | no | no | unspecified |
unspecified | unspecified | unspecified | implicit |

| 425 | 425_0 | ip | tcp | no | no | 123 |

123 | unspecified | unspecified | sport |

| 424 | 424_0 | ip | tcp | no | no | unspecified |
unspecified | 123 | 123 | dport |

Fmm Fmmm mm e mm e mm e Fmmm Fmmmmmm e Fmm -
——————— T T

'show system internal policy-mgr stats’

COONV RZRTTRE, V—2BEIN-IINZEDEY MIZRBTERT, Chlk, &VUSH
WEEEZF DARMNHIBHEOERZ/IL—ILEE, FHEALIL-IIIMMEOIL—IILTEE<E
YRENRTVRAESHZHMIBDICRIEERT,

leaf# show system internal policy-mgr stats



Requested Rule Statistics

Rule (4131) DN (sys/actrl/scope-2818048/rule-2818048-s-16410-d-25-f-424) Ingress: 0, Egress: 0,
Pkts: 0 RevPkts: 0

Rule (4156) DN (sys/actrl/scope-2818048/rule-2818048-s-25-d-16410-f-425) Ingress: 0, Egress: 0,
Pkts: 0 RevPkts: 0

M'show logging ip access-list internal packet-log deny 4

iBashL X)L TRITTEDRASYFLARILDOIONV R, ACL(OVMZV M) BEOROY T E,
ROEXSBET7O—BFEEBHRERELET .

- VRF
- VLAN-ID

- S TTMAC/3E EMAC

- BETIP/FELIP

- BETTAR— MBRER—
CEFERAE=TIARA

leaf# show logging ip access-list internal packet-log deny

[ Tue Oct 1 10:34:37 2019 377572 usecs]: CName: Prodl:VRF1 (VXLAN: 2654209), VlanType: Unknown,
Vlan-Id: 0, SMac: 0x000c0c0cOcOc, DMac:0x000c0c0OcOcOc, SIP: 192.168.21.11, DIP: 192.168.22.11,
SPort: 0, DPort: 0, Src Intf: Tunnel7, Proto: 1, PktLen: 98

[ Tue Oct 1 10:34:36 2019 377731 usecs]: CName: Prodl:VRF1(VXLAN: 2654209), VlanType: Unknown,
Vlan-Id: 0, SMac: 0x000c0c0cOcOc, DMac:0x000c0c0OcOcOc, SIP: 192.168.21.11, DIP: 192.168.22.11,
SPort: 0, DPort: 0, Src Intf: Tunnel7, Proto: 1, PktLen: 98

contract_parser

DA SBERRERTIDRIC, V—Z2TI—I, 714I)%, by N ZBEEN T HD%E
£ RTDT/INAALDOPYython AV U7 Ko CORVVTNE, BEROATYTIHSHEZ7OEA
EE—OOYY RIZEHBL, BEOEPG/NRFELAFMOOA NSO NCEETZEICTAILEZY
VUTEBEVSHATIHEICERNTT,

leaf# contract_parser.py

Key:

[prio:RuleId] [vrf:{str}] action protocol src-epg [src-14] dst-epg [dst-14]
[flags] [contract:{str}] [hit=count]

[7:4131] [vrf:common:default] permit ip tcp tn-Prodl/ap-Services/epg-NTP(16410) tn-Prodl/l3out-
L30utl/instP-extEpg (25) eq 123 [contract:uni/tn-Prodl/brc-external_to_ntp] [hit=0]

[7:4156] [vrf:common:default] permit ip tcp tn-Prodl/l3out-L30utl/instP-extEpg(25) eqg 123 tn-
Prodl/ap-Services/epg-NTP(16410) [contract:uni/tn-Prodl/brc-external_to_ntp] [hit=0]

[12:4169] [vrf:common:default] deny,log any tn-Prodl/l3out-L30Outl/instP-extEpg(25) epg:any
[contract:implicit] [hit=0]

[16:4167] [vrf:common:default] permit any epg:any tn-Prodl/bd-Services(32789)
[contract:implicit] [hit=0]
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CFX

'show platform internal hal health-stats'

COOXVRIEF, RUS—CAMZEOLETEFTETHR VY —ADHIREFRARRAZRIETDDICKIL
5%9, COOX RIFvsh IcTULAZETTERVDT, iBashh S E2TT2ERE'cCT7TT %
ALTELTLSEETL,

leaf8# wsh_lc -c "show platform internal hal health-stats"
| Sandbox_ID: 0 Asic Bitmap: 0x0



Policy stats:

policy_count : 96
max_policy_count : 65536
policy otcam_count : 175
max_policy otcam_count : 8192
policy label_count : 0
max_policy label_count : 0
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TVWBRFNA AZHELET,

2. 8RL =7 /N1 ATIN > R Tshow logging ip access-list internal packet-log deny % 31T
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Visibility & Troubleshooting

This tool provides: Endpaint to Endpeint

1. Location of the specified end Description:

points in the fabric and displays the

traffic path including any L4-L7

devices. Along the path between

these end peints, statistics,

contracts, faults, events, and audit Targe':s

logs are displayed in scope. Source Dhestination
2. Optional triggering of traceroute

' 182.168.21.11 192.168.23.1
and atomic counters for

E Learned Tenant Application EPG Leamed Tenant Application EPG
troubleshooting these end points. At At

These debugging steps create and
delete corresponding debugging
policies as needed.

Prod1 AppProf

v arvHg, EERX, BREBWELIY RRA N ERELE T, RIZ, [Submit] R &= &
[Generate Report]Z2 2 )Y VL&Y,

COY—=)E, 7Z7TUVYIORAOI RRA N 2EBNICKREL, EPYEBIRTFUN 77
Do—>3a> 70774, BRUEPGICEAT3E®mZREMHELET,

CDFE, EPATFH NProd1lCEL, RUT7 77U —23a> 7’0774 )L "AppProfy ICEL
. BRBEPGICE) Y TohTWA e hET., "Webs & "DB, T,

ROy 7ID
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System Tenants Fabric Virtual Networking Ld-L7 Services Admin Operations Apps Integrations

Visibility & Troubleshooting | Capacity Dashboard | EP Tracker |

Jisibility & Troubleshooting

o2 = a §

A Faults Spine fab3-p1-spinel (pod
1/nade-201)

ilh Drop/Stats

[Zl Contracts
Events and Audits

+ Traceroute

«5 Atomic Counter eth1/13

@ Time Window - eth1/49
Leaf fab3-leaf5

From latest 240 minutes (pod-1/node-

105)
09) “eth1n1a

To now

Source Endpaint
IP: 192.168.21.11 i
Destination 192.168.23.11 MAC: F6:F2:6C:4E:C8:00

Type Endpoint — Endpaoint

COYV=ILE, NZTLN21—F42T2FIVFORNROZZEBNICRENLLET, CDBE
V22DV RRAZKNEEAUD) =T A4 Y FILEKEENATOVRT,



[Drop/Stats]H 7 X Z1—ICBETDE, WROU—TJEEFEANAO—KNE ROY S Z2RR
TEET, BETAHROYFTICOVTOFEMEE. COXZ 170 Tintra-Fabric Forwardings ®
E O Mnterface Dropsy NIEZZHRL TS EE L,
ChoOROYTOEKRBREESBETHY), BRTEEXT,

ROy 7 OF4H

Statistics - fab3-leaf5 S

Drop Stats Contract Drops Traffic Stats
[ show stats with zero values

Time Affected Object Stats Value

2019/10/02 03:49:58 - 2019/10/02 03:54:58 topology/pod-1/node~-105/sys/ctx-[vxlan-2654209]/bd ingress drop packets periodic 3
[wxlan-16220082] vian-[vlan-701]

2019/10/02 032 = 2019/10/02 03:44.58 topology/pod=1/r 10 fetr=[vxlan-2654209)/bd- ingress drop packets periodic
[wxlan-16121802] vian-[v 03]

2019/10/02 03:29:58 - 2019/10/02 03:44:58 topology/pod-1/node-105/sysfctx-[vxlan-2654209]/bd-  ingress drop packets periodic 3
[vxlan-16121802]/vian-[vlan-703]

2019/10/02 03:29:58 - 2019/10/02 03:44:58 topology/pod=-1/node=-105/sysfctx=[vxlan-2654209]/bd ingress drop packets periodic 3
[vxlan-16220082] vian-[vlan-701]

2019/10/02 03:14:58 - 2019/10/02 03:29:58 topology/pod=1/node=10 fetx=[vxlan-2654209]/bd- ingress drop packets periodic 3

[wxlan-16121802] vlan-[vlan-703]

AAYFEATI S LALEDEBD[Packets dropped| REZ > ZFEAL TROY 7OFMIC RUILA
J>9dE, ROV EhET7O—NFBZRRITEERT,

FContract Details ( ZHIDOFHM ) a



S Source Endpoint — Destination Endpoint

¥ Filter ID: implicit BD Allow (Prod1/DB)

Info Protocol L4 Src L4 Dest TCP Action Nodes Hits
Flags

@ permit node-105 0

& Filter ID: implicit Context Implicit (Prod1/VRF1)

Info Protocol L4 Src L4 Dest TCP Action Nodes Hits
Flags

@ deny,log node-105 8636

D Destination Endpoint — Source Endpoint

& Filter ID: implicit BD Allow (Prod1/Web)
Info Protocol L4 Src L4 Dest TCP Action Nodes Hits
Flags
@ permit node-105 O
& Filter ID: implicit Context Implicit (Prod1/VRF1)
Info Protocol L4 Src L4 Dest TCP Action Nodes Hits
Flags
@ deny,log node-105 8636

[Contracts]H 7 X —1— B8BTS &, EPGRATARV—OROYSE5ERILTVEDEZNE

BETEERT, cOPITE, —HOEY NZERIProd1/VRF1ZBEEMWICEREL TVWET, ChniF
BFLERESNET7O— (1192.168.21.118 &£ 1°192.168.23.11 ) A" DEEE DdenylcE Y K

THEEBERTDDIFTRESY £ A, Hits of Context Implicit deny)L—)L L TV B HEE
l&. Prod1/DB&Prod1/Web® @I, EQOAVRTFIRNIEEY RLBVWRNS 71 Y INEETS
CEEERTBLY, Implicitdenylc &> TROY 7T hET,

[Tenant] @ [Application Profile Topology]E 2 — T, Zfl®[Application Profile]& Zi#IR L .

[Topology |2i#R9I 5 &, DBEPGICHEHAET N TV W EERTEET, CDHE. Y
EPGICEIY H¥TSNhTLVEE A,

ok



Application Profile - AppProf 0 o

Summary Topology Policy Stats Health Faults History
[ 100 .

Conwract  EPG uSeg Any Baremetal VMware Microsoft Red Hat Dpeﬁ'_a.ck Eubemetss Cloud OpenShifi Layer2 Lsyer3d Layer £-7
EPG EPG Foundry

[

Relation Indicators

Configured = JB) Operational

Show All T On Click

web_to_app external_to_web?2 axtemnal_to_web
Prod1) {F i1 {Prod1

Provider

Consumer

§ ] intra EPG

Provider (from Master)
extEPG

Consumer (From Master)

Intra EPG (from Master)

Master EPG

CNT, REREREDEPGH DA 2 LOT, KOS BEOBEFBERETHCELTES
7.

- EEHTBI RARA > MDsrc/dst EPG pcTag. pcTagld, V—22EIL—IILZFEAL T
EPGZ#EAITAOHICEAETNDITAIDTY,
- BYHITBI RRA > MDsrc/dst VRFVNID(AD—T £ EFIEND),

VZAIDEART—TI&, APICGUINSTHEICEIBTEER T, cNZETSICIE. [Tenant]ZHZE.
E I T[Tenant name] % i#iR L. [Operational] > [Resource IDs] > [EPGs]ZiZIRL £

EPG pcTagt Ad—7Z®RERI>TF>MJY—AID



Tenant - Prod1 0 o

Summary Dashboard Policy Operational Stats Health Faults History
Flows Packets Resource IDs
Bridge Domains VRFs EPGs L30uts External Networks (Bridged)
£ O * %
= Application Profile AP Alias EPG Name Class ID Scope
Name
AppProf App 32774 26
AppProf App2 32775 2654209
‘
AppProf App3 49160 2654209
AppProf DB 49159 2654209
AppProf Vet 7 2654209
AppProf Web2 16388 20097160

Services NTP 16410 2818048

COF/E. VZADEARDA-TRROEBYTT,

- Web EPG pcTag 32778

- Web EPGA1—7°2654209
- DB EPG pcTag 49159

. DB EPGA]—7°2654209

NSTN221—F42 00O 714y 0 70— CHEHAThDRVS—2BRTS
iBash

ACI)—7TROYZ7ENENTY NEBRITDEKRVNY —)LIE, iBashON RZA2TT,
'show logging ip access-list internal packet-log deny":

leaf5# show logging ip access-list internal packet-log deny | grep 192.168.21.11
[2019-10-01T14:25:44.746528000+09:00] : CName: Prodl:VRF1 (VXLAN: 2654209), VlanType: FD_VLAN,
Vlan-Id: 114, SMac: 0xf6f26c4ec8d0, DMac:0x0022bdf819ff, SIP: 192.168.21.11, DIP: 192.168.23.11,
SPort: 0, DPort: 0O, Src Intf: Ethernetl/19, Proto: 1, PktLen: 126
[2019-10-01T14:25:44.288653000+09:00] : CName: Prodl:VRF1 (VXLAN: 2654209), VlanType: FD_VLAN,
Vlan-Id: 116, SMac: 0x3e2593f0eded, DMac:0x0022bdf819ff, SIP: 192.168.23.11, DIP: 192.168.21.11,
SPort: 0, DPort: 0, Src Intf: Ethernetl/19, Proto: 1, PktLen: 126

LROEADSDOAB LS, V=T ALY FTIF. EP 192.168.23.11A 5192.168.21. 112115
ENLEZBOICMPNT Y RIFREENTVWET,

contract_parsery —J)Li&, I RRA 2 MABEENF TSN TVWAVRFICEAE D EBRORY >
—ZHERITIDICK’IBEET,

leaf5# contract_parser.py --vrf Prodl:VRF1

Key:

[prio:RuleId] [vrf:{str}] action protocol src-epg [src-14] dst-epg [dst-14]
[flags] [contract:{str}] [hit=count]



[7:5159] [vrf:Prodl:VRF1l] permit ip tcp tn-Prodl/ap-Appl/epg-App (32771) eqg 5000 tn-Prodl/ap-
Appl/epg-Web (32772) [contract:uni/tn-Prodl/brc-web_to_app] [hit=0]

[7:5156] [vrf:Prodl:VRF1l] permit ip tcp tn-Prodl/ap-Appl/epg-Web(32772) tn-Prodl/ap-Appl/epg-
App (32771) eqg 5000 [contract:uni/tn-Prodl/brc-web_to_app] [hit=0]

[16:5152] [vrf:Prodl:VRF1l] permit any epg:any tn-Prodl/bd-Web(49154) [contract:implicit] [hit=0]
[16:5154] [vrf:Prodl:VRF1l] permit arp epg:any epg:any [contract:implicit] [hit=0]

[21:5155] [vrf:Prodl:VRF1l] deny,log any epg:any epg:any [contract:implicit] [hit=38,+10]
[22:5153] [vrf:Prodl:VRF1l] deny,log any epg:any pfx-0.0.0.0/0(15) [contract:implicit] [hit=0]

chid, R4V FILK>THEACND RV —2)—7IC7O7ZLENEI 58— %
FERALTHEREIDEETEERT,

leaf5# show zoning-rule scope 2654209

mm dmmm Fomm Fmm Fmm e mm Fmm Fmmmmmm o
————— o

| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operst | Scope | Name

Action | Priority |

mm dmmm Fomm Fmm Fmm e mm Fmm Fmmmmmm o
————— o

| 5155 | 0 | 0 | implicit | uni-dir | enabled | 2654209 | |
deny, log | any_any_any (21) |

| 5159 | 32771 | 32772 | 411 | uni-dir-ignore | enabled | 2654209 | web_to_app |
permit | fully_qual(7) |

| 5156 | 32772 | 32771 | 410 | bi-dir | enabled | 2654209 | web_to_app |
permit | fully_qual(7) |

mm dmmm Fomm Fmm Fmm e mm Fmm Fmmmmmm o
————— o

Visibility & Troubleshooting” —JL. contract_parsery —J)L, XY —2BEIIN—I)LTT TICHE
BLELSIC, NZTN221—FT 14T TREBREPGEIEEEPGOBICEZNAFELBEVWI L
FHEOHNSHETEET, ROVIENENT Y NHFBEEOdeny)L—IL5155& —H L TWB & E
ABDEFEETT,

ELAM¥ + 7F +

ELAMF Y 7' F v, BEOHEMEHERTIEDICEAETNBIASICLARILOLAR—NEZRELE
T, chlk, ROVZ7ENENTY NOBEIC, ROVFOEBHERLET, COZFUFDOL
S, ROV ZOEBHAN RV —OROY T THDHE. ELAMFY 7FrOHARFIOLSI(IC
BVET,

ELAMF ¥ 7’F ¥ DREDFHMICOVWTIE, COETEHBLEL A, Mintra-Fabric
Forwardingy WEZZSRBL TS EE,

leaf5# wvsh_lc

module-1# debug platform internal tah elam asic 0

module-1 (DBG-elam)# trigger init in-select 6 out-select 0

module-1 (DBG-elam) # trigger reset

DBG-elam-insel6)# set outer ipv4 src_ip 192.168.21.11 dst_ip 192.168.23.11
DBG-elam-insel6) # start

module-1(DBG-elam-insel6)# status

module-1
module-1

(
(
(
(

ELAM STATUS

Asic 0 Slice 0 Status Triggered
Asic 0 Slice 1 Status Armed

module-1 (DBG-elam-insel6)# ereport | grep reason
RW drop reason : SECURITY_GROUP_DENY
LU drop reason : SECURITY_GROUP_DENY



pkt.lu_drop_reason: 0x2D
FEOELAMLAR—KEE, NTY RHFRVD—OROYFIZK>TRAOAY FEhil & ZHREIC
RLULTWVWET, 'SECURITY_GROUP_DENY"
ELAM Assistant:
ELAM* ¥+ 7'F ¥ O#ERE. APIC GUIMELAM Assistant App TE BT,

dAr74F¥a1L—>32

[f%_‘_j.\ Capture a packet with ELAM (Embedded Logic Analyzer Module)

ELAM PARAMETERS Quick Add Add Node

Name your capture: (optional)

Status Mode Direction Source I/F
Parameters VxLAN (outer) header
@ Report Ready node=105 from frontport eth1/19

(__ -
\D @ src ip 192.168.21.11

@ aetip 192.168.23.11

BE, I-YRIXNROTVTO-—DOEERTERAEOHMEOFMERELET, COFITR, EET
IPl&, EFETEPGE DEWBEBREN B VEEEPGOIY RRAVNADRT T4V I ERFEYTF ¥
FRLEHICERAETIET,

Elam Assistant ExpressL 7R—

ELAM Report Parse Result ( report name: node-105_slot1_asicO_elam_report.txt )

Express Detaill Raw

ELAM Assistant TRRTEDH AL ARILIE3DOH V) £F, Express, Detail, RawT T,

Elam Assistant ExpressL R— BN ( #:& )



Forward Result

Destination Type To a local port

Destination Logical Port Eth1/19
Destination Physical Port packet dropped
Sent to SUP/CPU instead yes
SUP Redirect Reason (SUP code) ISTACK_SUP_CODE_ACL_LOG

Contract
Destination EPG pcTag (dclass) 16387 (Prod1:App1:DB)
Source EPG pcTag (sclass) 10935 (Prod1:App1:Web)
Contract was applied 0 (Contract was not applied on this node

Drop

Drop Code SECURITY_GROUP_DENY

Express Result® T~ ®Drop Code reason SECURITY_GROUP_DENY&, RO Y 7’AR¥EY
DHERTH> ez RLET,

BEIN—T

ZHNBEITL—-TIEOVT
RUYBEY L —THFRES NI-VRFOEPG TR, RO2EEORY Y —EREEATEET,

- BEENBEPGEPGR. ZHBEIIN—TIXIN=29 T HFH356. 2L TERICH
BICBEETEEY., Chid. source-any-destination-any-permit> 7 # )L NJL—)LICETWT
WET,

- BAENBEPGEETIL—T DX N—TIREVEPGK., HEICEEITZPENEXELLE
o THUADBERK., BRAETNEEPGEEENEPGHOBNIERTIL—ILNBERAENET,
Contract Preferred Group##gEi_ &k V), VRFANOEPGRINBERE 2L MliNr<HEHTEEFT, VRFA
DIEEAEDEPGH A—TVBEEZTOIVEN HB N, OEPGEDBEENHIRELTVSIES
@ﬁjﬁﬁ];%ﬁ'ﬁﬁ)b TETANRNLEDRHNOEXAEDEEREL T, EPGEEBEREZ KV EfE

(Z i1 o

BETIN—TH SKRINE hEEPGIE. source-any-destination-any-deny7> 7 # )L N)L—)L % £ &
EITHEWHNBIATNTVDBEAICOK, tHOEPGEERETEET,

ZHWBEIN—-TOTOTIZZ2T

BEANIZ, ZYWEETINL—TREEOZNOYETT, BEOZNNIES., BRNEHFTY -9
B)—I)LiE, VRFAOD—7OEROdenyY —>BEIN—-IITT7OTSLEchEST, BEITIL—T
Tk, BENABPERMITY —> 28— IAREEVREN S/ AT (E2FERAL T OY
ShEeh, BEODDENYY —22BIL—IA, BEIIN—TAN—TRZEVEPGHAESDOKRTT
1YV OEFALBEVWKRSICTOTZLENET, TOHER, EFIL—-IIIFRAICFHME N, 70



—HFZhsOIL—ILIC-HLEWVWEE, 7O—RBBRENICHFTENET,

BEIIN—THADIXTOEPGICHL T, BLARNBERY —2F8IIL—ILORTHFHYET

o

CHEBEITIN—TXN—HDS5EENDpcTag (EO0 ) ND1D,
- f£EMpcTag ( 180 ) H* S Preferred GroupAA D X > NA D B D fE,

BEIN—TONZTN21—-FT42T2FVF

RORIE. EPG App. App2. & & UApp3H TR TEBAIIN—T AV N—ELTREEATLD
WERNROSERLTVET,

VM-Appld EPG-App D —E T, VM-App2ldk EPG-App2M —ET T, App&App2D s DEPGHE
KENBZWAIZEENATVEOT, BHICEETIHENF HVET,

VM-Appld. TCPH— K6000A SVM-App2AD RS 7 4 v ¥ 7O0—%BALET, EPG-AppE
EPG-App2ir £55%, VRF1O—HE L TEEITIL—T XV /N—TF, VM-App2lE TCPR—
6000T/Nr Y NEZELEH A

MROD
VRF1 set for Ingress
Policy Enforcement
1] 2o 1] 2ee 1l eee 1) e
EPG-App EPG-App2 EPG-App3
Preferred
Group
Even though they are
Preferred Group
VM-App member, they can't talk  VM-App2
0—o70—

1. EPG APPMpcTag& ¥ MVRF VNID/ScopeZBREL E£ 7,

EPG® &K T'VRF pcTag



i APIC admin

CISCco

Virtual Networking L4-L7 Services Admin Operations Apps Intec

ALL TENANTS | Add Tenant | Tenant Search: [ EEEESEEEEE @ oo Prod1  5G-Test-1 | ACITEST | Ansible_tenant

Prod1

OEHG) Tenant - Prod1
' 00
Cl L Star
ﬁ Summary Dashboard Palicy Stats Health Faults History
Prod1

Flows Packets
Bridge Domains VRFs EPGs L30uts External Networks (Bridged)
[ 9 O+ %K.
-« Application Profile AP Alias EPG Name Class ID Scope
Name
AppProf App

Page 1 o Objects Per Page: 100 Displaying Objects 1 - 607 6

2.Ah1)—7 Tcontract_parser.pyZEA LTIV NI MNOTAIS IV T 2RETS

contract_parser.pyE =& "show zoning-rule; AN RZFEAL T, VRFZEELET

fab3-leaf8# show zoning-rule scope 2654209

e Fomm - o Fomm e e e e o Fom = o
____________________ +

| Rule ID | SrcEPG | DstEPG | FilterID Dir | operSt | Scope | Name | Action

| Priority |

e Fomm - o Fomm e e e e o Fom = o
____________________ +

| 4165 | 0 | 0 | implicit | uni-dir | enabled | 2654209 | | permit |
grp_any_any_any_permit (20) |

| 4160 | 0 | 0 | implarp | uni-dir | enabled | 2654209 | | permit |

any any filter(17) |

| 4164 | 0 | 15 | implicit | uni-dir | enabled | 2654209 | | deny,log |
grp_any_dest_any deny (19) |

| 4176 | 0 | 16386 | implicit | uni-dir | enabled | 2654209 | | permit |
any_dest_any (16) |

| 4130 | 32770 | 0 | implicit | uni-dir | enabled | 2654209 | | deny,log |
grp_src_any_any deny (18) |

| 4175 | 49159 | 0 | implicit | uni-dir | enabled | 2654209 | | deny,log |
grp_src_any_any deny (18) |

| 4129 | 0 | 49159 | implicit | uni-dir | enabled | 2654209 | | deny,log |
grp_any_dest_any deny (19) |

| 4177 | 32778 | 0 | implicit | uni-dir | enabled | 2654209 | | deny,log |
grp_src_any_any deny (18) |

| 4128 | 0 | 32778 | implicit | uni-dir | enabled | 2654209 | | deny,log |
grp_any_dest_any deny (19) |

| 4178 | 32775 | 0 | implicit | uni-dir | enabled | 2654209 | | deny,log |
grp_src_any_any deny(18) |

| 4179 | 0 | 32775 | implicit | uni-dir | enabled | 2654209 | | deny,log |
grp_any_dest_any deny (19) |

e Fomm - o Fomm e e e e o Fom = o
____________________ +

fab3-leaf8# contract_parser.py --vrf Prodl:VRF1



Key:

[prio:RuleId] [vrf:{str}] action protocol src-epg [src-14] dst-epg [dst-14]

[flags] [contract:{str}] [hit=count]

[16:4176] [vrf:Prodl:VRF1l] permit any epg:any tn-Prodl/bd-App(16386) [contract:implicit] [hit=0]
[16:4160] [vrf:Prodl:VRF1l] permit arp epg:any epg:any [contract:implicit] [hit=0]

[18:4130] [vrf:Prodl:VRF1l] deny,log any tn-Prodl/vrf-VRF1(32770) epg:any [contract:implicit]
[hit=7?]

[18:4178] [vrf:Prodl:VRF1l] deny,log any epg:32775 epg:any [contract:implicit] [hit=?]
[18:4177] [vrf:Prodl:VRF1l] deny,log any epg:32778 epg:any [contract:implicit] [hit=?]
[18:4175] [vrf:Prodl:VRF1l] deny,log any epg:49159 epg:any [contract:implicit] [hit=?]
[19:4164] [vrf:Prodl:VRF1l] deny,log any epg:any pfx-0.0.0.0/0(15) [contract:implicit] [hit=0]
[19:4179] [vrf:Prodl:VRF1l] deny,log any epg:any epg:32775 [contract:implicit] [hit=?]
[19:4128] [vrf:Prodl:VRF1l] deny,log any epg:any epg:32778 [contract:implicit] [hit=?]
[19:4129] [vrf:Prodl:VRF1l] deny,log any epg:any epg:49159 [contract:implicit] [hit=?]
[20:4165] [vrf:Prodl:VRF1l] permit any epg:any epg:any [contract:implicit] [hit=65]

LROHHERARDE, TSAAUTAFBEBV20DEROpermitT > kU (ruleld 4165) 7 5L
TEET, COBROHFFAIL—INE, NS74v070-%FTLEVELIBEVZOEVERNE

EFL=LINFBEVRY, IXTORNZ T4y O0T7O0—%FITLET,

E 512, EPG App2MpcTagTH dpcTag 327752 L T2 DO DEARMAIERIL —ILFBEENT

WET, CNS200RRHBIERY —2VBREN—IIE. EPGHSEPGAppP2AND KT T 1Y U %
FALECA (EEEAK ). ChSDOIL—IILOEERIEMIFE18E19THD . T7FINOFFT
L=IL&EYEBEENET,

Bk, PBRNBERIL-IANFEREND LS. EPGApp2R BRI I —T X N—TRAHEVE
W52&TT,

3.EPGBETIN—T X N—RBEOHEE

APIC GUIICBEIL . [EPG App2]# & U'[EPG App Preferred Group Member Configuration] & 7>/
CULET, KOKRT, TEPG App2is not configured as a Preferred Group Member, 228 L T
<fEEEL,

EPG App2 : BTN —7T X N—RBREZBRS

dsco APIC < @ C O O

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALLTENANTS | AddTenant | Tenant Search: [[EEEESEEESI ' common | Prodl  5G-Test-1 | AGTEST | Ansible_tenant

Prod1

EPG - App2 0 o
Summary Operational Stats Heaith Faults History
Topology Subject Labels EPG Labels
& O L %

Custom QoS

Data-Plane Policer

Intra EPG Isolation Enforced Unenforced
[ Preterred Group Member W
Flood in Encapsulation hsabled Enabiled
; vl

Caonfigurat

Configuration Issues
Label Match Criteria:  AtleastOne

Bridge Domain: | App 3 X



EPGF 7 —-BETIN—TAN—BREFEENTVET
sk A kAKX

cisco

Operations Apps Integrations

System Tenants Fabric Virtual Networking L4-L7 Services Admin

ALL TENANTS | Add Tenant | Tenant Search _ | common | Prodl | 5G-Test-1 | ACITEST | Ansible_tenant
Prod1 t N .
) EPG - App 0 e

Summanry Operational Stats Health Faults History
Topology Subject Labels EPG Labels

[ 100 ] 0 b %
T tie
2 — ~
Custom QoS |
Data-Plane Policer.
Intra EPG Isolation Enforced Unenforced
I Preferred Group Member I Exclude
Flood in Encapsulation Enabled )
Configuration Status: applied
Configuration Issues
Label Match Criteria: AtleastOne
w

Bridge Domain: [App -

4.EPG App2ZBEITIN—TAVNX—ELTRELET

App2 EPGOREZEET DL, BRIVIL—THBREIL-—TO—HLLTHAILBETED L
S ERT,

EPG App2 : BETIN—TANN—REEZED
Nmm APIC admin ° w o e

Clsco
Systemn Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations
ALL TENANTS | AddTenant | Tenant Search _ | common | Prodl 5G-Test-1 | ACITEST | Ansible_tenant
Prod1
\ ) EPG - App2 0 o

Summary Operational Stats Health Faults History
Topology Subject Labels EPG Labels

[ 100 ] 0 L %

A
Custom QoS
Data-Plane Policer
" Intra EPG Isolation Enforced
[ Prefermed Group Member { E 3
Flood in Encapsulation m Enabled
Configuration Status: appled
Configuration Issues
Label Match Critenia:  AtleastOne
v

Bridge Domain: App 3

5. src EPAF ¥ % 1) —7 L Tcontract_parser.pyZ AL TRUITOVS I 2 BRERTS

contract_parser.pyZBEfFAL., VRFEZIEEL T. EPG App2 DRI AIER L — LA HIBRE



NEHESH ZHELERT,

fab3-leaf8# contract_parser.py --vrf Prodl:VRF1l

Key:

[prio:RuleId] [vrf:{str}] action protocol src-epg [src-14] dst-epg [dst-14]

[flags] [contract:{str}] [hit=count]

[16:4176] [vrf:Prodl:VRF1l] permit any epg:any tn-Prodl/bd-2App(16386) [contract:implicit] [hit=0]

[16:4160] [vrf:Prodl:VRF1l] permit arp epg:any epg:any [contract:implicit] [hit=0]

1
[18:4175] [vrf:Prodl:VRF1l] deny,log any epg:16390 epg:any [contract:implicit] [hit=0]
[18:4167] [vrf:Prodl:VRF1l] deny,log any epg:23 epg:any [contract:implicit] [hit=0]
[18:4156] [vrf:Prodl:VRF1l] deny,log any tn-Prodl/vrf-VRF1(32770) epg:any [contract:implicit]
[hit=0]
[18:4168] [vrf:Prodl:VRF1l] deny,log any epg:49159 epg:any [contract:implicit] [hit=0]
[19:4164 [vrf:Prodl:VRF1l] deny,log any epg:any pfx-0.0.0.0/0(15) [contract:implicit] [hit=0]

[19:4159
[19:4174
[20:4165] [vrf:Prodl:VRF1l] permit any epg:any epg:any [contract:implicit] [hit=65]

EEROEI T, EPG App2& T DpcTag 327750 AR BERIL—ILERTENELZY KL L
o DEVY, EPGT 7 VT—2 32 EEPGT 7T —2 32 20EPEAORNS 714 v 0k, REDE
KE200D RO I)L—)L(ruleld 4165)Ic —B L £ 7,

1
1
[19:4169] [vrf:Prodl:VRF1l] deny,log any epg:any epg:16390 [contract:implicit] [hit=0]
] [vrf:Prodl:VRF1l] deny,log any epg:any epg:23 [contract:implicit] [hit=0]
1

[vrf:Prodl:VRF1] deny,log any epg:any epg:49159 [contract:implicit] [hit=0]

vzAnyh SEPG
vzAnylc DWW T

1DXRERFEBROEPGENZNEZRETHEE. BN HEFRLFREHE W EERELTERET
EFET, EPGOBNIBEAD L, EPGEANOEZNBERELEAETT., —BNWBEFEAFNOHRICE, INT
DEPGH BINDEBEDNEPGE NS 7 AV O T7O— 2RI IVEN HDEDHFHYNET, COKD
BEABFELTE, EUVRFROMDIXNTHDEPCGTHEATHILEN HHT—EAZRMETS
EPESEEPGAEZXShET (NTPPDNSAE ). vZANYEBATDE, TXTOEPGE, D
TRXTDEPGICR > THEETNDZ Y —ERZRMIZIRENDEPGE DENRWBERZERETSH
(DEFH?_I' N—AY REEBTEET, 512, vzZAny Tk, FvzAnyZHBEERICKHLT2O0Y

REIN—ILOANFEMEND D, U—TAAMYFTRYBERH\BEEFIVFTFARID —
CAMEEFH'C%?@“O

{52 i 1

ROBIE., EPGHWeb& AppDVM-Web & VM-AppH Z hZENEPG-NTPOVM-NTPA SNTPH —
ERXZFRAITEIHEN HBFEAfAlZTRILTVWET, vzZAnyZEA T3 &, EPGNTPTIEE N
OV RSOREBREL. TOHREPGOWebB LKV FTUr—a>TEREND IV RS RE
ALY RS9 MEED2OTIRE<L, VRF Prod:VRF1DEEPGHEPG NTPA SNTPH—E 2 %
FRATEET,

vzAny:VRF Prod:VRF1RA D EENDEPGIE, EPG NTPASNTPH—EAZFERHTEET



VRF1 set for Ingress
Policy Enforcement

E‘éﬁnzumer} EPG-Web rd EPG-NTP — EPG-App
(Provider)
Prod:VRF1
[
|
|
\
VM-Web VM-NTP VM-App

NTPH—ERAZHEITHEPCEAICEZNABTVWEEICROY THARETRSFUFEEATHEL
&3,

NSTNA—=F42T2FVF BN BVBEORNS T4y o ROV TS

VRF1 set for Ingress
Policy Enforcement

EPG-Web X EPG-NTP X EPG-App
Prod:VRF1

VM-Web VM-NTP VM-App

7—o70-—



1. EPG NTP®pcTag& & OVRF VNID/ScopeZ REL £ ¥ .

[Tenant] > [Operational] > [Resource IDs] > [EPGs]ZiBIRT B &, pcTagt A—7TE#BRERTEE
-

EPG NTP pcTag& & ®VRF VNID/Scope

Tenant - Prod1 0 0
Summary Dashboard Policy Operational Stats Health Faults History
Flows Packets Resource IDs
Bridge Domains VRFs EPGs L30uts External Networks (Bridged)

100 o & %
« MApplication Profile Name AP Alias EPG Name Class ID Scope

2N vzELTRETNATVIL ESH ZWMRBTAVRFO—BE L THEAEThIRN

VRFIZBEL. TVRFOEPGIL Y3, OTFIvzAnyE LTREThAEIY Y1 —AThi
AVKRZ IO HEINESHZHERLET,

Contract configured as a consumed vzAny contract on the VRF



'::'.'s'é'o" APIC admin @ g'g @ e

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search: [IERIER-E+EET | common | Prodl | S5G-Test-1 | ACITEST | Ansible_tenant

Prod1 @ @ @ vZAny 0 o

C» Quick Start
Operational Faults History
B Proan
= Application Profiles Subject Labels EPG-Any Labels

B Networking
B Bridge Domains o 2
= VRFs

& VRF1
= Multicast IPv6

B Muiticast
q ame nant | 0S5 Class Stat
Bk ection for VRF Name Tenan Type Q las tate

& VRF2 Prod1 Contract Unspecified formed

B External Bridged Networks

= L30uts
B Dot1Q Tunnels

B Contracts

3.EPGNTPTEEZNEINZIVNERLIY NZ I MFEREATVRILESH ZHRETS

LB RZMIAITSICIE. VRFROMOEPGIINTPH —EAZREML TVWBEPG NTPLORRME
NEZWERURNZER IR ZENBYET,

ol APC QWO O

System Tenants Fabric Virtual Networking LA4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search: | common | Prodl | 5G-Test-1 | ACITEST | mgmt

Prod1 @ @ @ Contracts O o

Cb Quick Start

ﬁ Contracts Inherited Contracts
Prod1
B Application Profiles o
@ AppProf « Tenant Tena Contract Contract Providec QoS Class  State  Label  Subject
: Name  Alias Name Type / Label
= Application EPGs Consum

Q6] 3
o\8) NTP = Contract Type: Contract

= Domains (VMs and Ba...

Unspecified formed

B EPG Members
= static Ports
B Static Leafs

= Fibre Channel (Paths)

= Contracts

[ Static Endpoint

B Subnets

B L4-L7 Virtual IPs

= L4-L7 IP Address Pool
B uSeg EPGs

4. contract_parser.py& 7=l& "show zoning-rule; ZERAL ALV =7 TOY—228IL—IL0
Wi



ABV—=TIC&, FEDEPGEEPGNTPEORFEANZ 74y o70— (AT NORRY
NEBMICEREENATWVWEEES ) ZFTIT2200V —2BEIN—IIHIPBETT, EENDEPG,
&, V=28 =-)Iln7075ZJ TldpcTag 0 RicEhET,

VRFZIEET S & EIC AN — T Tcontract_parser.pyE 7= l& "show zoning-rule; N> RZfE
Add&. V=—2PBII—IIF7O07F5LENTVDEEZBERTEET,

VRFR DO DEPGH SEPGNTPAD KNS 74 Y UV EFATD V-2 TJI)I—)

contract_parser.py# & T "show zoning-rule; ZFEAL T, vzZANWR—AD YV =2 ZBEIIL—ILDOE
EzBRELET,

RO2BEDIIN—ILIFASHTY,

1. )L—)L4156 & JL—)L4168IFE. AnyH SNTPADEHKEHFTL, ZTOREHFTLET, 754
FVTF1413&14%2FEEFET, FEDEPG(pcTag 0)A*' SEPG NTP(pcTag 4916 1)AND S 7
4V 70—%FA$35Y—_27)L—), EPG NTP(pcTag 46161)H* S i MEPG(pcTag
ONDRNZ74vo070—-%25FAT5V—5EI)—),
2. B%E21Many toany deny)L—IL ( 72K ) THBIL—)L4165,
BEIBENNZBERVEBEES., VRFOIXTOEPGHNTPEPGIC7 VAL ET,

fab3-leaf8# contract_parser.py --vrf Prodl:VRF

Key:

[prio:RuleId] [vrf:{str}] action protocol src-epg [src-14] dst-epg [dst-14]
[flags] [contract:{str}] [hit=count]

[13:4156] [vrf:Prodl:VRF1l] permit ip tcp tn-Prodl/ap-Services/epg-NTP(49161) eq 123 epg:any
[contract:uni/tn-Prodl/brc-any_to_ntp] [hit=0]

[14:4168] [vrf:Prodl:VRF1l] permit ip tcp epg:any tn-Prodl/ap-Services/epg-NTP(49161) eqg 123
[contract:uni/tn-Prodl/brc-any_to_ntp] [hit=0]

[16:4176] [vrf:Prodl:VRF1l] permit any epg:any tn-Prodl/bd-App(16386) [contract:implicit] [hit=0]
[16:4174] [vrf:Prodl:VRF1l] permit any epg:any tn-Prodl/bd-Services(32776) [contract:implicit]
[hit=0]

[16:4160] [vrf:Prodl:VRF1l] permit arp epg:any epg:any [contract:implicit] [hit=0]

[21:4165] [vrf:Prodl:VRF1l] deny,log any epg:any epg:any [contract:implicit] [hit=65]

[22:4164] [vrf:Prodl:VRF1l] deny,log any epg:any pfx-0.0.0.0/0(15) [contract:implicit] [hit=0]

fab3-leaf8# show zoning-rule scope 2654209

o Hmmmmm Fmmm Fmm e e e Fmmm e Fmm +--
____________________ +

| Rule ID | SrcEPG | DstEPG | FilterID Dir | operSt | Scope | Name Action

| Priority |

o Hmmmmm Fmmm Fmm e e e Fmmm e Fmm +--
____________________ +

| 4165 | 0 | 0 | implicit | uni-dir | enabled | 2654209 | | deny,log |
any_any_any(21) |

| 4160 | 0 | 0 | implarp | uni-dir | enabled | 2654209 | | permit |
any_any filter (17) |

| 4164 | 0 | 15 | implicit | uni-dir | enabled | 2654209 | | deny,log |
any_vrf_any deny (22) |

| 4176 | 0 | 16386 | implicit | uni-dir | enabled | 2654209 | | permit |
any_dest_any (16) |

| 4174 | 0 | 32776 | implicit | uni-dir | enabled | 2654209 | | permit |
any_dest_any (16) |

| 4168 | 0 | 49161 | 424 | uni-dir | enabled | 2654209 | any_to_ntp | permit |

any_dest_filter (14) |
| 4156 | 49161 | 0 | 425 | uni-dir | enabled | 2654209 | any_to_ntp | permit |



src_any filter(13) |

EPGA @ #AL30ut
HAL3OUC DWW T

HELAVITORE, —BOH—ERX (ART IR ) 2RHETD1DDVRFICL3OUtZHE L
IDHUEDMOVRFA COL3OUtZEETEDRDICTRIRETT., HELIOUDFMICDOWVT
. "HBL—FT 12T, OFEZZRLTSEZL,

HEL3OUZRITIRHBERF. ZHWo7ONAFA—2HBL30utICL T, EPGZREZNNOI> > 1—
RICTBELz2HEgOLET, COZFUACODVWTR, COEIZIVTHALET,

POBEGHRBEThELA, DFV ., LIOWFEPGICK > TRET B 2 —EAEHELET,

HEH—ERAOHE, V—Z_27JI—IEED21—XVRFIZCOIKA VARN=IIEhd .,
NEBHRAT—ZEUTAICEBLET, HEBLRHAOERARF, NS 74y o 70-NHKBEH
BAERLET, F7/ILNOANKUS—OEATH, KRS —0BARI>S 1T
HAEHh, KYEEKWICEAD) =T (FER—F—U—=7 ) ICHAThET, AHJ—T TR
D—ZERTBICE. WEDOpcTagh"BETT, O FUATE. TWEKIIEPG pcTagTT
o AMV—TWRRV—ERAEEITL, NTYNER—A—)—=TJICEEEALET, R—F—1)—
k. W—=RNILYOTYT(UPMERITIDI7TIY IV OTNTY N ESEL, BETL
T4V OADOBEZERRICNTY NZ2EIELET,

L, R—=F—U—=T7l&, BAEPICRZ 74V UV ZEETHIRICEARI S —ZHEHAET., EE
REPICRZUEZ—2RZ74v070-THEHEALERA,

ZTORR. ABDFEBLU—T ORIV —CAMEWFIC (A1 —XVRFIC) TV NUFMVAN—
ILEh, BLORUS—CAMRBELEZ2ZITERE A,

HBL3outO NZ TN a1—F12Y

0—970—

1.2 1 —<EPG®MEPG pcTag® & O'VRF VNID/Scope DR

HEL3OUtTIE, V=28 —I)LEO>2 1 —XVRFICOKA VAR =I)LEhET, 70/N(
A—E, CDpcTagZINTNHOIAV1—XVRFTHEATESDLSICTHTO0-NI

pcTag (16kKiE ) ZHF>TVBMBENfHYET, cO>FUATR, 70N A —FHAZEPGT
'), JO0—/N)lpcTagzFEsE T, 1 1—YEPGIE. BEESYO—N)pcTagZFEsE
9,

22 1 —~XEPG®pcTag
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ATYTITHALEELSIZ, 7ONA X —L30ut EPGIZIE, O 1—XVRFICRHEE 1D
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Tenant - Prod1 0 o
Summary Dashboard Palicy Operational Stats Health Faults History
Flows Packets Resource IDs
Bridge Domains VRFs EPGs L30uts External Networks (Bridged)
[ 100 O e
« EPG Name EPG Alias Class ID Scope
Pag o (=1} Par Pag Disp i O o 1
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NIy AOA—E>JEnkEO> NSO EEELTVET
EPGTHRE h3dRY

Nmin . e (1] @ °
- admin
cisco APIC W
Virtual Networking L4-L7 Services Admin Operations Apps Integrations

je or descr | common | Prodl | 5G-Test-1 | ACITEST | mgmt

Prod1

Contracts 0 o

Contracts Inherited Contracts
g Proan ——

(C» Quick Start

= Application Profiles O & %K.

@) AppProt ~ Tenar Tena Contract Contract Provided/ QoSClass State Labe Sub
Name Alias Name Type Consumed Lab
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Ig}i';l NTE =) Contract Type: Contract

B Domains (VMs and Ba... Prodi external_to_ntp Contract Consume Unspecified form...

B EPG Members

B Static Ports
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[ Fibre Channel (Paths)

B Contracts

I Static Endpoint

B Subnets
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4.2 1—<EPGMBDIC, AO—7'#F TVRFMTHE, CBREEhEYTXY RFHBIHES
DEBPELEY

EPGOHTZRY RETUY D RALVOTTREENETHN, (L—T1rJ&EhiziRHEmEE
ICTBHIC) "'VRFEATHE, 757 & (LIOUMADT RNZA XZAREICTHIZHIC) "4
BT RNBRARX, 75V FORENBYET

5.70/X4 8 —L30utEPGIC, 41 >R—hEheTF>2 NEBEI NSO MELZEFIO-/NLT
PRZUVRNFREBEENTVRCLERRBLET

L3Out EPGICIE. T+ NAO=7 0OV KZI N, FEBRHEENEZINZIMELTERE
ENEJO0-NILAVKRSIOMNOVTIADABETT,

Z7ONXA A —L30ut®dA> RSO N



dsch  APIC - Q QO C O O

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search: | common | Prodl1| mgmt | infra

Prod1
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Cr Qu
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ﬁ Prod1 B ——
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= Networking
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B VRFs o +
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external_to_nip Prod1 Contract Unspecified AtleastOne formed

= Logical Node Profiles 4
= External EPGs
E =)

E extEpg?2

= Route map for import and
& L3out2
= Dot 10 Tunnels

= Contracts

6.70/84 A —L30utEPGIC, REBRRAD—=THFFIvIoEchicH7ZY MFREENTVSH
ESHERBLET

7ONAHX—L30utEPGICIE, V=0 F2BENDHDTL 7 A VAZRODATI—TTRET D&
BENfHYERY,

- AEBEPGOAT T T ZY N,
HEIL—NEHTTZY K,
HEEFIVFTAAR—MNGFTEZY K,
L30ut EPGOH T XY R7SUDHMIOVWTIE, THAHEE, OEESBLTIEETL,

AIBEPGH T XY M OREE



Bl APC k- X-X-X-X:

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALLTENANTS | AddTenant | Tenant Search: | common | Prod1 | mgmt | infra

Prod1 External EPG Instance Profile - extEpg O 0

Policy Operational Stats Health Faults History

General Contracts Subject Labels EPG Labels

Subnets:
= External Bridged Networks i +
B L 4 « |P Address Scope MName Aggregat Route Route
L Control  Summari;
Profile Policy

= Logical Mode Profiles

Rout ontrol S
Security Import

172.16.10.0/24
= External EPGs

= Route map for import an

& L3out2 Show Usage
= Dot1Q Tunnels

NEPEPGH 7 X v NEREZILIR

Subnet - 172.16.10.0/24 00O
Palicy Faults History
Of &, 1%
IP Address: 172.16.10.0/24 2
Scope: [ ] Export Route Control Subnet
[#] External Subnets for the External EPG
[+] Share ntrol Subnet

[ Shared Security Import Subnet

Aggregate:

:_] Aggregate Shared Routes

7.0 1—<3VRFDIHBLEDL3OUt EPGH 7 XY NDpcTagZ®EL £

ALEPGH T XY RBTORZT 74V UNEBLIZABDE, BETL 7 A VACRLTIILY OT Y
THRTEN, pcTagMREENE T, Chik, FFBLTROINY REFEAL THEBTELRT,

COHEAE., O 1—IVRFVNIDTH VNI 2818048NEFH THEBEE N TWVWA I EIZEELT
<EEVW, T—7IER%&, BUVRFRICELSTE, V21— EEEDpcTagZ RO T3
CENTEZXT,

fab3-leaf8# vsh -c 'show system internal policy-mgr prefix' | egrep 'Vrf-Vni|==|common:default'’
Vrf-vni VRF-Id Table-Id Table-State VRF-Name

Addr Class Shared Remote Complete

2818048 19 0x13 Up common:default

0.0.0.0/0 15 False False False

2818048 19 0x80000013 Up common:default

::/0 15 False False False



2818048 19 0x13 Up common :default
172.16.10.0/24 25 True True False

LROEHE, LBOUEPGH 7% Y h&ZF NI O—/N)lpcTag 250 HEDEZERLTVET,
8.1 1—XVRFOIBLT7OIZLEhiY -2 FBIL—ILZRBELET
'contract_parser.py' =% 7= l&'show zoning-rule’ Y > REFEHAL T, VRFZEEL £,
ROAX Y R A, 2221 —<YEPGA—A)lpcTag 164104 5L30ut EPGY O—/\)LpcTag

BANDRT 74V TEFATEIEHII2DODYV =2 FEIN—IAAMARN—ILEhTVWBR L%
RLTVWET, chiF, OV 1—XVRFORID—7THBDAO—72818048ICEFENTVET

o

fab3-leaf8# show zoning-rule scope 2818048

Fmmmm R Fmmmm Fmmmmm Fmmmm Fmmmm Fmmmmm Fmmmm e +-
————————— oy

| Rule ID | SrcEPG | DstEPG | FilterID Dir | operst | Scope | Name

Action | Priority |

Fmmmm R Fmmmm Fmmmmm Fmmmm Fmmmm Fmmmmm Fmmmm e +-
————————— oy

| 4174 | 0 | 0 | implarp | uni-dir | enabled | 2818048 | |
permit | any_any filter(17) |

| 4168 | 0 | 15 | implicit | uni-dir | enabled | 2818048 | |
deny,log | any vrf_any deny(22) |

| 4167 | 0 | 32789 | implicit | uni-dir | enabled | 2818048 | |
permit | any_dest_any (16) |

| 4159 | 0 | 0 | implicit | uni-dir | enabled | 2818048 | |
deny, log | any_any_any (21) |

| 4169 | 25 | 0 | implicit | uni-dir | enabled | 2818048 | |
deny,log | shsrc_any any deny (12) |

| 4156 | 25 | 16410 | 425 | uni-dir-ignore | enabled | 2818048 | external_to_ntp |
permit | fully_qual (7) |

| 4131 | 16410 | 25 | 424 | bi-dir | enabled | 2818048 | external to_ntp |
permit | fully_qual (7) |

Fmmmm R Fmmmm Fmmmmm Fmmmm Fmmmm Fmmmmm Fmmmm e +-
————————— oy

fab3-leaf8# contract_parser.py --vrf common:default

Key:

[prio:RuleId] [vrf:{str}] action protocol src-epg [src-14] dst-epg [dst-14]
[flags] [contract:{str}] [hit=count]

[7:4131] [vrf:common:default] permit ip tcp tn-Prodl/ap-Services/epg-NTP(16410) tn-Prodl/l3out-
L30utl/instP-extEpg (25) eq 123 [contract:uni/tn-Prodl/brc-external_to_ntp] [hit=0]

[7:4156] [vrf:common:default] permit ip tcp tn-Prodl/l3out-L30utl/instP-extEpg(25) eqg 123 tn-
Prodl/ap-Services/epg-NTP(16410) [contract:uni/tn-Prodl/brc-external_to_ntp] [hit=0]
[12:4169] [vrf:common:default] deny,log any tn-Prodl/l3out-L30Outl/instP-extEpg(25) epg:any
[contract:implicit] [hit=0]

[16:4167] [vrf:common:default] permit any epg:any tn-Prodl/bd-Services (32789)
[contract:implicit] [hit=0]

[16:4174] [vrf:common:default] permit arp epg:any epg:any [contract:implicit] [hit=0]
[21:4159] [vrf:common:default] deny,log any epg:any epg:any [contract:implicit] [hit=0]
[22:4168] [vrf:common:default] deny,log any epg:any pfx-0.0.0.0/0(15) [contract:implicit]
[hit=0]

9.7ONAF—VRFOBLEZ7OJZ LA he V-8 —ILERELET

'contract_parser.py' % /= l&'show zoning-rule' AN¥ > RZEAL T, VRFZEELE T, XOINX >
READE., AENCAEERALEXRSIC, Z7ONAMA—VRFICEEDY —2 D EIL—ILHFNOTH
52 RLTVET,



chix, 7O/NA42719752VRFORA—7"T9,

border-leaf# show zoning-rule scope 2719752

oo Hmmmm o o oo oo oo o
—————— e

| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operst | Scope
Action | Priority |

oo Hmmmm o o oo oo oo o
—————— e

| 4134 | 10937 | 24 | default | uni-dir-ignore | enabled | 2719752
permit | src_dst_any(9) |

| 4135 | 24 | 10937 | default | bi-dir | enabled | 2719752
permit | src_dst_any(9) |

| 4131 | 0 | 0 | implicit | uni-dir | enabled | 2719752
deny, log | any_any_any (21) |

| 4130 | 0 | 0 | implarp | uni-dir | enabled | 2719752
permit | any any filter(17) |

| 4132 | 0 | 15 | implicit | uni-dir | enabled | 2719752
deny,log | any vrf_any deny(22) |

o e I oo oo o o
—————— T

border-leaf# contract_parser.py --vrf Prodl:VRF3

Key:

[prio:RuleId] [vrf:{str}] action protocol src-epg [src-14] dst-epg [dst-14]
[flags] [contract:{str}] [hit=count]

[9:4134] [vrf:Prodl:VRF3] permit any tn-Prodl/l3out-L30Outl/instP-extEpg2 (10937)

L30ut2/instP-extEpg2 (24) [contract:uni/tn-Prodl/brc-vrfl_to_vrf2] [hit=0]
[9:4135] [vrf:Prodl:VRF3] permit any tn-Prodl/l3out-L30ut2/instP-extEpg2 (24)
L30utl/instP-extEpg2 (10937) [contract:uni/tn-Prodl/brc-vrfl_to_vrf2] [hit=0]

vrfl to_vrf2

vrfl to_vrf2

tn-Prodl/13out

[16:4130] [vrf:Prodl:VRF3] permit arp epg:any epg:any [contract:implicit] [hit=0]
[hit=0]

[21:4131] [vrf:Prodl:VRF3] deny,log any epg:any epg:any [contract:implicit]

[22:4132] [vrf:Prodl:VRF3] deny,log any epg:any pfx-0.0.0.0/0(15) [contract:implicit]

tn-Prodl/13out-

[hit=0]
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