ACIUNTTPTIYOT7AD—F142TDB
S7NaA—F120 V=)
oES

=

B S5
chsDY—)LBEMAICERIEETH,
SPAN& & O'ERSPAN

ELAM

BE

ASIC

ASICT—7)

ELAM k ') #j—in-select

ELAM trigger out-select
ELAM® 58 & & 14
ELAML R— b DERR

T2 HBELAMD 4

ELAM Assistant7 77U —>3 >
ElamAssistant

ElamAssistant — £

NI

Bl

TCPDump

FOTFIVROTF NIV IHAD R

B=

CORFIXNTR, BEBEOTNYTILERATES, ACILRATATIZEEATVWSY
—LICDOWTEHBELET,

BRELHA

CHORFIXNOAZRBI. Troubleshooting Cisco Application Centric Infrastructure, Second
Edition (I 777 VUY ORI AD—=F14>2 T : Y=L &

2

% /. ELAME FtriageD #7388k, £ v S 3 > BRKDCN-3900b M CiscoLive A > FI > RS A
To2VILHYET,

chsDY—I)LEAICKRYIERTH,

ACIOBRAS 7 A D—FT AT DORABEZ NS TN 1—F 4209210k, RORZEERELT
<kEEL,


https://www.cisco.com/c/dam/global/ja_jp/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf
https://www.cisco.com/c/dam/global/ja_jp/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf
https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKDCN-3900b#/session/1655424228564001Qh2m
https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKDCN-3900b#/session/1655424228564001Qh2m

1. 70—2FFELTVBRRMYTFREIS?

2. TDARAALY FHITSHEDRERZRATT A

B ARAAYFNFROYITLTVET A,
ACICIE, I—Y¥HMRHEQO7O—THAFREL TLVRI A ZFHICEBETEIEROY —IILIEE
NTLVET, ROV 220 EI23a>TR, chsOY—I)LIZDOVWTHLLKHBALET,
TREBEOBNIETZITVET,

SPAN® & 'ERSPAN

SPANEERSPANIRESSE, HEMOT—232TRELERNZ 7Y IDOINTEREEGF—F
ZRIOOT—232ICEBRTEDY-IINTY, BRENENT TV IDOEBFEOIY RFNA
Ak, ASHPONTY NARZTFITFZAFTTIT—2322RITLTVRBENHYET,
HRDSPANTIE, HBR—KNTERFETH, BIOKR—K2BBIBDRNFT 71V IV ZEBRLET,
ACIlE, ERSPANICINA T ChZEHR—KMLET,

ERSPANE:., O—ANR—KASKTT7 1Y UV ZERTIUNE, BUBRCHVET, BRE
NizhZ74Y JRGRETAHZT It h, VE—REBEICERFENET, ACITRK, <D
ERSPANEEEL A V3LV RRAKNELTOREFEBTIHLENHY . FEOVRFROEED
EPGIZT 2 ENTERT,

RSTIN1—F 14000 EFEEREEHFPRICINZ, RESKERSPANEY > I > OREEF ¥
TF v EAREICTREHIC, BICSPANRBEZ 777UV OICEGELTHBK CEEZHEBLET,

ELAM
=

Embedded Logic Analyzer Module(ELAM)I&, 1—H¥A/N\N—ROIT7THXRHEEZREL. RESh
ERBEC—BIDBRDONTY NELERFTIL—ALAZFYTF Y TEDY—=ILTT, F¥TF¥IC
HINTBE, ELAMAT—R AN Ttriggereds ERRENET, MU —Ehnd&, ELAMAE
CiEY), IOTZREL T, AAYFASICHEONTY NTL—ATIT2TVWBIEREHD
BRIXREZSHTEET. ELAMRBASICLRILTEEZ N, A4 Y FOCPURZEDMO)Y—RA
CHEZEEAFEA,

COXRZATIIOEEFITE. 70-TAFRELTVRHEZRBITH>FHREL TELAMZFEH
LET, fiTE, U—T7CLIIN—Ya > EELAMTPSAE NPT r—2a>0lE5ERLET

DA RTE, BIHRV—T AL YF (EX, FX, FEBFX2H T 1Y ITADBEVALY F
) TOELAMOBEAAEIC DV TIEBBELER A,

Vo)L ZERTBEIC. AN RBNOBEZEBID_ENEETT,

1) —7CLIDOHAI :

vsh_1lc [This command enters the line card shell where
ELAMs are run]

debug platform internal <asic> elam asic 0 [refer to the ASICs table]

FMEN)A—ICRRE



trigger reset [ensures no existing triggers are
running]

trigger init in-select <number> out-select <number> [determines what information about a packet
is displayed and which conditions can be set]

set outer/inner [sets conditions]

start [starts the trigger]

status [checks if a packet is captured]
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ereport [display detailed forwarding decision for the packet]
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leafl# wvsh_lc
module-1# debug platform internal tah elam asic 0
module-1 (DBG-elam)# trigger reset
module-1 (DBG-elam)# trigger init in-select ?
10 Outerld-innerld-ieth
13 Outer(12]13|14)-inner (12|13 |14)-noieth
14 Outer(1l2(vntag) |13|14)-inner (12|13 |14)-ieth
15 Outer(12]13|14)-inner(12|13|14)-ieth
6 Outerl2-outerl3-outerld
7 Innerl2-innerl3-innerl4
8 Outerl2-innerl2-ieth
9 Outerl3-innerl3
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set outer arp source-ip-address 10.0.0.1 target-ip-address 10.0.0.2

MACT7 RL A4l :

set outer 12 src_mac aaaa.bbbb.cccc dst_mac cccc.bbbb.aaaa
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set inner ipv4 src_ip 10.0.0.1 dst_ip 10.0.0.2
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module-1 (DBG-elam-insel6)# status
ELAM STATUS

Asic 0 Slice 0 Status Armed
Asic 0 Slice 1 Status Triggered
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module-1# debug platform internal tah elam asic 0

module-1 (DBG-elam) # trigger reset

module-1(DBG-elam)# trigger init in-select 6 out-select 0
DBG-elam-insel6)# set outer ipv4 src_ip 10.0.0.1 dst_ip 10.0.0.2
DBG-elam-insel6) # start

module-1 (DBG-elam-insel6)# status
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module-1 (DBG-elam-insel6)# ereport
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ELAM Assistant ; “apture a packet with ELAM (Embedded Logic Analyzer Module)

ELAM PARAMETERS Gk Add

@ Capture (Perform ELAM)

E node-101 (d-leal101)

£ node-102 (d-leaf102)

E node-103 (d-leaf103) Status Node Direction

header

= node-201 (d-spine201)

l Mot Set node-101 from frontpornt any + :—‘] 8¢ ip 10,009
E node-202 (d-spine202) =
(=) dstip 10,0.0.2
@ Unsupported Nodes
- Set ELAM(s)

ELAM Report Parse Result ( report name: )
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Capture a packet with ELAM (Embedded Logic Analyzer Module)
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ELAM PARAMETERS Quick Add

capture: (opt
Stat Node Direct s IF F et
VxLAN (ocuter) header
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v Not Set node-101 from frontport any t ) I\:jl src ip 10.,0.0.1
(=) astip 10.0.0.2
h

P Set ELAM(s)
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ftriage route -ii LEAF:104 -dip 10.0.2.1 -sip 10.0.1.1

)—T71040 S HBEBDL A V270—-2XYTLET,

ftriage bridge -ii LEAF:104 -dmac 02:02:02:02:02:02
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leaf205# tcpdump -ni kpm_inb icmp

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on kpm_inb, link-type EN10MB (Ethernet), capture size 65535 bytes
20:24:12.921981 IP 10.0.2.100 > 10.0.2.1: ICMP echo request, id 62762, seq 4096, length 64
20:24:12.922059 IP 10. .1 > 10.0.2.100: ICMP echo reply, id 62762, seq 4096, length 64
20:24:13.922064 TIP 10. .100 > 10.0.2.1: ICMP echo request, id 62762, seq 4352, length 64
20:24:13.922157 IP 10. .1 > 10.0.2.100: ICMP echo reply, id 62762, seq 4352, length 64
20:24:14.922231 1P 10. .100 > 10.0.2.1: ICMP echo request, id 62762, seq 4608, length 64
20:24:14.922303 IP 10.0.2.1 > 10.0.2.100: ICMP echo reply, id 62762, seq 4608, length 64
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