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[ //1ocal host/Radius/dients/piborow ]
Narme = pi bor owi
Description =
Protocol = tacacs-and-radi us
| PAddress = 192. 168. 255. 15
Shar edSecret = <encrypted>
Type = NAS
Vendor =
I ncom ngScri pt ~
Qut goi ngScri pt ~
Enabl eDynam cAut hori zati on = FALSE
Net Mask =
Enabl eNot i fi cati ons = FALSE
EnforceTrafficThrottling = TRUE

/1 Extension point for incomming traffic
/1 Extension point for outgoing traffic
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1. +rsp: - BEDEBMEEH

2.-rsp: — BN S B M Z HIRR

ZEBERULET, #hsp -BHEZHLWMEICEZRAET

4. FRreq(@R/BE/NT Y hEenv (ZHhEREF (V235U ) CEATERT. flireq
7zl —env:

/Radius/Scripts D FICHEFARAV VT ~KZEML FF., Access- Accept/\’)’ YyRhEEEICREND
2D NIBMAVPEEREL £9, Filter-Id& & T'Vendor-Specific ( FFE RX A5 )

--> 1ls -R

[ //1ocal host/Radi us/ Scripts/addattr ]
Name = addattr
Description =
Language = internal
St at enent s/
1. +rsp:Filter-1d=PhoneACL
2. +rsp: G sco-AVPai r=devi ce-traffic-cl ass=voi ce

--> 1ls -R

[ Services/local -users ]

Name = | ocal -users
Description =
Type = | ocal

I ncom ngScri pt ~
Qut goi ngScri pt~ = addattr
Qut agePol i cy~ = Reject Al l
Qut ageScri pt~ =
User Li st = Default
Enabl eDevi ceAccess = True
Def aul t Devi ceAccessActi on~ = DenyAl |
Devi ceAccessRul es/
1. switches

AO—A)lradclientZEAL TTFARLE T,

--> simple

pO011

--> p01l1 send

p014

--> p014

Packet: code = Access-Accept, id = 18, length = 64, attributes =
Filter-1d = PhoneACL
Ci sco-AVPair = device-traffic-class=voice



NL—XA:

07/ 31/ 2019 10: 31: 26. 254: P2363: Running Service |local -users's Qutgoi ngScript: addattr

07/ 31/ 2019 10: 31: 26. 254: P2363: Internal Script for 1 +rsp: Filter-1d=PhoneACL : Filter-Id =
PhoneACL

07/ 31/ 2019 10: 31: 26. 254: P2363: Setting val ue PhoneACL for attribute Filter-Id

07/ 31/ 2019 10: 31: 26. 254: P2363: Trace of Response Dictionary

07/ 31/ 2019 10: 31: 26. 254: P2363: Trace of Access-Request packet

07/ 31/ 2019 10: 31: 26. 254: P2363: identifier = 18

07/ 31/ 2019 10: 31: 26. 254: P2363: length = 30

07/ 31/ 2019 10: 31: 26. 254: P2363: respauth = fb:63:14: 3f: cl:fb:ac: 03: 7d: 16: 29: 61: ba: ef : 13: 4f
07/ 31/ 2019 10: 31: 26. 254: P2363: Filter-1d = PhoneACL

07/ 31/ 2019 10: 31: 26. 254: P2363: Internal Script for 2 +r sp: G sco- AVPai r =devi ce-traffic-

cl ass=voice : Cisco-AVPair = device-traffic-class=voice

07/ 31/ 2019 10: 31: 26. 254: P2363: Setting val ue device-traffic-class=voice for attribute G sco-
AVPai r

07/ 31/ 2019 10: 31: 26. 254: P2363: Trace of Response Dictionary

07/ 31/ 2019 10: 31: 26. 254: P2363: Trace of Access-Request packet

07/ 31/ 2019 10: 31: 26. 254: P2363: identifier = 18

07/ 31/ 2019 10: 31: 26. 254: P2363: length = 64

07/ 31/ 2019 10: 31: 26. 254: P2363: respauth = fb:63:14: 3f: cl:fb:ac: 03: 7d: 16: 29: 61: ba: ef : 13: 4f
07/ 31/ 2019 10: 31: 26. 254: P2363: Filter-1d = PhoneACL

07/ 31/ 2019 10: 31: 26. 254: P2363: Ci sco-AVPair = device-traffic-class=voice

BENZ 71y OORBARAOIVT S

user@domainfEX N I X TH I —HHZ ZanonymousiCBZRZ DFHL WAV T NEERL, &E
A9 —EROBEEARAVUNELTHEHALET,

RIEHI:

--> cd /Radius/Scripts
--> add test
--> set language internal
--> cd Statements
--> add 1
-->cd 1
--> set statements "#reqg:User-Name=~(.*) (@[a-z]+.[a-z]+)~\anonymous"
-->1s -R
[ //1ocal host/Radi us/ Scripts/test ]

Nanme = test

Description =

Language = internal

St at ement s/

1. #env: User - Name=~(.*) ~anonynous

--> 1ls -R /Radius/Services/employee-service/

[ /Radi us/ Services/ enpl oyee-service ]



Name = enpl oyee-service
Description =

Type = |l oca

I ncom ngScri pt~ = test
Qut goi ngScri pt~ =

Qut agePol i cy~ = Rej ect Al
Qut ageScri pt ~
UserList = default

Enabl eDevi ceAccess = FALSE

Def aul t Devi ceAccessActi on~ = DenyAl

radclientZ AL =7 AN ( I—H B HFanonymousiCEEE N TWVWB o, EXREFHTS<KER

TNERT):

--> simple

pOle

--> pO0le

Packet: code = Access-Request, id = 27

User - Name = <user name>@i Sco. com

User - Password = <passwor d>

NAS- I dentifier = | ocal host

NAS-Port = 7

--> p0le send

p020

--> p020

Packet: code = Access-Reject, id = 27
Repl y- Message = Access Deni ed

NL—XA:

length = 72, attributes =

length = 35, attributes =

REBY—EANETENDHIC, 320RTVVT M HTHENET, HIICCPARKEE
CiscolncomingScriptZ FF* L . IX\Z ParseServiceHints® 'L £ 9, < tildlocalhosty T 4
TUNZRYRNID—=OFNAADREICHEFGTSNTVET, NTY "NASI—HREZHEL.
REFECERLET, 2BEBEOAV U7 Mesth' B HEh, REFEOI—HEN
<username>A SanonymousicZEEE hE T

localhostZ7 247> b -

[ //1ocal host/Radius/dients/l|ocal host ]

Name = | ocal host
Description =

Protocol = radius

| PAddress = 127.0.0.1

Shar edSecret = <encrypt ed>
Type = NAS+Proxy

Vendor = Cisco

I ncom ngScri pt~ = ParseServiceH nts

Qut goi ngScri pt~ =

Enabl eDynani cAut hori zati on = FALSE
Net Mask =

Enabl eNot i fi cati ons = FALSE
EnforceTrafficThrottling = TRUE



NL—AHH:

07/31/ 2019 11:38:53.522: P2855: PolicyEngine: [SelectPolicy] Successful

07/31/ 2019 11:38:53.522: P2855: Using Client: |ocal host

07/ 31/ 2019 11:38:53.522: P2855: Using Vendor: Cisco

07/31/ 2019 11:38:53.522: P2855: Runni ng Vendor Cisco's Incom ngScript: C scolncom ngScri pt
07/31/ 2019 11:38:53.522: P2855: Running Cdient |ocal host | ncom ngScript: ParseServiceH nts
07/31/2019 11:38:53.522: P2855: Rex: environ->get( "Request-Type" ) -> "Access-Request”
07/31/2019 11:38:53.522: P2855: Rex: environ->get( "Request-Type" ) -> "Access-Request”

07/ 31/ 2019 11:38:53.522: P2855: Rex: environ->get( "User-Nanme" ) -> n"<usernane>"

07/31/ 2019 11:38:53.522: P2855: Authenticating and Authorizing with Service enpl oyee-service
07/31/ 2019 11:38:53.522: P2855: Running Service enpl oyee-service's |Incom ngScript: test

07/31/ 2019 11:38:53.522: P2855: Nunbered attribute got for the radius / tacacs packet. ignoring
# User - Nanme

07/31/ 2019 11:38:53.523: P2855: Nunbered attribute got for the radius / tacacs packet. ignoring
# User - Nanme

07/ 31/ 2019 11:38:53.523: P2855: Nunbered attribute got for the radius / tacacs packet. ignoring
# User - Nanme

07/31/ 2019 11:38:53.523: P2855: Internal Script for 1 #env: User - Name=~(. *) ~anonynous : User-
Nane = anonynous

07/31/ 2019 11:38:53.523: P2855: Setting val ue anonynous for attribute User-Nane

07/ 31/ 2019 11:38:53.523: P2855: Trace of Environnent Dictionary

07/ 31/ 2019 11:38:53.523: P2855: User - Name = anonynous

07/ 31/ 2019 11:38:53.523: P2855: NAS- Narre- And- | PAddress = | ocal host (127.0.0.1)
07/ 31/ 2019 11:38:53.523: P2855: Aut hori zati on- Servi ce = enpl oyee-service
07/31/ 2019 11:38:53.523: P2855: Source-Port = 51169

07/ 31/ 2019 11:38:53.523: P2855: Aut henti cati on- Service = enpl oyee-service
07/31/ 2019 11:38:53.523: P2855: Trace-Level = 1000

07/31/ 2019 11:38:53.523: P2855: Destination-Port = 1812

07/31/ 2019 11:38:53.523: P2855: Destination-1P-Address = 127.0.0.1

07/31/ 2019 11:38:53.523: P2855: Source-| P-Address = 127.0.0.1

07/ 31/ 2019 11:38:53.523: P2855: Enforce-Traffic-Throttling = TRUE

07/ 31/ 2019 11:38:53.523: P2855: Request - Type = Access- Request

07/ 31/ 2019 11:38:53.523: P2855: Script-Level = 6

07/31/ 2019 11:38:53.523: P2855: Provi der-ldentifier = Default

07/ 31/ 2019 11:38:53.523: P2855: Request - Aut henti cator =

5f:62: 5a: 72: 0f : 7b: a2: 2a: 9c: 06: ba: 2e: bd: f 4: e4: 4b

07/31/ 2019 11:38:53.523: P2855: Real m = ci sco. com

07/31/2019 11:38:53.523: P2855: CGetting User anonynmous's UserRecord from UserlList Default
07/31/2019 11:38:53.523: P2855: Failed to get User anonymous's UserRecord from UserlList Default
07/31/ 2019 11:38:53.523: P2855: Runni ng Vendor Cisco's QutgoingScript: C scoCQutgoingScript
07/31/ 2019 11:38:53.523: P2855: Trace of Access-Reject packet

07/31/2019 11: 38:53.523: P2855: identifier = 27

07/31/2019 11: 38:53.523: P2855: length = 35

07/ 31/ 2019 11:38:53.523: P2855: respauth = d3: 7d: b3: f 6: 05: 47: 2c¢: 66: d9: c0: 01: 7d: 67: d7: 93: 99
07/ 31/ 2019 11:38:53.523: P2855: Repl y- Message = Access Deni ed

07/ 31/ 2019 11:38:53.523: P2855: Sending response to 127.0.0.1

ABAOVT bOE

Jopt/CSCOar/scripts/radius/tcl/7* 4 L2 NJIZT7 7 A4 )LnadiptclZ &L, ROABZEMLET

o

[ r oot @i borow -cpar80-16 tcl]# cat /opt/CSCOar/scripts/radius/tcl/nadip.tcl
proc Updat eNASI P {request response environ} {

$request trace 2 "TCL CUSTOM SCRI PT Updating NAS | P ADDRESS"

$request trace 2 "Before put: " [ $request get NAS-IP-Address ]



$request put NAS-1P-Address 1.2.3.4
$request trace 2 "After put: " [ $request get NAS-IP-Address ]

}
nadip.tcl® ABZXDITTHHALE T,

FNTOY—T v OEHLSIN. BR. S5, BE, BLUOOEATHEHET, £y 3
VINTY NF—REBETEET,

THR2AIIVTRNERNL—ALRIN2ELTHEATREEHOT/INY T1T,
THICDEZRETDEIIC. BEXRFT 19> 3F 1 HNONAS-IP-AddressEHED R A,
THAERFZE DNas-IP-AddressEMZ1.2.34ICRELE T,

#51TNAS-IP-AddressEM Z BEHRIL £9,

AVVTREREN, ARL—TFT A VI RATLILREENES, RV UT M NDOCPARSH
BRELET, SEETCLICKRELET, 774N BRILRFERZRE ODERBE T 7AILBTEITN
FE)ELA ( ZDHEEEnadiptcl TF ) o EntryPointlk, AV RNELTEFTIZTI7M4I
RO7O>—2vYDEBTT . SRAT—EARDOCPARAY ) 7 K~ (incomingScript) ZERK L .
radclientCTTFARNLE T,

1TH#2, #3, #5E ML —ATHFETEEXT,

--> 1ls -R /Radius/scripts/nadipaddress/

[ /Radi us/ Scri pt s/ nadi paddress ]
Narme = nadi paddress

Description =
Language = tcl <<<<<<<<
Fi | enane = nadip.tcl <<<<<<<<

EntryPoint = UpdateNASIP  <<<<<<<<
InitEntryPoint =
InitEntryPointArgs =

--> 1ls -R /Radius/services/employee-service/

[ /Radi us/ Services/ enmpl oyee-service ]
Narme = enpl oyee-service
Description =
Type = | ocal
I ncom ngScri pt ~ = nadi paddr ess <<<<<<<<
Qut goi ngScri pt~ =
Qut agePol i cy~ = Rej ect Al l
Qut ageScri pt~ =
UserLi st = default
Enabl eDevi ceAccess = FALSE
Def aul t Devi ceAccessActi on~ = DenyAl |

NL—XA:

07/ 31/ 2019 13:40:53.615: P3490: Running Service enpl oyee-service's | ncom ngScript: nadi paddress
07/ 31/ 2019 13:40:53.615: P3490: TCL CUSTOM SCRI PT Updating NAS | P ADDRESS

07/ 31/ 2019 13:40:53.616: P3490: Tcl: request trace 2 TCL CUSTOM SCRI PT Updating NAS I P
ADDRESS -> K
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07/ 31/ 2019

13:
13:
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13:
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40:
40:
40:
40:
40:
40:
40:

53.
53.
53.
53.
53.
53.
53.

616:
616:
616:
616:
616:
616:
616:

P3490:
P3490:
P3490:
P3490:
P3490:
P3490:
P3490:

Tcl :

request get NAS-IP-Address

Bef ore put:

Tcl :
Tcl :
Tcl :

request trace 2 Before put:

request put NAS-IP-Address
request get NAS-IP-Address

After put: 1.2.3.4

Tcl :

request trace 2 After put:

-> <eI’Tpt y>

-> K

1.2.3.4
->1.2.3

1.2.3. 4

-> K
.4

-> K
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