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Cisco Catalyst 91621, 9164l, 9166l, HL 1V 9166D1 7V EARAL Y+ (AP) |F. YRIADEFRDOHTHIHT.
4> 7L X XD Cisco Catalyst LU Catalyst R—Z2D T4 VLA LAN AV bO—FFRIFITFTRR—=ZD
Cisco Meraki 74 VL AXY R T—=IDWThHICEGRT 28ENH D, HBON—RKRVzT7ZEXATVET,

V2. RICERATZ 7Y M7 A—ADBRHIEFETIERVW L ZEBEL TLWET, Cisco Catalyst Wi-Fi 6E
TFOERARA Y MhHhIE, TSITREETIVERIHDEFEA, AVTLIATHLITIVREETH, BEFERHL
TWRERE—REZ#HIFETEET, Z—XDZERICHLT. EES5DE—RICHERICYIDEZ DI ENTEET,
HULWN—RDI7EINEHDFEFFA, TSICEETEDZRY M-V DRERETT,

One Product - Two Management Modes

Cisco DNA Management Mode Meraki Management Mode
C9800 and Cisco DNA Center Stack MR Dashboard Stack

L J

X 1.
Cisco Catalyst 91621, 91641, 9166l, $LU 9166D1 (FTART, AVTLIREV TV RDERICHEBD/N—R Tz 7% FRALET.
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Cisco Catalyst CW9166D1 Dt E

Cisco Catalyst CW9166D1 | Cisco CW9166] &IEEICL K BI-BBETT, AZ/N— R = 7 OEEIFEARIC
Catalyst CW91661 LEIUTIH. CDHA ROBFETHBPIT SV DHIDOEEINEBMET N TLVET, CWI166I (C
FeAmEMT7 YT HHAEBHE I, CWI166D1 ICIIEETEAM 7 YT H 7 LA EHIhTWET,

CORPEEET VT FIE. (RO URIEER) NEB7 v T+ 2 FERL TWMEIDIERY AP G L FETERD
F9. ChidEEIC 6 GHz (Wi-Fi6E) ZFERAT2RAICHT IR LOFHWICLZEDTHD., BT, ERHIL2ED
6 GHz AR M T LAZXTHREL. AP DIXIILF—2RBEDHRICEF I B VEHICEHYLET,

Catalyst CW9166D1 B EDEREN 7V ARA Y ME 6 GHz DEARY bS5 ATEMETIRER -8, S EIEREY
i (75 —) OEFHIEBEORBIENT Z2ZUNELNHDET. Ch5DRADELE. 6 GHz DIRILVWART S
LAENGETIREN, BERNERATHEETZ VT FEEBEHL. SSEGRT7 Y TH0. BRBBEOREEZIIRVIVY
O—Yv&2FALBVWIEEZRELTVET,

ARG NS LADEBEHIESH-RFEE. A&7 TFE2HR—ML, BN TERTEEIAH, EICUNI-5E LD
UNII-7 D ZRYT FSASHREICEESN TS5, CW9166D1 ICIEAET7Z VT FH2HEE L. BERERAOIZEHMEEK
ICEDHTARY NS ADHEBZLIT2ONEENTT,

CW9166D1 [&. XD Wi-Fi6E 7R RAI VN 75y k7 x—ATY, BEXRERBNEIZTiER (OFDMA) |
< JLF 21— — Multiple-Input Multiple-Output (MU-MIMO) . #—%'w NEEEIRER] (TWT) . BSS h5—U YV

4. Overlapping BSS Packet Detect (OBSS-PD) . Wi-Fi Protected Access 3 (WPA3) # & 802.11ax D7 )L
HEEZ IR T % penta |IR 7 —F T U F v &lEZ. 9T Cisco CleanAir® Pro IC& 2= E R RF a[fR & A TA0RE
BLUEWEE (AI/ML) BRI+ v v EROHEAEDEZFETEZXT,

Catalyst CW9166D1 (& Cisco Catalyst Wireless LAN J> hO—5 A EHETEAT 5 L. Cisco Catalyst
Center (B8t &7 277> X) . Cisco Spaces (|H Cisco Catalyst Spaces) (O —3>vH&LU loT) .
Cisco Identity Services Engine (ISE) (¥ 217 ) 7&&E T Cisco Catalyst 714 VL AR5 v Ve &z
7'_<_ I\ lJ ia_o

Catalyst CW9166D1 (&, UTOXRDEEEEFEAL TEENE— KR TEIMET 2ERNA Wi-Fi 6E AP TY,

1. Cisco Catalyst CW9166D1 MD##EE

-

2.4GHz (xOw k 0) 4x4:4SS

5GHz (RAvY k1) 4x4:4SS

5GHz (xOv b 2) 4x4:4SS CW9166D1 (Ci&. 5+5 H/=ld 5+6 GHz
TEMETZ % XOR ERMHD XY,

6 GHz (xOv b 2) 4x4:4SS
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Al/ML EB&#1D X ¥ v iR (=qh

2.4 GHz loT £4% (qA Bluetooth Low Energy (BLE) FH
11—y hk 5 Gbps (VILFFHEY )

USsB &KX 4.5W

BHATvay 802.3af/at/bt

DC ASJER : 54V

RistvY— Fn RKRORE. BE. BE

Penta-Radio Architecture
2.4 GHz Client Radio: 4x4:4SS

5 GHz Client Radio: 4x4:4SS

6 GHz Client Radio 4x4:4SS (XOR to 5GHz)
Dedicated tri-band auxiliary radio

2.4 GHz loT Radio

g LN =

Directional antenna architecture
2.4+5 GHz: 6 dBi gain (70x70 deg), 6 GHz: 8
dBi (60x60)*

Same X,Y as CW91661 - and only 0.1cm
taller!

Wide support for pan/tilt combinations

Internet of Things Capabilities
Built-In Environmental Sensors

Application Hosting Technology
USB port with 4.5W power output

5 Multigigabit (mGig) PoE Port
Optional DC Power Subject to change

*2/5/6 mode

*SW support post-FCS

2.
Catalyst CW9166D1 & 9166l M/\— KU = 7 IFEEEIL TWLWE T H. Catalyst CW9166D1 IIESIERAILET VT HZ. POIF
WEL, A7 avoEEXROFIFLAFEATEZRANERDET,
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Antenna differences between CW9166i and CW9166D1

- \P'y\
A\ ¥

"

2.4+5 GHz (70x70)

\_‘/ | \ s \\ J
\ e / 6 GHz (60x60)

CW9166i designed with an integrated omni-directional CW9166D1 designed with an integrated directional

antenna ceiling mount for a "360 degree" coverage pattern antenna allowing the coverage pattern to favor the area

- ideal for offices, conventional buildings. the AP is facing - ideal for warehouse, auditoriums etc.
3.

Catalyst CW9166D1 AIR-AP-BRACKET-2 3% < DIgE. A7V avoEERBRDHITE ELICERT 2 ET. AP 2XHD

S EICEEL. TREICET TREDERZN/N—TEXT,

CW9166D1 DO EAH

Use cases - Auditoriums (Focused connectivity)

O = S ¥ ¥

Focusing the direction
of the signal improves
range, increases signal
strength and reduce
retires improving overall
performance

While an Omni-Directional would work, in this fashion, RF connectivity is optimized as each AP is focused
into a specific area

4.
CW9166D1 (&, EHMENERSNIBELREDBAICRELHATY.

© 2023 Cisco and/or its affiliates. All rights reserved.

7/80 R—Y



Use cases - Warehouse (High

C T T T 1T T T T T T T 1T

L T T T T T T T T T T 1T
T 1T T 1T T T T T 1T 171
L T T T T T T T T T T
T T T T T T T T T 1701

T T T T T T T T T 1T 11

I
I
I
I
I

I
I
I
|
I
I

I
I
I
I
I

motors, changing stock material etc.

ceilings/long aisles)

Back-to-back units in center of aisle covering long
aisles (Ability to adjust tilt)

a
>
o
v

N N N N N N N N A |

L > < 3

Or perhaps at each end of the aisle shooting down the aisle

I

I

I

Omni-directional pattern is problematic in these areas as AP should be directional and located high to avoid tow

& 5.

CW9166D1 If. EHENERINIREEEREDEEVZOMOBICKEREZTY.

Use cases - Healthcare (long hallways)

Long hallways are oftentimes handled with Omni-directional
Access Points such as this Cisco Access Point flush mounted
to a wooden ceiling.

. . W»
When it becomes problematic or cost l B %\
prohibitive to install multiple Access Points, ‘ | ‘ :( ©

a directional antenna unit can be installed on 11

each end of the hallway assuming there are “,'

no metal doors or obstructions in the path | Catalyst
Cw9166D1

K 6.

EWBTZAN—TF20ENHD5E. CWI166D1 FEROKXKHFREE 7V ARSI Y MDORODICECERD [T e TE

ig-o

© 2023 Cisco and/or its affiliates. All rights reserved.
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Use cases - Airport Hangars and Bus Garages

Conventional Omni-directional
Access Points are not always
compatible with high ceilings
or areas with a lot of metal.

A directional AP can be mounted
on the ceiling or wall allowing the
RF energy to be focused where needed

Note: Conventional APs very high on the ceiling and in near proximity to each other, can cause Radio Resource
Management (RRM) to hear the AP stronger than the clients. This can result in RRM to believe there is over coverage
turning the RF power down on the Access Points causing issues. Directional Access Points help mitigate this issue

7.
CW9166D1 DIFERME7 VT2 THREICLTREDIV 7ICERZEDLESR LN TE SRS, KM RIHICEVNT Y 7 THER
-Céig-o

FIOECARAI Y N 2BRET %BRIFE. TEBLETI—HT—DIEICHRET 3L 2BEHLET., KHAIIBIHICEHLY
15&E. CW9166D1 BREDEBRAMT VT F 7 LA ZBATZT7VECARA Y N 2FERTZIETY 47V hDEH
EILAKTE, #HBEEHTHSE3 ~5AXA—NL (10 ~ 157 4—hK) LDIBVRBICEROHITBIENTEET,
XKHDEEHAHIS55m (18 74 —N) 22 25HEIE. RE/OCRAPIIHITERT AN EEBL TS,

T, BIOEELTAZ Yy M2ERET 2581F. MADIZy h2FEaRCRARKICHESETTANL (RIS, 81
Zy b ZzEERMTEMCTAMNY) . AZY MPBEICTFHELUTOWVERNWC L ZRERE I D EZHEHLET, 12y
MRAMED 1=y M EFEL TWREE (BIEF ¥ RIL <frequencies> [FEICTZ 31 TETLSICLET) . EE
THOREMDH ZETHAEFBRTESZINESHZHERL. FBETELWVSAE RFENZEHIBT S, 1=y hZFD
BRRICERELE Y. 2=y MABIOIZ Y MMIEBIHISIEEL TWRIBEIEEIC. RFET (FtYX) ARETSH
BN HD XTI,
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Cisco Catalyst CW9166D1 OO —< 3V

Co-location - Antenna isolation 9166D1

p

» i »

e '

] : ¢ v
v

Back-to-Back units cloud very well desensitize each other when
using the same band segment - ideally should be used at each
end of the spectrum or one at 5 GHz and another at 6 GHz

Front to back ratio of the 9166D1 is about 20-25 dB or so,
giving us an isolation of 40-50 dB. Note while this may work,
ideally, we should have approx. 70 dB to guarantee no desense
of the other receiver

Back-to-Back units with vertical separation.
If it is not possible to separate the frequencies
into different segments of the band, then
placing the units on the same pole with ideally
2 meters of separation would be a better
method to obtain desired isolation

Again, both methods while viable,
should be tested in the environment
ideally with both radios running at a high
duty rate as any installation is likely to
work well if the system is lightly loaded.

X 8.

CW9166D1 (F2O04 — 3 VH'AIEETI N, EREEENEL. BTHARELBVWIEEZTRNICTANTZRELRHD XTI,

YR—rEhBY T TP7INIYIR

=2 CW9166D1 DY R— hXHHD Cisco IOSXE Y7 7

Catalyst9800 O hO—5 Y7 bz 7 UU—X

Catalyst CW9166D1 Fi® Cisco I0S XE 17.12.1 A&

PR—MEKROTA VLR O bO—F Ty b T72x—A
Catalyst CW9162I, CW9164l, CW9166l. & &1 CWI166D1 Id, KOTA YL R AV hA—F F5v h 74—

ATHR—FENTWET,
e Catalyst 9800-L
« Catalyst 9800-40
« Catalyst 9800-80

o Catalyst 9800-CL (754 RXR—hrI SO RENRTV YOO ROMADKREIY FO—7)

© 2023 Cisco and/or its affiliates. All rights reserved.

10/80 XR—Y



POECARA Y FOBEI MUY IR

Cisco Catalyst CW9166D1 D#EET kU w o X

A= 547V NEE 1200
(BIETEDYS4F7 Y MEL: 400)

9547y Mr—EXER 4x4 2.4 GHz 11ax. 4x4 5 GHz 11ax, 4x4 6 GHz 11ax
(F11F)
4x4 2.4 GHz 11ax (Fa27JL 5GHz) 4x4 5GHz 11ax. 4x4 5 GHz 11ax

B OFDMA & MU-MIMO. BSS A5 —U Y%, TWT O U vO—K&7y 7O—K
LAN 7R— b POE-IN RILFF¥HE v k 5 Gbps

R—b mGigo, aAv YV —JL

FYVTT MEE - ARk

& (IBXBRITXEZ) 241.3 X 241.3 X 58.4 mm

(9.5X9.5X231VF)

£33 1.6 kg (3.5 RV R)

SSID 2.4GHz: 16, 5GHz: 16, 6 GHz: 8

TERBHEBARKICOVWTE, BRT—FI—rZ2BRBLTIES,

Catalyst CW9166 &) —XDT7—% ¥ — b :
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9166-series-access-points/catalyst-
9166-series-access-points-ds.html

HEERM
Catalyst CW9166D1 &, KDEXDXRY N T—IBBELPEFaUTa4VYVa—Y a3V eEBEERTEET,

V7 U7 OHEEEREI NIV IR

77121 RA Catalyst 9800 |Cisco Catalyst | Cisco Prime Cisco CMX Cisco Spaces |Cisco ISE
Center Infrastructure

Catalyst 17.12.1 2.3.7.x B 11.0.0-154 2.3.2+ 2.6 BIB%
CW9166D1

© 2023 Cisco and/or its affiliates. All rights reserved. 11/80 R—Y
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BhATV 3y

Catalyst CW9166D1 DS X ERERA TV 3 v 2 RORICRLET.

Catalyst CW9166D1 0 PoE {+#%

802.3af 1 Gbps 14.0W
802.3at 12 4X4 4 X4 4X4 5 Gbps i) 25.5W
802.3bt 12 4X4 4 X4 4X4 5 Gbps Y/4.5W 30.5W
DC EjR 12 4X4 4 X4 4X4 5 Gbps Y/4.5W

=

1. WEINT—A4 > U5 FETIL : AIR-PWRINJ7 F7=(E Meraki MA-INJ-6

2. 802.3af (&, AP & Catalyst 9800 O kO—ZfE® Day-0 Control and Provisioning of Wireless
Access Points (CAPWAP) 48R TY,

eEREt

Catalyst CW9166D1 (F. AR Catalyst 9100 Wi-Fi 6 AP [CLURFH A v hA—fEhTWET, LEIC220D5
RIBBTHAVBDT, D AP EISICRAIBIENTEXT, RIEBDELI LI TR, BhiciEld
RRBEAICTVAVTT, 7TV EHERTDZAILBANRESRD, 77T EP{HRICEHRTEDLS
Kb FEL.

Brand new design Enlarged recessed area

& 9.
Catalyst CW9166D1 OIFEN EEEHN : FEDQOIXAEBET 7 v b ZERALTVWET, ¥—TIVERADKEZ RIEHAHY
BhAHHET,

& CW9166D1 OF 7 AL b TEBFEIND T 5 v b, AIR-AP-Bracket-2 T,
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CDEAISEMHBRELLB S ET, T—TINZHIFFICR—MIIEATESZDT, T—7ILEHRITIAXRYTY
ZHAMELTVET, ROFICKREIN TS K SIS, Catalyst 9130 VU —X AP LT B & K< DA D ET,

Lowered edge and larger area

= L ]
Y~ ‘
y S
[

L

Higher edge and smaller area

£ 10.

Catalyst CW9166D1 & Catalyst 9130AXI DAEID 7 — 7 )LD IR

&

Catalyst CW9166D1 (&, JE/BEEICLHUTEKRENTA—TVRAZRELZT., YA XEEERLIYRL YIS
K UI\AL IV KD Catalyst Wi-Fi 6 AP &Zh D AN, Cisco Aironet AP LD EH/NBINDBETT, /L. 1
BZMICERER penta |IR 7 —F 7V F v Z2f{EZX. Wi-Fi6E 2FZHR—MULET,

TEEEERUTORZZRLTIIZE 0,

Dimensions: 9.5 x 9.5 x 2.3 in.
24 x 24 X 5.84 cm

Similar in size and weight to the
Catalyst® 9166l but slightly thicker 2.3
(91661 is 2.2 In.)

Weight: 3.5 Ib. (1.63 kg)

Significantly lighter and thinner than

Aironet® 4800 and 3800 Series access points

£ 11.

Catalyst CW9164l, CW9166l. LT CW9166D1 DR EEE

© 2023 Cisco and/or its affiliates. All rights reserved.
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WER— b
RDOEIF, Catalyst CW9166D1 DAR—h & VLY hRYVERLTNET,

CW9166D1 5G mGiG

Console port
Reset button

La
Optional
DC Input a PS [Environmental
power \ sensors
) —
T -
. . /3
) Recessed area for larger
*Environmental sensors + Accelerometer size cable support

& 12.
Catalyst CW9166D1 O#¥JER— bk &RY v

4=y b R—=b
Catalyst CW9166D1 ICId 5 Gbps 7y TV v U R—EDBIELTWET,
avyY—=I)ILiR—k

AvY—IJLiR—bk (RJ-45) [F. APDOARVYRSAV A VvF—T 4R (CU) ICF7 VAT RHICERAEINET,

DC ANER

Catalyst CW9166D1 DA 73D 54V O DC ANEN%EFES &, AP X7 LB EETEMEL X9,

Dy bRy

Dy bR VIE, AP Z TIHHAEROREIC) Y b T2 LHICFERALET.

APZUty hTBICIE. ROFIEZERITLET.
1. AV Y —IT—7 I Ok
2. POERXRYNT—=0T—TNZEZXA Yy FHhHEHLET,
3. VEyhRYVERUKITET,
4. AP ICERZLS—EERLET.
5

vy —ILOHAIC TButton pressed. Configuration Reset is Activated] EXRRENEETELEXEY,
BREZTZ2ICV LY FTR5EEE>RY V& 20 #E. FHREICY Y T 5553 30 MEMUEIT X

Y. RYVZRIT E. AP FLEEORETHEHLET,

© 2023 Cisco and/or its affiliates. All rights reserved.
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REtYY—

Catalyst CW9166D1 [Cld. AKDRE. BE. BED I DOBIELtYHY—HIFHFAATFNRTOET, BIS5ICRT LD
IZ. AP Ti>RAAIOFEOSBICChS DY —IHbET,

N5ty —0sF L. 91661 EAHA KD lnternet of Things Integration] £ ¥ 3 Y THIETEZT,
URL [FRD@8 D T : https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9164-series-

access-points/catalyst-9166i-9164i-dg.html

=TI R

FRT 27 —7IL5 1 7. Catalyst CW9166D1 DN T7 A —I VY AICEEFELEI. D AP [ClE 5 Gbps R—
rDHB7-8. K 10 Gbps DEEZHR— KT % CAT6 £/-(E CAT6a y—7 I %= EHATE L 2HEIHLE
9, CATSe m— 7 ILIFF| EmEFEHTEE TN, APDNTA—IVRICHEES5Z5AREMLH D X T,

Catalyst CW9166D1 THEHATZE 25 —JIL714 7% LEBLTWBRDEXREZSHLTLEE L,

6. YIR—bENBT—TNIALT
CAT5e 5 Gbps 328 74—k (100 m)
CAT6 1. 2.5, Efld 5 Gbps 100 m (330 71 —Fh)
10 Gbps 50m (164 74—NK)
CAT6a 10 Gbps 100m (330 74—HK)

720y b ERDAIT

O {F1FICEEL T, Catalyst CW9166D1 (& AIR-AP-Bracket-2 2577 AL DTS5y hELTERALEY,
AIR-AP-BRACKET-1 (& CW9166D1 I[CHEELEIA. D77y MIRHREBICREGTShTWS 8. KHFK
ERICERET S I/ Catalyst CW91661 ICLDBELTWEYT, —/. CW9166D1 [FZDERALT7Z Y TF 7L 1ICk
., EICEAEWMOMITAICETINhTVET,

AP OEYD T DEFEMICDOWNTIE. KESBLTLIESE,

cw9166D1 /overwew html

o FUVARAY NEDFIFFIE
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https://www.cisco.com/c/en/us/td/docs/wireless/access_point/mounting/guide/apmount.html

AIR-AP-Bracket-2

The default bracket shipped with the 9166D1
designed to adapt to electrical boxes ideal for
ceiling wall mounting. Adapts to Articulating Arm.

CW9166D1 Mounting brackets

Articulating Arm CW-MNT-ART2-00
Optional bracket kit that attaches to AIR-AP-Bracket-2
allowing the AP to be articulated to cover many different
mounting positions (left, right, up, down) etc. Recommended

for the most flexibility in aiming the radio signal.

£ 13.

Catalyst CW9166D1 OO F ATV 3V

SER(IC. KDEIC AIR-AP-Bracket-2 Dtz ~UE T,

( Front side )

AIR-AP-BRACKET-2 photos

( AP mounted )

( Back side

£ 14.
AIR-AP-BRACKET-2

© 2023 Cisco and/or its affiliates. All rights reserved.
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AIR-AP-BRACKET-2 schematics, part 1
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( Bracket characteristics: Compatible with most APs and supports mounting on both ceiling and wall ]

P\
— oG P 2RCH

but has a higher profile than AIR-AP-BRACKET-1.

& 15.
AIR-AP-BRACKET-2 #ff&X
AIR-AP-BRACKET-2 schematics, part 2
(" 1azzzEanEaIni, )
_ GEEEERREEREEEREE
armnerinea) JNcdor | | ’ ‘
—iE G o
e g >\n o=
. \J |_ Q —:x-p—um
e:)e 2 \/ /55
é} [ aD D ﬁ#_«?‘:ﬂu
= ik
l H 5 k) iaz g2 98 2 2
ORI L @
. J
Bracket characteristics: Compatible with most APs and supports mounting on both ceiling and wall
but has a higher profile than AIR-AP-BRACKET-1.

¥ 16.
AIR-AP-BRACKET-2 #iRER] (#t=)
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Articulating Mount Bracket Dimensions

i

3.45"
(87.5 mm)

4.6"
(116 mm)

X 17.
CW-MNT-ART2-00 E#{ER D 413 (AIR-AP-BRACKET-2 [C##t) D&

Wi-Fi 6E D{ERZ 186 %

Wi-Fi 6E D=

Wi-Fi 6E (&, £27/=<#FH LW 6GHZ DAXRY MLZEALT 802.11ax 7O M J/ILZ XDEEREICE LS ETWE
¥, COHULWARY MLIEREERDFE (24 GHz 8LV 5GHz) D BIEFBMNICIEL. T4 VLRATINA R
Wi-Fi 6 TEASNNT =V RAIREREZFIATEZ T, FILLWARIMNILIE, FU—T4—IL K Wi-Fi6
SAT7YNOERERICFHEINATVWEY, DD, ZITRAEMAD Wi-Fi IHERATZEEA. CThiICED., BID
AR NILTELSKBESNZEBAEBEEDNT A=V REBETEHIRSBEDET, 252, BEEIhZARI ML=
(&, KDIEALL 80 MHz KT 160 MHz Fv RILDOFERAZEEL. RIELEXT., ChiCLh. REOKIELZMR L
ERAFFIC, 24 GHz LU 5GHz AR ML THRET ZE—F v RILTHOMBIEL B EBREETE S +H
BREWHIEENTT,

Wi-Fi 6E DRBITELEADE Y b
Wi-Fi 6E (6 GHz) [FFHTLWARYT MNILIZETH D, BEICEFEELLBD STV DD DFHULWVWEELHFNET, &
DIETIE. CW9166D1 AP DEA [CRE{%T % Wi-Fi 6E ICEET 2EELRA Y MCOWTEHALE T,

KO IE, Catalyst CW9166D1 DEAICETEZVAIDHREIR, Vb, $LUTI/Zv I DOEERLTVWE
9. FDEDIET, FNZENICTOVWTEHLLLHBLET,
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Deploying and migrating to Wi-Fi 6E
Recommendations, tips, and tricks

( N ( ™)
Power considerations Security requirements Cabling

Top of mind: For brownfield, 1:1 Recommendation: Mandatorv: Recommendation:
AP replacement. For greenfield, 802.3bt (Cisco UPOE®) WPA3 is required féﬁ Wi-Fi 6E Use Cat 6 or Cat 6A. It can
coverage area per AP is the suggested networkg to be enabled support speeds upto 10Gbps
is now 1500 to 2000 sq. ft. power input. . Cat 5e can still be used.
Legacy clients must still be Catalyst 9166D1 is full radio . .
considered. Shorter distance = operational with 802.at (PoE+) .WPA".S was ot re_qulrfed 1o (i @Elallng Belan i .
Bier GES Gl power. 802.3af (PoE) is prior Wi-Fi generations; hence, recommended standard, will
Use site survey tools Iiké ER supborte;:i - it must be top of mind. directly affect the performance.
\_ VAN . VAN J J
e D\ \
_ Multigigabit switching Cisco DNA Center migration WLAN considerations
Note: Wi-Fi 6E’s wider spectrum Recommendation: Use a Note: Use AP refresh workflow Note: 8 Wi-Fi 6E SSIDs per AP
enables 80/160-MHz channel Multigigabit switch with to replace existing APs managed can be created in Cisco 10S XE

widths to be viable. 5G capability. by Cisco DNA Center. in 6 GHz radio.

will be raised to 16 SSIDs in a future release.

Increased spectrum provides D VEED GoEr S Gh Access point refresh workflow This differs from the 16
better data rates with less e F()md 1GbDs can be found on Cisco DNA SSIDs allowed for the 2.4- and
co-channel interference. P Y ps. Center’s guide. 5-GHz bands.

1\ VAN VAN J L J
X 18.

Wi-Fi DEA L BITOHREIE, AP H/NL v I DEE L 1500 ~ 2000 SEHT 4 — ~TIH. CW166D1 DT DH/L vVl
2ARAUTRERBVC EITEEL TSV, Z207H. BERANICFA7 4 —bDLESHARLTH->TH, H/NL v IlE 2.4 GHz
LV 5GHz TIEARMIX 70 E, 6 GHz TIE 60 EDNY —VICESRELUTTVWEY, 25, 6 GHz /A KR TIZSSID (28>
@ SSID ICHIBRE N F T,

6 GHz ANDEIT
# LU\ Wi-Fi 6E AP 2 B9 28B81E. 2 20AFTVU. 2FD5U—vT74—I)LK (BEBED AP W) Fiid7
SOvT74—ILR (BBEDAPIHHB) OEES5DEREICTNENRTLET,

7597 4—)LKER : Ekahau ¥ iBwave BRE DY —ILEFERLTYA MRAEETA VL AANL Y JEHEER
T2 ENBICHBINETIN, —ROICTZIV74—ILREETIE. 15310 AP ZEAITTONET, ZDHE
HiE, 24 £/@E5CGHz BEDLAY—HFEDI A4 7Y MBI EHREFT Z2HLENHLZAEEMENHZHT
¥, LAY— AP A, 6dBi S\ ERiERAM 7 VT F 2 AL TRERLAY—SEHANLy YOREDOT— 3 VIC
BIRMICERE S h T 3154, Catalyst 9166D1 (37 C THRELRH/NL v VR T ZT8EMIH D T,

JUV—vT74—ILRERM : BBED AP H R WN5E. BB T4 VL AANL Y IZHERT 575IC AP 2YEBMICE
9 %H1IC. Ekahau £7-|& iBwave Z{ERL THEYIBTA VL AGEZRITI S 2HEHLET,
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BHoOEREER

Catalyst CW9166D1 (&, 802.3bt (Cisco UPOE®, 60W #H%4) . 802.3at (PoE+, 30W #H4) . 802.3af (PoE.
15W 1HY) D 3 DDEHNY A T/l DC ANBHEYR—MULET, APICEINhSDEATLI TOVNWTIhAT
HBREBETEZTH. AP DINTOMEEEZFIAT BICIF. 802.3bt DANBHEFEATINELNHDET, RANESN
A TP R—NTHEIR. R—b, BLV USBBREDFFHHICDOVTIE, FIRD EREAT3v] 282RBLTL
EEL,

TAVLRAA VI ZAN IV FYICEREUCBNEZHEIZ2EVBRRAYFUVIT AVT ANV Fv2EIRT S
BIC, BEINREVWKONDERDHDET., REBRAIYFUT AVITAN IV F v ZHRICEATSICHE.
KD Cisco UPOE+ R 7 A hAR—/X\—%BBL T L3 [3EE
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/nb-06-upoe-plus-it-ot-wp-cte-
en.html

JILFEFHEY MR Y F

Catalyst CW9166D1 ICIE 1 DD 5 Gbps YILFFXFHEY hAR—DH B, NTA—IVRAEFRITBICIE. R
AYFHRIILFEAEY NOREREZHR—NT2HEBELHDET,

VAARNWNFFAEY N R4y FU T 7T /0 —OFFBICONTIE, XD Web R—IZSBL TS,
https://www.cisco.com/c/ija_jp/solutions/enterprise-networks/catalyst-multigigabit-switching/index.html#F!| 55

6 GHz 2R MLICET 2 EREIR

Wi-Fi 6E DB AICL D, 5 GHz, $FIC 2.4 GHz LB L TARY MLAKIBICHRS©hE Uic, ZDEH(E

5925 MHz ~ 7125 MHz T. IR7E 59 fE D 20 MHz F v ®JL. 29 {ED 40 MHz F+ %JL. 14 {B®D 80 MHz F v %
e BLT 7 ED 160 MHz Fv XILHHDET,

5925 6425 6525
MHz MHz MHz 6875 7125

» MHz MHz

<
. i "
59 x 20 MHz channels ;13

. 29 x 40 MHz channels
United States

1200 MHz E 14 x 80 MHz channels
7 x 160 MHz channels

24 x 20 MHz channels

5955 - Central Frequency of the first 20 MHz channel
=) Starting at 5925 MHz +
20 MHz of guard band +
10 MHz of get to the center of the first 20 MHz channel

B
1@
12 x 40 MHz channels i
NG
T

Europe/CEPT

500 MHz - 6 x 80 MHz channels  =;

3 x 160 MHz channels |

£ 19.
6 GHz ZXJ ML

EIC&>TlE. 6 GHz AR MILO—EBXFLEIFRIEShTVWERA, CORFIAY MHPERSNIZIEET.
I—0Ow /N/CEPT & 5925 MHz ~ 6425 MHz D& &EFEL. KEIFARYT MILEFEZEARELTWET,
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https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/nb-06-upoe-plus-it-ot-wp-cte-en.html
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ARG MIVBDILKRICIEWL DA DFRNH D, RPDBEELBHRD 1 DERA—F v RILTFHEDY RIHNZ 51 B
CETY, BIRTEZFrRILBNIEZ S LT, REOYIEOS—2avIilHd APHARIUFvYRILTRFZ7

O— R+ v XM THAHEMHDKIBICIERLS BN ET. MUANF. A—F ¥ RILTFHOBSHERT. 1—H—IF 80 MHz
FIF 160 MHz DRV F o VTS nfcF v RILIBOFAZEITTVWELE, AIL—TY R TFAMTEBWNT 1 —
IYREHFRESNTVWELED, FrRILBHIDVLBWIETSORIEMIELRD. 2EDBENBLIT D,
DEIBFTETOERIE. FEALEDEBETI VY —T 54 XABRETREAWTRBVEWVWSHEAHDE L.

Wi-Fi 6E DEA(CL D, 80MHz & 160 MHz 2R TZ %L 5ICAD. REF TV A TEERILAATAEICKRD F U,

TZOEARAY h®D 6 GHz EfR% 80 MHz /=% 160 MHz & U TERE T 5 ICIE. Catalyst 9800 Jv hO—3F T,
[Configuration] > [Wireless] > [Access Points] DJEICEIRL T, 6 GHz iR %Z#EIR L. [Configure] > [Channel
Width] Z#RL TH S, 80 MHz £7=(% 160 MHz %3#iR L T. [Update & Apply to Device] #7 U v LT,

_ Configuration~ > Wireless~ > Access Pointd Edit Radios 6 GHz Band

Dashboard V¥ All Access Points Assignment Method Auto
@ Client Serving

Total APs : 1 = Monitor
Sniffer
AP Name ¢ AP Model Band Selection | 6ghz v |
CW9166D1-FOAQ ata il CW9166D1-B Dart Connector Status Not Applicable
1 10 4

RF Channel Assignment

Troubleshooting

. Current Channel 37
Vv 6 GHz Radios
Channel Width | 160 MHz v
Total 6 GHz radios : 1 £ 20 MHz
Assignment Method 40 MHz
. . 80 MHz
AP Name ¢ SlotNo : Base Tx Power Level Assignme‘m
CW9166D1-FOAO ln 2 fc5£
; Current Tx Power Level 1
1 10 v
Assignment Method ‘ Global v |
& 20.
6 GHz R F v VY RIVBDRE : RV —rayv IV I 0z 7ON=IaVvREICL>TERZEENHDET,

ARDFIETIE. SERICF Y RIVIBOFEIICLZZEESEZHEALTVWET, L. BEDONTA—I VR %F

%(ClL. Catalyst 9800 MEMRY VY —ZAEHE (RRM) BEZFHNF v XILB L UOFHIREREBHLEHETHERL
T, EEFERHEIh I FrRILETEEZEFHET DL 28O LET, FHMICOWLWTIE, BUTD T6 GHz £

DYy —2EBHE| #2BLTLES,

6 GHz ZAXRI MILDHS 1 DDF&H(F. BLE, Zigbee, Y4 70K, BLUZDMDIFIERRF FNARER
RIMLEHBLTWE24GHZz BREDL AV —FIRICEAR, IV =V TFEHRDBRNIETT, 6 GHz % fF
B35%E., AR MNILOKEBADEIEDEEDMD Wi-Fi 6E T4 VYL XIS A4T7 Y MIL>TERASh, Z0HEER
AR MILOMESA LT ZLEGERL, RO TEF2 VT4 EH] THATZIWED WPAS IZLDtEFaVTq D
Bt ENEFTEET,
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X1V F 1B

Wi-Fi 6E Tld., 9XT®D WLAN % WPA3 & Opportunistic Wireless Encryption (OWE) %#{ERUTHRET ZMNE
HHD, APEVSA 7Y NOMATHRESNIZEERTIL—A (PMF) L8XICT 2B HD 9., UEIOFEHIE
WPA3 ZWEE LM oTlch, TOEHICED. Wi-Fi 6E ARILLRLEBART MLICEDZEY, BEHOSANDS
d. Z2<OLAY—UF4T7YMIWPA3 EF 2V T4 ZHR—BMLULTWRWAREMNH B8, TOEHH
WLAN OERAEICRES ageEL H D E£9. ThICDLWTIE., TWLAN SRETDEREIE] THBELET.

WPA3 ¥ 1 U5 4 Z{ERAL T Wi-Fi 6E WLAN 25829 5 EH4(E. Y XOICEAFTDHDTIEAR L. WIi-Fi 6E Tl
— BT HD, IRTORVY—|[CHEHRAShZET,

WPA3 (Dn¥‘ﬂﬂh_’3 WTlE, Xxd TWPA3 Deployment Gwde.II #BLTES,

gwde 0g. html

T4V L RAINL Yy JEHE

6 GHz [EFTLWARI NILTH B, FICTV—rT74—ILRERTIE. AP OREICRELRITY 72HBIT 5/
DICHRBETBEE Y A MRENMVETY ., 6 GHz TREEIIESBEDXIH, 5 8LV 2.4 GHz [CRNTZDREER
FE< D, BEIFELBEDET, ThHRET. FU—rT74—ILRBETHRER RF hN\L Y I 2RI /6
IC. Catalyst CW9166D1 (. 2.4 GHz 8LV 5 GHz DA ETO—KRFv A MNFTZLUFID AP & FETFERZ O —
VavICEEESh3BEahHhET,

VAATIE. BICHA MAEZEREL T, 74V L XFHEIC Ekahau /-3 iBwave AT 5 & &2 #HRLTWE
¥, chsDY—I2ERT2E BYO7O07 75 v%7y7O—K L., Catalyst 9166D1 D RF ¥ I aL—h
LT, REBANLYIZESNS AP ORREOT—Y 3V zHRITEET, Catalyst 9166D1 OFBEHZOT — 3
vaHRILES, chszYBRICBRETEEY,

Cisco Catalyst Center AP DE§i7— 70—

T2V T74—ILREFEATHLWAP [CBITI BB, LW AP FZE<DBE, 14 1 OXMTERED AP [CH S
TRODET, T4V LR AT FAMFYF v H Cisco Catalyst Center ICLE> TEEBINTWRES, 1YY
FUICE>TEEINTWS AP LT7O7IVTICEIDETSNTNS AP DRAZRIRT ZUNEDLHDET, D
R HFERMITIT S 7=8H 1T, Cisco Catalyst Center (ClE. 2L AP ZHTL W\ AP (CFEBICKIRTE % AP BT —
70-H"HDET, ThiZLD. HWAP ZEIRT 2L WSEEBRFSH 7O0CZALALBLLED, 7—770—-264H
MELRKEINFT,

AP B 77— 70—ICDWWTIlL. [Cisco Catalyst Center User Guidel] @ [Build and Deploy Workflows] D&
(https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-

management/dna-center/2-2-3/user_guide/b cisco dna center ug 2 2 3/m dnac_ workflows.html) %=ZE8
LTS,
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https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/wpa3-dep-guide-og.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-2-3/user_guide/b_cisco_dna_center_ug_2_2_3/m_dnac_workflows.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-2-3/user_guide/b_cisco_dna_center_ug_2_2_3/m_dnac_workflows.html

WLAN OFREHIcE T 2 EBEIE
X2V T4EH] THIELEELDIC, SSIDZ 6GHz T7O—KRFv ANTBICIE. KANETT,

e LAV 2tEFxa VT4 & ULTHERT S WPA3 /(3 OWE
o REZIN/IBEIL—A (PMF)
e MIDLAV2tEFaUTaAREHFTEINT ., BEEET—RIIART

CDAETIF6GHz DX 1V T4 h@{tend—AT. SSID/WLAN DREHEBETHZVNELHD XTI, XV b
T—IRICEBDLAY—IFA4T7 Y MDEETEE, CRESDBEHFITR—NINABVATEEELH D, FEAED
B4, IHED WLAN $2E Tld 6 GHz TTh S DEEFELAYR— M ShEHFA.

ZhTlE, 6 GHz 28AL. ARICEEDI A4 7Y M EDBARMA{RIFT HICIE. SSID OFEtEEx2 Y
FTABREDEERFEDLDICLESLILDTL LD,
RDIDDATVavEFRATEET,

1. TALL-IN] A7¥ 3y : BEED WLAN Z WPA3 [CEHBREL T, IXNTOEEGRYV— (2.4/5 8L
6 GHz) IC1 DD SSID #EAHLZET.

2. TBH—SSID] A7Y3y:€F%a2Y7T1&LTWPA2+WPA3 BITE— RZERALT. BE—O WLAN
7O7 74 ERELET,

3. EHSSID] A7Yay FHEODEF21UTAREZFEAT 25ED SSID/WLAN ZENL T SSID %
BEETLE T,

IVY—TS54A X@MITOERA T a vk, B4 SSID £ DER|D WPA3 SSID 28IMLT (A 73y
3) . IRTOBIHTIO—RFVYANT BT ETY, 24GHz, 5GHz, LTV 6 GHz HD WPA3 W&o 5147V
M. AIEGBRNDRBVRERTA VL ARy M7=V ICEGEUTHATEZXT, BEFED SSID EZ0FXETHB -
. WPA3 #HR—FLTWRBRWLAY—ISA4 7Y MNEEIEHmELHY—SSID [LEHKELET., COATV3VD
Kmld, BMO SSID Z70—RFvAMTBIEE FILWWPAI IR 24 7Y N TEMD 74 VL ZA70O
771N EEBIIZNELNHDETT,

i :

fEEBICIE dotIx HAD WPA3 OHDtEF 2V T4 ZFEHAT S L L SSID. 7 X MM SAE B D WPA3 % f#
F39 % SSID,

BEE®D SSID (2.4/5 GHz)

21t ? SSID : employee ¥+ 1Y 54 : dot1x I£ED WPA2
JAKR®DSSID : guest ¥ 1Y 7+ : PSK H#EHD WPA2

#7L LY SSID (2.4/5/6 GHz)

£t ® SSID : employee_wpa3 £+ 1) 7« : dotlx FEFHD WPA3
A R® SSID : guest_wpa3 1) 7« : SAE HED WPA3

72U, HBEEF (B : eduroam) Tld. WPA/WPA2 BREDHWEF 2 UT 4 AHZXLEYR—NL. ARKIC
6 GHz & TlE WPA3 DA HR— KL T, IXRTOEIFTHEL SSID £ FATI2UNENHDFT,
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SSID 2%BUICTZMELHZBEDELS 1 DDA T3y (A7¥3>r 2) & WLAN 7O7 71 IILEER L.
WPA2+WPA3 & PMF Z2A 723y LTEFaVTAREZBHTSIETY . ChIZED, 24GHz BT
5 GHz @ SSID &, WPA2+WPA3 BI{TE—R&E PMF 2A 7Y aVICUTEEINEY., SSID (X, 6 GHz E|RT
WPA3 Z AL TDM*, PMF HATEESNET,

WPA3 #Z{TE—F
2.4/5GHz ® WLAN ¥ 1Y 5 4 ]%E - > WPA3 BITE—K (GBATE—K) #H8t
o L2EFa2UF4ICIE WPA2 + WPA3 ZIEEL XY,
« AKM (& 802.1x-SHA256 $ & TF 802.1x (SHA1) ICRETZMLENHN T,
e PMFEIATYavVICERELET,

General Security Advanced
Layer2 Layer3 AAA
PA + WPA2 @ WPA2 + WPA3 PA3 Static WEP O None
MAC Filtering O
Lobby Admin Access (O
WPA Parameters Fast Transition
WPA O WPA2 Status Adaptive Enabledy
Policy Policy
GTK O WPA3 Over the DS 0O
Randomize Policy
Transition ] Reassociation Timeout * 20
Disable
WPA2/WPA3 En tion
/ 3 c:p . 0 Auth Key Mgmt
A MP1 MP25
ESCaar 125) 0 Sl 0 802.1x PSK O
MP1 MP.
GC 28 GCMP256 CCKM (@) SAE 0O
FT + SAE O OWE O
Protected Management Frame
FT+802.1x O FT + PSK O
: 802.1x-
PMF Optional v SHA256

g 21.
WPA3 BITE—R

7547y MIDRERE
6GHz ZHR—RMLTWRBWISA 7Y MDIFRIF. WPA2 7O7 7/ ILEERELET,

6 GHz 2 R— 20547V NDIHFEIE. WPA3 Enterprise #383ELET., COHREEFEHAL T, 2.4/5GHz
& 6GHz DEAICEHRLET,

B :

(]
S

BRET. WPABBITE—RENLIELDRERE Wi-Fi NOBEA/NZIHRHEEINhET,
o UTAT Y

NAITEBRINZEHLWSSID 7O7 71 I)LiEH b FtEA.
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g :
o HWISAT7YMTIE, WPABTEZITE— R T SSID [Tk ABICRIBENRET DIESLH D ET,
¥ :
XoO7O7Tl}E, Xy hT7— OQK?tE#kmbT%E%#Eﬁféééiéiﬁ/TU#tﬁj/a/LDMT

WLAN {ERLDFHMAIC DLV TIE. LD TWi-Fi 6E WLAN OERE] 28BLTLEE LY,

JY—217.12.1 Tld. Wi-Fi 6E SSID |& 8 {EICHIFRESNhTWET, /=720, FEKDUY—XTlE. ZOHIEHIIEET
16 EICEZFT., COHIRIEZ 6 GHZ ICOAFHEL, LAY —FIBDIEE. RK 16 @D SSID 2/ ETEZZET,
Wi-Fi 6E WLAN D{ERL

6 GHz WLAN 23 27— 70—F. IRTOLAY—HBOT—o 7A—EBTOETHA, LW DHDEL
HHbh, #0550 1 DN WPA3DEF1UTF1EHETT,

6 GHz WLAN Z{ER 9 %I, [Configuration] > [Tags & Profiles] > [WLANs] DJEICEIR L. [+Add] 2o U v o

LZE 9, [Profile Name] (WLAN 7O7 71 JLi&RIF) & [SSID] (7O—KR*+x+vAMEhTW3 Wi-Fi &) 2#AN
L. [Status] % [Enabled] ICZEL X9,

Add WLAN x

General Security Advanced
Profile Name* Wi-Fi 6E WLAN Radio Policy &)
SSID* Wi-Fi 6E WLAN Show slot configuration
6 GHz
WLAN |D* 2 Status o
© WPA3 Enabled
Status Dot11ax Enabled
Broadcast SSID 5 GHz
2.4 GHz

802.11b/g 802.11b/g v
Policy

=] Apply to Device

5 22.
WLAN D1ERE
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6 GHz [FBEMICHE>TWETH., ATRERTEINTVWET, chid. T7AI T, WLAN DEF2U T4 D
WPA + WPA2 [CERESNTHD. 6 GHz DEEIFE-SNTWRW=HTT, [6 GHz] @ [Status] Ry ¥ ZARDF
FAMNTEGEHIEFASHTVET,

tXaUFT 4% WPA3 [CEET BICIE. [Security] ¥ 720Uy L. [Layer2] ICHZBTIARI VY AZa—Hm5
[WPA3] #®&IRL %9,

Add WLAN x

General Security Advanced
Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 ® WPA3 O Static WEP O None
MAC Filtering O
Lobby Admin Access O

WPA Parameters Fast Transition
WPA O WPA2 O Status Adaptive Enabledy
Policy Policy
GTK O WPA3 Over the DS O
Randomize Policy
Transition 0O Reassociation Timeout * 20
Disable

WPA2/WPA3 Encryption

/ = b Auth Key Mgmt
AES(CCMP128) ; CCMP256 8 e 0 e 0
MP1 MP
il BCHFIne OWE O FT+802.1x O
802.1x-

Protected Management Frame SHA256

PMF Required v

B 23.
TF2IVTANTA-5DERE

SREF+—BI (AKM) #7233 > ® Secure Agile Exchange (SAE) . OWE. Fast Transition (FT) + 802.1X, 1
(& 802.1X-SHA256 #7%< &6 1 DBIRLE T,

[Generall] # 7ICE % &. [6 GHz] @ [Status] A% [Enabled] ICH D, EBETEREREN, INTOREHNBEYTHBZ
EERLTWET, [Apply to Devicel #27U v LT, WLAN fERKDT7—2 70—%%TULXY,
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Add WLAN x

General Security Advanced
Frofile Name* Wi-Fi 6E WLAN Radio Policy ®
SSID* Wi-Fi 6E WLAN Show slot configuration
6 GHz

7 WPA2 Disabled
Status enasep ([ © WPA3 Enabled

(7 Dot11ax Enabled
Broadcast SSID ENABLED .

5 GHz
Status ENABLED .

2.4 GHz

Status ENABLED .

N2 11h/n 802.11b/a -

= Apply to Device

X 24.
WLAN O 6 GHz g X T7—4% R

ATy o0V oEKUCTYTYYY OFDMA, oIy o LU7 vy 7Y >Y%s MU-MIMO, BSS 4 —
Ty FERFEFEL E D 802.11ax HEENBEMICKH > TS T & 2RI 5ICIE. [Advanced] 27 Uwv o LT, —&
TEFTRxr7O-ILLXT,
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- ______________________________________________________________________________________________________|
Add WLAN x

conngurauor 01 1 1v Do pIsSassociauorn et 1S
supported from Command Line Interface (CLI) only

11ax

Enable 11ax @
Downlink OFDMA
Uplink OFDMA
Downlink MU-MIMO
Uplink MU-MIMO
BSS Target Wake Up Time

Advertise Support

Advertise PC Analytics
Support @

Share Data with Client O

11k Beacon Radio Measurement
Client Scan Report

On Association O

On Roam (@)

=] Apply to Device

25,
1ax #EEDBEZL (10S-XE 17.12.1)

6 GHZAP 74 RANYAHZ=X A

AP T4 ZANVIE, TAVLRI A7V MNHEHREZHFET S WLAN 2EFT S AP 2T AHETY . /EEXKD
FEICEE. NI TRAFvVETITATAFY VD2 D0ATavdrHbET,

INYIVTAFvY AP E, TAVLARIVSAT7 VNP BRETZESZE—OV 7L —AZFEHNIC7O—-RKFv+ XML,
SSID&, T—HL—hRE, APATO—KRFTZAMLTWVWEE WLAN DAY F—5 #BHLE T,

TIOTATREYY : T4V LRI S4 7Y M. WLAN (LT S L E(IC, fHED AP IC7O—7ERZEEL
Y. AP I, COTO-TERZRHET &, SSID K. T—FL—hRED WLAN BERZzESL7O—-TNEZE

BELET,

EE5DFELH. E—QVT7L—AFRRBF7O0-TIREOVNTNIANT AP hSZELBHREFEHRALT, 74 VLR
547V RME AP O WLAN ANDIEEEZERTEET,
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Beacon

:
:
Beacon !

AT

Passive Scanning

Probeirequest

H .
i Probe response
" .

Y

'
<

.
H
Probe'response

Active Scanning

5 26.

LAY—AP T4 RANYDAHZXA

ROBRICTRT & SIC 2.4 GHz IT1E 3 ED 20 MHz F+ %)L, 5 GHz ICI1E 25 D 20 MHz F+ XL U R W8,
ChoSDARKIEUEID 2.4 GHz 8LV 5 GHz FiHIER Y N7 —2 TIBEYICHEEELEE A,

3x 20 MHz channels

2.4 GHz

2400 2500
MHz MHz

5 GHz

5170 5250 5330 5490
MHz  MHz MHz MHz

25x 20 MHz channels ‘

Terminal
Doppler
Weather Radar

5730 5735 5835
MHz MHz MHz

J

\L 1 i I
U-NII-1 Y U-NIl-2¢ U-NII-3
802.11b/g/n/ax U-NII-2a (Extended) (not in ETSI)

802.11a/n/ac/ax

5 27.
24 GHz LU 5GHz ARZ MILDE

LAML., 6GHz ZEBA TS ET. 5GHz DEED 59 D 20 MHz F+ X)L (UTOR%ZS8RB) #FHATZ3
EDICEDFELR, FTAVLRYSATPYMNE20MHz FyY RILTOHTO—TEREEETE S0, Ny TR
Fv VRERBAKIBICIEZ., 74 VL RARETIHIEREISEN6 ICHEDET,

6 GHz
5925 6425 6525 6875
MHz MHz  MHz MHz
1! 1 1 1
: U-NII-5 ' U-NII-6 1 U-NII-7 : U-NII-8
1 1
: | | T
1 I 1 1
1 ! 1 1
1 J 1 1
1 ! 1 I
1 i T 1
1 1 1 1
59x 20 MHz channels
& 28.

6 GHz AR MILDE
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ERD AP T4 ZHINY AAZXAIE. 6 GHz DILERARY MILITKHLT B ITIERIFTRM TR L=, FILWL AP T4
ZAANVADZZILDMER S hE LI, ThSDHULWTF 4 ZANY AAZXAICIF, RORICRKT LIS, 77Uk
ATNYREAVYNVYRD2DOATITULNHDET,

TPINATINYR T4 ZANY AAZZX A :24GHz, 5GHz, &V 6 GHz FHIART RF RIRICHEET 550
ICEASNET.

AVINYE T4 RAN) AHZXA :RFIREIC 6 GHz FDO AN EET B EEICHERAEINET,

. ™\
In Band

—~ —~ —~ —~
o N N N
24 5 6 6

Multiple BSSID Beacon Frames
} Passive Scan:
Reduced Neighbor Report

(Preferred Method) - Fast Link Setup (Fils) Discovery

Announcement Frames

Co-located Discovery - Unsolicited Probe Response Frames

Active Scan:

- Preferred Scanning Channels (PSC)
_ VAN J

57 29.
6 GHz WLAN 7«4 ZA/NUAHZX A

PIOMATIKYRAP FA RAANUANZXA

TPIRNATINVR T4 ZANY AHZZAICIE. ROFIT/RYT Reduced Neighbor Report (RNR) A& D 9,

RNR [ClE, 24 GHz 8L U5 GHz BREDE—OAVRREELETO—TIRERD T XTOD 6 GHz %t WLAN @ WLAN

BWAEFEFNTVET, IRTD6GHzZWLAN F—5 2 ChSOBFEDO 7 L—AICERET 2L, BMO/NTY b &

KEITZIVENGLCRD., BERKEITHNINh,. XY NT—ITIFA4T7Y M2 6GHZ ICAT 7YY INTEET
(FIRERRIZR) »

RNR IZ, 6 GHZz D—EBELTTF 7 AN M TEMICE>TWET,

SSID: blizzard
5GHz Channel: A [whalctype sbtypams'S
2.4GHz Channel: 1 E] [ s iirensss aanesesrar T i B
§ 143100871 08:70:04:50:5.41 c 231 525 3500 14
103431103910 60:70:04: 50158 4 o i3 i 4
14:31:03.912  €8:70:04:Se:5 41 1 525 -3408e P
121413102910 68:70:b4 50150 4 : $23 24t 14
1314131102913 68:70:04:50:5¢ 41 525 ‘2500 b
10143100934 69:70:04:50:5¢ priger- o
163431103015 60:7a:04:50:58 0 331 3ia 25 b
e Wit o i 534 Caicem bro
81917 6A:70ind SaiAr  dn Rt S s jobe
Probe Request v Tag Reduced Nelghbor Report
Reduced Neighbor Report (201)

=+%: Netghbor AP TETT Offset subfield, the BSSID subfield, the Short SSID subfield, the BSS Paraseters subfield a

SSID: blizzard_wpa3

- AtéraatTon
6GHz Channel: 69 ;;;“;,::01:1; VAN O Tnrorsation
SID: Oxdr27e709 Neighbor AP TBTT Offset: 255

lss D a-eu s: Sude BSSID: 687db4SeSr4o

- T one Short SSID: 0x4f27e7b9
. @ mitiple gssiv: T v BSS Parameters: Oxde
— : - T d_BSSI10: OCT Recommended: False
= S 55 wic = Same SSID: True
e ¥ = Multiple BSSID: True
° ST o = Transaitted BSSID:

 Member of £S5 with 2.4/5 GHz Co-Located AP: False
= Unsolicited Probe Responses: False
) = Co-Located AP: True
....... = Reserved: 6x0
PSD Subfieli: 25édeamz

5 30.
RNR DR ERITRT
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=

Legacy beacons (2.4/5 GHz) carry information
about 6 GHz capable SSIDs

& 31.
Wireshark [C&RRE1 % RNRIE

AYINYEAP T4 RANIYANZXA

Fast Initial Link Setup

BUDAYINY R T4 ZHNY AHAZXAICIE, 802.11ai BHED—ERTH % Fast Initial Link Setup (FILS) 7L —
LADHBDET, BETAVLATELTVWARHREIR, 7O—7ERTAP ICKEREEIMNBZBIETT., ThiFE
ICEEBERETHEUZXT, FILS FCoMEICEREGLL. 7O—TEROA—/\—Avy RZHFEL. E—=2>7
L—ABDTAVLRISA 7Y NDO#EBREEZR< LT, 6GHzHETD AP T4 AANUERRILTEET,

ROFIEOFHBEIFZ. ZOTICHBIRICEDWTWET,
1. AP, S#I/ZE WLAN A9 F—4 %8P E—V 7L —A% 100 SUMCEICTO—KFvAMLET,
2. E—OQVPEESNERICTAVLRAISATZYEDP WLAN F4 ZANY 2R 5 L. ROE—O
vhmHEIndEFT7O-—7EXRIPRENISEE S, BERFEIFIEEINET.

3. E-avI7L—ALDENESK, E-OVTL—ARBT20 SURCTEITEESINS FILS 7L —AIC
[E, BULSSID &, Fr¥XIL, ¥—4 v NE—DVDXEERRE (TBTT) REDHEEH A WLAN 53R
ULAhEFEhIEEBADN. T4 VLRIZA 7V D EHRZFET S WLAN THEIMNESHHIET ZICIE+
NREHRTY,

4, E—QVITL—ADRESNCERICVSA 7Y M REERIRT D E. 20 SUMBRNICFILS 7L —
AZBREBUET., 7547V MNP EREHFET S WLAN THS LRI LAEEBES. RoE—aY 7L —A
MEHEINDZETAY—TE—K (7O—TERDEEZREL) ICRDET,

5, ROE—AVI7L—ADBRHEINZE, TAVLRAYVSATYMNIZDT7L—ANS5D WLAN DML
A F—H&FEALT, WLAN [CIEHELET.

BEIIC. FLS 7L—Al. 9347V M 5EESTNhZ TO-T7EROHEZ RS L. BEHEEWERILTEZXT,
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BA3 -] Expression...

1 16:57:45.318 862.11 154 -43dBm  Action, SN=3947, Flags=........

c
802.11 680 -43dBm  Beacon frame, SN=3948, Flags=........ C, BI=100, SSID=wap3-owe

68:7d: Dd 59 5f:41 rf rr f

2 16:57:45.339 :7d: & SSID=wpa3-SuiteB-GCHP2...
3 16 68: 7d b4: Se 5f 41 et N 8 0 2= 11 Action, SN=3949, F1
4 16:57:45.379 68:7d:b4:5e:5fF:41 friff.:ff:ff:ff:ff 802.11 154 -43dBm Action, SN=3950,
5 16:57:45.399 68:7d:b4:5e:5f:41 friff:ff:ff:ff:ff 802.11 154 -43dBm Action, SN=3951,
6 16:57:45.420 68 7d:b4:5e:5f: 41 fEffiffiffff:ff 802.11 154 -43dBm  Action, SN=3952,
Y 10:ID/:4D.48Z H : : : : : BYL.11 154 -4s0um ACT10N, DN=3YdD, ..l
10 16:57:45.502 802.11 154 -43dBm  Action, SN=3956,
11 16:57:45.522 862.11 154 -43dBm  Action, SN= 3957
12 16:57:45.543 802.11 609 -43dBm ..C, BI=100, SSID=wap3-owe, SSID=wpa3-sae
13 16:57:45.564 862.11 154 -43dBm
TSl s Lt
» Frame 3: 154 bytes on wlre (1232 blts), 154 bytes captured (1232 bits) on interface ©
» Radiotap Header vO, Length 56
» 802.11 radio information
» IEEE 862.11 Action, Flags: ........ c
v IEEE 802.11 wireless LAN

v Fixed parameters
Category “code: Public Action (4)
Publlc Actlon' FILS Discovery Request (0x22)

= Short SSID Indicator: 1

AP-CSN Presence Indicator: ©

ANO Presence Indicator: ©

Channel Center Frequency Segment 1 Presence: ©
Primary Channel Presence Indicator: ©
RSN Info Presence Indicator: ©

Length Presence Indicator: 1

MD Presence Indicator: 0

= Reserved: ©

Tlmestamp 0x009990699f48cffe

Beacon Interval: 100

Short SSID: Ox4faf4e3e
FD Capability: 4798

ESS: ©
Privacy: 0

Destination Protocol Lengt Signal str¢ Info =

32.
Wireshark ICRREN 2 FILS T4 ZANUERTL—A

Unsolicited Broadcast Probe Response

2 ZBBD A v\ KARKIE. Unsolicited Broadcast Probe Response (UBPR) T3, Z DIEENEMBRIEEIC.

FAT7 VD TO-—TEREZXETSDE. AP I7O0-TREZEELXT, L. Z0EZFIOEHD. 7O—-7
REEFIVZ47YMDMAC 7 RLRICEFEINZDOTIERLS, 7O0—-RFvArEhzxd., 7O0-7REZFZ 70—
RFEvZARTBE HDTAVLRIZATY MDA ZORAL7O—TREZFERLT WLAN [CERETES L SICR
h, 7O—TERDA—/N—~Av RHPHFESINEI., UBPR 7L —AlL 20 W LITEESh. HE D BSSID %1%

ELU, BEOE—OYT7L—ALFERRIC. BEMTICHERINTOREIEENET.

(WTApply
No

Destination
..C, BI=160, SSID'wpa3 sae, SSID=GCMP256, SSID-wpa
.C 199 SSID= SSID:

2
Probe Response, SN=2637, Flags
X Probe Response, SN=2638, Flags
802.11 550 -36dBm  Probe Response, SN=2639, Flags
802.11 599 -36dBm  Beacon frame, SN=2640, Flags=
802.11 550 -36dBm  Probe Response, SN=2641, Flags
802.11 550 -36dBm  Probe Response, SN=2642, Flags
802.11 550 -36dBm  Probe Response, SN=2643, Flags
802.11 550 -36dBm  Probe Response, SN=2644, Flags
802.11 599 -36dBm  Beacon frame, SN=2645, Flags=.
802.11 550 -36dBm  Probe Response, SN=2646, Flags
802.11 550 -36dBm  Probe Response, SN=2647, Flags
802.11 550 -36dBm  Probe Response, SN=2648, Flags
802.11 550 -36dBm  Probe Response, SN=2649, Flags=
: : Hal 802.11 599 -36dBm  Beacon frame, SN=2650, Flags=....
Frame 2: 550 bytes on wire (4400 bits), 550 bytes captured (4400 bits) on interface @
Radiotap Header v@, Length 56
802.11 radio information
IEEE 802.11 Probe Response, Flags: ........ C
IEEE 802.11 wireless LAN
» Fixed parameters (12 bytes)
parameters (454 bytes)
SSID parameter set: wpa3-sae
: Supported Rates and BSS Membership Selectors 6.0(B), 9, 12.0(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Country Information: Country Code US, Environment Unknown (©x04)
: Power Constraint: 6
: TPC Report Transmit Power: 23, Link Margin: ©
: Extended Supported Rates and BSS Membership Selectors BSS requires support for direct hashing to elements in SAE, [Mbit/sec)
: QBSS Load Element 802.1le CCA Version
: Multiple BSSID
: RM Enabled Capabilities (5 octets)
: Extended Capabilities (11 octets)
Ext Tag: HE Capabilities (IEEE Std 802.11ax/D2.0)
Ext Tag: HE Operation (IEEE Std 802.11ax/D2.0)
Ext Tag: 6GHz Band Capabilities
Ext Tag: Spatial Reuse Parameter Set
Ext Tag: MU EDCA Parameter Set
Tag: Vendor Specific: (null): WMM/WME: Parameter Element
Tag: Vendor Specific: (null): Unknown
Tag: Vendor Specific: (null)

CMPZSG SSI
=GCMP256, SSI

C BI= 190 SSID—wpa3 sae, SSII
.C, BI=100, SSID=wpa3-sae, SSI
BI=100, SSID=wpa3-sae, SSID=
.C, BI=100, SSID=wpa3-sae, SSI
.C, BI=100, SSID=wpa3-sae, SSI
.C, BI=100, SSID=wpa3-sae, SSI
.C, BI=100, SSID=wpa3-sae, SSI
.C, BI=100, SSID=wpa3-sae, SSID=
.C, BI=100, SSID=wpa3-sae, SSI
.C, BI=100, SSID=wpa3-sae, SSI
.C, BI=100, SSID=wpa3-sae, SSID=GCMP256, SSI -
.C, BI=100, SSID=wpa3-sae, SSID=GCMP256, SSID=w.

..C, BI=100, SSID=wpa3-sae, SSID=GCMP256, SSID-wpa,

CMP256, SSII
CMP256, SSII
=GCMP256, SSID=w..
MP256, SSID=wpa..
=GCMP256, SSID:
CMP256, SSII

(vvvww

-] Expression...

33.
Wireshark @ UBPR 7 L —A

© 2023 Cisco and/or its affiliates. All rights reserved.
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FILS F7=(3 UBPR O&FXIL
FILS & UBPR IZ. AEDT ) —T4—ILK, 41 VIN\VK, 6GHz T4 RANYUAHZZXATYT,

FILS ¥« X AJ/\VY £7=|d UBPR 2#F%HIC9 %ICIE. Catalyst 9800 O hO— 3> T, [Configuration] > [Tags &
Profiles] > [RF/Radio] > RF 707 7 1 JL%Zi&4R > [802.11ax] DIEICEIRL 7

[6 GHz Discovery Frames] ®##(C (. [None], [Broadcast Probe Response]. 7l [FILS Discovery] ® L g hh
EEMCTZATIavrHDET, 74/ ME [None] TF ., [Broadcast Probe Response] #iEiR L /=154,
PEICIGU TRERRZREI S EHLTEET,

Edit RF Profile

General 802.11 RRM Advanced 802.11ax

6 GHz Discovery Frames (i) O None
O Broadcast Probe Response

@ FILS Discovery

Broadcast Probe Response Interval (msec)* 20

Multi BSSID Profile default-multi-bssi... (2

X 34.
Catalyst 9800 d> hO—35T® 6 GHz 7«1 A /XY DOFKE

5D 6GHZ T4 AANVTL—AARIET—EIC1 DULHIEMICTEEEA.

6-GHz &R Vv — XA EH

| Y —2EE (RRM) (&, Catalyst 9800 Jv hAO—5T. FvXILOFWEID KT (DCA) . BERRAF vV

F+ xJL (PSC) . #BF + XILIEEIR (DBS) . mk/N\7—2ar kO—JL (TPC) . BLUVTZLFITIL ZIA

THAVAVE (FRA) 2L WK OO DEELRBELZFE->-TRXY NIV 2BFNICEETZS 7LV XANDD
LY23>vTY, COIETIE. 6 GHz DEAICHED RRM OV DA DEBREFICDOVWTHBALET,

FrRILOERIEIDHT

Fr RXILOEEID KT (DCA) F. FrYRILDEIDYT, FyRIE BLURF7O7 7/ ILOMDE DER
ZENICEERIT HETT, FAPEBROF vy XILEZFFML. B—F v RXILTFH. RIE. /4 X, FrRILETH.
DCA BELRQREDREBERICEDNT, VYU TOSNEFvRILZETNICHABLET., T7A4ILMTIE. O
& 6 GHz Xy N 7—2 @ Catalyst 9800 AV hO—F THMICHE>THED. BUMDXRICLTHELL Lz HEHL
x7,

Catalyst 9166D1 H'EID LK T5N TS RF JIL—FIZxH LT DCA ABEMICKE>TWVWB Z L% FERT B,
[Configuration] > [Tags & Profiles] > [RF/Radio] > RF 707 7 1 JL%3&IR > [RRM] > [DCA] DJEICEIRL £,

RDOBICDCA FyRILDY XM ZRULET., ZDELIF 6 GHZz HBICEFDHDTY,
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I
Edit RF Profile

General 802.11 RRM Advanced 802.11ax

General Coverage TPC DCA

Dynamic Channel Assignment

Avoid AP Foreign AP Interference
Channel Width
@ Best (DBS)
DBS Channel Width Min[ 20MHz | Max | Max Allow... v |
DCA Channels (@] Bs G @iz D17 @

@2 B2 Gz @37 Qo @Das

Bae @s3 @57 Ge1 Des Deo

@73 Q77 UOs1 s s o3

Bo7 G101 Gros 1o D113 D117
D121 G12s D120 Dz Gizz Dia
G5 Grae D13 G157 Dier Dies
Biee D17z G177 Gisr D1ss D1so
D193 D197 D201 D205 D209 D213
@217 @221 D225 @229 D233

PSC Enforcement ENABLE .

PSC Channel List 5,21,37,53,69,85,101,117,133,149,165,181,197,213,229

Client Network Preference Default v ‘

¥ 35.
RF 707 74 )LD 6 GHz DCA DFRFE

DCA OF#AICD LV TIE. [Radio Resource Management White Paper] ZZBL T 2&0),
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-3/b RRM White Paper/dca.html

BEAFXFYYFvRIL

BERAFvVFv X)L (PSC) (&, DCA ICHFESINZEET. WI-FIGE V Z14 7V MNCKkB 709747 70—7H
D20 MHz Fv X)L % 4 DB EICEELET. FrRILHNB8OMHz TRY T vTahdEEIFERAINh, XFv
V% 59 FrRILTIFHE 15 Fr RILICHIBRL T, RF ¥+ Vv OLEHNLBHMEZ LITET,

PSC OERAIFT 7 A M TENCHE>TWDH, BMITEEL2BEHLET, PSC YA ML, LORICRT
&SI, Catalyst 9800 O bO—35 A4 4 —7 x4 A T[Configuration] > [Tags & Profiles] > [RF/Radio] > RF 7/
A7 74 )L%Z&ER > [RRM] > [DCA] ZBIRT 2 ERENET., BT S &, PSC Fv RILDHH 80 MHz F v X
IWEBIROTZA4TVFrRILEVLTREEZNET, T4/ VLRIZA4T7VMNERY NT—UADMMOD AP OEAH
SEDHRPBRY N T—I ZF v VEITIHIC, 80MHz TRY T o v EnlF v XILEERT 355
PSC #BMICT B L= HEHLET.
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RDEE, PSC DitAZRLTVET,

+ 80 MHz +

EX

Probe Request
<
Probe Response

36.
PSC ORERIFRTR

B89 F ¥ XJLIEEIR (Dynamic Bandwidth Selection)

Y F v+ RILIEEEIR (DBS) (&, DCA ICREHINZHETT. RYNT—JDF v RIVBEZBIFMITRELET,

6 GHz DIZHE. TL2M 6 GHz AXT MLZFERAT2E (KEVPEERE) TlE 80 MHz OF v X)L FIEIEZEIRY
ZERALHD. 6 GHz ARY MLDO—E%ERAT 2ETIE 40 MHz 2 BIRT 2ERLSH D ET, DBS 1. 77 AL
NOFEIEE LT 80 MHz A SFEIAL. RAN—EE. &TH. /A X707BEDDCA AN Y IICEDNT,
FEAEDISAT7 YN 20 MHz U BN EXREBEINE &, BEIBEZRESLETD.

TORICRYT L 5IC. [Channel Width] A% [Best] ICRRESNTWSI5E. DBS 77 AL M THERICE>THD.
RBERF v RIVIEBNBIRESNE T, ENLE DY TIFTEEEA. [Configuration] > [Tags & Profiles] > [RF/Radio] >
RF 707 7 1 )L %3&3R > [RRM] > [DCA] DJIEICiEIR L T, Catalyst 9800 I FO—F TYUTICRT V14 Y KVIC
BEITZXY,
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I
Edit RF Profile

General 802.11 RRM Advanced 802.11ax

General Coverage TPC DCA

Dynamic Channel Assignment

Avoid AP Foreign AP Interference

Channel Width

@ Best (DBS)

DBS Channel Width Min \ 20 MHz v ‘ Max[ Max Allow...

DCA Channels @1 s Do @1z G177 O

@2 B2 Gz @37 Qo @Das
Bae @s3 @57 Ge1 Des Deo
G G777 Os1 Uss Dse Dos
Bo7 G101 Gros 1o D113 D117
D121 G12s D120 Dz Gizz Dia
G5 Grae D13 G157 Dier Dies
Biee D17z G177 Gisr D1ss D1so
D193 D197 D201 D205 D209 D213
@217 @221 D225 @229 D233

PSC Enforcement ENABLE .

PSC Channel List 5,21,37,53,69,85,101,117,133,149,165,181,197,213,229
Client Network Preference { Default v ‘
X 37.

F7 # )L A [Best] ICERE SN T L% [Channel Width] %%

EEBH O

EEENOFHIE (TPC) F. XA /X\—D RF [CEDWVWTERDIXEE (Tx) ENZBFMICKELL. AR—F v RILT
HESNRICHZBASHNL Yy YERAILLET, TPC ZILTY X Ald., DCA & DBS O#HSEICETEINE

¥, 6 GHz [CEAL TlF. RAN—FEZE/\T v (NDP) TOIREEBESIN/-EMEARSNESN (EIRP) DFFEICL
> TxBAHOEMAZEESINETY, TPC 7ILTY XATIE. B—F v RILTFHOETEEMEIEKN=6, 2.4 GHz B LT
5CGHz FEENRTEVWTXBHEHIH IS LBHTEXT,

WMESIN/ATPC LEWMEZERRYT %ICIE. [Configuration] > [Tags & Profiles] > [RF/Radio] > RF 7O 7 71 )L %
IR > [RRM] > [TPC] DIEICEIRL £ T,

RDEIF. TPC DT 7 A bDOREABERZLEMEZRLTVWEY ., ERT 74NN MDERICTEILZ2HHHL
9.
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C____________________________________________________________________________________]
Edit RF Profile x

A Changes may result in loss of connectivity for clients that are associated to APs with this profile.

General 802.11 RRM Advanced 802.11ax

General Coverage TPC DCA

Transmit Power Control

Maximum Power Level(dBm)* { 30 }
Minimum Power Level(dBm)* ’ -10 ‘
Power Threshold V1(dBm)* ’ -70 ‘
38.
TPC L ZLME

6 GHz *v b 7=V DEML

OFDMA (3. AP AVFIEIEY V —RZHEL. BEO/NT v b ZRAFICKETE 2L 51075 802.11ax DHEETT,
COBEEICED. FrRIBOMERLFZRRIELEIN., 2y TV OFEENERSINET. Wi-Fi 6E TH OFDMA O
WEEXRIUL TN, BERTESZARI MNULMBZIZ2RNERD XY, 774 MTIE. 6 GHz BIRREHLIBIICHE -
TWEY., ThuiERYI 5(C1E. [Configuration] > [Radio Configuration] > [High Throughput] DJEICEIRL £ 9,

ROEIF, STSTFTRBRE[MAM) —ALZERELUFSEAN (MCS) DHBAELEZRLTVEY. INTT
AL TERICB>TWET,

Configuration~ > Radio Configurations~ > High Throughput

6 GHz Band 5 GHz Band 2.4 GHz Band

A 6 GHz Network is operational. Configuring High Throughput will result in loss of connectivity of clients.

Select All
SS/MCS SS/MCS SS/MCS SS/MCS
177 179 m 27
2/9 2m 317 3/9
3m 417 49 am

39.
Catalyst 9800 JY hO—S5T® 6 GHz SREDZER R b U —LA & MCS DRERR
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6GHz DY ZA TP Y MNRATTZIVIDETE
6 GHz FIHIBIFFT L Wesh, IFEAEDI ATV NEIT7AILNTAP D 2.4 GHz & U 5 GHz ERICEFHMIC
BEMITSNET, 6GHz VT4 7Y MATT7VVTIE. BEDEENF-INIFEIC. 24 GHz LU 5 GHz
WDI ATV D 6GHz FITHEMRIT DL EIRET HHEETT,
6GHz Y 54 T7 Y M RFT 7)Y TIE. WLAN L)L TRERRETT .
1. [Configuration] > [Tags & Profiles] > [WLAN] DJEICEIRL T, BEE®D WLAN ZiREET SN, FHLL
WLAN %38/ L T [Advanced] i#IR L. [6 GHz Client Steering] D#ICHBRY 7 R &2AVICLET,

Configuration~ > Tags & Profilg Edit WLAN X
A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.
Selected WLANs : 0
General Security Advanced Add To Policy Tags
O sews N
ats ame) Coverage Hole Detection Universal Admin O
O ©  TME_DNAC_LAN
Aironet IE © @] OKC
O o @TME_DNAC LAN
O o @TME_DNAC 802.1x L Advertise AP Name (@] Load Balance 0O
Apple_Fastl :
0o o Pplo-tastanet P2P Blocking Action Disabled v Band Select O
O ©o Security_Richard
O ©  TMEASSURA Giobs Multicast Buffer IP Source Guard O
N
1 10 v Media Stream Multicast- O WMM Policy Allowed Y
direct
mDNS Mode Bridging v
11ac MU-MIMO
WiFi to Cellular Steering O OffiChanneliScanning|Defex
Fastlane+ (ASR) ©
Defer Priority Oo 0On 02
Deny LAA (RCM) clients (@)
Os 0Oa 5
6 GHz Client Steering
[ /‘ @s Oy
X 40.

6GHz V5147V NZAFTT7 VYT DEME

2. [6 GHz Client Steering] > [Wireless] > [Advanced] > [6 GHz Client Steering] DJEICE#EIRL. 6 GHz
VA7V RRATT7IVIOLENEZEVICERELX T,
CNSDOULEWMERT7AILMDFFICLTEBL ZEEZBEFHLET,
UTORIOFRERAIGER L EVMEIXRDESE DT,
e [6 GHz Transition Minimum Client Count]
©c 6GHz Y ZA 7Y RAT TV YT % NI H—F B1-0HIC AP ICEER T 2NENH BV 514 7V NDRINE,
e [6 GHz Transition Minimum Window Size]

c 6GHz & 24 FHE5GHz HFEDHEDITAV LRI SA 7Y M ODOR/NE, COLEVMEDBRIZ,
BRZ2EEETI ATV NOEBRENET SR ETT,

e [6 GHz Transition Maximum Utilization Difference (%)]

°c 6GHz Y ZATYRRATTZI VI NI A—SNBERTFT v RILERERODEZRLET,
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e [6 GHz Transition Minimum 2.4 GHz RSSI Threshold (dBm)]

c 6GHZ VZA TV RNATTZI VIR H—EndER/N 2.4 CGHz ZEEERES VI —% (RSSl) fE

Z2RULET,
e [6 GHz Transition Minimum 5 GHz RSSI Threshold (dBm)]
c 6GHz VA T7YMRATFTZIUVINRMNIH—ENBH/N5GHzRSSI fEZRULE T,

Configuration™ > Wireless~ > Advanced
Load Balancing Band Select Optimized Roaming High Density Preferred Calls RFID Cellular Steering 6 GHz Client Steering

6 GHz Client Steering ®

6 GHz Transition Minimum Client Count* 3
6 GHz Transition Minimum Window Size* 3
6 GHz Transition Maximum Utilization 20

Difference (%)*

6 GHz Transition Minimum 2.4 GHz RSSI -60
Threshold (dBm)*

6 GHz Transition Minimum 5 GHz RSSI -65
Threshold (dBm)*

& 41.
6CHz Y SA 7Y MRTT7YVITDUEWNMEDRE

Catalyst CW9166D1 @7 2 7 )L 5 GHz

When a country has limited or no 6 GHz
Suggest models capable of running in Dual 5 GHz Mode

2.4 GHz 5 GHz 6 GHz
— [ A \ o A \
2425 5.15 5.83 5.925 7.125
XOR | 5 GHz 6 GHz 7 GHz

42.
Catalyst 9166D1 M7 1 77)L 5 GHz &€
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Catalyst CW9166l &, 754 7Y rH—EXRBAD N SA/NY RE—K (24, 5. &V 6 GHz) TEAT DN, X
DIGEE XOR EFHEEEFRAL T 2.4, 5. BLU5GHz (727 5GHz) TERATZZT,

o Wi-Fi OfEAIC 6 GHz AXRY MNILAEZFIBETE LR VEDER.

e« 6GHzDY A 7Y NBEINEEICEL., FEAEDITZFATYIMNEGHZ DEFFICH>TVWEITATLR
*‘y I\'j_ao

RRM D7 LFITIL SIUA FHAL YAV N (FRA) ZILTY XAICIR., EZOEEOWNT I IE-SNIIBRIC
6 GHz Ei{&% 5 GHz ERICEIICEHRAL =D, AP [CEHRT S GHz JHIS TV SA4 7Y A EZ =& (2 6 GHz DEHR
ICRBERENHDET,

: ZhiE. 2.4 XV 5GHz B®D AireOS £ & U Catalyst 9800 7«4 L X LAN O¥ rO—5TEAT
Z3LHY—FRATIEHDEEA.

Catalyst CW9166D1 (&, 72 7J)L5GHz L UTEASINSEHS. 2 DOMIZLAY 7O/ 7 ORI ZRH#
LEIH. A7 VTF AP TH-oTHRUARICHE L. COMEEZS Y TILICLET, D2 2OEILIF/NVE
OvoanEzd, AOY M 1D5GHz (F. UNINT LT UNI2 /XY K (FvRJL 36 ~ 64) TOHEMEL., 2O b
2 O XOR ##R(. 5 GHz TEIET BIBA. UNIE BLTUNIB AV K (F¥XJL 100 ~ 165) [COv I 3h%xd,

: CONY ROy IDOHIRIZ. PVERARLA Y MDA T27IL5GHz E ULTEHEL TLWRIBEICOHER
Ihxd,

RRM ZJLOU X AL, MADEJKTHIZILUTEHEL, RBERBRF vy RILEZFITELDEBFENZEIDYTET,

TREZETINEINE. VFA TV NEBEEEFYRIVERAEREWNS 2 DDONFTA—=FICEDVWTRESINET.
T7AIBMTIEE, FRAF1TRREICEICEITEINE T, /EKRD FRA LFEGBD, NV RZZEITZIHNESF. —ED
RETIERL., BROBBICHIZ2EAHNRAEICEDEET, Chid. BROBEREFL, ZOHEREULTED
20747V NEGOREEZEITSIHICITONET,

WLC ICIF. BETDRFTv7yav bz 18 (85t 168 BifR) R 2HEENH D FF, =& ZIE. FRA DR
ED 10% H' 5 GHz 2 BK T DI5A. ERIT 5GHz ICEESIh., 90% H' 6 GHz % B% 9 %155, ERIL 6 GHz (T
ZTEIhET,

FRA Z#BMICT %I(C1E. [Configuration] > [Radio Configurations] > [RRM] > [FRA] DJEICiEIR L. [5/6 GHz
Flexible Radio Assignment] T [FRA Status] % [Enabled] [CHID & Z X7,
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Configuration~ > Radio Configurations~ > RRM

6 GHz Band 5 GHz Band 2.4 GHz Band FRA

FRA Freeze \. DISABLED J

5/6 GHz Flexible Radio Assignment

FRA Status enasLeD ([

FRA Operation State Up
Last Run 2150 second(s) ago
FRA Interval 1 Hour v

5 43.
5/6 GHz FRA OB

FRARBRRELEWMBRT7AILEDEXICT B LZ2HEHHLET. 7L, ThSDUEMEIFRERIRETT .

FRA BIRZERTET BICIE. FILF DOV AZ2—h5 [FRA Interval] Z2i8IRUF 9., S/ 1ERETCIhADST7A)L
NMETY., Kid 24 BRI T, [FRA Interval] I3 1 BREIDOEXFICT B 2 HEIHLET,

LEWME/INS A—5EZET BICIE. [Configuration] > [Tags & Profiles] > [RF/Radio] > [RF] > [RF Profile] D&
EIR L. [Client Reset Count] & & T [Client Utilization Threshold] #Z& L £ 9, [Client Reset Count] (& AP [CF&
REND6GHzTIEYZ 54 7Y MD#E%ERL. [Client Utilization Threshold] IZ&f/ZRLET., HAMEBTLEL
EABRESNINSA—5%2BZ22E, ZORBIE 6 GHz MFFELWVWETY—IENET, 5GHz DL = LME/IS
A=FICDONTH, EROBREZFERATEET,
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. ____________________________________________________________________________________]
Edit RF Profile x

General 802.11 RRM Advanced 802.11ax

High Density Parameters FRA
Max Clients* 200 Client Reset 1
Count
Multicast Data Rate (Mbps) Auto v Client utilization 5
threshold (%)
Rx Sop Threshold (dbm) Auto v
|

Client Distribution

Load Balancing Window* 5

Load Balancing Denial Count* 3

5 44.
FRA U & LM%

b=

5GHz L Z WMEDREIE. [Configuration] > [RRM] > [FRA] R—I D SITS5ENTEFYT, 2.4/5GHz 7L F
TIL SIAX P4 AV MDD [Client Select] & [Client Reset] 2ZE L £,

BEERRIVH

Catalyst 9166D1 A X0 b 2 M XOR % 6 GHz A5 5 GHz IC, F/=ZZDWICEET B L. 2OV MO
(24GHz) £x0v bk 1 (5GHz) DEZFREHEVEY hSh, 3DDERINTTISAT7Y DTS hET, &
DOREIEICED, Y—EXRDOHZEITZ/=HIC, XDIGEIE. FRA DREICEDSKFEHERIIRA XYy TEhET,

e APHEEDOFFHEAT I0U LD SA 7V MIH—EXRZRHELTWS,
o AP QAN 10% 2B Z T\,

Catalyst CW9166D1 0 6 GHz #Eig (s, FEIT 5 GHz BERICETHIT B EHLTEET, ThEiTSICE.
[Configuration] > [Wireless] > [Access Points] > [Dual-Band Radios] DEICEIRL £,
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Configuration~ > Wireless~ > Access Points

WV All Access Points

Total APs : 1 =

Misconfigured APs

Tag: 0 Country Code : 0

Multiple APs can be configured at once from Bulk AP Provisioning feature

LSC Fallback : O

Select an Action v

Admin Power [
AP Name AP Model Slots Status Up Time IP Address Base Radio MAC Ethernet MAC AP Mode : Capabl
0 days O hrs 23
CW9166D1-FOAO st [l CW9166D1-B 3 (V] mins 22 secs 20.20.20.53 fc58.9a18.4540 6849.9279.f0a0 Local Yes
1 10 v (@)

6 GHz Radios

5 GHz Radios

2.4 GHz Radios

V' Dual-Band Radios
Total Dual-Band radios : 1 £
Admin Operation

AP Name Slot No Subband Radio Type Radio Subtype Base Radio MAC Status Status Operation Mode Chanrf
CW9166D1-FOAOQ il 2 All 5/6 GHz Dual Band Tx-Rx fc58.9a18.4540 (V] () Automatic (6 GHz) 160 M

9166D1 5/6 GHz T2 7IL/\Y REZDERR

Ta27I5GHZ E—RICERTZAPEZI YV I LET,

[Role Assignment] T, [Client Serving] Zi#iRL £ 9

[Band Selection] ROy 7# Y A= a1 —h5 5GHz #i&IRL. [Update and Apply to Device] #2 Vv o LT

77 EARA Y MIHBERALET,

© 2023 Cisco and/or its affiliates. All rights reserved.

43/80 R—Y



Configuration = > Wireless~ > Access PointqiasisbVElfeElleRaeTellels
Slot ID 2
Vv All Access Points
Admin Status
Total APs:1 CleanAir Status
Number of Antennas Selected 4
AP Name : AP Model
MIMO 4x4
CW9166D1-FOAO ata il CW9166D1-B
P Supported Antenna Modes 1x1, 2x2, 4x4
1 10 v
Antenna Gain (in .5 dBi units) 18
6 GHz Radios Role Assignment
5 GHz Radios Assignment Method Auto
@ Client Serving
2.4 GHz Radios Monitor
Shiffer
V' Dual-Band Radios Band Selection | 6ghz v |
‘Gth
Total Dual-Band radios : 1 £ Dart Connector Status
RF Channel Assignment
AP Name : SlotNo : Subb
CW9166D1-FOAQ Ll 2 All Current Channel (37.33.41.45.49.53.57.61)*

& 46.
Catalyst CW9166D1 T® 5/6 GHz &2 7 LI\ R OFENHRE

6 GHz O—3I VU #E

AP ZRBH I 2IFH. 74 VL ARFODEREED 1 DiF. O—IVJ. D2FED. 74VLRI A4 7Y MHYIEN
[CIBFAZELEEIC. HDAPHISRD AP ICY—ALRICBENTDHETT, TEINEEELRI L.
WPA3 X7zl Wi-Fi 6E ZH/ R—k L TWEBRWI SA 7Y N2 R—MNITZVELNHZDENSETYT, CDLIR
UFUATIE, IRE24GCGHz HE/cIF5CGHz #&2FALTVWE 547V M3, 6GHz DA ZEST TV FICO—SI
VITEERA, Lich>T. RYNT—U%RETDEEF. TRTODTF VARSIV MHFIEHRELHY—HiE
LAY—DEF2VUTFAARTTIO—RFTAMLT. ThEDTAVLRI AT Y MIHINL Y UR—ILH K
WEDICTIRELHDIZGELHDET,

Wi-FiI6E 7 214 7Y T I\N1 X
IRE, SXTFELWI-FIGEVSA 7Y M TFNA ZADHBICHB>TWES, 9547V M TFINA RAIRFOT7 7—

AT RSANICEH TR LEEBEHLET., Wi-Fi 6E FIHD Ty 7 by 7H 6 GHz SSID 228 L 15 L\ES
ICi®AT. BIOS ZE#HIT S EHLBEFHLET,
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6GHz 7247 MDERRK

Wi-Fi 6E 7 514 7> k' Catalyst CW9166D1 77 £ XARA ¥ MMCEER T 5 TWSIEE. [Monitoring] >
[Wireless] > [Clients] > Wi-Fi 7 54 7~ k& 4R > [360 View] DJIEICEIRL T, Wi-Fi6E 7 5147V & LTH
EHITSNhTWRZ E&2EETEET,

TOXETIE., [Capabilities] D#EICH BT —4 3 [802.11ax - 6 GHz] T. T4 VLRI 47> hH Wi-Fi 6E X
R7—VICEEMITSRTVWEZEERLTVET,

Client

360 View General

General

MAC Address
Uptime(sec)
WLAN Name
AP Name

Client Performance

Capabilities

Fabric Status

QOS Statistics ATF Statistics

User Name

N/A

3a8f.780e.9e76 | Deauthenticate

1567 seconds

obss_sae
=8 AP687D.B45C.085C (Ch: 14
Signal Strength: -10 dBm Signal Quality: 96 dB

Ch BW(Negotiated/Capable): 20 MHz/20 MHz
802.11ax - 6 GHz

Disabled

5 47.

Wi-Fi6E 74 VLR IS4V X9 T7—%
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EET—-REOT

Catalyst CW9166D1 (&, Cisco Catalyst B E— KNS Meraki BEE— RI(C, /3Z0HICTHTEET, &
DHEBESINIEN—RD7ICED, AVTLIREBFLE V7V REBZXNICEIRTEET, £/, &T2D
DEBA T 3 VM. £7(d Cisco Catalyst BEIEE— K& Meraki BEEEE— REI TN EZ2S58ICHEAT. BRD
REREZRELIT,

N—=—Roz78®&ICE. 2D20T7—rN\—FT1423HhHHET, Cisco Catalyst /\—F 1 > 3 >/ C(F Cisco Catalyst

AA—IHBEEN, Meraki /N\—FT 4 ¥ aVICTlE Meraki 1 A—IDBEENET. T/N1 AAICIFE. 3 DDRES N
BELSHDET, 1 DEREEBE—RAT. 51 23RO APICFERENIHEEHR/ETT,

Cisco Catalyst 9166/9164/9162 Boot Procedure

Cisco DNA Partition

Product Management || Shared Config
’ Mode Meraki Config
[Ciso DNA | Meraki] Cisco DNA Config Nand Flash

Customer|
PO

- -
ACT2
(Keys, Certs)

ey S

Meraki partition

48.
Catalyst 9166D1 @7 — N FIE

FUOECARAVMIE 2 DOV V7 IESHEEHINTVET, Meraki VU 7 ILEBEIZEEICEREZS h. Meraki
Ty aR—RTFZHIY MADTINA ADEKRBRE, Meraki EEE—RICEETHIRTOTOCRICERINE
9, Cisco Catalyst 1) ZIILBEIFKFICEREE N, Cisco AN— K7 HOY hNE2FERALETS97VYRTLAR
&, Cisco Catalyst EEE— R ICBEHET 2 7O RICHFERAINET,

ROEIE, ZIVEARA Y FOBAICEH I N TV SERERERLTWET,
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Model/Modéle: CW91661-MR

cisco Cusco Catalysl 91661 Series Wi-Fi 6E Access Points
- T - ‘-’-'-""‘-U W M) -§ ~A
@ 00000000000 N\ C [H[
= ([ @ B4 C
""""" (1 oa ¥ CERTIFIED
[Q)l'. OO — e
f:? YY) i SITObes wel - =27 ‘:‘4:.
( € o3 ‘\W] chg NO ‘;{: .&fc?s:,\;{.a, t g
» b i T
e
]
[ 49.

Catalyst CW9166D1 D 2 DDV 7

Ml R A A Y

Catalyst CW9162lI.
Cisco Catalyst B E— K THBAT %1583,

=7

FRHIX 1 SKU

IWEEIE. LORID CWI1661 LERRTT,

CW9164l £7=ld CWI166l ZFERAT 2 EDNPEICE DT, X XLRFXIEAH D XTI,
SEXEFICIELL SKU ZFARAL TS,

-A Xig
-B Xis;
-E i3
-F Xig
-Q X%
-R XI5
-Z X5

-ROW [Xig

Catalyst CW9166D1 OFEDPED AV 7 Z54 7V ARFIKIFICOVWTIF, 74 VLR v
(https://www.cisco.com/c/dam/assets/prod/wireless/wireless-compliance-tool/index.html)

hr+5
KEETTILNY T
RN
AVRRYT

=F:N

av7
A—-ZANFVT7ELVCZa—I—-FUR
HF D Z Dfth Dtz

T3AT7VR Y=
ZERULTLEEL,
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Meraki [C(d. $FEDED SKU [EH D FtEA. -MRSKU OAHH D ET, Meraki ¥y ¥ aR— RICHEHKET D L.
Meraki D7V ECRARA Y M TlE. ZIOECARA Y FHIREBEL TCWBEHIFEFMICKRHEINET,

Cisco Catalyst EEE— R H 5 Meraki EEBEE— RADZLEHA
Cisco Catalyst EIEE— R H'5 Meraki BEBE— RADOZHR 7Ot X (E. Catalyst 9800 744 L X hO—5H
S5RITTEET,

. ’ Done from C9800 WLC
5 50.

Cisco Catalyst EIEE— KH S Meraki EIEE— RADTHDHEE

ZM7OERICT VLRI BICIE. ROFIEZXRITLET.

1. £9. 74YL RIY hO—7T [Migrate to Meraki Management Mode] ICIEIL £ 7,

Ethernet Application Visibility
Wireless Cloud Services

Custom Application

Monitoring Layer2 -~

Discovery Protocols Ication

‘9% Configuration VLAN mDNS
VTP

Multicast
@ Administration Radio Configurations NetFlow

" Python Sandbox
CleanAir

o o QoS
Licensing e ol

RA Throttle Policy
Media Parameters

Troubleshooting Network Tags & Profiles
Parameters

RRM

AP Join
Calendar
Routing Protocols EoGRE
Static Routing Flex

Multi BSSID
Security Policy
AAA Power Profile
ACL Remote LAN
Advanced EAP RF/Radio
PKI Management Tags
Guest User WLANs

Local EAP Wireless

Local Policy

Access Points
Threat Defense

Advanced
Trustsec

Air Time Fairness

Bulk AP Provisioning
Fabric

URL Filters

Web Auth

Wireless AAA Policy

Wireless Protection Policies Guest LAN
Hotspot/OpenRoaming

Media Stream

Mesh

Migrate to Meraki Management
Mode

¥ 51.
Cisco Catalyst ™5 Meraki NOZH - 7J—o 70—, A7y 71
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2. Meraki EE— RICZH#:19 % AP #iEIR L. [Migrate to Meraki Management Mode] #4J v 4o L9,

Configuration~ > Wireless~ > Migrate to Meraki Management Mode

© This workflow allows management mode migration from DNA to Meraki.

© Management Modes migrated in the past can be visualized in the 'Previously migrated APs' tab.

Migrate to Meraki Management Mode Previously migrated APs

Select APs @
Meraki Serial H
O AP Name ¢ Number AP Model ¢ UpTime ¢ IP Address :
APC4D6.6675.8A40 QBAH-JFPS-5RPV  CW9166D1-B OdaysOhrs 7. 26,043
mins 30 secs
Q5AA-26AR- = 20 days 19 hrs
O APCC9C.3EE7.6D40 2DVA CW9162I-B 35 mins 10 secs 10.26.0.11

1 [10 4]

Migrate to Meraki Management Mode

Base Radio MAC

6871.6132.e680

ecf4.0c0e.82c0

Country Code

¢ Ethernet MAC ¢ Misconfigured
c4d6.6675.8a40 No
cc9c.3ee7.6d40 No

of 2 access points ()

N}

52.
Meraki EIEE— R ICEH#T % AP 2 RIRLE T,

3. AvbhO—FICL>TAPHIRIEE N5, [Next] ZBIRLE T,

Configuration~ > Wireless~ > Migrate to Meraki Management Mode

© This workflow allows management mode migration from DNA to Meraki.

© Management Modes migrated in the past can be visualized in the 'Previously migrated APs' tab.

Migrate to Meraki Management Mode Previously migrated APs

Select APs @ Validate @

AP Name

Slot 0 Regulatory
Domain Check

Y CountryCode Y
Check

Base Radio Y Ethernet
Y MAC MAC

Y Meraki Serial
Number

APC4D6.6675.8A40 6871.6132.680 c4d6.6675.8a40  QS5AH-JFPS-5RPV

1 (10 4]

Y Slot 1 Regulatory
Domain Check

Validation Status: Completed

Y Slot 2 Regulatory Y
Domain Check

1-10f 1items

53.
Meraki BIRE— KADZTH: - WS
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4. BRRUITZIVEARAI VY NOEEZERELET.

Confirm Management Mode Migration

A

Are you sure you want to migrate the selected AP(s) to Meraki
Management Mode?

This will cause the APs to reboot and they will no longer be
manageable from this Wireless LAN Controller. Management
Mode migration will be attempted only on those AP(s) that
have passed country code check and regulatory domain
check on at least one slot. Click here to learn more.

Agree and continue

B

54.
Meraki BIRE— RADZTH: - W

5. &f&IC. Meraki DV V7 )V EESZEZEHDH. [Export] 20Uy I ULTF7IEARI VYN EZIT VR
R—MULET,

Configuration~ > Wireless~ > Migrate to Meraki Management Mode

© This workflow allows management mode migration from DNA to Meraki.

© Management Modes migrated in the past can be visualized in the 'Previously migrated APs' tab.

Migrate to Meraki Management Mode Previously migrated APs
Select APs @ Validate @ Export @

Vv Management Mode Migration Successful

s E Restart Workflow
Lo

Meraki Serial Y Cisco Serial Y Management Mode
AP Name Y Number Base Radio MAC Y Ethernet MAC Y AP Model Y Number Migration Timestamp
APC4D6.6675.8A40 Q5AH-JFPS-5RPV 6871.6132.e680 c4d6.6675.8a40 CW9166D1-B FJC27361NCN 10/24/2023 18:31:28
1 10 v 1-10f 1access points &

55.
Meraki EIEE— RADLTH - AF—H

Meraki v 2 2/ R—RTTFNA X ZBERTBHICERAETNS AP BHROI Y ZR— MIRFERBA T 3 vhish
NET,
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O Serial Number @ JSON O Export to Meraki Dashboard

[{" name" :" APC4D6.6675.8A40" ," mac" :" 68:71:61:32:¢6:80" ," merakiSerialNumber" :" Q5AH-JFPS-5RPV" }]

5 56.
THaT—% % Meraki v ¥ aR—RICTY AR—+

KDOEIE, Meraki v ¥ 2 R—RKRTEHBEINF AP ZRLTWET,

Access Points

Overview List Health Map Connection log Timeline

o Recommendations from Network Like Yours reduce latency by up to 40% Run diagnostics

0 offline (x] 0 Alerting o 10 online () 0 Repeaters

[ Q Search ] = Filters 10 results

Status v+ Name Model MAC address Connectivity (UTC-7) Serial number Local IP

(V] SJC14-F1-9166D1-J8 CW9166D1 68:49:92:7a:48:90 me—— QS5AH-HFAN-TSMG 10.70.2.108
(] SJC14-F1-9166-J1 Cw9o166l cc:9c:3e:ee:83:30 Q5AE-ZCFJ-Q6RL 10.70.2.114
o SJC14-F1-9166-J4 CW9166I cc:9c:3e:ed:6f:80 m—— QSAE-UXT3-JS2Y 10.70.2.109
o SJC14-F1-9166-J9 CW9166l1 cc:9c:3e:ee:9d:60 mE———— Q5AE-LX7Z-DUWM  10.70.2.105

K 57.
LR D Meraki ¥y 2 2 R— KD AP R7—4% 2

Meraki EHE— RKH 5 Cisco EHE— RAD T
Meraki BEE— KH 5 Cisco BIEE— RICEITT %I155(E. Meraki HR—BMICERULWEDELLZE LY,

WICERINEZHEE
Cisco BEHE— KNS Meraki BEE—RICEHTEEEF,. XD 2 DOBHOEBFBIEISEELTL S,

1. EUVVWEICETICBITISICIE. %9 APEMT7O774I/LT-ROW 7V RS Y FOEZEREL.
JO—NILEREE LTS,
a. fl:APESM7O774)LT-ROW % US EUTEREL. FO—NILERE LT S, BiTHh. EHIF AE &
LTRESINET,
2. JO0-NILERETEBOELGZRGFIXIZZERAT 2HE. IV bO—ZR1 77 ZARS ¥ b ORFIXIE
70—/l AP BORFIXIZZ —RHSEEXT,
a Fl1:APESM7O77/4ILT-EZUS ELTEHREL., V/O—NILEEZ US BLUFR &%, 81T
d, EIEFFRELTHRESNET.
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b. fl2:APEM7O774ILT-BAP%ZFREUTEHREL. F7O-/VLEREEZ USHBLUVUFR ET S, ¥
T, EIFUS ELTEHRESNET,

M & RF AT

Cisco CleanAir Pro & AI/ML EREID X % v VR

Catalyst 91361 TEA I /- Wi-Fi6E (6 GHz) IC& D, RFAEIBEELEZFT2ARY MLOEIME WD Fif-iig

BHEUFE U, ThET, Catalyst 9100 AP (&, Ny hFv T F v, AXRY NUEWR. THRE. RERHE

TAYVLABABEY AT A (WIPS) 4 E DERE% Cisco CleanAir® (Y7 ko x7) & RF-ASIC (/\—K

Jx7) ITRELTWE LT, CleanAir & RF-ASIC (&, 2.4 GHz &H & T 5 GHz D RF AIREICDO W TIEENQ

TWF L7, 6 GHz Tl&. Cisco CleanAir Pro & Al/ML EREND X F v VIERHAEA I N, COFLVLWARYT ML
(9T 1200 MHz) DEBICHBBNT A —I VY REREHNEELELTVET,

CleanAir Pro (&, 6 GHz & U 1200 MHz D ZARY MILOBAICHES T o7 <HUWVWEEICHRL L TRRETShizY
ThOT7TY, ZOEEEDE < 1F AI/ML EREID X+ VEIREEE L THEL £ 9 5. CleanAir Pro (3 Catalyst
9611D1 ICLZEETHEIMEL XTI, AIHD AP &LIZEAD . CleanAir Pro (& High-Efficiency (HE. 802.11ax)
JL—A%ZTFOA—KRT2ELHTEET, COMEEIL. WI-FIGEN HE 7L —ADH%EFRT Z1-HEETY,
REJIC X, WLC F7z(d Cisco Catalyst Center #0—RKF 2D TIEHE<. AP Y7 MU 27T ML XR—XDFHRED
TMENEEEMATN. THEREAMMTHIURILES KT,

Introducing Cisco CleanAir Pro
15 years of innovations and excellence carried forward

s ~N e L1l N\

L)
-©
°
|
I

Evolving Wi-Fi excellence into 6 GHz
RF ASIC-based excellence @ - Full 2.4-, 5-, and 6-GHz band support
Purpose built for 2.4- and 5-GHz wireless = Multiradio architecture

= Al/ML-driven scanning radio decoding
HE frames

- ML-based interferer classification, on AP

. J - J

X 58.
CleanAir Pro & CleanAir DREE L X)L D HLER
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Cisco Catalyst Center & Wi-Fi 6E

Cisco Catalyst Center (&, MTICEET 2 IRTICHWT BV RAIADRXY NT—0 EZHVYYT YT RDTT
9, Wi-Fi 6E DEA [CE 1 T. Cisco Catalyst Center J 1) — X 2.3.2 [3H S ZDEEAT 6 GHz 2 R—MULE
¥, Wi-Fi6E ¥ v aR—FK, 6 GHz TONT Y hF v TF v EART MNLBRDcODA VTV Iz hFvT
Fv. 6 GHz TOREH LV aWIPS DIRHHRE S LI EREENHDET,

JRIC. Wi-Fi 6E ICB9¥E$ % Cisco Catalyst Center DREEEDHIZ N DNRULE T,

Network Readiness AP Distribution by Protocol

LATEST  TREND

9.51% of APs are Wi-Fi 6€ capable

Wi-Fi 6E and 6
benefits

59.
Wi-Fi 6/6E v a/R—K : XY N T—I ORI & Wi-Fi 6/6E D A v ~EFRR

Capable to view
channels 1 to 233

60.
AR NIVEEIT : 2.4, 5, 6 GHz BEIF TR, RF ARI MILOIRIILF—%&BEL

ARG NIVERIEE, ATV Iz bF vy TF vty hO—8TT,
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= Cisco DNA Center Assurance - Dashboards - Health - User 360 | Qa o ®

Intelligent Capture: Grace.Smith Run Data Packet Capture & Oowriosd m X

oo ]

011 (oM 1 0 e 1) 00 0 b i Al L SRR IR

5 61.
T=INTY RNEFYTFv  BEESIhTOWERWT—INNT Y e Vv TFv

F—INRTYRFVPTFviF, AVTIVIz VY TF ety bO—E8TY,

Claco ONA Cend Assurance  Dashbosds - Rogue and WSS 2 »

Theeat 360: Mac 00:FE:CB:2E:13:22

Tovest Lowet Trvest Tyse Vendor Count Lont Raparned

High threats
by category

Ostactons (1)

Threat level
details

& 62.
NIEEEE aWIPS : 2.4 GHz & 5 GHz 7217 TR <, 6 GHZ [CDWTHRIERD T4 VL ZDEFH Z &

FIEEBE aWIPS ¥y & 2 R—K
¥ :

« Cisco I0S XE 17.9.1 & & U Cisco Catalyst Center 2.3.4 TYU U —X S hi-IERELEEEICOWTIE. TDH
ARD TYTRTI7YVa—2avoaE#E] 28BLTEIL,

o EHELHEEICDL\TIL. Cisco Catalyst Center D 1—H—H A RZSBL TS,
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Internet of Things O#HH

Cisco Spaces TOREt >V — & [loT Services]

Catalyst CW9166D1 ICHAAAENTVWBIRKTDRE. EE. RED 3 DOIREL V¥ —»H' Cisco Space DEHEE
IVTICHEINET. COMBICED., BRIR—IVILBRABRDIVARYIVAT, HBICAT7 1 ZAHIFEHERD
BEMDI—RAT—2A%ZHME LT, REBIELRIEZBETEET,

RDEE, Catalyst CW9166D1 ICHAIATNT- 3 DDIREL VY —DFFlEZRLTWET,

Air quality

The built-in Gas Sensor Module will enable
the reading of Total Volatile Organic
Compound (TVOC) concentration and Indoor
Air Quality (IAQ) rating.

The built-in module is a fully calibrated
sensor with the ability to measure the
relative humidity in the air.

The built-in module can also capture the
temperature to provide a reading of the
environment remotely.

63.
Catalyst CW9166D1 DIRiEL v H— D=

p g

« BIEtYHY—DHYR—NIE, CiscolOSXE U U—2Z 17.9.1 YLETHERETZXY,
e TYH—HEESNDIVUT7IE. AP OtOAZEE BN TWNET,
KORIE, BEDF7 I ERARA Y MNIEITS Cisco Spaces DIEEL Y H—F—42RULTVWET,
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Approximate measurement of TVOC in PPB ]

R

Total Volatile Organic Compounds ©

I<

657 PPB

Updated at: Apr 12%, 2022 08:50:53 PM

a few seconds ago

3.26

a few seconds ago

Updated at: Apr 12th, 2022 08:50:53 PM

& J

28.6%

Updated at: Apr 12th, 2022 08:50:52 PM

a few seconds ago

Vs
\

Temperature

22.8°C

a few seconds ago

Updated at: Apr 12th, 2022 08:50:52 PM

64.
Cisco Spaces ORIEL Vv H—F—%

RDOB L, Catalyst CW9166I &5 & U CW9166D1 h 5 Cisco Spaces NDFE VY —F— 5 DEEAEERLT

Wxd,

Cisco DNA Spaces

Spaces Connector 2.3.2

Catalyst® 9800

Catalyst 91661/D1 AP

Configuration/
Sensor data

e ——

NETCONF/TDL CAPWAP g
* Contguraton) ~1- T Contgurations B
onfiguration, onfiguration, K

Sensor data* Q00000 Sensor data*

(*) Sensor data is sent to C9800 via CAPWAP, Spaces Connector subscribes to the Yang models and get the data via telemetry, then sends to the data
to Cisco Spaces Cloud via the HTTPs tunnel where is shown in the Dashboard

65.

Catalyst 9166D1 OREL VY —D hROY

Catalyst CW9166D1 (Cl&. Cisco Spaces O [loT Services] 75 v k7 a#—AHY—ERXEHAEDLETHEATES
loT EZRHIHHHAETNTWET, [loT Services] I, ERDORV ST —, 7x—AT770%. F7/0y—=7OK3)L
? loT Services (IoT) TNA A ZBETEZ5LDICHKFShTVET,
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[loT Services] A TId. Catalyst CW9166D1 # XX v+ VY E—RF/IFEEE—RICTBENTEET, EEE—
KR TIZ. AP (% iBeacon, Eddystone URL, & U Eddystone UID A7 7A L2 7 O0—RFv A NTEET, X
FrYvE—RODOHE., AP [FEBEDMD BLE 7/X\A X ZXF v L., ZO7E—QVHSTLARMNIT—HZZELE
9, TLAMYUF—%Id Cisco Spaces TFIA—KTZXY,

Catalyst CW9166D1 Tld. 727t ARA4 ¥V M CiscolOx 77U —Yav%4 YA L—)L9 % [Advanced AP
Gateway] BEEEBNICT BE. T4 VLR 0T FNA REBEBHLURETEET. Thickh, 1—H—Fax
SFEBRYT—DEBOT— bV 14 2 FHT2FEIEITET,

?f Configure as a > Enable Catalyst 9100 Access Points as a
S BLE Gateway Base or Advanced AP Gateway

Scan for information from nearby BLE
devices and stream that data to Cisco DNA
spaces and/or transmit BLE signals from
Catalyst 9100 Access Points

-
- Configure the BLE devices from Cisco DNA
>

Bluetooth

Spaces and remove the need for multiple
Gateways

66.
Catalyst CW9166D1 DHAHAAH loT EIRDHLAE

RO L. Cisco Spaces TTFA— R &N/ BLE FNNA ANSZELLETLAMNIF—YE2RLTVET,

v Sensor Information

88 % 25°C Apr 12th, 2022 07:33:33
PM
Updated at: Apr 12th, 2022 08:03:38 Updated at: Apr 12th, 2022 08:03:38
PM PM
Updated at: Apr 12th, 2022 08:03:38
PM
na(« Double Tap () @ Acceleration (O
18+ hrs 18+ hrs Coordinates Sensitivity
(X,Y,2) 16
(-4, 3, 63)
Updated at: Apr 12th, 2022 08:03:38 Updated at: Apr 12th, 2022 08:03:38
PM PM

Updated at: Apr 12th, 2022 08:03:38
PM

67.
Cisco Spaces @ BLE F L A KU F—%
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RO L, Catalyst CW9166D1 h 5 Cisco Spaces AND BLE F—#% DX{EHEERLTVET,

: Catalyst 9100
Cisco DNA Spaces Catalvst® 9800 Y
Spaces Connector 2.3.2 v Series AP
Firehose .
APl HTTPS NETCONF/TDL i CAPWAP BLE Radio
Cisco Spaces 2R
hEl S D R > 00000 4-------- 4 | Bluetooth I <--
' Configuration/ D m—— Configuration/ Configuration/ H
. AP data/BLE data A AP data AP data !
i - GRPC . ./
: v
| )
BLE data* 6 O
O =
Partner BLE/loT
Applications Devices
(*) BLE Floor Beacon data is sent to the Cisco Spaces Connector, then sends to the data to Cisco Spaces Cloud via the HTTPs tunnel
where is shown in the Dashboard

68.
Catalyst CW9166D1 F/ROT D loT #E4R

BiEw Y —¢& loT EEDM A T, Cisco Spaces & loT H—EXZRET B2MNEMNH D FI, Cisco Spaces &
[loT Services] MEREFEICDOVWTIE, KDAA KESBLTL S [RE]L

https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/DNA-Spaces/cisco-dna-spaces-
config/dnaspaces-configuration-quide.html

https://www.cisco.com/c/en/us/td/docs/wireless/cisco-dna-spaces/iot-services/b iot services.html
Cisco Spaces T loT EFE X/ IIRIBL Y Y —2BMICT BICIE. Cisco Spaces D [loT Services] THED 7V &
ARA Y MTHEENL. [AP Beacons] R—I TRIEEEE A VICT DD, FE—FETEIICT 2% ERLET,

KO, BEDF7 I ERARA >V M%ZEN LT Cisco Spaces M loT ERF - FBEBEC Y Y —2FME - IZEMICTS
FEERLTVET,
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&b Spaces

*  Dashboard v Digitization Stat

© 18

Home 18 Locations

O Location Hierarchy
G Integrations

~  Monitor

~
s D
2

Admin Management
Enhance your customer expe

loT Services

{@} Setup

About loT Services

loT Gateways

Device Management

Device Monitoring

X 69.
Cisco Spaces @ loT Services

Home Devices Groups Policies Settings

\A/

Floor Beacons AP Beacons Wired Devices @

All Campuses

5 70.
Cisco Spaces O [loT Services] F® [AP Beacons]
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Floor Beacons AP Beacons Wired Devices @
All Campuses
[ n
All Profiles AP Sensors |Beacon
4 9 0
\
Disabled
0
AP Name contains 9166 Save as New
List View Map View v Filters Actions v Bulk Request History
D Mac Address AP Name = BLE AP Model
D 10:f9:20:fe:83:a0 AP-SJC14-F1-9166-01 « Enabled CW9166I1-B
71.
[loT Services] ® AP 7O7 71 )L
v| Settings
Sensor
BLE
BLE mode
Scan -
@)
Scans for nearby bluetooth devices N2
Transmit
Only does beacon transmitting Enable
Dual
Does both Scan & Transmit Enable
72.

Cisco Spaces T Catalyst CW9166D1 Mt > H—F 1= BLE #aE &2 & 1L
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KDL, [AP Beacons] X— T Cisco Spaces D loT G X /- dBIE Lt v — 2 —E CANE - IIEMICTBA
EERLTVWET,

= cisco. Spaces

*  Dashboard v Digitization Stat

© 18

Home 18 Locations

QD 2

Location Hierarchy

B

Integrations

b Monitor

8 Admin Management

s D

Enhance your customer expe

loT Services

{@} Setup

About loT Services

loT Gateways

Device Management

Device Monitoring

5 73.

Cisco Spaces @ loT Services

Home Devices Groups Policies Settings

Floor Beacons AP Beacons Wired Devices ©@

All Campuses

5 74.
Cisco Spaces O [loT Services] F® [AP Beacons]
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Floor Beacons

All Campuses

AP Beacons

Wired Devices @

All Profiles AP Sensors IBeacon Eddystone U
7 9 0 0
Disabled
0
AP Name contains 916 < Save as New
List View Map View Filters Actions v Bulk Request Histor
] Mac Address AP Name e N AP Model Profile Type
nag L
S >
10:/9:20:fe:9b:40 AP-SJCI Anage sensor CWa1641-B Scan
inage Profile >
10:f9:20:fe:a3:80 AP-SJC14 : CW91641-B Scan
rbute
. Delet
10:9:20:fe:9a:a0 AP-SJC14 CW9164I1-B Scan
ar Pending Config
10:9:20:fe:83:a0 AP-SJC14 CW91661-B Scan
- 7

Cisco Spaces T® BLE /i3ty U —iE0—iZEWL - T EML

RDB L. Cisco Spaces Smart Workspaces 7 77U —vave, Z77UT5—avRTD

BLE loT fi&DERAEZRLTVWET,

~ 4th Floor

Occupancy

LOW

Indoor Air Quality

‘ Meraki San Francisco SFO12

loT enhanced hybrid work experience
Catalyst 9100 Series Access Points integrate with Cisco Spaces
for back-to-office use cases

nchor Steam

Available:

Catalyst® 91661/D1 has built-in
environmental sensors that feed
Cisco Spaces data

76.

Cisco Spaces Smart Workspaces

Cisco Spaces Smart Workspaces DFFllICD WL\ TIE. FLE@F@TEEV I IR NT B,
https://dnaspaces.cisco.com/smart-workspaces/ Z#ZB L T Z& Ly,
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Cisco Spaces ZEA UL WSS OEIEL VY —& loT &R

1—¥—(3. TFILEBETL A N UEFFALT Catalyst CW9166l DBtV F—F—§EHTZH 54 7L,
gRPC. gNMI, Z%7=I% NETCONF T YANG %4} L T Catalyst 9666D1 77 £ AR A ¥ hhSF+ 7F v+ & h 3 BLE
TINAAT—=52YTRIVSA14TTEEY,

BBV —& loT ERIE. 74 VLR O-SHhS5APEMT7AT77AILENLTT VARSI Y N TEHT
AVICTBIENTEET, 21— —(F, WIC TIETFFLANY B TR0V T avEERLT. TLAKY
F—45% Telegraf BEDL V—NICEETEET, LY—NIE. WLC i SEEEYY—F—4 F/(d BLE F/\A
AT—HEREL. ZO0T7—572@YRB7 A —FAICEELTHERTESLSICLET,

ROETIE, BLE F—4# A Catalyst CW9166D1 5 T7A VL XY MO—FITEES W, BEEICEESINT
W9,

Catalyst 9100 Series AP Catalyst® 9800
_ . 4 I
$ Via YANG with NETCONF/gNMI/gRPC Receiver
CAPWAP NETCONF/gNMI/gRPC
[ Fseree——— 2FR — [ Example:
............................ < Telegraf
— Yang Suite
(Optional)
. Send data througha i Example:
E gg;]]gozcigisvsi:sv\}gg database andto Influxdb
Environmental Air Quality Data* browser customized dashboards ;
Environmental Sensor Telemetry Example:
m=| """"""""""""""""""""""""""""""" Grafana
AP Product =
- J
Catalyst 9166I 17.9.1
Catalyst 9166D1 17.121
* Environmental sensor capabilities only on Catalyst 9136 and 91661/D1
& 77.

ETIIEREIRTL ALY
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ROFEIF, F7A4VLRAAYMO—FTOIETFFLARNY 729U T a v ERLTWET,

Example ietf telemetry subscription in the WLC to send
telemetry data to Telegraf

9800#conf t

telemetry ietf subscription 20

encoding encode-kvgpb

filter xpath /wireless-access-point-oper:access-point-oper-

data/ap-temp

source-address 172.16.99.3

stream yang-push

update-policy periodic 5000

receiver ip address 172.16.99.11 57500 protocol grpc-tcp

5 78.
TAVYLRAOAYMNO—=FIETFFLARNY T2 U T3 vnfl

MTIC. FORTERENhTWSOY Y ROBEEHIALET.,

telemetry ietf subscription 20 : IXTO{REZ/IN—THL LT 1 HBOTFT—9 2 ANV =V TFTBHTRIUT
3> IDTY,

encoding encode-kvgpb : Zhd, LI —/NICKk > TERAEI NS lcisco_telemetry_mdt] NTEES TV
d—R&E—HUZET, KVGPB (&, F—1{E Google Protocol Buffers Z%& L X7,

Iter xpath /wireless-access-point-oper:access-point-oper-data/ap-temp : Ch (. XEITST—5 T,
AP BRET—% D xpath T9,

source-address 172.16.99.3: Chid. 74 VL AOAVY rO—SDBEEA VY —T 1A ANST—H BIXET DIE
FiT9Y,

stream yang-push : YANG Z{#HLCT7—4%%Z A MU -V JLZET,
update-policy regular 5000 : 5 & ICFHFLWTF—F ZXELE T,

receiver ip address 172.16.99.3 57500 protocol grpc-tcp : grpc-tcp Z{ERALTL Y—/AHKY v X LTS
R—b (TCP57500) TL Y —/\ (172.16.99.3) ICF—9 &%{ELET,

BRI, KROBREF—F P BLETF—9RE, 74AVLAOAY NO—IHh5DMDF—7ICHLTIDHTRI Y
ToavEERTEEY,

XOEIE, APEM7O7 74 TOREBEL VY —DEMELOAZEEZTRLTVET,
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Enabling the Air Quality and Temperature Sensor

on AP Join Profile

9800# conf t
9800(config)# ap profile default-ap-profile

9800(config-ap-profile)# sensor environment air-quality
9800(config-ap-profile)# sensor environment temperature

& 79.
TLANUTF—=% AP 707 7 1 ILOFRE

ARROBEVEECL Y —28MICTR L, I—F—RBHBEDLY—/NICAFETFFLANY YT7R7 VT3

vEERL. RIEEYY—D5Draw T—9 ZRIETES L DICHDET,

RKEDRBEBET—4 D xpath (& /wireless-access-point-oper:access-point-oper-data/ap-air-quality T9,

BEF—4 @ xpath [£ wireless-access-point-oper:access-point-oper-data/ap-temp T,

RDE I, Catalyst 9800 74 VL XY hO—5h 51X ES . Catalyst 9166l IRIE >V —hSNES -V

TIWNDEET—5%ZRLTVWET,

Example Environmental Sensor Temperature
Telemetry Output

"ap-mac": "XX:XX:XX:XX:XX:XX",

"event-type": "access-point-oper-data/ap-temp",
"humidity": "28.743200",

“temp": "39.496500"

= Humidity
- Temperature

57 80.
BEFLANITF—HDHAN

KRDOBEIE, Catalyst 9800 74 VL XdY hO—FHh5XESH

Y 7INDORSEDBBET—7%ERLTWVWET,
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Example Environmental Sensor Air Quality
Telemetry Output
"ap-mac": "XX:XX:XX:XX:XX:XX",

"event-type": "access-point-oper-data/ap-air-quality",
"rmox 0": "1018991936.000000",

"rmox_12": "90387552.000000",
Uil Y8, 051500Y,

"etoh": "0.633100",
"tvoc": "1.190300"

& Air Quality b
- IAQ (Calculated Air Quality)
- TVOC (Total Volatile Organic Compounds)
- ETOH (Estimated Ethanol)
- RMOx values (Mox Resistance values as raw data)

5 81.
RIOREFLAMNYF—5DHA

KORIE, 747V LAY MO—5TO BLE OB AEERLTWVET,

Enabling the BLE Radio on the Wireless Controller

9800# conf t

9800(config)# no ap dot15 shutdown

X 82.
74 VLR bO—5TO BLE EREOERE

JA4YLRAAY M A—5 ¢TI ARA Y M TBLE E#EDFEMICHRDE, I—HF—IBFEDL —/NICHEIF 7= IETF
FLANY YTZ29U T avaEERL. 7I9ECARSA VMDD BLE £RICLK>TAF vV EhBFEED BLE &Y
HY—hS5Draw F—YZHETEEY,

BLE 7—% O xpath (. wireless-ble-ltx-oper:ble-Itx-oper-data/ble-Itx-ap-streaming T9,

ARDBEF. Catalyst 9800 74 YL XY hO—FH 5AFSh. Catalyst CW9166D1 loT EiRM SNES Nt
Y7IDBLE 7= %ZRLTWET,
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Example BLE Telemetry Output

"event-ty = x onconn-ind",

"addr-type":

"rssi-value":

"adv-data":
138, 249, 80, 29,
}

« Advertisement Data (adv-data): Received iBeacon or Eddystone values

______Eddystone
« UUID « UUID

* Major

* Minor

57 83.
BLEFLANUF—4DHA

0
pi==]
PN |
c

7OJSEVTFAEETFIVEFHEFLANIOFMRICOVWTIE, UTOAY74FalL—Yay H4R%E
TL £& Ly, https://www.cisco.com/c/en/us/td/docs/ios-

xml/ios/prog/configuration/178/b 178 programmability cg/m 178 prog ietf telemetry.html
PTVr—0ay RAT4 vV ERTBIIVI—T 34 X714V L X loT

Catalyst CW9166D1 Tl&. CiscolOXx 77U —a vz 7oy M 74—AICO—RULU., 1oT—k7x14ELT
BEESEZZETIOT DI—RT—RZBRTEET, INSDIOX P TV T —aviE, AP @ USB R— ~(TH
i nfc RF-USB RV JILEBEL. BB loT FINA REBETEFXT, loT TN ZADT—5F. AP EZNLT
Ny I Ty RY—N—ITEEShF T, Catalyst CWI166D1 Tld, USBR— K~ IEEEH45W DEAHEHALET.

T7IVT—=23aY RAT4YTDI-RT7—RICIFE. BEFHILZERLI/NEER, RIEEV Y- UTILILA
07— a3 vzFERUCEEERE,. BEONAYIZEHIT5EREERENHDET,

RDEIE, Catalyst CW9166D1 TDF7 TV — 3y RAT 4 VI DEARMROYZEZRLTVWET,
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Catalyst 9100 Series Access Points support application hosting
for an enterprise wireless loT experience

(I Cisco Catalyst
Center

| ity

Catalyst® 9800 Series WLC

I

RF USB
connector

Docker-based AP Product IOS-XE Release | Cisco Catalyst
docker t Center Release
gateway Catalyst 9100 Series
C9136l 17.8.1

4—

(« & )

Access Points 234
CW91641/91661 | 179.1 235
B O oTdevices |CWO162I 1792/17.101 | 236
CW9166D1 17.12.1 237
<
[ Cisco Catalyst Center for application management
J

7 84.
FTVr5—3y RRAF4 VT

Catalyst CW9166D1 T®D I0x 7L —A7T7—2Y DHR— K&, CiscolOS XE Y J—2X 17.12.1 KU Cisco
Catalyst Center U 1) —2X 2.3.7 YR CHHATE XY,

TTVT—23 Y IRAT 4 VT DFMICONTIE. /KUD-’EFJ\ﬁ*fI*E%E”bT(T_éL\

YA MEEE—K

Cisco Catalyst 9166D1 (&, ¥4 FAELEMIENZFHLWE—RZHR—FLTVWET, COE—ROBERIFE. 1D
DT7VEARSA VN EFRALTIAVLAGA MART AN ZEITTESLSICLT, Ay bO—5ZFEHLELT
b, RFGHE. 97147V REMARN) Y IREZIBIETEZSLIICTEZIETYT, COE—RIE. AP ZHIRfFE X
FUR7OVE—RICE#EL, 24GHz, 5GHz, LKV 6GHzZD SSID 27 0—RFvARTEBRLIICLE
9, U1 MAEE—R T, Y4 MNABDORELEBICHERINTOFHIEMIRE S, BBR Ny 7Y F/ld PoE
A4y FR—BF) [CHBEREMOESEZEIBRTEEXET. chickh, A—HF—F AP ZERELXE/N\yFTUNv Y
TYTOWTNAZHALREICEAL, T4 MRAETAMNEZERITTEET,

Catalyst CW9166D1 A'H« FAEE— R DIFE. RED AP O WebUI [C7 7 ERXULT. RF ALy I LEHE
I3 FSFLRF AN YOI ERRTEET,

INSDREICIE. FrRILES., FrRIVIE TxEAN. SSID. F—=FL—bHEENET,
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-ICIIIS-éI‘;- Cisco Access Point WebUI Home Configuration Event log
17.12.0.100

Configuration
AU Login
2.4GHz
2,46 username odmn |
- passuare E—
6GHz
Radio
SSID Radio Interface 5Ghz
Status Enabled v
DHCP Country United States (US )
Power Type PoE/Full power mode
Backup/Restore 802.11 n-mode

802.11 ac-mode
802.11 ax-mode
Bandwidth

Channel Selection Auto v

- Nmiimjm
P SIS
gmmm
glg|z|=
Jlee|a
g|8]&
<lell<]l<

Tx-Power Level
Configured TxPower(dBm)

N
=
a
@
3

Data Rates

6 Mbps (Mandstory
9 Mbps Supported |
12 s (Mandstory |
16 Mbps Supported |
24 Mops (Mandstory |
36 Mops Supported -]
48 Mops Supported -]
54 Mops Supported -]
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%4 MEEE— KD Catalyst CW9166D1 ® [Configuration] R—</

RDOFIETIE, Catalyst CW9166D1 D AP ZH 1 MRABE—RICERT B AEICOVWTHALET,
1. AP ZH A FABEE—RICZELZYT (APDOCLITOYY RAZER{TLUZXY) : ap-type site-survey
2. EE&. AP (C1E 10.0.23.1 OFER IP ABEFRIICEID Y TSN E T,
3. AP H' C9166_site_survey SSID D7 O—RKF v AN EFBALET.
4. T4V LRI T4 7 k% C9166_site_survey SSID [CHEfrd D &, 10.0.23.0/24 5 IP #ZELET,
5. 10.0.23.1 Z* LT AP OY 1 hAE WebUI L7V ERALE T,
6

VEIOF7 A NDI—H—% LI T—KIE admin/admin T9 ., RIOOT A VEIZ. BRE2THRWNE
DINAT—RZEZYEY FTBLIEETREINET,

7. TTULRS, AP %Z CAPWAP E—RICRL. Ay bO—JICHBEERLUES (APCLI) : ap-type capwap

WLC I[CEHFELTWSEZICAP YA MABE—RICEBREI D &, AP IEFERERESNh T, XY RK7OYEF—FK
IR ET,

VIR 7VYYa—yayoE#ET

CMIATIL, Cisco Catalyst 9166D1 7V ARSI VY NEBERMDH BV 7 D 7 EEZDN—2 a3V RULET,

5 8. VIhox7 HR—bThUY IR
72t XRA |Cisco IOS XE Cisco Cisco
> Catalyst Spaces JX
Center %4
Catalyst 17.12.1 - 2.3.7 Sz L 11.0.0-154 3.0 (2023 & 2.6 &
CW9166D1 5RH)
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BLE
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= Air Marshal
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- (BARAY Meraki Xy 1
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Cisco Catalyst WLC/\—K7ozxz” |(WLCY7bhozx7 APE—K
Center

Application Cisco 10S XE 17.12.1 O—#A)JL (FlexConnect &7 7
Experience Yy D R—KMIO—KTy 7’
LiZH3)
FZF7Ur—vavor 237 AireOS - -
izl
Cisco 10S XE 17.12.1 O—AJL. FlexConnect, 777
w9
Rogue 2.3.7 AireOS = =
(CleanAir % fF) Cisco 10S XE 17.12.1 O—AJL. FlexConnect, 777
Uy
aWIPS 2.3.7 AireOS - -
(CleanAir % f£F) Cisco 10S XE 17.12.1 O—AJL. FlexConnect, 777
w9
Wi-Fi6 ¥y ¥ aR—K 237 AireOS - =
Cisco 10S XE 17.12.1 O—A)JL. FlexConnect, 777
Vv
TA4VYLRARXRYbI— 237 AireOS - -
J H—EZXNm
Cisco 10S XE 17.12.1 O—AJL. FlexConnect, 777
w9
TJ4VLAX3IDIYYS O—RKRIv7 AireOS - O—AJL. FlexConnect, 777
Uy
Cisco 10S XE 17.12.1 O—#)L. FlexConnect, 777
Uy
True Trace 2.3.7 AireOS - O—AJL. FlexConnect, 777
Uy
Cisco 10S XE 17.12.1 O—AJL. FlexConnect, 777
w9
Webex® 360 2.3.7 AireOS - O—AJL. FlexConnect, 777
Vv
Cisco I0S XE 17.12.1 O—#)L. FlexConnect, 777
Uy
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Jx7 Center

Al EXEN B DR AireOS
Cisco I0S XE 17.12.1 2.3.7
fYLT—=U LA Aire0S - -
Cisco I0S XE 17.12.1 2.3.7
E—bvv7 Aire0S - -
Cisco I0S XE 17.12.1 2.3.7 O—#Jb. FlexConnect.
E7 DL Aire0S - - 77TV
Cisco I0S XE 17.12.1 2.3.7
Xy bT7—7 OB (LEIE M AireOS - -
1 hOLEI )
Cisco I0S XE 17.12.1 2.3.7
Al BRENEDNR—Z 51 AireOS - -
Cisco I0S XE 17.12.1 2.3.7
®12. Catalyst CW9166D1 0¥ 54 7Y AT EHBEI R v I X
T T
Apple Analytics AireOS
Cisco 10S XE 17.12.1
Samsung Analytics 2.3.7 AireOS =
Cisco I0S XE 17.12.1
Intel®° Connectivity Analytics O— K<y Aire0OS -
Cisco I0S XE 17.12.1
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9166D1 Radiation Pattern at 2.4 GHz (client serving)

Catalyst 9166D1 Series Wi-Fi 6E Access Points Catalyst 9166D1 Series Wi-Fi 6E Access Points
2.4 GHz - Elevation 0° - Client Serving - Normalized 2.4 GHz - Elevation 90° - Client Serving - Normalized
) 0

X 86.
CW9166D1:2.4GHz 7/ SA4 7Y h—ERE (XOv k 0)

9116D Radiation Pattern at 5 GHz (client serving)

Catalyst 9166D1 Series Wi-Fi 6E Access Points Catalyst 9166D1 Series Wi-Fi 6E Access Points
5 GHz - Elovation 0° - Client Serving - Normalized § GHz - Elevation 90° - C;'enl Serving - Normalized
0

270

= 87.
CW9166D1 :5GHz /S 7Y h—EREE (ZOvY ~ 1)
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9166D1 Radiation Pattern XOR 5 GHz (client serving)

Catalyst 9166D1 Series Wi-Fi 6E Access Points Catalyst 9166D1 Series Wi-Fi 6E Access Points
5 GHz - Elevation 0° - XOR - Normalized 5 GHz - Elevation 90° - XOR - Normalized
0

[ 88.
CW9166D1 :5GHz 7/ S/ 7Y h—ERER (ROvY + 2)

Catalyst 9166D1 Series Wi-Fi 6E Access Points Catalyst 9166D1 Series Wi-Fi 6E Access Points
6 GHz - 0 - Radio - nal 6 GHz - ion 90° ing Radio - al
0

= 89.
CW9166D1 :6 GHz 7 S/ 7Y h—EREE (ZOv b+ 2)
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9166D1 Radiation Pattern at 2.4 GHz (IoT Radio)

Catalyst 9166D1 Series Wi-Fi 6E Access Points Catalyst 9166D1 Series Wi-Fi 6E Access Points
2.4 GHz - Elevation 0° - loT Radio - Normalized 2.4 GHz - Elevation 90° - loT Radio - Normalized
0 0

[ 90.
CW9166D1 : 2.4 GHz Al/ML ERE/D X & v v &g

Catalyst 9166D1 Pattern Compared against 9120AXE ANT2566

Catalyst 9166D1 Series Wi-Fi 6E Access Points Cisco AIR-ANT2566P4W-RS
2.4/5/6GHz Indoor Directional Antenna Dual-Band Directional Panel Antenna, Four-Port RPTNC, SIA
Elevation 0° Elevation 0°

2.4GHz - Slot 0
5 GHz - Slot 1

= = = = 5GHz-Slot2 2.4 GHz - Slot 0

5GHz-Slot 1

5 91.
CW9166D1 : Cisco AIR-ANT2566P4W-RS & HEg L 1=/8% — >
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Catalyst 9166D1 Pattern Compared against 9120AXE with ANT2566P4W

Catalyst 9166D1 Series Wi-Fi 6E Access Points Cisco AIR-ANT2566P4W-RS
2.456GHz Indoor Directional Antenna Dual-Band Diroctional Panel Antenna, Four-Port RPTNC, SIA
Elevation 0 Elevation 0°
10 10

5 92.
CW9166D1 : ANT2566P4W % #£#; L 7= Cisco 9120AXE L LB L fo/X7 —

Catalyst 9166D1 Pattern Compared against 9130AXE with C-ANT9103

Cisco C-ANT9103
Catalyst 9166D1 Series Wi-Fi 6E Access Points Four-Port Dual-Band Polarization-Diverse Array Antenna
2.4/5/6GHz Indoor Directional Antenna Elevation 0°
Elevation 0° 10

2.4 GHz - Slot 0
=————  5GHz-Slot1
= = = = 5GHz-Slot2

X 93.
CW9166D1 : Cisco C-ANT9103 & KB L =/Xy —>
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