Configurazione di SAML SSO su Cisco Unified
Communications Manager con ADFS 3.0
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Introduzione

In questo documento viene descritto come configurare Single Sign-On con Active Directory
Federation Service (ADFS 3.0) con I'utilizzo di Windows 2012 R2 su prodotti Cisco Unified
Communications Manager (CUCM), Cisco Unity Connection (CUC) ed Expressway. In questo
documento sono inoltre illustrati i passaggi per configurare Kerberos.

Prerequisiti

Requisiti
Cisco raccomanda la conoscenza dei prodotti Single Sign-On (SSO) e Windows.

Componenti usati

Le informazioni fornite in questo documento si basano sulle seguenti versioni software e
hardware:

- CUCM 11.5

- CUC11.5

- Expressway 12

- Server Windows 2012 R2 con questi ruoli:
- Servizi certificati Active Directory
- Active Directory Federation Services

Le informazioni discusse in questo documento fanno riferimento a dispositivi usati in uno specifico
ambiente di emulazione. Su tutti i dispositivi menzionati nel documento la configurazione € stata
ripristinata ai valori predefiniti. Se la rete € operativa, valutare attentamente eventuali
conseguenze derivanti dall'uso dei comandi.

Controllo preliminare della configurazione

Prima di installare ADFS3, € necessario che questi ruoli server esistano gia nell'ambiente:
-Controller di dominio e DNS

-Tutti i server devono essere aggiunti come record A insieme al relativo record puntatore (un tipo
di record DNS che risolve un indirizzo IP in un dominio o un nome host)

Record A

In fhlab.com. sono stati aggiunti gli host cmpubhcsc, cmsubhcsc, cucpubhcsc, cucsubhcsc,



expwyc, expwye, impubhcsc e imsubhcsc.

£ DNS Name Type
4 i AD . _msdcs
4 | Forward Lookup Zones || [T sites
b (o) _msdes.fhlab.com || [ tep
J:_, fhlab.com B
b -_J _nl'|sd.:5 | DomainDnsZones
b —I Shes _ ForestDnsZones
b - P | (same as parent folder) Start of Authority (SOA4)
| _udp d
L - . ﬂ{s&me as parent folder) Mame Server (N5)
b | DomainDnsZone: P
—-— Q{s&me as parent folder) Host (A)
b || ForestDnsZones .Cl J P H a
4 | Reverse Lookup Zones . ost (A)
| 228.89.10.in-addr.arp|| = cmPubhesc Host (A)
b ] Trust Points gcmsubhrjr_ Host (A)
¢ | Conditional Forwarders ] cucpubhese Host (A)
b E Global Logs i | cucsubhesc Host (A)
Dupw: Host (A)
Dupwt Hast (A)
| |imppubhesc Host (A)
| |impsubhesc Host (A)
Record puntatore (PTR)
£ DNS Name Type Data Timestamp
4 i AD £] (same as parent folder) Start of Authority (SOA)  [14], adfhlab.com, hostmasterfhlab.co..  static
4[] Forward Lookup Zones || ] (same a5 parent folder) Name Server (NS) ad fhlab.com. static
b Q msdesfhlab.com || £]10,80.228.144 Pointer (PTR) expwychiab.com. static
4 g _T'ﬂh-m 11089228145 Pointer (PTR) expwyeShiab.com. static
b (o msdes E11049228.14 Peinter (PTR) cmpubhesc fhlsb.com. static
b shes 11080228147 Pointes (PTR) emsubhese fhlab.com. static
&= -::: E]10.89.228.148 Pointes (PTR) imppubhcsc.fhiab.com. static
& E “':a o 7o) El108228150 Pointer (PTR) impsubhesc fhiab.com. static
i::_r seestDnaZones 1080228151 Pointer (PTR) cucpubhcese fhiab.com. static
o {£1089.228.153 Pointer (PTR) cucsubheschiab.com. dtatic
s
’ 8 :c: 1089228154 Pointer (PTR) win10.fhlab.com. 5/12/2020 10:00:00 AM
4 ) Reverse Lookup Zones || 1104922826 Pointer (PTR) ad fhlab.com. 5/12/2020 11:00:00 AM
] 2889.10in-addr.arp 10802827 Pointer (PTR) winl0ext.fhlab.com. §/7/2020 4:00:00 PM

| record SRV devono essere installati per i servizi di rilevamento Jabber



a-"n DS Mame Tm Diata 'iﬂ!mmp
4 § a0 7] cisco-usds Sevice Location (38Y)  [0][00[8443] cmsubhese Shiab.com. static
4 (5 Forward Lockup Zones || ] cisco-uds ServiceLocation (S8V)  [O][01[8843] empubhese fhiab.com. atic
b G madesfhlabcom | ] cuplogin Service Location (SRY)  [OJ[0J13443] impsubhese.hiab.com. static
4§ Misb.com 7. cuplagin Service Location (SRY)  [0J[0J[8443) imppubhesc filab.com. static
& B g« ServiceLocation (SRY)  [O][100][3268] ad Fhisk.com. S/12/2020 10:00:00 AM
g-—5=1 [] kesberos ServiceLocation (SRY)  [D][100][22] ad fhisk.com. $/12/2020 10:00:00 AM
3 _:: 7] kpasswd Service Location (38Y) [0[100][454) 3l Flsb.c orm. 5/12/2020 10:00:00 AM
: 2 DomsinDniZoned 1149 ServiceLocation (SRV)  [DI[100](329] adfhlab.co "
4 ] ForestDrsZones
B _sites
2 xep

4 ': Rioerse Lookup Zones
o 228.89.10.n-addrarp

b ] Trust Peints

b ] Conditsonal Foraarders

¢ (E Global Logs

- CA radice (supponendo che i certificati siano firmati dall'autorita di certificazione
dell'organizzazione)

Enecessario creare un modello di certificato basato sul modello di certificato del server Web;, il
primo viene duplicato, rinominato e nella scheda Estensioni i Criteri di applicazione vengono
modificati aggiungendo un criterio di applicazione per 'autenticazione client. Questo modello
necessario per firmare tutti i certificati interni (CUCM, CUC, IMP ed Expressway Core) in un
ambiente LAB. La CA interna pu0 inoltre firmare le richieste di firma del certificato (CSR) di
Expressway E.

| 3 Cenificate Templates (ADMiab. | Template Display Nanfe Schvisrig Ygskons Y |int - Al Actoss
3 CEP Encryprion 1 Propenties of New Template [x]
5 ChentServerauth 2 =
3 Code Sigring 1 | Subect Name Sever | lssusnce Requremerts |
B Conpuies 1 | Compasbity | General | Request Handing | Captography | Key Amesston
3 Crons Comifitation Ausherity 2 Superseded Tenplates | Bteeswns | Seaty
3 Directory Email Replcation B To modéy an edermon. seiect £, ard then clok Bde An appheanon poboy defret hoe o certhiate Can be
] Domain Controler 1 e
] Demain Controller Authentication 2 Bxterumont ckaded in his terpiat
T EFS Rexovery Agent 1 [2] reptcation Polcss | reshcanon polces:
3 Enecliment Agent 1 .| Basic: Conatraints [Chenit Authermcanon
] Enreliment Agent [Computer) 1 " Cemfscate Template infarmaton Server Autheniication
3] Exchange Ervollment Agent (Offkne requ... 1 .| Bmsance Pioes
3 Exchange Signature Only 1 | Ky Usage
3l Exchange User 1
[ 1
3PS (Offfine request) 1
5 Kerberos Authentication 2 (e ] |
F rcey Recevery Agent 2 Descrphaon of Aogheston Pobote: [[add ]| e CH—
3 OCSP Response Signing 5 [Server Autharticaton A
3 RAS and 1AS Server 2 Dbt Authertcation [ masien this extension criteal
 Roct Centification Autharity 1 |

Enecessario emettere il modello creato per poter firmare CSR.



File Action View Help

s 2 o= H

) Certification Authority (Local) Name Intended Purpose
4 g fhlab-AD-CA ) ClientServerAuth Server Authentication, Client Authentic...
| Revoked Certificates )| Directory Email Replication Directory Service Email Replication
—"- Issued Certificates 2] Domain Controller Authentication Client Authentication, Server Authentic...
- P“.“d'"g Requests 3 Kerberos Authentication Client Authentication, Server Authentic...
lee_d Requests - I EFS Recovery Agent File Recovery
| Certificate Te Manage Encrypting File System
: = St odo—Mcation, Server Authentic..
‘ New » | Certificate Template to Issue !
T L cation

Nel sito Web del certificato CA selezionare il modello creato in precedenza.

Microsoff Active Direclory Certificate Senvices — fhlab-AD-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #T renewal request generated by an external sour
Web server) in the Saved Request box.

Saved Request:

Base-84-oncoded LAOdphFéLrurVeYIKLvHLER]lftTaSy48iyCamivl
certificate request OWOFZoLblbS80z iNTIQEFWSaCgi6 TDMOQBFKILEN

{CMC or 10y/ Ip6oDz TdZESw2pErKI¥xcebypovstoijlich
PKCS #10or AMSGinz0
PKCS #7): ~===-END CERTIFICATE REQUEST=====
Cortificate Tomplate:
[ User

Basic EFS
Additional Attriba  Administrator

EFS Recovery Agent ==

Altributey;  Web Server

Subordirate Cortification Autharity r.

CUCM, IMP e CUC Multi-Server CSR devono essere generati e firmati dalla CA. Lo scopo del
certificato deve essere tomcat.



Generate Certificate Signing Request )

- Status
IS Warning: Genarating a new CSR for a specific certificate type will overwrite the existing CSR for that type

rGenerate Certificate Signing Regquest:

Certificate Purpose*® tomcat vl
Distribution® Multi-s=rver(SAN) ]
Comman Name* cmpubhcsc-ms.fhlab.cem

Subject Alternate Names [SANs)

Auto-populated Domains cmpubhcsc.fhlab.com

cmsubhcsc.fhlab.com
imppubhcsc.fhlab.com
impsubhcsc.fhlab.com

Parent Domain thlzb.cem
Other Domains Browse_ | No file selected.
Please import .TXT file only.
Far mare information please refer to the notes in the
Help Section
i+ Add |
Key Type™™® RSA
Key Length* 2048 s
Hash Algorithm* SHAZSE e
| Generate Clese |

Il certificato radice CA deve essere caricato in Tomcat Trust e il certificato firmato in Tomcat.

aliile  Cisco Unified Operating System Administration

E1388 jor Cinco Unified ©

Shiw *  Selings ~  Secely *  Solwies Upprades ~  Serioes v Hep =

| @ 7 reconds found | -
Cermificate List (1 - 7 of 7) Rows per
Find Cerificate List where | Certfste w | beging with . |inmeat Find | Clear filler ¢ =

== == = e ————————
Roemcat-trust - Self-mgred REA fhiab-AD-CA fhiab-AD-CA Od/ 1A/F025 Sigred Certificate 1
| Garavste Sei-tigred | | Upload © chaen | | G [=_ -
it
p—
| Certificate List (1 - 6 of 6] Py o P 50 -
Find Cemdieate Lt mhere Certifieate v Begna with . [rement | Find | Clearvmer | =

4/10/302% Sigred Certficats

Romeat-trust Esiukbene-EC fhlak. cam Self-pigrad EC cussubbonc Mabcom suspubhosc-EC. Mk com 402025 Trust Cortificate E
Roemcat-trust Eaoubhene BC st com Sefpgrand EC cutbubhoac hlab.oom eutpubhopc-EC Thab.com SA0L025 Trush Cartificats
Gererate Seil-sgeed || Upload C rofcate chaen (=]

In caso contrario, la sezione procedera all'installazione di questi ruoli. In caso contrario, ignorare
qguesta sezione e procedere direttamente al download di ADFS3 da Microsoft.



Dopo l'installazione di Windows 2012 R2 con DNS, innalzare il server a controller di dominio.

La prossima operazione sara installare Servizi certificati Microsoft.

Passare a Server Manager e aggiungere un nuovo ruolo:

[

Senver Manager

Server Manager * Dashboard

| ded Fiodies and Features

Rgrigreg Bddird and Fealungs

IEEET oM TO SERVER MANAGER
S Grven

I Local Server Crunie Senver Group
B Al Servers o Sevver Manager Prapected
B apcs
Il AD DS
=1 ADFS
i DS
B§ File and Storage Senvces B

WHATS Niw
e 3

Hedw
LLAES) AOEE
ROLES AND SERVER GROUPS
B aocs 1 i soDs 1 2F ADFS 1
Selezionare il ruolo Servizi certificati Active Directory.
2 Add Roles and Features Wizard =11 —

E distribuire questi servizi

Select server roles

efore

nstallation '_.;e

Server Selection

m |.l ICIR-ctive Directory Certificate Services (4 of & installed)
7 setifacat At - talled

Featur

3

Select one or more roles to install on the selected server.

Reles

W
v Certsficate Enroliment Web Sennc
W

[0 Metwork Device Enrcliment Service
[ Oniline Responder

= .

o Bt - Fe ation Sa r1 3l
] Active Directory Lightweight Directory Senvices
] Active Directory Rights Management Services
] Application Server

] DHCP Server

| DMS Server

] Fax Server

[®] File and Storage Services (2 of 12 installed)

] Hyper-v

] Metwerk Policy and Access Sendces

] Print and Document Services

DESTINATION SERVER
AD fulph.com

Description

A Active Directory Certificate Services (AD CS) is used to
create certification authonties and related role senices
that allow you to issue and manage certificates used in &
vaniety of applications.

Next > ] nsta | Cancel

[[<Previus | |

- Servizio Web di informazioni sulle registrazioni di certificati di Autorita

di certificazione. Dopo aver installato questi due ruoli, configurarli e quindi installare Servizio Web
di registrazione certificati e Registrazione Web Autorita di certificazione. Configurarle.



Quando si installa I'Autorita di certificazione, verranno inoltre aggiunti i servizi ruolo e le
funzionalita aggiuntivi necessari, ad esempio IIS.

A seconda della distribuzione, € possibile selezionare Enterprise o Standalone.

Add Roles Wirarnd

ﬁ-ﬂ Specify Setup Type

Before Youw Begn Certificabion Authorities can use data in Active Directory to simplfy the issuance and management of
certificates. Spedify whether you want to set up an Enterprise or Standalone CA.

Server Roles
AD CS & B
Ficde Services Sehect this oplion if this CA i a member of & domain and can use Directory Servioe to issue and manage
cortificabes,
2 " Standalone
Private Fey Select this option if this CA does not use Directory Service dats to issue or mansge certificates. A
standalone CA can be a member of a domain,
Crypltography
CA Name
Vabdity Period
Cartificate Database
Web Server ([I15)
Roke Services
Confirmation
Progress
Resuits

Per Tipo CA, & possibile selezionare CA radice o CA subordinata. Se nell'organizzazione non
sono gia in esecuzione altre CA, selezionare CA radice.




Add Roles Wirard ﬂ

ﬁa Specify CA Type

Before You Begin A combination of reot and subordinate CAs can be configured to create a hierarchical public key infrastructure
{PKI). & roat CA is & CA that Bsues it2 own self-signed certificate. A subordinate CA recehies its ceriificate
Server Roles from another CA. Spedfy whether you want to set up a root or subordinate CA.
ADC5
Roke Services ¥ Root CA

Select this option if you are instaling the first or only cerfificaon suthority in a public key infrastruchure.

Sehup Type

™ Subordinate CA

Select this opition if your CA will obitain its CA certificate from another CA higher in a public key
infrastruchurs.

< Previous Il Mext > I ests I Cancel

Il passaggio successivo consiste nella creazione di una chiave privata per la CA.

Add Roles Wirard
ﬁh Set Up Private Key
Before You Begin To generate and issue certificates to dients, & CA must have a private key. Spedfy whether you want to
oreabe & new private key o use an existing one.
Server Roles key
AD C5 = Create a new private key
Role Senvices Lz this apbon if you don't have & private key of wish o reats & new private ey o enhanos searity.
T Yoo will be asked to select a oryplographic service provider and spedify a key length for the private key.
Setup Type To issue new certificates, you mmust sleo celect & hash alorithm.
CAType 7 Use existing private key
Lise this aption io ensuré continuity with previowsly Bsued certificates when ranstaling & CA.
Cryptography & Solect a cortificate and use ite assodated private key
A M '-:r{-*.;.‘ this option if you have an existing certificate on this compurter or i you wanit to import 2
certificate and ute it ascocated private key
vﬂrw I Calpet an exdstiog private key on i computer
Certificate Databace Select this oplon if you have retsned private keys from a previous instalation o want io use 5 private
Wk {IIS'-I EEy [rom &n SiEmate source.
Ruole Services
Confirmaion
Presgress
Results

{Preuh.nl Maxt > I Insta J Caneel I

Questo passaggio & necessario solo se si installa ADFS3 in un Windows Server 2012 separato.




Dopo aver configurato la CA, & necessario configurare i servizi ruolo per IIS. Questa operazione &
necessaria per la registrazione Web sulla CA. Per la maggior parte delle distribuzioni ADFS, &
necessario un ruolo aggiuntivo in IS, fare clic su ASP.NET in Sviluppo applicazioni.

Add Roles Wirard |
ﬁ Select Role Services
Before You Begn Select the role services to install for Web Server (T15):
Server Rokes Rl services: Description:
AD C5 = ASENET provides aserver side object
S Wb Survar 2! sriented programming enviranment
Role Services B & Common HTTP Featuwres for building Web sitas and Web
- [] static Content applications using managed code.
=1 Lype [] Defadt Document :fsursns not shlrnphr 2 "3:, version
CA Type 4| Deectory Browsng ASP, Having been entirely re-
IE HTTR ¥ - architected to provide a highly
Privats Kay Error produdtive programming experience
o [7 HTTP Redirection hased an the NET Framewark,
yetography [ wiebowy Publshing ASP.NET provides a rabust
CA Mame = E tion Development = mfrllltmmnfnr building web
: v EXE] ™ applications.
Valbdity Period -
[ HET Extersbity
Certificate Database 7] ase
Web Server (I15) L cat
[ Roeseies | 2 Toat
[ 15481 Flters
Confirmation ] Server Side Indudes

= E Health and Dagrostics

Progress
[¥] HTTP Logging
[¥] Request Moritor
[ Tracina o |
More about role services

< Prévious I Neaxt > I Insts I Cancsl I

In Server Manager fare clic su Server Web > 1IS, quindi fare clic con il pulsante destro del mouse
su Sito Web predefinito. E necessario modificare il binding per consentire anche HTTPS oltre a
HTTP. Questa operazione viene eseguita per supportare HTTPS.



@ v AD » Sites » Defsub WebSte »

"SI @ Default Web Site Home

= W G = (g Shew All | Group by

E @ @ &

MET NET JHET Errce J"I‘I' MET Profile
Aughodizel... Compiition  Paged

i‘%‘iIL?.

MET Rales .I'EITMI JHET Lhsers nulnm'-u Em

i‘ﬁl@&@

Machine Key Fages snd  Providers  Session State SMTP E-mail
Contrzls

T R 9

Features View | Conbert Veew

Selezionare Modifica associazioni.

e Default Web Site Home

= W Go = g Show AN | Group by B
ASPNET Al
3 € @ @ B
MET HET Errer MET  MET Profile
L. Compilastiocn  Pages  Globalization

¥ ® H B

B JMET Tna JETUHWEW
Ly

E%ll&l»_}:

Pagesand  Providers  Session State SMTP E-mad
Controls

|'Emm L. Conbert View

Aggiungere una nuova associazione sito e selezionare HTTPS come tipo. Per il certificato SSL,
selezionare il certificato server che deve avere lo stesso FQDN del server AD.



Internet Information Services (IIS) Manager

% -
f:;-) ;

& » AD » Sites » Default Web Site »

File WView Help

Site Bindings L7l x
Q- 3|8 m—
"~ SartPase Typa | Host Mame Pot  IP Address Binding Informa...

493 AD (FHLAB\admini| | MIP 2o
L} Application Pog hittps

- Sibes
Default Web
g I — Type IP sddress: Port:
hitps v | |All Unassigned v) [-H-E
Host name:

[] Require Server Mame Indication

S5L certificate:

fhiab-AD-CA V|| seet. || View. |
Not selected

Tutti i ruoli prerequisiti sono installati nell'ambiente, quindi € possibile procedere con l'installazione
di ADFS3 Active Directory Federation Services (in Windows Server 2012).

Per il ruolo Server, passare a Server Manager > Gestisci > Aggiungi ruoli server e funzionalita e
quindi selezionare Active Directory Federation Services se si installa I''DP nella rete del cliente,
nella LAN privata.

WELCOME TO SERVER MAMAGER

CLBCE START




DRETAT S0 TR
Select server roles  AGhA s
Baterg v, Bas e S Br B¢ SHaled 1l 1 oedEall sn The deketed Leeesr.
nstalation Tyow Furdes Ehesoripton

Sarvdi Salaran
I O et SRR
o Actrve Dwerhory Licwssen Sereies [nsialed ichenbaty Sedpraticn prdl Wk gingle
s | L sign-on [S500 capabiitien. A0 F5
imchgdes 5 Federabon Senage thet
erables brosser-based Wes 550

] Active Directory Lightweeight Direciony Serviced
[T] &zt Cirectory Raghse Msnsgement Serncet
[ Applcation Servr |
[[] DHCE Sepeer

5 DNS Sener [Installes

L] Fon Serees

(8] Fie and Seoenge Senvoes (2 of 12 installed)
O wyper-v

O] Metwerk Poicy snd &ore Services

] Print wnd Documant Senice

|:| Eamate Aicwed

|-:| i ']

Al termine dell'installazione, sara possibile aprirla dalla barra delle applicazioni o dal menu Start.

+ | B[
= anFs | _ |.Ani-
Overview ‘Add Ralying Party Trus..
A FS peovides sngle-sgnon (550 scces for chent compulern. Add Claieres Brovider Taust..
Leam More Add Astribute Store..
Corfiguing Truat Relabonahips Edit Federation Service Properti.
Corfigung Authertication Pobcies Edit Published Claims
Treubleshasting AD F5 Revoke All Proxes
AD F5 Help View »
Mew Window from Here
|G Refresh
Help

Configurazione iniziale di ADFS3

Questa sezione consente di installare un nuovo server federativo autonomo, ma puo essere
utilizzata anche per installarlo in un controller di dominio

Selezionare Windows e digitare Gestione ADFS per avviare la console Gestione ADFS, come
illustrato nell'immagine.



Search

Selezionare I'opzione Configurazione guidata server federativo ADFS 3.0 per avviare la
configurazione del server ADFS. Questi screenshot rappresentano gli stessi passaggi in ADFS 3.

i AD FS 2.0 Federation Server Configuration Wizard x|

Welcome
Steps o -
Welcome to the AD F5 2.0 Federation Server Confiquration Wizard
o VWelcoma
e : This wizand helpz pou conhigurs Actve Dreclony Fedeiston Semces [A0 FS] 20 soltwae on ths
@ Sclect Deplopment Type computer, which sats up tha compurer 22 a fedaration server. Aninstanca of AD FS i refened toaz a
e ¢ Federaston Sernce
@ Federation Service Nam=
@ Summary =) Create a new Federation Service
Select bus aphon lo s=f up alher a stand-alone Federston server or the frst sesve i & federation
@ Results server fam

) Add a tederation server to an existing Federation $ervice

Sedacl i oplion o o this compuler 1o an exsling ledsialion server lam

[ met> | concel He

Selezionare Crea nuovo servizio federativo e fare clic su Avanti.




¥ AD FS 2.0 Federation Server Configuration Wizard

Select Stand-Alone or Farm Deployment

Steps Youcan credte athar a sland-alone fedaraton erver for evaliziion purposes of a smal production
@ ‘Welcome arviranment. o1 you can create a lederabion server in a new famm For load balancing and high avaiskbily
@ Select Deployment Type Selact ore of the following options. Either of these options vall uze the Windowe Intainal Database to store
configuration dala
@ Federshon Service Name
@ Surmary O New federation server Farm
a This option will create a new Federation Service with settings for high avaiabilty and load balancing.
@ Fesus The computer val b= the prmary fedeiation server nlbe lam. Lale, you can scale cul the lam by

adding more federation senvens

To crashe a lederation server lam, pou mus un thie wizard while you 202 lpged on vath 2n account
that has sufficient pemizsions in Active Directony to create a contaner object [fr sharing certificates]
and lo st an SPN [for the seivice accournl], such & an accounl thal is & member of the Domain
Admns group,

(*) Stand-alone federation server
This optian wil create a rew Federation Servica on this compurer. T his opbion iz recommanded foe
evaustion pupozes or & small production ersranment. |F vou selecl bis ophon, wou wil nol be able
to add more servers to create a faim,

(i Youcan e SOL Serves with AD FS 20 lo lake advaniage of the ful lealure set and achieve
~ maxsimum scalability. To 2et up AD F5S touss SOL Server. wie the command ine verzsion of thiz
wizad For mors nloemahion, click Help

< Previaus I ITI Cencel Heb

Selezionare Server federativo autonomo e fare clic su Avanti, come illustrato nell'immagine.




"Fjl AD FS 2.0 Federation Server Configuration Wizard

Specify the Federation Service Name

Steps This wizard determines the Federation Service name from the Subject field of the SSL centificate for the

@ Welcome Default Web Site. If the wizard cannot determine the Federation Service name from the S50 settings, you
must select a certificate.

@ Select Deployment Type
Select the certificate and/ar port, and then click Mest.

@ Federation Service Name

@ Summary S5L certificate: Port
ad0z. idertibylzb, us - View... | IM—'|

@ Results
Federation Service hame:

ad0a.identitylab,us -

What kind of certificate do | need?

< Previous I MNewt = I Cancel | Help |

In Certificato SSL selezionare il certificato autofirmato dall'elenco. Il nome del servizio federativo
verra popolato automaticamente. Fare clic su Next (Avanti).




W1 AD FS 2.0 Federation Server Configuration Wizard

Ready to Apply Settings

Steps The fclowing ssttings wil be configured for AD FS 2.0
@ Welcoms
. = *  Slop AD FS serwer,

@ Select Deplosment Type « \Windows Intemal Databace sarvice wil be staited and 2ot lo auiomanc staihup,

2 Fadmalion Service Name » Sgong and loken-enciyphon ceilificales wal be geresat=d ard s=1 bo aulomatic 1ol over,

PR R »  Selected S5L certficate wil be wed for sacuiing service communication.

@ Surmary * Melwork Service socount wil be gven access to the database, bo the ceilificate prvale keys and
endponts, 2nd the service wil un undan this accourt.

@ Resulis *  Delayk z2t of encpoints will be enabled

- B ému signen web dle vl be deployed 1o the Vadlsds vitual diectony undsi the Dalaul \web Sie in

s,

+ Federalion Seivics name is ad) aidenlilviab. us
=  Start AD FS zarver,

To begn configuning this compuber with thess sattings, cick Nexl.

cprevios [[ hets | concd | meb |

Verificare le impostazioni e fare clic su Avanti per applicarle.




Wi AD FS 2.0 Federation Server Configuration Wizard

Configuration Results

Stope The folowing sottings are being configuad
@ ‘Welcome
Camgenent Slatus
@ Sclect Deployment Type
Y Stapthe 8D FS 2.0 ndows Semice Cenfiguration firvshed
@ Federahon Service Nams -
“) Instal Windows Irtemal Dalabase Configuration frizhed
@ Surmary . -
S0 Stant the Windows Intemnal Databass servics Configuration finished
Rezull
e ¥} Craze AD FS corfiguidion database Configuration frighed
#) Confipwe tervice talling: Configuration firiehed
U0 Deplop biowses sgpen Web sibe Conliguaation Frashed
“) Stait the 2D FS 2.0 ndows Sernce Conliguration freched
¥} Creates delauk claim set Cenfiguration Frizhed
¢} Create defouk Achive Direcho claim acceptance ndes | Configuration firished

Wou have wiccssluly completad the AD FS 2.0 Fedealion Server Condiguration wizaid

To close thiz wazard, chck Oose

;Imf.-l

Verificare che tutti i componenti siano stati completati correttamente e fare clic su Chiudi per
terminare la procedura guidata e tornare alla console di gestione principale. L'operazione potrebbe
richiedere alcuni minuti.




®ADIS 20

W Fle Acton  Vew Window  Heb =18 =]
* * v E -
e e
% ] Servae
* Trust Belatonships v
Overview prrrr——
AD FS 20 prowsdes sngle-grran (550 access for chent compubert A Claimg Provadien Trust.
A Kawibeite Store
0 Required Configuration Incomplote [k Federabon Service Propaties
Biobons wo cin uss AD FS 2 0o manags S50 sooeds fon ween 30d pericss, pou sl Gomgiehe e kileing Lask [k Putsahed Clamg

P &l Praas
“F Beaurad Add a trasted rebang packy

Froevade Feedbac,
e Learn About: i d
Parn rlrrices foorm bere
Conhgunng Claima Prewden or Helnna Party Traata G Fefiesh
Adding Fedetatien Sercats te o Fatm and Sefung Ui Load-Balanang ez
c ina F ion 8 P
Iraubleihooting AD F5 2 0

ADFS ¢ ora effettivamente abilitato e configurato come provider di identita (IdP).
Successivamente, € necessario aggiungere CUCM come Relying Partner attendibile. Prima di
eseguire questa operazione, € necessario eseguire alcune operazioni di configurazione in
Amministrazione CUCM.

Configurare SSO su CUCM con ADFS

Configurazione LDAP

Il cluster deve essere integrato con LDAP con Active Directory e prima di procedere € necessario
configurare l'autenticazione LDAP. Passare alla scheda Sistema > Sistema LDAP come mostrato
nell'immagine.



LDAP System Configuration

—Status

@ Please Delete All LDAP Directories Before Making Changes on This Page

® Please Disable LDAP Authentication Before Making Changes on This Page

- LDAP System Information

Enable Synchronizing from LDAP Server
LDAP Server Type Microsoft Active Directory
LDAP Attribute for User ID  sAMAccountName s

Quindi, passare alla scheda Sistema > LDAP Directory.

LDAP Directory

Eﬁw xnﬂm Gup‘,r b Perform Full Sync Now I:II]iAdde

~ LDAP Directory Information

LDAP Configuration Name® LDAPL

LDAP Manager Distinguished Name* fhlab\administrator

LDAP Password* eSS NEEEIeNEsEEIIsNSIIIINIIIES

Confirm Password* AN REREsssIsIINRESS

LDAP User Search Base™ cn=users,dc=fhlab,dc=com

LDAP Custom Filter for Users < Mone = B
Synchronize * © Users Only Users and Groups

LDAP Custom Filter for Groups

- LDAP Directory Synchronization Schedule
Perform Sync Just Once

Perfarm a Re-sync Every™® 7 DAY B

Mext RE-E‘_,'T'H: Time {W—HM-DD t‘ll"luiI'I‘.II‘I‘I::I:"c 2020-05-24 00:00




~Standard User Fields To Be

(Cisco Unified Communications Manager User Flalds |LDAR Attribute Cinco Unifled Communications Manager User Fieids | LDAP Attribute
|User 1D SAMACEcuntName First Nasrse grvename

Middle Mame migdiename [ Last Hame s

:Manngu ({s] IMSnagEr Diepartment department

Priare Numriber - | Mail ID il

| i title ome Mumber homephane
|Mobile Mumber mishile Pager Number pager
|pirectary URI mail 2] Display Name dexplayhame

LDAP Server Information
Host Name or IP Address for Server LDAP Port* Use TLS
10.89.228.226 389

Add Another Redundant LDAP Server

Save Delete Copy Perform Full Sync Now Add New

Dopo la sincronizzazione degli utenti di Active Directory con CUCM, & necessario configurare
l'autenticazione LDAP.

alialn  Ciseo Unified CM Administration
5o For Cmao Unified Coammunications Solulians

r— v e - eatares v Devis ¥ Agglcaten ¥

owp putbentication
=

@m:m

~LDWP Authentication ler End Users

LHl LOAP Authartsiatss for End Users
LSAE Hanager Cutrgusshed Name ' [miss samevitrane

LD Paswennd ™ e
Confirm Pasgword® [ses
LOAR User Semnch Bace® [enmusers demprisk, demcem
LOAP Server Information
Hoat Hems or 1P Addrews for Server ™ LOAR Port®  Uas TLS
[iospameame b | O

Add Ancther Redurdart LDAP Seroer

Un utente finale in CUCM deve disporre di determinati gruppi di controllo di accesso assegnati al
proprio profilo utente finale. ACG & una versione standard di CCM Super Users. L'utente verra
utilizzato per eseguire il test dell'SSO quando I'ambiente & pronto.



End User Configuration (TP NRT'TH Back to Find List Users ~ )| Go |

Cenfirm MLPP Password ] A

MLPP Precedence Authorization Level | Dafault v]

~ CAPF Information
Associated CAPF Profiles |

-

~Permissions Information

Groups | Standard CCM End Users

Standard CCM Super Users Add to A Co 1G ]
Standard CTI Allow Control of All Devices COnSs Contros Smap |
Standard CTI Enabled Remove from Access Control Group

Roles | Standard AXL APl Access |
Standard Admin Rep Tool Admin
Standard CCM Admin Users
Standard CCM End Users
Standard CCMADMIN Administration ¥ | view Details

~Conference Now Information

[Jenable End User to Host Conference Now
Meeting Number 1001
Attendees Access Code

Save | | Delete | | Add New |

Metadati CUCM

In questa sezione viene illustrato il processo per I'editore CUCM.

La prima attivita consiste nell'ottenere i metadati CUCM, in modo da poter individuare I'URL;
https://<CUCM Pub FQDN>:8443/ssosp/ws/config/metadata/sp o pud essere scaricato dalla
scheda Sistema > SAML Single Sign-On. Questa operazione pud essere eseguita per nodo o a
livello di cluster. Preferibile eseguire questa operazione a livello di cluster.

Sywtes v CalRsutng v Uedal L DpRaCELY LSS MAAREY . [SSLMBSSAREN X Ml jomsairaas w L

SAML Single Sign-On

S50 Mode
® Cluster wide (Ong metadats File por clusber Reguires multi-server Tomeat cartificate)
s Per mode (Oee metadsts e per node]

B omatie samn 550 s Expert asuasans awﬁmr- Fox A Disbind Sarvere

- Status
(Dunrnu-ubhdhrm.mmwﬁIﬁhrMnrm
(@) 520 550 aratia

| SAML Single Sign-On {1 - o4} Fows per Fape 50|
Barver hama 33D Sratvs R {mpe qtadets e Matedete (gt npont Hetadats Ll Hetadets Dnpon B30 Tem

crnpubhosc. fhish. com SAML WA Aprd 20, 2020 2190157 PH POT & e April 18, 2020 8105138 PH POT Passed - Aprd 20, 2020 2102115 Bun 550 Test...
P POT

crnsubhse fhlah. ooem saML A 1dp Aprd 20, 2020 2:00:57 FH POT & rie April 18, 2020 8:05:37 PH POT Fassed - Aprd 20, 2020 1:49:45 Bun 550 Test...
™ POT

imppubhese Thlsh com SAML A tap Aped 20, 2000 2:00:57 P POT & rie Apeil 18, 2030 B:05:37 P POT Possed = May 24, 2020 :::nzp:gs Bun S50 Test._.
P POT

impauihcse. fhlab.oom SAML o rae aprd 30, 3030 2:00:37 PM POT ah e dpril 18, 2030 8:05:37 PM POT Pazsed - May 24, 2030 ‘lepnz'i" Brijn S50 Test..

Dupable SAML 550 Expord ANl Metadats  Upclate [dP Mataciata Filg Fix All Criabded Sarvers

Salvare i dati localmente con un nome significativo, ad esempio sp_cucmOa.xml, che sara
necessario utilizzare in seguito.

Configura componente ADFS

Tornare alla console di gestione di AD FS 3.0.



G File Actien View Window Help I!|!|n

% nm Bm
1 ADFS A tions,
e oe it o
L oagm
’ :jjmfggdgm U O W Po v Yo WST. cebibion. Ao Rayog ury Tn..
| Rebping Party Trusts == = o= x 0 . Add Hon-Claima-Sware Rebying..
) Attnbute Stores. | Add Relying Party Trust_ ] :; ﬁ; mznmi Voew b
bl Awtheriteation Pokoie Add Non-Claima-Sware Relying Party Trust
Wiew " Horwe Windiow from Here
Niew Window from Here 8 Nefresh
Refresh B e
Help
Fare clic su Aggiunta guidata attendibilita componente.
Welcome
Steps Welcome to the Add Relying Party Trust Wizard
Welcome
. This wizand will help you add a new rehsng pary trust o the AD FS configuration database. Rafying parties
@ Select Data Source consume claims in secunty tokens that are issued by this Federation Service to make authentication and
authorization decisions.
@ Configure Multifactor
Authentication Now? The redying party trust that this wizand creates defines how this Federation Service recogrizes the relying
e C | party and issues claims to 2. You can define issuance transform rules for issung claims to the relying party
it o Al aliter you complete the wizard,
@ Readyto Add Trust
@ Finish

Activate W
<Previous || St | 4. w,_J.

Fare clic su Start per continuare.

Selezionare il file XML di metadati federationmedatada.xml salvato in precedenza e fare clic su
Avanti.



Select Data Source

@ Welcome
@ Select Data Source

@ Configure Muttifactor
Authentication Now?

@ Choose lssuance
Authorzation Rules

@ Readyto Add Trust
@ Finish

Selact an option that this wizard will use to obtain data about this relying party:

() Import data about the relying party published online or on a local network

Use this option to import the necessary data and cedificates from a relying party organization that publishes
its federation metadata online or on a local network.

Federation metadata address (host name or URL):

I I

Example: fs.contoso.com or hitps://www contoso.com./app

(® Impott data about the relying party from a file

Use this option 1o import the necessary data and cenificates from a relying pasty organization that has
exported ts federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:
:Z ‘Users \Administrat or' Downloads \federationmetadata xmi | | Browes |

() Enter data about the relying party marualy

r.\ ctiv: e I'-.I'I'l.l

Utilizzare CUCM_Cluster_Wide_Relying_Party_trust come nome visualizzato e fare clic su Avanti.



Specify Display Name
Steps Enter the display name and any optional notes for this relying party.

Diisplay name:
[cucm_Custer_wide_Relyng_Party_tnust|

Notes:

| <Previous | | Nees || Cancal |

Selezionare la prima opzione e fare clic su Avanti.



Seps Configure multifactor authertication settings for this relying party trust. Multifactor authentication is required if
@ Welcome there i a match for any of the specfied requiremants.

@ Select Data Source
@ Specify Display Name Mutifacior Authertication G:I:HSW
Requiremeris Users/Groups

Device

Location

(® 1 do not wart to configure mutifactor authentication settings for this relying party trust at this time.
() Corfigure muli factor authentication settings for this nelying party trust

You can also configure multi-factor authentication settings for this ralying party trust by navigating to the
Authentication Policies node. For more information, see Configuring Authentication Policies.

| <Previous | | MNexs || Cancel /)|,

Selezionare Permetti a tutti gli utenti di accedere a questo componente e fare clic su Avanti, come
mostrato nell'immagine.



Choose Issuance Authonzation Rules

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Mutifactor
FAuthentication Now?

@ Choose lssuance
Authorization Rudes

@ Readyto Add Trust
@ Finish

lzssance authorization nules determine whether 3 user iz parmitted to receive claims for the relying party.
Choose one of the following options for the intial behavior of this relying party's issuance authorization ndes.
(®) Pemit all users to access this relying party
The issuance authorzation rules will be configured to pesmit all users to access this relying party. The relying
party service or application may still deny the user access.
() Deny al users access to this relying party

The issuance authonzation rules will be configured to deny all users access to this relying party. You must
later add issuance authorization rules to enable any users to access this relying party.

‘You can change the issuance authodization rules for this relying party trust by selecting the relying party tust
and clicking Edi Claim Rules in the Acfions pane.

| <Previous | | Net> || Cancel ||

Esaminare la configurazione e fare clic su Next (Avanti), come mostrato nell'immagine.



Ready to Add Trust

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Multifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

The relying party trust has been configured. Ham&nfuhwm and then click Nexd to add the
relying party trust to the AD FS configuration database

Relying party’s federation metadata URL:

[ ] Monitor relying party
|:| Automatically update relying party
This relying party’s federation metadata data was last checked on:
<never >

This refying party was last updated from federation metadata on:
< never »

<Previous | | Next> || Cancel |°

Deselezionare la casella e fare clic su Chiudi.



Finish

Steps The relying party trust was successfully added to the AD FS corfiquration database.

® Weloome You can modify this refying party trust by using the Properties dialog box in the AD FS Management snap-n.
@ Select Data Source

@ Specify Display Name

@ Configure Muttifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

[ ] Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

Con il pulsante secondario del mouse, selezionare I'attendibilith componente appena creata e
modificare la configurazione delle regole attestazione come mostrato nell'immagine.

G File Action View Window Help

e 2m

£l ADFS Relying Party Trusts

b [ Service Disgley Name Ensbled | Type Identier

4 [ Trust Relationships Device Regisration Service Yes WS Tus / SAML / WS Federatonumms <3 b com
] Claims Provider Trusts

CUCM_Cluster Wide Relving Partv trust  Yes WS- Tnust ' cmpubhcsc fhlab com

1 Relying Party Trusts CUC_Custer W | Update from Federation Metadata... L/ WS-Federaton cucpubhesc fhiab com

71 Attribute Stores EaomC — o B s s
p [ Authentication Policies [ Edit Claim Rules... -Federation ~500D/0F-

Fare clic su Add Rule (Aggiungi regola) come mostrato nell'immagine.



lssuance Transform Rules

lssuance Authonzation Rules

Delegation Acthorzation Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name

lssued Claims

Selezionare Invia attributi LDAP come attestazioni e fare clic su Avanti.




i Add Transform Claim Rule Wizard | X

Select Rule Template

Sepe Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type detais about each claim rule template.
@ Configure Claim Rule Claim rule template:

| Send LDAP Attributes as Claims v

Claim rule template description:

Using the Send LDAP Aftribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attibutes may be sent as
multiple claims from a single rule using this nule type. For example, you can use this nule template to create
a rule that will extract attribute values for authenticated usaers from the displayName and telephonaNumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be usad to send all of the user's group memberships. if you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

Configurare i seguenti parametri:

Nome regola attestazione: IDNome

Archivio attributi: Active Directory (fare doppio clic sulla freccia del menu a discesa)
Attributo LDAP: Nome-Account-SAM

Tipo attestazione in uscita: uid

Fare clic su FINISH/OK per continuare.

Si noti che I'UID non ¢ in lettere minuscole e non esiste gia nel menu a discesa. Digitalo.



“You can configure this rubs bo send the values of LDAF stiritwtes s claims. Select an attibute stions from
Mmﬂﬂm Seeeciy b the atsbiutes wil map 1o the cubgoing clsim hypss that wil be

IOaim nule: name:

(==l I
Rule template: Send LOAP Atsbutes 2 Claims

Afrbute sions:

[ Active Dwwctiey vl

Mapory of LDAF atirbtes 1o outgorsy clam types

LOAP Aty (Select or typa bo Cubgong Clam Type (Select or type bo add mone) |

2dd more)
F LM Aneourd -hams we s u-l

| View Fude Language. . | | oKk || Cancel

- -
Ortiniats

Per aggiungere un'altra regola, fare nuovamente clic su Aggiungi regola.




lssuance Transform Rules | lssuance Authonzation Fules | Delegation Authorization Fules |

Thee following transfom ries spaciy the clams that will be sent to the relying pasty.

Ordher  Fule: Hame Essued Claims
1 Mame i uid

[Addnue.. | [Edre. | [[Femove Rie.. |

Selezionare Invia attestazioni utilizzando una regola personalizzata e fare clic su Avanti.



g Add Transform Claim Rule Wizard x|

Select Rule Template

Seps Sglect the bemplabe fior the clam e thal you want 10 creale from the fpllowing s, The descripbon provides
& Choose Fule Type deliady shout emch Clasm nule bemplate
@ Corfigure Clam Fule Ol rule bemplate

Sered Claers Using a Cusiom Fuls w
Caim rulle template desonphon

Lising & custiom rubs, you can creabe naes that con't be crealed with & nils template. Cusiom nues e
writer inthe AD F5 clam nie brousge. Capabdiees that meguirs cusiom niles includs

+ Sending clawms from & 50U atvbute shors

+« Sandng claems bom & LDAF siirdbule shore using & custom LDVAF fller

» Sersching claims bom & cuom siribuls shone

+ Saruciing claers only whan 2 or mon incoming claima are present

+ Sending clasms only when an ncoming claim vale malches & complex pattem:
« Sending claimes with complen changes to an incoming claim value

+ Lrasing cleems bor uss only in leler rules

Mt Carcel
Creare una regola personalizzata denominata Cluster_Side_Claim_Rule.

Copiare e incollare il testo nella finestra della regola direttamente da qui. A volte, le virgolette
vengono modificate se modificate in un editor di testo e questo rendera la regola errata quando si
esegue il test SSO:

c:[Type ==

"http://schemas. m crosoft.com ws/ 2008/ 06/identity/clains/w ndowsaccount nane"]

=> jssue(Type = "http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i dentity/cl ai ms/ nanei dentifier",

Issuer = c.lssuer, Oiginallssuer = c.Oiginallssuer, Value = c.Value, ValueType = c. Val ueType,
Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/identity/clainproperties/format"] =
"urn:oasis:nanes:tc: SAM.: 2. 0: nanei d-format : transi ent",

Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/ i dentity/cl ai nproperties/namequalifier"]

= "http://<ADFS FQDN>/ adf s/ conf adf s/ servi ces/trust",

Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/ i dentity/clai nproperties/spnanequalifier"] =
"<CUCM Pub FQDN>");

c:[Type == "http://schemas. nm crosoft. com ws/ 2008/ 06/identity/clai nms/w ndowsaccount nane"]

=> jssue(Type = "http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i dentity/cl ai ms/ nanei dentifier",

Issuer = c.lssuer, Oiginallssuer = c.Oiginallssuer, Value = c.Value, ValueType = c. Val ueType,
Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/clainproperties/format"] =
"urn:oasis:nanes:tc: SAM.: 2. 0: nanei d-format : transi ent",

Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/identity/clai nproperties/nanequalifier"] =
"http://AD. fhlab. conl adf s/ services/trust",

Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/clai nproperties/spnanequalifier"] =
"cnpubhcsc. f hl ab. cont') ;

Fare clic su Fine per continuare.



http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier
http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier
http://AD.fhlab.com/adfs/services/trust
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier

You can & cusine claim ruls, such 33 3 eule thal segunes multipls incoming claims of Bl edacty
clpiemg om0 afirkate sbore. To configure B cusbom ruls. Byes ong o mom oplional condiiors and n
BRance salement using the AD F3 claim rubs languace.

Claim rule name:

[Cluster_Sade_Claim_Flie

Flule bemplate: Send (laims Using & Custom Fule

Cusiom suls:

e [Type ==
“httpr//achenss.microsoft. comfwa /2008, 0EF identity S claime fwindowsaccoust
naze™]

=y igsue(Iype =

“RETRLS/SCRERAS . NE] SSAD . 200 wE /2005505 Ldean iy elaing S aane i den el 1R,
Issuer = c.Issuer; Origimallssuer = c.0riginallssuer, Value = c.Valwoe;
ValueType = c.ValoeType, Properties

[*heopr/Sachesas. xel aoap- 0Zg/ wal 2005/ 05/ Ldenticy/clalsproperties/ forsat
"] = “urhicEFLEiRADES:te:SAML: 2.0 nameid-formaT: CTADALERT", PropeCTies
["hrope/Sachesas. xol aoap - 0T/ wa s 2005/ 05/ Ldencicy/ claleprope r T 1es/ DA
alifier™] = "hEtp://AD. fhlab.comssdfs/ seCvices /Erust™, Properties
[“hrtp://ache=as. x=lscap. org/wal 2005/ 08/ identivy/claisproperties/ spaame
qaalifier®] = “cmpubhcsc. fhlab.con”) ;|

In ADFS dovrebbero essere definite due regole. Fare clic su Apply (Applica), quindi su OK per
chiudere la finestra delle regole.



| lssuance Transfom Fules | lssuance Authorization Rules | Delsgation Authorzation Rudes |

The folowing transfom nues specify the clames that wil be sent 1o the relying party.

Crcer  Fube Nama lsuad Claima
1 Mame [ i
2 Chester_Sde_Claim_Fuls £ 5ee claim nia>

CUCM e stato aggiunto come componente attendibile ad ADFS.

File Action View Help
edmBDcz Bm »enn
& Services (Local) _I
Active Directory Federation Hame = Description Status | Startup Type Leg On As -
Services 4 Active Directory Certificate Services Creates, manages, and removes—  Running  Automatic Local System
4 Active Directory Domain Serdees AD DS Dormaan Controller terac—.  Funning  Automatsc Liscad Systermn |
Steg the service Active Directory Federation Services Enables Active Directory Federa...  Running  Automatic (D drminist
St the servic €3, Active Directory Web Services This service provides a Web Ser—  Runming  Automatic Local System
4 App Fleadiness Gets apps ready for use the first .. Msnasl Lecsl Systerm
iption: . 4 Application Experience Processes application compatib_ Manual (Trigger Stat)  Lio<al System
E""!‘“m"mm £, Application Host Helper Service Provides sdministrative services_ Running  Automatic Local System
4, Application identity Determines and verifies the ide... Manual (Trigger Start) Lol Service
4 Apgheation Information Facilitates the ranming of intera_ Muanual (Trigger Stast) Lol System
4 Application Layer Gatewsy Service Provides support fior 3rd pasty p— Manual Local Service
1 Applecation Management Processes installatson, removal, — Maral Loscal Systern
4 AppX Deployment Senice (AppXSVC)  Provides infrastructure support ... Manial Lecad Systern
4, ASPINET Seate Service Provides support for out-of-pro_ Manual Hetwark Service
4 Background Inteligent Transler Service  Tranaders files in the backgrown... Manial Local Systern
% Background Tasks infrastructure Sendoe  Windews infrastructisne service .. Runming  Automatic Lecald Systern
(4, Baze Filtering Engine The Base Filtering Engine (BFE) i. Running  Automatic Local Service
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Prima di continuare, riavviare il servizio ADFS. Selezionare Menu Start > Strumenti di
amministrazione > Servizi.



Metadati IDP

Devi fornire a CUCM informazioni sul nostro IdP. Queste informazioni vengono scambiate
utilizzando metadati XML. Assicurarsi di eseguire questa operazione sul server in cui € installato
ADFS.

irefo _ M[=] E3
| 4 Untrusted Connection xl'mmmpam ><l"‘.
; i ::'-:_='.-'-::I3.ider|kit?":;"-us_:-:-ir:--.-: onMetadata)2007-06/FederationMetadatz c |El- Googhe ﬁ| B & #
2 Most Visked {_ Getting Started { ] Suggested Stes __; Web Sice Gallery
" e e vk -
You have chosen to open: xntﬁcatm to prove that you

* | FederationMetadata.xml
which is: WML Docurment
from: https:jfad0a.identitylab.us
r~What should Firefiox do with this file?
" Open with I Internet Explorer (default) j
* Save File
™ Do this automatically For files ke this from now on.

ban that someone is trying to

b this site's identification. Even

o Cancel | rmpering with your
Don't add an exception unless you know there's a good reason wiy this site doesn't use trusted
idenkification.
| Add Exception_ |

-
—

Innanzitutto, & necessario connettersi ad ADFS (IdP) utilizzando un browser Firefox per scaricare i
metadati XML. Aprire un browser in https://<FQDN ADFS>/FederationMetadata/2007-
06/FederationMetadata.xml e SALVARE i metadati in una cartella locale.

Passare alla configurazione CUCM dal menu di sistema > SAML Single Sign-On.
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Tornare alla pagina Amministrazione CUCM e selezionare SYSTEM > SAML Single Sign-On
(SISTEMA > Single Sign-On SAML).
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SAML Single Sign-On

) EmbioSRVLSSO () Updete P Motadata Fis [ Export AllMstadeta Fri Al Castbies Sarvers

Status
[@ SAML 550 disabled
SAML Single Sign-On (1 - 1 of 1) Rows per Page 51 =]
Sarvar Mama £S5 Btatus Ea-Impart Matadata Lagt Matadata Imparnt Exgont Matadata Lait Matidata Exparnt 80 Tadt
cucrnila Dusabled AR Mever & File Mever Hever
Run Test... I

Selezionare Abilita SSO SAML.

Per confermare l'avviso, fare clic su Continue (Continua).

) Reset Warning - Mozilla Firefox HFI m
I B Hips:/jeuembalcemadrinjgermricDislogWindow dotwindavtllskey=gensricd logairdow windowtite, sscenabie J

. !5 Web server connections will be restarted

Enabling SS0 and importing the metadata will cause web services to restart upon completion
of the wizard, All aFacted web applications will drop their connecion momentarily and nesd
to be lagged into again.

Continua | Cancel |

Nella schermata SSO e fare clic su Sfoglia.. per importare il file XML di metadati



FederationMetadata.xml salvato in precedenza, come mostrato nell'immagine.
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SAML Single Sign-On Configuration
B ren

r Status

@ Ready to inport Identity Provider metadats trust e to cluster servers

rIdentity Provider{IdP) Metadata Trust File

To configure the trust relationship between the 14P and your servers, you must first obtain trust metadata from your 1dP and import it 10 your servers, Tou will need Lo
manually obtain the file from the 1dP and upload it here.

1dP Metadala File Boowete . | Mo fle celected.

- Initiate the Metadata ||Jﬂn file selected

This action must be successful for at least the Publisher before moving on to the next task in this wizard,

Import 1dP Metadata |

Next I Cancel I

Selezionare il file XML e fare clic su Apri per caricarlo in CUCM dal menu Download in Preferiti.
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Una volta caricati, fare clic su Importa metadati IdP per importare le informazioni IdP in CUCM.
Confermare che l'importazione € riuscita e fare clic su Avanti per continuare.




ity || '-|Jr|||_|ql Shgn-iin L |rr||-:||_|.r.|l;q||'. winddows Internet | ;-'1|||:.r|l!

O+ Gt Bl £ % @ s s sroncnn. x [ s
aliili,  Cisco Unified CM Administration IR Cesco Unified CH Admanistration | 6o |

Search Documentation About Logout

CISCO cor Cisco Unified Commmsnications Solutions admin
Systemn = Call Routing ~ Media Resources =  Advanced Festures = Devics =  Applcation =

Melp =
SAML Single Sign-0n Configuration
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= Shatus

User Managemen! =  Bulk Adminisiraton =

-ﬁi? Import succeeded for all servers

=~ Identity Provider{ IdP) Metadata Trust File
To configure the trust relaticnshap batween the 1dP and your servers, you must first obfasn trust metadsts from yowr 1P and import £
to your servers. Tou will need to manwally obtsin the fle from the [dP and updoad it here.

IdP Metadata File  [C:\Users\bbanks\Downloads'\FederationMatadats.omd Browss...

~- Initiate the Metadata Impert
This acticn must be successful for at leask the Publisher before moving on to the next task in this wizard,

Tmpart TdP Metadata ] ﬁimpﬂﬂ succesded for all servers

Mext | Cancel |

Selezionare |'utente appartenente agli utenti privilegiati CCM standard e fare clic su ESEGUI
TEST SSO.



@ SAML Single Sagn-On Confiquration - Mozills Firefox - O 4

© & %5 nopsormpubhescfilab.corm: 3443 fcomadming/samiSingleSignOnConfigurationWizard3.dolservei o> & f | =

SAML Single Sign-0On Configuration

- Test 550 Setup

This test verifies that the metadata files are correctly configured and will allow S50 to start up on the servers, Thas tast can be run on
any server for troubleshooting once 550 has been enabled. S50 setup cannot be completed unbess this test is successiul,

1)Psck & walid username to ute for this test

You must already know the password for the selacied username.
This user must have sdminstrator nghts and also exst in the Tdk

I ';3 Please use one of the Usermnmames shown below. Usng any other Username to log nto the 1dP may result in adminstrator
lockout.

Vald sdminstraton Usernames
farfar

2limunch S50 task page

Run Test...

Cancel

Quando viene visualizzata una finestra di dialogo di autenticazione utente, effettuare il login con il
nome utente e la password appropriati.

@ Sign In - Mozilla Firefox — O X

O & https://ad.fhlab.com/adfs/ls/7SAMLRequest=nZJPTwWIXEMXvfipN77CIAI4NSO ***

~
Sign in with your organizational account
farfar@fhlab.com|
sscccceee

[¥)

Se tutto é stato configurato correttamente, dovrebbe essere visualizzato un messaggio che indica
che il test SSO & riuscito.
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SSO Test Succeeded!

! Congratulations on a successful SAML S50 configuration test. Pleasa
chose this window.

Fare clic su CLOSE e FINISH per continuare.

Le attivita di configurazione di base per l'abilitazione del'SSO su CUCM tramite ADFS sono state
completate.

Configura SSO su CUC

Epossibile seguire lo stesso processo per abilitare I'SSO in Unity Connection.

Integrazione LDAP con CUC.

“ = C @ 0 &5 nitpsfoupobhoc s comyousdmn home.d - B2 0 w@oE =

alielis  Cisco Unity Connection Administration
€00 gy Cinco Unified Communications Eoletions
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Lessreas @
Echedules
Hobday Sohsdaes
Global Micnamas SAML Single Sign-On  {1- 2ol 3) Rows per Page 10 .
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Fax Sercer
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Configurare I'autenticazione LDAP.
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LDAP Password® —
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Save

Fields marked with an astensi (*) are regured.

Importare gli utenti da LDAP a cui verranno assegnati i messaggi vocali e l'utente che verra

utilizzato per il tes

t dell'SSO.

Ertervigw Handies
Custom Recondings

Impom Users  Refresh  Help

Shatus

@D rewed 1 LOAP Userls)

(
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Directory Search Redults

Import Seleched Import Al | 25 | Rows Per Page

L
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Import Selected Emport all

Passare a Utenti > Modifica > Ruoli come mostrato nell'immagine.

Edit User Basics (hugohugo)

B users -~
Users
Import Users
Synch Users I Save Usar Bagics
B Class of Service aseward %
Class of Sarvice — i et
Class of Service Membership | i J Chemos baeemord ectory
B Templates Roles
User Templates Name Message Waiting Indicators
Call Handler Templates Alias™ Tronsfer Rules
Contact Templates ;
- Motification Templates s =t
B Contacts Last N Caller Input
Contacts Displa Mailbox
B Dastribution Lists
System Distribution Lists SHT? Phone Menu | @cucpubhcsc.fhlab.com
B Call Management Initials  Playback Message Settings
System Call Handlers Title Send Message Settings
Directory Handlers Emplof Message Actions
Interview Handlers .
Custom Recordings LDAP LT
E-Call Routing ® Post Greeting Recording
E Message Storage m Notification Devices
Al Sl C}Du

Assegnare all'utente che esegue il test il ruolo di amministratore di sistema.
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= Motdicaton Tempistes Remote Administrator -
S Corancts Technicssn
Contacts Tanant Adminigtrator
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Metadati CUC

A questo punto € necessario scaricare i metadati CUC, creare RelyingPartyTrust per CUC e
caricare i metadati CUC e creare le regole in ADFS 3.0

b ADFS -|o
§g Fle Acion View Window Help [-]=]=
«w nm Hm

1 ADFS ] Retying Party Trusts

b Service Dispiay Mame Enstied | Type derther
4 2 Trust Relationships Device Regstration Service Yes W5-Trust / SAML /WS Fedaration  umms-dryad fiiab com
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suance stalement using the AD F5 clem nis nguape

- . Clsm sl name:
D | Ficte Home s Cloima |
1 FgmalD ad
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Andare a SAML Single Sign-On e abilitare SAML SSO.
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© @& 25 https;//cucpubhesc.fhlab.com/cuadmin/samiSingleSignOnConfigurationWizard3.do?serverName: *» | =

SAML Single Sign on Configuration
SAML Single Sign on Configuration  Refresh  Help

SAML Single Sign on Configuration

r Test SSO Setup

This test verifies that the metadata files are correctly configured and will allow SSO to start up on the servers. This test can be run
on any server for troubleshooting once S50 has been enabled. S50 setup cannot be completed unless this test is successful.

1)Pick a valid username to use for this test

You must already know the password for the selected username.
This user must have administrator rights and also exist in the IdP.

! Please use one of the Usernames shown below. Using any other Username to log into the IdP may result in administrator
lockout.

Valid administrator Usernames
farfar

2)Launch S50 test page

Run S50 Test...

Cancel

D & 5 hitpeyfoucpubhcscihlsh.oom ouadminlamiSingleSignOnConfdgurationWizard 3 dotestStatus=1 = B o =

*AML Single Sign on Configuration
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Close :

Configura SSO su Expressway

Importa metadati in Expressway C

Aprire un browser in https://<FQDN ADFS>/FederationMetadata/2007-06/FederationMetadata.xml
e SALVARE i metadati in una cartella locale

Caricare in Configuration > Unified Communications > IDP.



Esporta metadati da Expressway C

Andare alla configurazione -> Unified Communications -> IDP -> Export SAML Data (Esporta dati
SAML)

La modalita cluster utilizza un certificato autofirmato (con durata prolungata) incluso nel SAML

metadati e utilizzati per firmare le richieste SAML

- In modalita cluster, per scaricare il file di metadati a livello di cluster singolo, fare clic su
Scarica

- In modalita peer, per scaricare il file di metadati per un singolo peer, fare clic su Scarica
accanto al peer. Per esportare tutto in un file zip, fare clic su Scarica tutto.

Aggiungi un trust della relying party per Cisco Expressway-E

Creare innanzitutto i trust della relying party per Expressway-E e quindi aggiungere una regola
attestazione per inviare l'identita come attributo UID.

««% #r B[m
ADFS Rebying Party Truats Acthens
Service - L
= End [ty Narrs Enabied  Tyew iarthr Relying Party Trusts -
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OAuth con accesso aggiornato

In Cisco CUCM Enterprise Parameters, Verificare OAuth con il parametro Aggiorna flusso di

accesso ¢ abilitato. Andare a Cisco Unified CM Administration > Enterprise Parameters > SSO
and OAuth Configuration.



~SS0 and OAuth Configuration
QAuth Token Expiry Timer (minutes) * [so |s0
OAuth Refresh Token Expiry Timer (days) * Eﬁn. |$D
ir for Third P. lien [ ]
550 Login Behavior for i0Ds * |use embedded browser (WebView) w| Use embedded browser (WebView)
QAuth with Refresh Login Flow * [Enabled \v| Disabled
Use S5O for RTMT * [True W | True

Percorso di autenticazione

| SAML SSO and UCMLLDAP ¥
None

SAML SSO authentication
UCM/LDAP basic authentication

SAML SSO and UCM/LDAP

- Se il percorso di autenticazione € impostato su "Autenticazione SSO SAML", solo i client
Jabber che utilizzano un cluster Unified CM abilitato a SSO saranno in grado di utilizzare
MRA in questo Expressway. Si tratta di una configurazione SSO only.

- Il supporto MRA di Expressway per tutti i telefoni IP, tutti gli endpoint TelePresence e
qualsiasi client Jabber ospitato in un cluster Unified CM non configurato per SSO richiedera
che il percorso di autenticazione includa I'autenticazione UCM/LDAP.

- Se uno o piu cluster MCM unificato supportano SSO Jabber, selezionare "SAML SSO and
UCM/LDAP" per consentire sia I'autenticazione SSO che l'autenticazione di base.

Architettura SSO

SAML é un formato di dati basato su XML basato su standard aperti che consente agli
amministratori di accedere senza problemi a un set definito di applicazioni di collaborazione Cisco
dopo aver eseguito I'accesso a una di tali applicazioni. SAML SSO utilizza il protocollo SAML 2.0
per offrire Single Sign-On tra domini e prodotti diversi per le soluzioni di collaborazione Cisco.

Flusso di login in locale
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Figure SAML Single sign 550 Call Flow for Collaboration Servers

Flusso di accesso MRA

Unified CM Expressway-C Expressway-E Cisco Jabber

Active directory |dentity provider
OAuth

OAuth € uno standard che supporta l'autorizzazione. Per poter essere autorizzati, gli utenti devono
essere autenticati. Il flusso di concessione del codice di autorizzazione fornisce a un client un
metodo per ottenere I'accesso e aggiornare i token per accedere a una risorsa (servizi Unified CM,
IM&P, Unity ed Expressway). Questo flusso & basato anche sul reindirizzamento e pertanto
richiede che il client sia in grado di interagire con un agente utente HTTP (browser Web)
controllato dall'utente. Il client inviera una richiesta iniziale al server di autorizzazione utilizzando
HTTPS. Il server OAuth reindirizza l'utente a un servizio di autenticazione. Questa operazione puo
essere eseguita su Unified CM o un IdP esterno se SAML SSO ¢ abilitato. A seconda del metodo
di autenticazione utilizzato, &€ possibile che all'utente finale venga visualizzata una pagina Web per



autenticarsi. L'autenticazione Kerberos & un esempio che non consente di visualizzare una pagina
Web. A differenza del flusso di concessione implicito, un flusso di concessione del codice di
autenticazione riuscito fara si che i server OAuth emettano un "codice di autorizzazione" al
browser Web. Si tratta di un codice univoco monouso di breve durata che viene quindi passato dal
browser Web al client. |l client fornisce questo "codice di autorizzazione" al server di
autorizzazione insieme a un segreto gia condiviso e riceve in cambio un "token di accesso" e un
"token di aggiornamento"”. |l segreto client utilizzato in questo passaggio consente al servizio di
autorizzazione di limitare I'utilizzo ai soli client registrati e autenticati. | token vengono utilizzati per
i seguenti scopi:

Token di accesso/aggiornamento

Token di accesso: Token rilasciato dal server di autorizzazione. |l client presenta il token a un
server delle risorse quando deve accedere alle risorse protette su tale server. Il server delle
risorse € in grado di convalidare il token e considera attendibili le connessioni che utilizzano il
token. (la durata predefinita dei token di accesso Cisco & di 60 minuti)

Token di aggiornamento: Questo token viene nuovamente rilasciato dal server di autorizzazione. II
client presenta questo token al server di autorizzazione insieme al segreto client quando il token di
accesso € scaduto o sta per scadere. Se il token di aggiornamento € ancora valido, il server di
autorizzazione rilascera un nuovo token di accesso senza richiedere un'altra autenticazione. Per
impostazione predefinita, i token di aggiornamento Cisco hanno una durata di 60 giorni. Se il
token di aggiornamento € scaduto, € necessario avviare un nuovo flusso di concessione del
codice di autorizzazione OAuth completo per ottenere nuovi token.

Il flusso di concessione del codice di autorizzazione OAuth & migliore

Nel flusso di concessione implicito, il token di accesso viene passato al client Jabber tramite un
agente utente HTTP (browser). Nel flusso di concessione del codice di autorizzazione, il token di
accesso viene scambiato direttamente tra il server di autorizzazione e il client Jabber. Il token
viene richiesto dal server di autorizzazione utilizzando un codice di autorizzazione univoco con
limiti di tempo. Questo scambio diretto del token di accesso € piu sicuro e riduce I'esposizione al
rischio.

Il flusso di concessione del codice di autorizzazione OAuth supporta l'utilizzo dei token di
aggiornamento. In questo modo I'utente finale pud beneficiare di un'esperienza migliore, poiché

non deve eseguire la nuova autenticazione con la stessa frequenza (per impostazione predefinita
60 giorni)

Configura Kerberos

Seleziona autenticazione di Windows

Gestione Internet Information Services (IIS) > Siti > Sito Web predefinito > Autenticazione >
Autenticazione di Windows > Impostazioni avanzate.

1. Deselezionare Attiva autenticazione in modalita kernel.
2. Assicurarsi che la protezione estesa sia disattivata.
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Internet Information Services (lIS) Manager

® (@ » AD » Sites » DefaultWebSite »

[=]o] x |
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File View Help

Q-3 |\
gy Start Page
4-93 AD (FHLAB\administrator)
i Application Pools
- . Sites
p & Default Web Site

0 Authentication

Group by: Mo Grouping -

-

Configuration: ‘localhost” applicatios

MName Status Response Type
Anonymous Authentication Enabled
ASP.NET Impersonation Disabled
Forms Authentication Disabled HTTF 302 Login/Redir
Windows Authentication Enabled HTTP 401 Challenge
Advanced Settings K |
Extended Protection:
Lot v|
Click here f ‘ . i

[w Enable Kernel-mode authentication

By default, IS enables kernel-mode authentication, which may improve A
suthentication performance and prevent authentication problems with

application pools configured to use a custom identity. As a best practice, do not
disable this setting if Kerberos authentication is used in your environment and the
apphcation pool is configured to use a custom identity,

ADFS supporta sia Kerberos che NTLM

A Chick here to learn how to
configure Extended
Protection

Disable

Advanced Settings...
Providers...

ﬂ Help

Verificare che AD FS versione 3.0 supporti sia il protocollo Kerberos che il protocollo NTLM (NT
LAN Manager), poiché tutti i client non Windows non possono utilizzare Kerberos e si basano su

NTLM.

Nel riquadro di destra, selezionare Provider e assicurarsi che Negotiate e NTLM siano presenti in

Provider abilitati:
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4-[8) Sites Anonymous Authentication Enabled
b €D Default Web Se ASP.NET Impersonation Disabled Disable
Forms Authentication Disabled HTTP 302 Login/Redir Advanced Settings...
Windews Authentication Enakbled HTTP 401 Challenge Prowiders. ..
Providers (= |
Enabled Providers:
Megotiate
NTLM
<| |
- . Select a provider from the list of available providers and click Add
| Features View |1 to add it to the enabled providers.,
Cenfiguration: "lecalhest” applicationHost.config, <location path="Default Available Providers

Configurare Microsoft Internet Explorer

Verificare che Internet Explorer > Avanzate > Abilita autenticazione integrata di Windows sia
selezionato.



General | security [ Privacy | content | Connections | Programs | Advanced |

Settings
() Do not submit unknown addresses to your auto-search pri »
@ Just display the results in the main window

AL Security
Allow active content from CDs to run on My Computer™®
Allow active content to run in files on My Computer™
] Allow software to run or install even if the signature is inv:
Check for publisher's certificate revocation
Check for server certificate revocation™®
V] Check for signatures on downloaded programs
| Do not save encrypted pages to disk r
Empty Temporary Internet Files folder when browser is d{H
Enable DOM Storage
Enable Integrated Windows Authentication™
[¥] Enable memory protection to help mitigate online attacks™® ™

4 | 10 | r
*Takes effect after you restart Internet Explorer
| Restore advanced settings |
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default | — |
condition.

You should only use this if your browser is in an unusable state.

OK Cancel | Apply
Aggiungi URL ADFS in Protezione > Aree Intranet > Siti
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