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Introduzione

In questo documento viene descritto come risolvere il problema relativo al recupero del gruppo di
Active Directory (AD) durante I'autenticazione, mentre I'errore viene visualizzato nei log attivi:

ERROR_TOKEN_GROUPS_I NSUFFI CI ENT_PERM SSI ONS
Prerequisiti

Requisiti

Cisco raccomanda la conoscenza dei seguenti argomenti:

- Cisco Identity Services Engine
- Microsoft Active Directory

Componenti usati

I documento puo essere consultato per tutte le versioni software di Identity Services Engine (ISE).

Problema

Il problema € che I'account utente utilizzato per aggiungere ISE ad AD non dispone dei privilegi
corretti per ottenere tokenGroups. Cio non si verifica se per aggiungere ISE ad AD é stato
utilizzato I'account Domain Admin. Per risolvere il problema, aggiungere uno o piu nodi ISE
all'account utente e fornire le autorizzazioni ai nodi ISE:

- Contenuto elenco
- Leggi tutte le proprieta



- Autorizzazioni di lettura
Questo problema si verifica, anche se le autorizzazioni per I'utente sembrano essere corrette
(verificare rispetto a ISE 1.3 AD Authentication Fail with Error: "Privilegio insufficiente per
recuperare i gruppi di token"). Tali debug sono riportati in ad-agent.log:

28/ 08/ 2016 17:23: 35, VERBCSE, 140693934700288, Error code: 60173 (synbol:

LW ERROR_TOKEN_GROUPS_| NSUFFI Cl ENT_PERM SSI ONS) , | sass/ server/ aut h- provi der s/ ad- open-
provi der/ provi der - mai n. c: 7409

28/ 08/ 2016 17:23: 35, VERBCSE, 140693934700288, Error code: 60173 (synbol:

LW ERROR_TOKEN_GROUPS_I NSUFFI Cl ENT_PERM SSI ONS) , | sass/ server/ api / api 2. c: 2572

Soluzione
Per fornire le autorizzazioni necessarie per I'account utente, effettuare le seguenti operazioni:

1. in Active Directory passare a Proprieta per I'account utente AD:

]

%, userd,

":" Delete

%, userB
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% vchrenek Properties
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gﬁ m Help -

2. Scegliere la scheda Protezione e fare clic su Aggiungi:


/content/en/us/support/docs/security/identity-services-engine/200349-ISE-1-3-AD-Authentications-Fail-with-Err.html
/content/en/us/support/docs/security/identity-services-engine/200349-ISE-1-3-AD-Authentications-Fail-with-Err.html
/content/en/us/support/docs/security/identity-services-engine/200349-ISE-1-3-AD-Authentications-Fail-with-Err.html
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Group of user names:

82, SELF

82, Authenticated Users

82, SYSTEM

2 DRISE-SECS

Zo Account Unknown(5-1-5-21-70538635-790656579-4293929702-1...
82, Domain Admins [EXAMPLEO\D omain Admins) v

Add... Remove

Peimissions for Everyone

Full control

Read

Wiite
Create all child objects
Delete all child objects
Allowed to authenticate

. L 4

For special peimissions or advanced seliings. click
Advanced.

g

JDDDDDDE
1000000

E

OK Cancel || 4poy || Hep

3. Selezionare i tipi di oggetto:




Select this object type:

Users, Groups, or Bulit-in secunily pincipals

From this localion:

example. com

Enter the object names to select [sxamples)

[

4. Selezionare Computer e fare clic su OK:

Check Mames

5. Inserire il nome host ISE (VCHRENEK-ISE4 nell'esempio) e fare clic su OK:




Select this object lype:

Users, Compaters, Groups, of Bull-in secunly pincipals
From this location:

example. com

Enter the object names to select [sxamples)
IVCHREMEK-ISE4

6. Selezionare il nodo ISE e fare clic su Advanced:



Published Certificates | Member Of | Password Replication | Dialin | Object
Remote Desktop Services Profile COM+ Altiibute E ditor
General | Addess | Account | Profle | Telephones | Organization
Securily Environment Sessions |  Remote contiol

Group of user names;

52, Administrators (EXAMPLE O\Administrators)

82, Account Operators (EXAMPLE O\Account Operators)

2, Pre-Windows 2000 Compatible Access [EXAMPLE 0\Pre Windows...
52, Windows Authorization Access Group (EXAMPLE OVWindows Aut...

ﬂTmi\al Seiver License Servers [EXAMPLEOAT eiminal Server Lic...

52 ENTERPRISE DOMAIN CONTROLLERS
—o VCHRENEKASE4 [EXAMPLEAWCHREMEK-ISE4%)
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7. Da Advanced Security Settings selezionare ISE machine account e fare clic su Edit:



Chamier: Comain Admins EXAMPLEC\Domain Admins) Change

Permissions I Auditing IEﬂel:hue .ﬁd:tesﬁl

For additional information, double-click a permission entry, To modify a permission entny, select the entry and click Edit (if available).

Permission entries:

Type Primcipal Aecess Inhernted from Applies to

2, Allow SELF Special Mone This object only
8, Allow  Authenticated Users Read permissions This cbject only
B, Allow  SYSTEM Full contredl Thiz object only
82, Allow  Domain Admins (EXAMPLED...  Full contrel This cbject only
B, Allew  Account Operators (EXAMPL...  Full control This object only

VCHREMEK-ISES (EXAMPLED... This chject only
82, allew  Everyone Change password This object only
B, Allew  SELF Read/write web infor... This ahject anly
8, Allow Read/write phone and... This object only
B2, Allow  SELF Read/write personal in... Thizs object only

L

| Add || Remowe || Edit | | Restore defaults |

| Disable inheritance |

8. Fornire queste autorizzazioni all'account del computer ISE e fare clic su OK:

Principsl  VCHRENEK-ISE4 (EXAMPLEOWCHRENEK-IEAS)  Select s principal
Type:  |llow v|
Applies to: | This object orly v|

Permissions:

[ Full contral [ Creats il child chjects

[ Ligt gontents [ Delete all child abgects

[ Fead ol propesties [T Create ms-net-ieee- 20011 -GroupPolicy objects
[C1'Wrste all propestie: [ Delete ma-net-ieee-BIEN-GroupPalicy abpects
[ Delets [ Create ms-ret-ieee- 2003 GeoupPoloy chjscts
[T Delete subtree [ Delete ma-net-icee-B0T3-GroupPalicy objects
[ Read permizsions [ Adlemned 1 puthenticate

[ Medify perrnissions [(IChenige passwond

[l Muodify cramer [ Recene sz

[ &l validated waite; [ Reset paspaard

[l extended rights [ 5end 2

Propesties:

[ Reead 2l properties [ Read mzD 3 OperationsFordeTaskBL

[t all properties [l Read wrizDi- parertdisbname

Dopo queste modifiche, i gruppi AD devono essere recuperati senza problemi:



. Test User Authentication

* Username | veronika I

* Password |n+uu" |
Authenlication Type | MS-RPC -r|

Authorization Data (] Refrieve Groups
Refrieve Aftributes

Test |
Authentication Result Groups Attributes

Teat Username : verponika

ISE HODE : vchrenek-ised.example.com
Scope : Default Scope

Inscance : AD1

Authenticacion Besult : SUCCESS

Authenticacion Domain ! example.com

Oser Principal NHame : vercnikafexample.com

User Distinguished Hame : CHw=veronika,Cl={jzers,DC=example, DC=com
Groups : 1 found.

Atctributes : 36 found.

Questa operazione deve essere eseguita per tutti gli utenti e le modifiche devono essere replicate
in tutti i controller di dominio del dominio.
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