Gestion des certificats CUCM et notification des
modifications
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1. Introduction

Ce document explique que la gestion des certificats dans le systéme d’exploitation unifié Cisco est
un composant trés important de CUCM et VOS lui-méme, compte tenu des nombreuses
applications et caractéristiques qui dépendent des certificats, notamment : TVS, CAPF, Security
by Default (sécurité par défaut) ou les pages Unified Serviceability. La fonction de gestion des
certificats constitue un référentiel unique de certificats et d’API pour d’autres composants afin
d’intégrer facilement la sécurité et le transfert sécurisé des données (TLS).

Le service de notification de changement de certificat Cisco (« Cisco Certificate Change
Notification ») a été introduit principalement pour synchroniser certains certificats sur les nceuds
de la grappe. Il est surveillé par ServM. Il facilite et accélére la mise a disposition de certificats
pour I'administrateur dans les déploiements plus importants.

Contribué par Mateusz Olszowy, ingénieur Cisco TAC.

2. Comment les certificats sont-ils stockés?

Les certificats sont stockés dans le systéme de fichiers ainsi que dans la base de données et le
service CN conserve leur synchronisation entre les nceuds. Les certificats du systéme de fichiers
ont une priorité plus élevée que les certificats de base de données.

Tableaux de bases de données :

- CERTIFICATE : stocke tous les détails du certificat comme I'objet, I'émetteur, le numéro de
série, le certificat au format PEM, etc.

- CERTIFICATESERVICECERTIFICATEMARP : cartographie entre le certificat et le type de
certificat, par exemple CallManager-Trust, CAPF-Trust



- CERTIFICATEHASHMAP : cartographie entre le certificat et la valeur de hachage du certificat

- CERTIFICATEPROCESSNODEMAP : cartographie entre le certificat et le nceud de calcul
(processnode)

- CERTIFICATETRUSTROLEMAP : cartographie entre le certificat et le numérotage role_enum

- TYPECERTIFICATESERVICE : cartographie les énumérations que vous pouvez trouver dans
CERTIFICATESERVICECERTIFICATEMAP pour les types de certificat (c.-a-d. Tomcat,
Tomcat-Trust, CallManager etc.)

Stockage dans le systeme de fichiers :

- certs : clé publique (X509Certificate - propre certificat) (format .der et .pem avec .description)
et également au format Keystore PKCS-12.
- keys : clé privée et phrases secrétes et demandes CSR.
- trust-certs : tous les certificats de confiance (format .der & .pem) et également au format
Keystore PKCS-12.
Exemples de chemins :

/usr/local/cm/.security/CallManager/
lusr/local/cm/.security/ CAPF
/usr/local/platform/.security/tomcat

Le sous-répertoire trust-certs contient des liens symboliques qui font référence aux fichiers .pem
avec des noms spéciaux qui se composent d’'une valeur de hachage openSSL et généralement
d’'une extension .0 qui peut servir d’itérateur lorsque la méme valeur de hachage est générée.
Reportez-vous a I'exemple ci-dessous :

[ root @ucrpub trust-certs]# pwd
/usr/local/cm.security/Call Manager/trust-certs

[root @ucrpub trust-certs]# |s -1 cucnpub. pem
-rwxr-xr-x 1 certbase ccnbase 993 Mar 15 2013 cucnpub. pem

[ root @ucrpub trust-certs]# openssl x509 -noout -hash -in cucnpub. pem
5eb51e07

[root @ucrpub trust-certs]# |s -1 5eb51e07.0 |Irwxrwxrwx 1 certbase ccnbase 11 May 13 17:16
5eb51e07. 0 -> cucnpub. pem

3. Apercu de conception de CertMgmt et du service CN de
certificat

Lorsque le certificat est chargé dans la page d’administration du systeme d’exploitation, le fichier
en format .PEM et .DER est écrit dans le systéme de fichiers et les tableaux de base de données
sont mises a jour.

Ces certificats sont ensuite répliqués au moyen de la réplication de base de données sur les
autres nceuds de la grappe.

Certains types de certificats sont récupérés par le processus de notification de changement de
certificat Cisco sur les noeuds distants et chargés dans le systéme de fichiers par ce méme



processus.

Le processus de notification de changement de certificat Cisco est informé des modifications
apportées dans ces tableaux : CERTIFICATE et CERTIFICATESERVICECERTIFICATEMAP.

Les certificats faisant 'objet de la notification de changement de certificat Cisco sont configurés
dans le fichier de configuration suivant : /usr/local/platform/conf/certM.conf:

CHANGE_NOTIFICATION_UNIT=tomcat,tomcat-trust,directory-trust,CallManager,Phone-SAST-
trust,CallManager-trust

En outre, le service s’exécute toutes les 30 min. (1800 sec.) par défaut pour préserver la
synchronisation de tous les certificats; ce compteur est également configuré dans le fichier ci-
dessus : CN_SYNC_TIMER=1800

Une fois les certificats chargés, répliqués sur les nceuds distants et chargés sur le systéme de
fichiers, la page admin du systeme d’exploitation affichera les certificats.

Il est important de noter que la page admin du systeme d’exploitation et tous les autres services
lisent les certificats a partir du systéme de fichiers et non a partir de la base de données.
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Dans cette section, vous allez vous pencher sur trois scénarios différents de gestion des
certificats.

Dans chaque scénario, vous devrez suivre le processus en détail et utiliser des captures d’écran
et des journaux.

Dans ces scénarios, vous utiliserez une grappe a 2 nceuds avec CUCM version 9.1.2.10000-28.

Légende :

CM - Gestion des certificats (les journaux se trouvent dans 'file list activelog
platform/log/certMgmtXXXXX.log')

certCN - service de notification de changement de certificat (les journaux se trouvent dans « file
list activelog platform/log/certCNXXXXX.log »)

Exemples fondés sur la grappe CUCM 9.1.2.10000-28, deux nceuds :
PUB, IP:10.48.46.29, HOSTNAME:CUCM861
SUB, IP: 10.48.46.30, HOSTNAME:CUCM861s

Les certificats sont présentés dans la page admin du systéme d’exploitation avec le numéro de
série sous forme décimale. La base de données stocke ces nombres en format hexadécimal
(HEX). Pour convertir des numéros de série entre HEX et DEC, vous pouvez utiliser cet outil en
ligne.

Les extraits de journal contiennent des commentaires (en gras, commengant par « # # »).

4 A. Insérer un nouveau certificat de confiance Tomcat.

Dans le premier scénario, vous chargez un certificat dans la page Tomcat-Trust via la page
d’administrateur du systéme d’exploitation. les étapes ci-dessous s’appliquent aux deux nceuds du
cluster :

a. Charger manuellement le certificat

b. Le certificat sera stocké dans le systéeme de fichiers par CM.

c. Le certificat sera inséré dans la base de données par CM.

d. Le certificat sera répliqué via la réplication de base de données vers I'abonné. CertCN sera
informé de la modification sur les deux nceuds (pub et sub). Il n’exécutera pas d’action sur le
nceud pub.

e. CertCN sur le sous-nceud importera le certificat dans le systeme de fichiers et I'ajoutera au
Keystore.

f. Aprés ces étapes, le certificat sera visible sur I'interface graphique utilisateur (GUI), sous la
page administrateur du systéme d’exploitation.

a. Lorsque le chargement du certificat a partir du fichier PEM a lieu. Veuillez suivre les captures
d’écran ci-dessous :
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Zignaturealgorithrm: SHAZS6withREA (1,2.840,113549,1.1.11)
Issuer Mame: L=Krakow, ST=Malopalska, CHN=CUCM3x, OU=TAC, O=Cisco Systems, C=PL
Validity From: Mon Aug 04 15:19:07 CEST 2014

To: Sat Aug 03 15:19:06 CEST 2019
Subject Mame: L=Krakow, ST=Malopolska, CN=CUCM2x, QU=TAC, 0=Cisco Systemns, CT=PL
Key: RSA (1.2.840,113549.1.1.1)
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Extension: ExtkeyUsageSyntax (OID.2.5.29.37)
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lUsage nids: 1.36.1.55.7.3.1,1.3.6.1.557.3.72, 1.3.6.1.5.5.7.3.5,

—’ Delete l [ Download ]

Numéro de série de notre nouveau certificat :
Dec: 162503161730851213217569888696899890998
Hex: 7A40F8743A793B44FE802B5F3E1E6GF 36

Le certificat est écrit dans le systeme de fichiers (vous allez suivre ce processus dans les étapes
suivantes)

[root @ucMsél tontat]# pwd
/usr/local/platform/.security/tomcat
[root @UCMVMB61 tontat]# Is -la

total 40

drwxr-xr-x 5 root r oot 4096 Apr 4 12:47 .
drwxr-xr-x 5 root r oot 4096 Apr 4 12:47 ..
drwxr-xr-x 2 certbase ccnbase 4096 Aug 2 23:36 certs
drwxr-xr-x 2 certbase ccnbase 4096 Aug 2 23:36 keys



drwxr-xr-x 2 certbase ccnbase 4096 Aug 4 15:21 trust-certs
[root @UCMVMB61 tontat]# |s -la certs
total 48

drwxr-xr-x 2 certbase ccnbase 4096 Aug 2 23:36

drwxr-xr-x 5 root r oot 4096 Apr 4 12:47 ..

-rwxr-xr-x 1 certbase ccnbase 939 Aug 2 23:36 tonctat.der
-rwxr-xr-x 1 certbase ccnbase 64 Aug 2 23:36 tontat.description
-rwxr-xr-x 1 certbase ccnbase 2598 Aug 2 23:36 tontat.keystore
-rwxr-xr-x 1 certbase ccnbase 1326 Aug 2 23:36 tontat.pem

[root @UCMVMB61 tontat]# |s -la trust-certs total 140 drwxr-xr-x 2 certbase ccnbase 4096 Aug 4
15:21 . drwxr-xr-x 5 root root 4096 Apr 4 12:47 .. Ilrwxrwxrwx 1 certbase ccnbase 11 Aug 4 15:21
101f 99a6.0 -> CUCMB61. pem | rwxrwxrwx 1 certbase ccnbase 10 Aug 4 15:21 25ffab9b.0 -> CUCM9X.pem
I rwxrwxrwx 1 certbase ccnbase 42 Aug 4 15:21 7e0370f0.0 ->

Veri Si gn_Cl ass_3_Secure_Server _CA -_G3. pem

-rwxr-xr-x 1 certbase ccnbase 939 Aug 2 23:36 CUCMB61. der

-rwxr-xr-x 1 certbase ccnbase 44 Aug 2 23:36 CUCMB61. description

-rwxr-xr-x 1 certbase ccnbase 1326 Aug 2 23:36 CUCMB61. pem

-rwxr-xr-x 1 certbase ccnbase 941 Aug 2 22:51 CUCMB61s. der

-rwxr-xr-x 1 certbase ccnbase 44 Aug 2 22:51 CUCMB61s. description

-rwxr-xr-x 1 certbase ccnbase 1330 Aug 2 22:51 CUCMB61s. pem

-rwxr-xr-x 1 certbase ccnbase 953 Aug 4 15:21 cucM9X.der

-rwxr-xr-x 1 certbase ccnbase 45 Aug 4 15:21 cucM9X.description

-rwxr-xr-x 1 certbase ccnbase 1346 Aug 4 15:21 CUCM9X.pem

I rwxrwxrwx 1 certbase ccnbase 12 Aug 4 15:21 dOaacffb.0 -> CUCMB61s. pem
-rwxr-xr-x 1 certbase ccnbase 4939 Aug 4 15:21 tontat-trust. keystore

-rwxr-xr-x 1 certbase ccnbase 1520 Apr 4 12:47 Veri Sign_Cl ass_3_Secure_Server _CA - G3. der
-rwxr-xr-x 1 certbase ccnbase 44 Apr 4 12:47 Veri Sign_C ass_3_Secure_Server_CA -

_&3.description
-rwxr-xr-x 1 certbase ccnbase 2114 Apr 4 12:47 Veri Sign_Cl ass_3_Secure_Server _CA -_G3. pem

[ root @UCMB61 tontat]# midSsumtrust-certs/ CUCMDX. pem a0a2el2a42e4bbbf10655c9b299839d49 trust-
certs/ CUCMBDX. pem

Comme vous pouvez le voir, le nouveau certificat est stocké dans le répertoire des certificats de
confiance (trust-certs). Le nom usuel (qui correspond au nom d’héte du nceud CUCM) a été utilisé
comme nom de fichier. |l a été enregistré sous la forme de .pem et .der.

Le lien symbolique 25ffab9b. 0-> CUCM9X.pem a aussi été créé et le certificat a été ajouté au
tomcat-trust.keystore.

Enfin, comparez la somme de contréle MD5 du fichier du certificat sur le sous-noeud pour prouver
qu’il s’agit du méme certificat.

b. Examinons plus en détail la fagon dont le certificat a été enregistré dans le systéme de fichiers.
Dans le journal CM (commentaires dans I'extrait de fichier, en gras, commence par ##) :

2014-08-04 15:21:21,116 INFO [main] - log4j configuration successful
2014-08-04 15:21:21,239 INFO[main] - IN-- CertMr.java - nmainlnternal (args) -
2014-08-04 15:21:21,241 INFO [nain] - decode

## import is the operation that will be performed

2014- 08- 04 15:21:21,241 INFO [main] - op:inport

2014-08-04 15:21:21,241 INFO [main] - type:trust-certs
2014-08-04 15:21:21,241 INFO [main] - unit:tontat-trust
2014-08-04 15:21:21,241 INFO [main] - src-

cert: %R2Fusr %2Fl ocal %2Fpl at f or n@2Fupl oad¥2Fcert s¥2Ft ontat . pem
2014-08-04 15:21:21,241 INFO [main] - cert-

di r: %2Fusr ¥2F| ocal %2Fpl at f or nP2F. securi t y%2Ft ontat ¥2Ftrust -certs
2014-08-04 15:21:21,241 INFO [main] - key-

di r: 9%2Fusr ¥2F| ocal %2Fpl at f or nP2F. securi t y%@2Ft ontat ¥2Fkeys

2014- 08- 04 15:21: 21,241 INFO [main] - root CA-cert: Dunmmy+Root +cert
2014-08-04 15:21:21,241 INFO [main] - trust-



di r: %2Fusr ¥2F| ocal %2Fpl at f or nP2F. securi t y%@2Ft ontat ¥2Ftrust - certs

2014-08-04 15:21:21,241 INFO [main] - logfile: %2Fvar %2F og%2Facti ve¥2Fpl at f or n?2F| og%2Fcert -
nmgmt . | og

2014-08-04 15:21:21,241 INFO [main] -

resultfile: %2Fvar %2Fl og%2Fact i ve¥2Fpl at f or nP2FI og¥%2Fcert de-i nf o. xm

2014-08- 04 15:21: 21,241 INFO [main] - description: Signed+Certificate
2014-08-04 15:21:21,294 INFO [main] - Parsed information

2014-08-04 15:21:21,294 INFO [main] - O gNanme: Cl SCO

2014-08-04 15:21:21,294 INFO [main] - OgUnit: TAC

2014-08-04 15:21:21,294 INFO [main] - Location: KRAKOW

2014-08-04 15:21:21,294 INFO [main] - Country: PL

2014-08-04 15:21:21,294 INFO [main] - State: MALOPOLSKA

2014-08-04 15:21:21,294 INFO [main] - Hostnane: CUCMB61

2014-08-04 15:21:21,294 INFO [main] - AlternateHostnane: null

2014-08-04 15:21:21,294 INFO [main] - Domai n Nane:

2014-08-04 15:21:21,294 INFO [nmain] - |PAddress: 10.48.46.29

2014-08-04 15:21:21,296 INFO [main] - In parseXM()

2014-08-04 15:21:21,359 INFO [main] - FQDN Nane retrived by |Inet Address : CUCMB61
2014-08-04 15:21:21,360 INFO [main] - CN. CUCMB61

2014-08-04 15:21:21,360 INFO [main] - Tenp before nod is

2014-08-04 15:21:21,361 INFO [main] - Tenp afer nmod is TAC

2014-08-04 15:21:21,361 INFO [main] - Tenp in else is TAC

2014-08-04 15:21:21,361 INFO [main] - Tenp before nod is

2014-08-04 15:21:21,361 INFO [main] - Tenp afer nmod is TAC

2014-08-04 15:21:21,361 INFO[main] - Tenp in else is TAC

2014-08-04 15:21:21,361 INFO [main] - CQuFields are TAC

2014-08-04 15:21:21,361 DEBUG [nain] - Field after encoding: TAC

2014- 08- 04 15:21:21,361 DEBUG [nain] - Field after encoding: Cl SCO

2014- 08- 04 15:21: 21, 362 DEBUG [ mai n] Field after encodi ng: KRAKOW

2014- 08- 04 15:21: 21, 362 DEBUG [ mai n] Field after encodi ng: MALOPCOLSKA
2014-08-04 15:21:21,362 DEBUG [nmain] - Field after encoding: PL

2014-08-04 15:21:21,366 INFO[main] - QU field is :TAC

2014-08-04 15:21:21,366 INFO [main] - SubjectDN ::

CN=CUCMB61, QU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPOLSKA, C=PL

2014-08-04 15:21:21,366 INFO [main] - IN-- CertMr.java - getCertMrQbj(unit) - tonctat-trust
2014-08-04 15:21:21,386 INFO [main] - QUT -- CertMr.java - getCertMrCbj -
com ci sco. cpi . cert Mgnt . manager . Tontat Cert Mgr @ 62dbb6

2014-08-04 15:21:21,386 INFO [mai n] - Dunmy | oadProperties

2014-08-04 15:21:21,386 INFO[main] - IN-- CertMr.java - doOp(info) -

2014-08-04 15:21:21,387 INFO [main] - IN-- DefaultCertMr.java - inportCert(info) -
decode: true

op: i mport

unit: t ontat - t rust

keyst oreUnit:toncat-trust

| ogFi | e: /var/log/activel/platform | og/cert-nmgnt.|og
resultFile: /var/log/activel/platfornlog/certde-info.xm

keyDir: /usr/local/platform.security/tontat/keys

certDir: /usr/local/platform .security/tonctat/trust-certs
srcCert: /usr/1ocal/platformupl oad/ certs/tontat.pem

type: trust-certs

root CACert: Dummy Root cert

trustDir: /usr/local/platform .security/tonctat/trust-certs
DNAME: CN=CUCMB61, OU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPOLSKA, C=PL

description: Signed Certificate
i sDBl nsert:true

2014-08-04 15:21:21,387 INFO [main] - IN -- DefaultCertMr.java - |oadlnputCert(info) -
2014- 08- 04 15:21: 22,246 DEBUG [nmain] - Loading RSA providers explicitly...

2014- 08- 04 15:21: 25,159 DEBUG [main] - RSA providers are | oaded explicitly...

2014- 08- 04 15:21: 25,159 DEBUG [nain] - New security. provider.1=Jsaf eJCE

2014- 08- 04 15:21: 25,159 DEBUG [nain] - New security. provider.2=RsaJsse

2014- 08- 04 15:21: 25,159 DEBUG [main] - New security. provider.3=BC

2014- 08- 04 15:21: 25,159 DEBUG [nain] - New security. provider.4=SUN

2014- 08- 04 15:21: 25,159 DEBUG [nmain] - New security. provider.5=SunRsaSi gn



2014- 08- 04 15:21: 25,159 DEBUG [nmain] - New security. provider.6=SunJSSE

2014- 08- 04 15:21: 25,159 DEBUG [nmain] - New security. provider.7=SunJCE

2014- 08- 04 15:21: 25, 159 DEBUG [nmain] - New security. provider.8=SunJGSS

2014- 08- 04 15:21: 25,160 DEBUG [nain] - New security. provider.9=SunSASL

2014- 08- 04 15:21: 25,160 DEBUG [nmain] - New security. provider.10=XM.DSi g

2014- 08- 04 15:21: 25,160 DEBUG [main] - New security. provider.11=SunPCSC

2014-08- 04 15:21: 25,160 INFO [main] - IN -- RSACryptoEngine.java - loadCertificates(..) -
2014-08- 04 15:21:25,160 INFO [main] - IN -- RSACryptoEngine.java - loadCertificate(..) -
2014-08-04 15:21: 25,772 INFO [main] - OQUT -- RSACryptoEngine.java - |oadCertificate -
2014-08-04 15:21:25,772 INFO [main] - OQUT -- RSACryptoEngine.java - |oadCertificates -
2014-08-04 15:21:25,772 INFO [main] - OUT -- DefaultCertMr.java - |oadlnputCert - Successfully
| oaded i nput cert

2014-08- 04 15:21: 25,772 DEBUG [main] - Checking validity of cert

2014-08-04 15:21:25,772 INFO [main] - Verifying certificate

L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL

2014-08-04 15:21:25,772 INFO [main] - IN-- CertUtil.java - parseCNfronDN(DN, sSearchStr)
2014- 08- 04 15:21: 25,773 DEBUG [nain] - parseCNfronDN( cert Subj DN:

' L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Systens, C=PL')

2014-08- 04 15:21: 25,773 DEBUG [nain] - Truncating CN ' CUCMBX, OU=TAC, O=Ci sco Systens, C=PL' ->
' CUCMBX'

2014-08-04 15:21: 25,773 INFO [main] - QUT -- CertUtil.java - parseCNfronDN -

2014-08-04 15:21:25,773 DEBUG [main] - Parsed CN ' CUCMBX from DN

' L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL’

2014-08-04 15:21: 25,773 INFO [main] - trying to load cert fromtrust store
::/usr/local/platform .security/tonctat/trust-certs/CUCMIX. pem

2014-08-04 15:21: 25,773 INFO [main] - cert not available in trust store

11 L=Kr akow, ST=Mal opol ska, CN=CUCMB X, OU=TAC, O=Ci sco Syst ens, C=PL

2014-08-04 15:21: 25,773 INFO [main] - IN -- DefaultCertMr.java - inportTrustCert(info, cert)
2014-08-04 15:21: 25,773 INFO [main] - IN -- DefaultCertMr.java - saveToTrustStore(info, cert) -
2014-08-04 15:21: 25,773 INFO [main] - IN -- DefaultCertMr.java - saveTrustCert(cert, targetDr,
cert Type) -

2014-08-04 15:21: 25,773 INFO [main] - IN-- CertUtil.java - parseCNfronDN(DN, sSearchStr) -
2014- 08- 04 15:21: 25,773 DEBUG [nain] - parseCNfronDN( cert Subj DN:

' L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Systens, C=PL")

2014-08- 04 15:21: 25,773 DEBUG [main] - Truncating CN ' CUCMBX, OU=TAC, O=Ci sco Systens, C=PL' ->
' CUCMBX'

2014-08-04 15:21: 25,773 INFO [main] - QUT -- CertUtil.java - parseCNfronDN -

2014-08-04 15:21:25,773 DEBUG [main] - Parsed CN ' CUCMBX from DN

' L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL’

2014-08-04 15:21: 25,773 INFO[main] - IN-- CertUtil.java - parseCNfronDN(DN, sSearchStr) -
2014- 08- 04 15:21: 25,773 DEBUG [nain] - parseCNfronDN( cert Subj DN:

' L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Systens, C=PL')

2014- 08- 04 15:21: 25,774 DEBUG [nmain] - Truncating CN ' CUCMBX, OU=TAC, O=Ci sco Systens, C=PL' ->
' CUCMBX'

2014-08-04 15:21: 25,774 INFO [main] - QUT -- CertUtil.java - parseCNfronDN -

2014-08-04 15:21: 25,774 DEBUG [main] - Parsed CN ' CUCMBX from DN

' L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL’

## cert will be stored in filesystem

certificate)

2014-08-04 15:21:25,774
2014-08-04 15:21:25,774
2014-08-04 15:21:25,774

2014- 08-04 15:21:25,776

DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]

I NFO [ mai n]

with below filename (which is CN retrieved from

- target filenanme for i

nported cert: ' CUCMBX. peni

- existing certificate with sane fil ename not found.
- Savi ng PEM encoded cert
"/usr/local/platform .security/tontat/trust-certs/CUCVMBX. pem

- IN-- Cryptoltil.java

/usr/local/platform .security/tontat/trust-certs/ CUCMBX. pem

2014- 08- 04 15: 21: 25, 796
2014- 08- 04 15: 21: 25, 796

2014- 08- 04 15: 21: 25, 797

I NFO [ mai n]
DEBUG [ mai n]

I NFO [ mai n]

## saving it to key store

2014- 08- 04 15: 21: 25, 797
2014- 08- 04 15: 21: 25, 797

I NFO [ mai n]
I NFO [ mai n]

Cryptoltil.java -

- saveAsPEM..) - File :

saveAsPEM -

- Savi ng DER encoded cert
‘/usr/local/platform .security/tontat/trust-certs/CUCVMDX. der'

- IN-- TontatCertMyr.java -
RSACr ypt oEngi ne. j ava -

- IN --

Def aul t Cert Myr. j ava -

saveTrust Cert -

saveToKeyStore(..) -

saveToKeySt or e( keyst or eFi | e,



keyst orePass, x509Certificate, alias) -

2014-08-04 15:21:25,797 INFO [main] - IN -- RSACryptoEngine.java - | oadKeyStore(keystoreFile,
keyst or ePass) -

2014-08-04 15:21:25,981 INFO [main] - QUT -- RSACryptoEngine.java - | oadKeyStore -

2014- 08- 04 15:21: 25,981 I NFO [ mai n] Si ze of the keystore before inmport is : 3

2014-08-04 15:21:25,982 INFO [main] - Inporting certificate : CUCMBX

2014- 08- 04 15:21:26,023 INFO [main] - Size of the keystore after inport is : 4

2014- 08- 04 15:21:26,023 INFO [main] - OUT -- RSACryptoEngine.java - saveToKeyStore -

2014-08- 04 15:21:26,023 INFO [main] - OQUT -- TontatCertMr.java - saveToKeyStore -

2014- 08- 04 15:21: 26,023 DEBUG [nmain] - TrustCert description filenanme : ' CUCMBX. descri ption'
2014-08-04 15:21:26,024 INFO [main] - IN -- DefaultCertMr.java - createDescriptionFile(nane,
description) -

2014-08- 04 15:21:26,024 INFO [main] - description is :Signed Certificate

2014- 08- 04 15: 21: 26, 024 | NFO [ mai n] QUT -- DefaultCertMyr.java - createDescriptionFile -
2014-08-04 15:21:26,024 INFO [main] - IN -- DefaultCertMr.java -

set Onner shi pAndPer mi ssions(file) -

2014- 08- 04 15:21: 26,024 DEBUG [nai n] - set Omershi pAndPer m ssions : CUCMBX. descri ption

2014- 08- 04 15:21: 26,025 DEBUG [ mai n] - Changi ng ownership of file

"/usr/local/platform .security/tontat/trust-certs/CUCMDX. description'

2014-08-04 15:21:26,025 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 04 15: 21: 26, 025 DEBUG [nain] - Executing command from Util.sysExec : /bin/chown
certbase /usr/local/platform .security/tontat/trust-certs/CUCMOX. description

2014-08-04 15:21:26,049 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 04 15:21: 26,049 DEBUG [main] - Changi ng group ownership of file

"/usr/local/platform .security/tontat/trust-certs/CUCMDX. description'

2014-08-04 15:21:26,049 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 04 15:21: 26,049 DEBUG [nain] - Executing command from Util.sysExec : [/bin/chgrp ccnbase
/usr/local/platform .security/tontat/trust-certs/CUCMIX. description

2014-08-04 15:21:26,064 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 04 15:21: 26,065 DEBUG [nmai n] - Changi ng node of file

"/usr/local/platform .security/tontat/trust-certs/CUCMDX. description'

2014-08-04 15:21:26,065 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 04 15:21: 26,065 DEBUG [ nmai n] - Executing command from Util.sysExec : /bin/chmd 755
/usr/local/platform .security/tontat/trust-certs/CUCMIX. description

2014- 08-04 15:21:26,068 INFO [main] - QUT -- Util.java - sysExec -

2014-08- 04 15:21:26,068 INFO [main] - OQUT -- DefaultCertMr.java - setOamershi pAndPerni ssions -
2014- 08-04 15:21:26,068 INFO [main] - OUT -- DefaultCertMr.java - saveToTrustStore -

## certificate will be stored in trust-certs directory

2014-08-04 15:21:26,069 INFO [main] - trustdir ::/usr/local/platforni.security/tontat/trust-
certs

2014-08-04 15:21:26,069 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 04 15:21: 26,069 DEBUG [nain] - Executing command from Util.sysExec : python
/usr/1ocal/platform bin/c_rehash.py /usr/local/platfornl.security/tonctat/trust-certs
2014-08-04 15:21:26,449 INFO [main] - QUT -- Util.java - sysExec -

## setting necessary permissions

2014-08-04 15:21:26,449 INFO [main] - IN-- DefaultCertMr.java -

set Onner shi pAndPer m ssions(file) -

2014- 08- 04 15:21: 26,449 DEBUG [mai n] - set Omershi pAndPermi ssions : trust-certs

2014- 08- 04 15:21: 26,449 DEBUG [mai n] - Changi ng ownership of file

"/usr/local/platform .security/toncat/trust-certs’

2014-08-04 15:21:26,449 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 04 15: 21: 26, 449 DEBUG [nain] - Executing command from Util.sysExec : /bin/chown -R
certbase /usr/local/platform .security/tonctat/trust-certs

2014- 08- 04 15:21:26,460 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 04 15:21: 26,460 DEBUG [main] - Changi ng group ownership of file
"/usr/local/platform .security/toncat/trust-certs’

2014-08-04 15:21:26,460 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 04 15: 21: 26,460 DEBUG [nain] - Executing command from Util.sysExec : /bin/chgrp -R
ccnbase /usr/local/platform .security/toncat/trust-certs

2014-08-04 15:21:26,471 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 04 15:21: 26,472 DEBUG [ mai n] - Changi ng node of file

"/usr/local/platform .security/toncat/trust-certs’



2014-08-04 15:21:26,472 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 04 15:21: 26,472 DEBUG [ nmain] - Executing command from Util.sysExec : /bin/chmd -R 755
/usr/local/platform .security/tonctat/trust-certs

2014-08-04 15:21:26,478 INFO [main] - QUT -- Util.java - sysExec -

2014-08-04 15:21:26,478 INFO [main] - OQUT -- DefaultCertMr.java - set Omershi pAndPerni ssions -

2014-08-04 15:21:26,478 INFO [main] - IN-- CertUtil.java - popul ateCertlnfo(cert, oplnfo,
certFil ePenLocation) -

2014-08-04 15:21:26,480 INFO[main] - IN-- CertUil.java - getHostName(..) -

2014-08-04 15:21:26,480 INFO [main] - QUT -- CertUtil.java - getHostNane - CUCMB61
2014-08-04 15:21:26,480 INFO[main] - IN-- CryptoUtil.java - saveAsPEM..) -

2014-08-04 15:21:26,482 INFO [main] - QUT -- Cryptoltil.java - saveAsPEM -
2014-08-04 15:21:26,483 INFO [main] - OQUT -- CertUtil.java - populateCertinfo -

c. Le certificat a été stocké dans le systéme de fichiers, il doit maintenant étre inséré dans la base
de données. Cette opération est également effectuée par 'API de CM.

2014-08-04 15:21:26,484 INFO [main] - IN -- CertDBAction.java -
insertCertificatelnDB(certFiletoStore, info) -
2014-08-04 15:21:26,485 INFO [main] -

## certificate has been identified as tomcat-trust one

DBPar aneters ...

PKI D : nul |

CN : L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL
serial No : 7a40f 8743a793b44f e802b5f 3elebf 36

host Name : CUCMB61

i ssuer Nanme : L=Kr akow, ST=Mal opol ska, CN=CUCMB X, OU=TAC, O=Ci sco Syst ens, C=PL
Certificate :Not Printing huge Certificate String..

| PV4Addr ess : 10. 48. 46. 29

| PV6Addr ess :

Ti meToLi ve : NULL

UNIT :tontat-trust

TYPE :trust-certs

RCLE : nul |

Rol eMoni ker : nul |

Rol eEnum : nul |

SERVI CE : nul |

Servi ceMoni ker :null

Servi ceEnum : 0

2014-08-04 15:21:26,485 INFO [main] - DB - Certifciate Store Plugin Handler is

:com ci sco.ccm certngnt. db. Cert DBI npl

2014- 08- 04 15:21: 26,697 DEBUG [main] - Connection Initialized to | ocal node. Connection
HashCode: 896033 --Detail s: Connect or (NOT CONNECTED: Driver=cominform x.jdbc.|fxDriver;)
2014- 08- 04 15: 21: 26, 697 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

2014- 08- 04 15:21:26,712 DEBUG [nain] - Try to get a connection from pool

2014- 08- 04 15:21: 26,712 DEBUG [nmain] - getting |ocal connection from Pool

2014- 08- 04 15:21: 26,714 DEBUG [main] - Getting connection from connection pool entry
<dat abase, j dbcur| 2>

2014- 08- 04 15:21: 26,715 DEBUG [nain] - There are currently O connection pool entries
2014- 08- 04 15:21: 26,719 DEBUG [nmain] - Checking if connection linmt has been reached for
dat abase

2014- 08- 04 15:21: 26,720 DEBUG [main] - Connecting to publisher so nax nunber of connections
allowed is 100

2014- 08- 04 15:21: 26,720 DEBUG [ nmai n] - Nunber of connections in use is O

2014- 08- 04 15:21:26,720 DEBUG [nain] - There is currently 1 connection pool entry

2014- 08- 04 15:21: 26,720 DEBUG [nai n] - Nunber of avail abl e connections in pool: 0

2014- 08- 04 15:21:27,411 DEBUG [mai n] - Addi ng connection

<com i nform x.jdbc. |fxSqli Connect @35da43> to connection |ist



2014-08- 04 15:21:27,411 DEBUG [nain] - Marking connection

<com inform x.jdbc. |fxSqli Connect @35da43> as used

2014- 08- 04 15:21:27,411 DEBUG [nain] - Got connection from pool

2014- 08- 04 15:21: 27,418 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

2014- 08- 04 15:21: 27,422 DEBUG [main] - Cosing the resultset.

2014- 08- 04 15:21: 27,423 DEBUG [nain] - C osing the connection. Connection HashCode: 896033 --
Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)

2014-08- 04 15:21:27,423 DEBUG [nain] - Attenpting to close connection

2014- 08- 04 15:21: 27,423 DEBUG [nain] - Renoving connection <database, jdbcurl2> from

Connect i onManager i st

2014- 08- 04 15:21: 27,423 DEBUG [nain] - renmpveConnecti onFromConnecti onLi st ()

2014- 08- 04 15:21: 27,447 DEBUG [nain] - Renoving connection

<com i nform x.jdbc.|fxSqgli Connect @35da43> from connection |i st

2014- 08- 04 15:21: 27,452 DEBUG [nmain] - Connection <cominformnix.jdbc.|fxSqli Connect @35da43> is
not closed, adding it back to the pool entry <database,jdbcurl 2>

2014- 08- 04 15:21: 27,453 INFO [mai n] - Connection/Statement/Resultset is closed properly.

## service is checking current enums for TYPETRUSTROLEMAP (for tomcat-trust it is

## ROLE_APPLICATION SERVER=7) and TYPESERVICEROLEMAP (for tomcat-trust it will be

## tomcat-trust=6)

2014-08-04 15:21:27,453 INFO [main] - TYPETRUSTROLEMAP :: { TRUST_ROLE_DATA SERVI CE=24,
TRUST_ROLE_PROVI SI ONl NG_SERVI CE=23, TRUST_ROLE_SERVI CEABI LI TY=27,

TRUST_ROLES CALLMANAGER TFTP=2, PHONE TRUST_ROLES FI REWALL=6, ROLE_APPLI CATI ON_SERVER=7,
TRUST_ROLES_SAST=0, ROLE_SI GNALI NG CALL_CONTROL=22, TRUST_ROLES_ CALLMANAGER=1,
TRUST_ROLES_UNKNOWN=255, TRUST_ROLE _NETWORK_ELEMENT=25, TRUST_ROLES SRST=5,

ROLE_CERTI FI CATE_AUTHORI TY=20, TRUST_ROLE_VPN=26, TRUST_ROLES CAPF=4, TRUST_ROLES TFTP=3,
ROLE_AUTHENTI CATI ON_AUTHORI ZATI ON=21}

2014- 08- 04 15:21:27,453 I NFO [mai n] - TYPESERVI CEROLEMAP :: {Phone- VPN-trust=2, Call Manager =3,
Phone- CTL-trust =15, tontat-trust=6, TVS=11, ipsec-trust=8, Phone-trust=1, Phone-SAST-trust=14,
toncat =5, userlicensing-trust=16, CAPF=9, ipsec=7, CAPF-trust=10, Call Manager-trust=4, TVS-
trust=12, directory-trust=13}

2014-08- 04 15:21:27,453 INFO [main] - unitRol eMap ::{Phone-VPN-trust=[ TRUST_ROCLE VPN],

Cal | Manager =[ TRUST_ROLES_CALLMANAGER TFTP, TRUST_ROLES SAST], Phone-CTL-

trust =[ ROLE_APPLI CATI ON_SERVER], tontat-trust=[ ROLE_APPLI CATI ON_SERVER],

TVS=[ ROLE_AUTHENTI CATI ON_AUTHORI ZATI ON], ipsec-trust=[], Phone-trust=[ ROLE _APPLI CATI ON_SERVER],
Phone- SAST-trust =[ TRUST_ROLES_SAST, TRUST_ROLES TFTP], tontat=[ ROLE_APPLI CATI ON_SERVER],
userlicensing-trust=[], CAPF=[ TRUST_ROLES_CAPF], i psec=[ ROLE_APPLI CATI ON_SERVER], CAPF-trust=[],
Cal | Manager-trust=[], TVS-trust=[], directory-trust=[]}

2014- 08- 04 15:21: 27,453 INFO [main] - comonTrust StoreMap ::{}

2014- 08- 04 15:21: 27,456 DEBUG [main] - Connection Initialized to Publisher. Connection
HashCode: 7962652 --Detail s: Connect or (NOT CONNECTED: Driver=cominform x.jdbc.|fxDriver;)
2014-08-04 15:21:27,456 INFO [main] - IN-- CertDBlnpl.java - insertCertificate(certinfo, con) -
2014- 08- 04 15:21: 27,456 DEBUG [ nain] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014- 08- 04 15:21:27,456 DEBUG [nain] - Try to get a connection from pool

2014-08- 04 15:21: 27,456 DEBUG [nain] - Getting connection from connection pool entry

<dat abase, j dbcur| 2>

2014- 08- 04 15:21: 27,456 DEBUG [nain] - There is currently 1 connection pool entry

2014- 08- 04 15:21: 27,456 DEBUG [mai n] - Addi ng connection

<com inform x.jdbc.|fxSqli Connect @35da43> to connection |ist

2014- 08- 04 15:21: 27,456 DEBUG [nmain] - Marking connection

<com i nform x.jdbc. |fxSqli Connect @35da43> as used

2014- 08- 04 15:21: 27,457 DEBUG [nain] - Got connection from pool

2014-08-04 15:21:27,459 INFO[main] - IN-- CertDBlnpl.java -

popul at eRol eEnunSer vi ceEnum(cert | nfo) -

2014-08-04 15:21:27,459 INFO [main] - UNIT ::: tontat-trust

2014-08-04 15:21:27,459 INFO [main] - role ::: [ROLE_APPLI CATI ON_SERVER|

2014-08-04 15:21:27,459 INFO [main] - roleEnum::: [7]

2014- 08-04 15:21:27,459 INFO [main] - service ::: null

2014-08-04 15:21:27,459 INFO [main] - serviceEnum::: 6

2014-08-04 15:21:27,459 INFO [main] - QUT -- CertDBlnpl.java - popul at eRol eEnunSer vi ceEnum -
2014-08-04 15:21:27,489 INFO [main] - IN-- CertDBUIil.java - getProcessNodel d(con, host Nane,

i pAddress, fqdn) -



2014-08-04 15:21:27,489 INFO [main] - getProcessNodeld Query : SELECT PKI D, NAVE FROM PROCESSNODE
WHERE UPPER( NAME) =UPPER(" CUCMB61") OR UPPER( NAME) =UPPER( " 10. 48. 46. 29") OR

UPPER( NAME) =UPPER( " CUCMB61" )

2014- 08- 04 15:21: 27,489 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014- 08- 04 15:21: 27,497 INFO [mai n] - ProcessNodel d: 13f 4b0d9- Obae- 429a- a86e- 625336a35bb6
2014- 08- 04 15:21:27,498 DEBUG [nain] - Closing the resultset.

2014- 08- 04 15:21:27,498 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-04 15:21:27,498 INFO [main] - QUT -- CertDBUil.java - getProcessNodeld -

2014-08-04 15:21:27,498 INFO [main] - IN-- CertDBlnpl.java - getPkidO Certificate(hash,
server Nane, con) -

2014-08-04 15:21:27,498 DEBUG [main] - GetPKID Query : SELECT A. PKI D FROM CERTI FI CATE A,

CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND B. HASH = "a9Wv WeDnBnnHHnc UCqOGCz409g="
2014- 08- 04 15:21: 27,498 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014- 08- 04 15:21:27,522 DEBUG [nmain] - Closing the resultset.

2014- 08- 04 15:21:27,539 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-04 15:21:27,539 INFO [main] - OUT -- CertDBInpl.java - getPkidO Certificate -

2014- 08- 04 15:21:27,539 DEBUG [nmain] - |INSERT FLAG :: isCertUpdate=false :: doNot hi ng=fal se

## you can see an insert query that is used to upload the certificate into the CERTIFICATE
## table

2014-08-04 15:21:27,543 DEBUG [ nmai n] - | NSERT/ UPDATE Query of CERTIFI CATE : | NSERT | NTO
CERTI FI CATE VALUES ("4152b36b- 002e- 68ac- 711d-

c373fa940779", "CUCMB61", " L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OQU=TAC, O=Ci sco

Syst ems, C=PL", " L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco

Syst ens, C=PL", " 7a40f 8743a793b44f e802b5f 3ele6f 36", "---- - BEG N CERTI FI CATE- - - - -
M | Dt TCCAp2gAW BAgl QekD4dDp500T+gCt f Ph5vNj ANBgkghki GOWOBAQs FADBq

MQs wCQYDVQQGEW] QT DEWWVBQGALUEChMNQ2I z2Y28gU3I zdGvt cz EMVA0GALUECX MD
VEFDMBWDQYDVQQDEWZDVUNNOVgx Ez ARBgNVBAg TCk 1hb wb2xz a2 Ex Dz ANBg NV

BAcTBKt y YW vdz Ae FwOx NDA4 MDQx Mz E5 MDd aFwOx OT A4 MDIVk Mz ES MDZaMGox Cz AJ

BgNVBAYTAI BMVRYWFAYDVQQRKEWL DaXNj by BTe XN0ZWLz MQwmwCg'YDVQQL EWNUQUIVK

Dz ANBg NVBAMT Bk NVQO 05 VWDETVBEGAL UECBVKTWFs b3BvbHNr YTEPMAO GALUEBX MG

S3Jha293M | Bl j ANBgkghki GOWOBAQEFAACCA@BAM | BCgKCAQEAYO0I ol zj yDpaC

/ gGVITws JUaoyvAdxwRhAWvsr 071 gr +r ON+HQApZBFA TWOgLOWv +c AvCTKf Xsl 4QJ

Il 6BvxcMABQWF6S10Ol WAE9DyhY2ZkuRi LXOO24eRnf 30FePH9j | 5eVWUW 4CKaVS3
xa9yg6yaYa4o7PE6QypKISDI Kn2l HQ6j 1HX26ZXLKLJJInmHhFK5cnFbo+7UUzdt i E

u3+XBQ nTQsS/ bM7oVbcsyqgYuaQddr T5Zr zo9QEj x4BuM62929j mEcgm / OQ6M4s

aS+dEj x9u+g9r nt NuvZ0pgt sHHU3I i j ePZCnKmbJE4o0i Clgl 2zUwTecvk Yk+M5Z0

XeXyN2W kQ DAQABo1cwWTAL BgNVHQ@BEBAMCAr winwd wYDVROI BCAWHg Y1 KwYBBQUH

AWEGCCs GAQUFBWMCBggr Bg EFBQc DBTAdBgNVHQAEFgQUt 6dl JJ8f Tevc RHXEQKE

f YV3SPswDQYJKoZI hvc NAQELBQADggEBALA9j n5CWRHVA+EGICEQUY LgKNN7Lshy

| 0SSE7Nn5Rs| BAPQcD8W/I 7bzRYp70yFoQLB+Z8U4FgSCWKbGAGAUbMyb/ 6r XLW

uUy Cr Xhy48Xr MDVI3CgMHXhR5t j YOSn1zi XdJe4Aw BRAz| d4Qr | dNUE6pUSLrrh

915dRYvr Xpl XgeQ2pGUHqol12CSay SSPTeFhNDh8U2yj w/ t g8HLAMVOVWTY+9U

B6TCO4i El mwOr 9t J6+LyZI 7enRm\kv50n5PZc K4RQz 5NCef VXd SHLpwAuUW-QBED

nt 7BbxyyZl 5KbaSdAM/k YRonuwDJy ZWWI PON t VenRl RPk2/ yDb9590=

----- END CERTI FI CATE- - - - -

","10.48.46.29","", NULL)

2014- 08- 04 15:21: 27,543 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]
2014-08-04 15:21:27,766 INFO [main] - IN-- CertDBlnpl.java - updateCertificateHashMap(certlnfo,
con) -

## hash for this certificate is being updated in teh CERTIFICATEHASMAP

2014-08-04 15:21:27,766 DEBUG [mmin] - Update query of CERTIFI CATEHASHVAP : UPDATE

CERTI FI CATEHASHVAP SET HASH = "a9VWw/ WeDnmBnnHHncUCqOGCz4M0g=" WHERE FKCERTI FI CATE = "4152hb36b-
002e- 68ac- 711d- c373f a940779"

2014- 08- 04 15:21:27,766 DEBUG [ nain] - getConn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08-04 15:21: 27,771 INFO [main] - OQUT -- CertDBlInpl.java - updateCertificateHashMap -

## cert is in the DB, but there is still no info about the type of this certificate.
## Corresponding tables: CERTIFICATESERVICECERTIFICATEMAP, CERTIFICATETRUSTROLEMAP and



## CERTIFICATEPROCESSNODEMAP need to be updated with correct info. For each one CM will
## check if you have any entries in the DB with the PKID of certificate you just added. If
## no, proper entry is inserted

2014-08-04 15:21:27,771 INFO [main] - IN-- CertDBlnpl.java - insertCertSrvCertMap(certlnfo,
con) -
2014-08-04 15:21:27,771 INFO[main] - IN-- CertDBlnpl.java -

checkExi stingCertificateServiceMappi ng(certlnfo, serviceEnum con) -

## checked here

2014-08- 04 15:21:27,771 DEBUG [nain] - checkExistingTrustCertificateForService Query : SELECT
PKI D, FKCERTI FI CATE, TKCERTI FI CATESERVI CE FROM CERTI FI CATESERVI CECERTI FI CATEVMAP WHERE
FKCERTI FI CATE = "4152b36b- 002e- 68ac- 711d- c373f a940779" AND TKCERTI FI CATESERVI CE= " 6"

2014- 08- 04 15:21:27,771 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08- 04 15:21:27,774 DEBUG [main] - Closing the resultset.

2014-08-04 15:21:27,774 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-04 15:21:27,774 INFO [main] - OUT -- CertDBInpl.java -

checkExi stingCertificateServiceMapping -

## inserted here

2014-08-04 15:21:27,774 DEBUG [main] - Certificate to be inserted in

CERTI FI CATESERVI CECERTI FI CATEMAP tabl e :tontat-trust ::PKID :4152b36b- 002e- 68ac- 711d-
c373fa940779 ::tolnsertlnCertSrvMap:true

2014-08-04 15:21:27,774 DEBUG [main] - Insert query of CERTIFI CATESERVI CECERTI FI CATEMAP : | NSERT
I NTO CERTI FI CATESERVI CECERTI FI CATEMAP VALUES (new d(), "4152b36b- 002e- 68ac- 711d- c373f a940779", 6)
2014- 08- 04 15:21:27,775 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08-04 15:21:27,778 DEBUG [main] - CertService mapping entry already exists..

2014-08-04 15:21:27,778 INFO [main] - OUT -- CertDBInpl.java - insertCertSrvCertMp -

2014-08-04 15:21:27,778 INFO [main] - IN-- CertDBlnpl.java - insertCert TrustRol eMap(certlnfo,
l og, con) -
2014-08-04 15:21:27,779 INFO[main] - IN-- CertDBlnpl.java -

checkExi stingCertificateRol eMappi ng(certlnfo, rol eEnum con) -

## checked here

2014-08- 04 15:21:27,779 DEBUG [nain] - checkExistingTrustCertificateForRole Query :SELECT

PKI D, FKCERTI FI CATE, TKTRUSTROLE FROM CERTI FI CATETRUSTROLEVMAP WHERE FKCERTI FI CATE = "4152b36b-
002e- 68ac- 711d- c373f a940779" AND TKTRUSTROLE= "7"

2014- 08- 04 15:21:27,779 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[0] connect ToPubByDef aul t[true]

2014- 08- 04 15:21:27,781 DEBUG [nmain] - Closing the resultset.

2014-08-04 15:21:27,781 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-04 15:21:27,781 INFO [main] - QUT -- CertDBInpl.java -

checkExi stingCertificat eRol eMappi ng -

## inserted here

2014-08-04 15:21:27,781 DEBUG [nain] - Certificate to be inserted in CERTI Fl CATETRUSTROLEVAP
table :tonctat-trust ::PKID :4152b36b- 002e-68ac- 711d-c373fa940779 ::tolnsertlnCertSrvMap:true
2014-08-04 15:21:27,781 DEBUG [main] - Insert query of CERTIFI CATETRUSTROLEVAP : | NSERT | NTO
CERTI FI CATETRUSTROLEMAP VALUES (newi d(), "4152b36b- 002e- 68ac- 711d- ¢c373f a940779", 7)

2014- 08- 04 15:21:27,782 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08-04 15:21:27,868 INFO [main] - QUT -- CertDBlnpl.java - insertCertTrustRol eMap -

2014-08-04 15:21:27,868 INFO [main] - IN-- CertDBlnpl.java - insertCertProcessNodeMap(certlnfo,
con) -
2014-08-04 15:21:27,868 INFO[main] - IN-- CertDBlnpl.java -

checkExi sti ngCert ProcessNodeMappi ng(certlnfo, con) -

## finally checked here

2014- 08- 04 15:21: 27,868 DEBUG [ mai n] - checkExi stingCertProcessNodeMappi ng Query : SELECT

PKI D, FKCERTI FI CATE, FKPROCESSNODE, SERVERNAME FROM CERTI FI CATEPROCESSNCDEVAP WHERE

FKCERTI FI CATE="4152b36b- 002e- 68ac- 711d- c373f a940779" AND FKPROCESSNCDE="13f 4b0d9- Obae- 429a- a86e-
625336a35bb6" AND SERVERNAME="CUCMB61"

2014- 08- 04 15:21: 27,869 DEBUG [ nai n] - get Conn:



usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014- 08- 04 15:21:27,872 DEBUG [main] - Closing the resultset.

2014-08- 04 15:21:27,872 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-04 15:21:27,872 INFO [main] - OUT -- CertDBInpl.java -

checkExi sti ngCert ProcessNodeMappi ng -

## and inserted here

2014-08-04 15:21:27,872 DEBUG [main] - Insert query of CERTIFI CATEPROCESSNODEMAP : | NSERT | NTO
CERTI FI CATEPROCESSNODEMAP VALUES (new d(), "4152b36b- 002e- 68ac- 711d- c373f a940779", " 13f 4b0d9-
Obae- 429a- a86e- 625336a35bb6" , "CUCMB61", "10.48.46.29" , "")

2014- 08- 04 15:21: 27,872 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[0] connect ToPubByDef aul t[true]

2014-08-04 15:21:27,879 INFO [main] - OQUT -- CertDBlInpl.java - insertCertProcessNodeMap -
2014-08- 04 15:21:27,930 DEBUG [main] - Connection conmitted for insertCertificate..

2014-08- 04 15:21:27,930 DEBUG [nain] - Insertion of Certificate in DB is Successful.
2014-08-04 15:21:27,930 INFO [main] - OQUT -- CertDBInpl.java - insertCertificate -

2014- 08- 04 15:21:27,930 DEBUG [main] - C osing the connection. Connection HashCode: 7962652 --
Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)

2014-08-04 15:21:27,930 DEBUG [nain] - Attenpting to close connection

2014- 08- 04 15:21: 27,930 DEBUG [nain] - Renoving connection <database, jdbcurl?2> from
Connect i onManager i st

2014- 08- 04 15:21: 27,930 DEBUG [nain] - renmpveConnecti onFromConnecti onLi st ()

2014- 08- 04 15:21: 27,930 DEBUG [nain] - Renobving connection

<com i nform x.jdbc.|fxSgli Connect @35da43> from connection |i st

2014- 08- 04 15:21:27,931 DEBUG [nain] - Connection <cominformni x.jdbc.|fxSqli Connect @35da43> is
not closed, adding it back to the pool entry <database,jdbcurl 2>

2014-08-04 15:21:27,931 INFO [mai n] - Connection/Statenment/Resultset is closed properly.
2014-08-04 15:21:27,931 INFO [main] - DB - Generate Certificate operation in DB is successful
2014-08-04 15:21:27,931 INFO [main] - QUT -- CertDBAction.java - insertCertificatelnDB -
2014-08-04 15:21:27,931 INFO [main] - IN-- CryptoUtil.java - isOCSPEnabled(..) -

2014-08-04 15:21:27,931 INFO[main] - IN-- CryptoUil.java - getCertMnitorXm Parser(..) -
2014-08-04 15:21:27,989 INFO [main] - QUT -- Cryptoltil.java - getCertMnitorXm Parser -
2014-08-04 15:21:27,989 INFO [main] - QUT -- Cryptoltil.java - isOCSPEnabled - false

2014- 08- 04 15:21:27,990 DEBUG [nain] - OCSP is not enabl ed.

## process of importing the cert to this node is finishing here.

2014-08-04 15:21:27,990 INFO [main] - Successfully inported trusted certificate with Subject
DN: L&#61; Kr akow, ST&#61; Mal opol ska, CN&#61; CUCMIX, QU&#61; TAC, C&#61; C sco Syst ens, C&#61; PL
2014-08-04 15:21:27,990 INFO [main] - OUT -- DefaultCertMr.java - inmportTrustCert -
Successfully inmported trusted certificate with Subject

DN: L&#61; Kr akow, ST&#61; Mal opol ska, CN&#61; CUCMIX, QU&#61; TAC, C&#61; C sco Syst ens, C&#61; PL
2014-08-04 15:21:27,990 INFO [main] - result of inport operations is ::lnmport of trust
certificate is successful

2014-08-04 15:21:27,990 INFO [main] - OUT -- DefaultCertMr.java - inmportCert -

2014-08-04 15:21:27,990 INFO [main] - IN-- CertMr.java - |logResult(result, desc, resultFile) -
2014-08-04 15:21:27,990 INFO [main] - CertMnt Operation Result : null

2014-08-04 15:21:27,991 INFO [main] - QUT -- CertMyr.java - |logResult -

2014-08-04 15:21:27,991 INFO [main] - QUT -- CertMr.java - doQp -

2014-08-04 15:21:27,992 INFO [main] - OQUT -- CertMyr.java - mainlntenal -

d. Une fois les certificats répliqués, le service CertCN sur les deux noceuds est informé de la
modification apportée a la base de données. Vous pouvez le voir dans les journaux. Ci-dessous,
vous verrez le journal de I'éditeur

## notification about the change comes, service is notified about change in CERTIFICATE and
CERTIFICATESERVICECERTIFICATEMAP tables

2014- 08-04 15:21:28,003 INFO [Thread-5] - IN - process. changeData &col on;

2014-08-04 15:21:28,016 | NFO [ Thread-5] - Inside CERTIFICATE - 1/U option..

2014- 08-04 15:21:28,016 DEBUG [ Thread-5] - Updated Data in CERTI FI CATE

1 <neg><t ype>DBL</t ype><t abl e>certificate</tabl e><tabl ei d>41</t abl ei d><acti on>l </ acti on><ti ne>14
07158487</ti ne><new><cdr server >2</ cdrserver ><cdrti me>1407158486</ cdrti me><pki d>4152b36b- 002e-
68ac- 711d-

c373f a940779</ pki d><ser ver nane>CUCMB61</ ser ver nanme><subj ect name>L=Kr akow, ST=Mal opol ska, CN=CUCMBX



, OU=TAC, O=Ci sco

Syst ens, C=PL</ subj ect nanme><i ssuer nane>L=Kr akow, ST=Mal opol ska, CN=CUCMBX, QU=TAC, C=Ci sco

Syst ens, C=PL</ i ssuer name><seri al nunber >7a40f 8743a793b44f e802b5f 3ele6f 36</ seri al nunber ><certifica
te></certificate><i pvdaddress>10. 48. 46. 29</ i pv4addr ess><i pv6addr ess></i pv6addr ess><ti met ol i ve>NU
LL</tinetolive><ifx_repl check>6043699677659004930</i f x_r epl check></ new></ nsg>

2014-08-04 15:21:28,016 DEBUG [ Thread-5] - Certificate PKID : 4152b36b-002e-68ac- 711d-
c373fa940779 , ipAddress : 10.48.46.29 , O dSerialNo : , NewSerial No :

7a40f 8743a793b44f e802b5f 3elebf 36

2014- 08- 04 15:21:28,017 INFO [Thread-5] - QUT - process.

2014- 08- 04 15:21:28,018 INFO [Thread-5] - IN - process. changeData &col on;

2014-08-04 15:21:28,018 I NFO [ Thread-5] - |nside CERTIFl CATESERVI CECERTI FI CATEMAP - | option..
2014-08-04 15:21:28,019 DEBUG [ Thread-5] - Updated Data in CERTI Fl CATESERVI CECERTI FI CATEVAP

1 <neg><t ype>DBL</type><tabl e>certificateservicecertificatemp</tabl e><tabl ei d>44</tabl ei d><acti
on>| </ action><tinme>1407158487</ti me><new><cdr server >2</ cdr server><cdrti ne>1407158487</ cdrti me><p
ki d>798f f 6el- eld6- 42e5- ade6- 30d9d7360d6d</ pki d><f kcerti fi cat e>4152b36b- 002e- 68ac- 711d-
c373fa940779</fkcertificate><tkcertificateservice>6</tkcertificateservice><ifx_repl check>6043699
681953972226</i f x_r epl check></ new></ nsg>

2014-08-04 15:21:28,019 INFO [InsertThread --- 8] - IN -- CertKeystoreHandler.java - run() -
2014-08- 04 15:21:28,021 DEBUG [Insert Thread --- 8] - InsertThread --- 8 -- START --

## change is related to the PKID that has been assigned for the new certificate

2014-08-04 15:21:28,021 DEBUG [l nsertThread --- 8] - DB Val ue UPDATE: 4152b36b-002e-68ac- 711d-
c373fa940779

2014-08-04 15:21:28,021 INFO [InsertThread --- 8] - IN -- CertKeystoreHandl er.java -

updat el nt oKeystore() -

2014-08-04 15:21:28,021 INFO [InsertThread --- 8] - IN-- CertDBlnpl.java -
getCertificate(certBash64SHAL: nul | --pkid: 4152b36b- 002e- 68ac- 711d- c373f a940779

2014- 08- 04 15:21:28,022 DEBUG [InsertThread --- 8] - Connection Initialized to | ocal node.

Connecti on HashCode: 14186201 --Detail s: Connect or (NOT CONNECTED:
Driver=cominformx.jdbc.|fxDriver;)

2014- 08- 04 15:21: 28,022 DEBUG [InsertThread --- 8] - Select Query to getCertificate : SELECT

A. *, B. HASH FROM CERTI FI CATE A, CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND A. PKID =
"4152b36b- 002e- 68ac- 711d- c373f a940779"

2014- 08- 04 15:21: 28,022 DEBUG [I nsert Thread --- 8] - getConn:

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

2014- 08- 04 15:21:28,022 DEBUG [InsertThread --- 8] - Try to get a connection from pool

2014- 08- 04 15:21: 28,022 DEBUG [Insert Thread --- 8] - getting |local connection from Pool

2014- 08- 04 15:21:28,022 DEBUG [Insert Thread --- 8] - Getting connection from connection pool
entry <dat abase, j dbcurl 2>

2014- 08- 04 15:21:28,022 DEBUG [InsertThread --- 8] - There are currently 2 connection pool
entries

2014- 08- 04 15:21: 28,023 DEBUG [Insert Thread --- 8] - Checking if connection lint has been
reached for database

2014- 08- 04 15:21: 28,023 DEBUG [Insert Thread --- 8] - Connecting to publisher so max numnber of
connections allowed is 100

2014- 08- 04 15:21: 28,023 DEBUG [Insert Thread --- 8] - Nunber of connections in use is O

2014- 08- 04 15:21: 28,023 DEBUG [InsertThread --- 8] - There are currently 2 connection pool
entries

2014- 08- 04 15:21: 28,023 DEBUG [Insert Thread --- 8] - Nunber of avail able connections in pool: 0
2014- 08- 04 15:21: 28,079 DEBUG [Insert Thread --- 8] - Adding connection

<com inform x.jdbc.|fxSqli Connect @62db76> to connection |ist

2014- 08- 04 15:21:28,079 DEBUG [Insert Thread --- 8] - Marking connection

<com i nform x.jdbc. |fxSqli Connect @62db76> as used

2014-08- 04 15:21:28,079 DEBUG [Insert Thread --- 8] - Got connection from pool

2014-08- 04 15:21:28,081 DEBUG [InsertThread --- 8] - Cosing the resultset.

2014- 08- 04 15:21:28,081 DEBUG [InsertThread --- 8] - Cosing the connection. Connection
HashCode: 14186201 --Detail s: Connect or (CONNECTED: Driver=cominform x.jdbc.|fxDriver;)
2014-08-04 15:21:28,081 DEBUG [InsertThread --- 8] - Attenpting to close connection

2014-08- 04 15:21:28,081 DEBUG [Insert Thread --- 8] - Renobving connection <database, jdbcurl 2>
from Connecti onManager |i st

2014-08- 04 15:21:28,081 DEBUG [Insert Thread --- 8] - renmoveConnecti onFromConnecti onLi st ()
2014-08- 04 15:21:28,081 DEBUG [Insert Thread --- 8] - Renpbving connection

<com i nform x.jdbc.|fxSqgli Connect @62db76> from connection |i st
2014-08- 04 15:21:28,081 DEBUG [I nsert Thread --- 8] - Connection



<com inform x.jdbc.|fxSqli Connect @62db76> i s not

<dat abase, j dbcur| 2>

2014-08-04 15:21:28,082 INFO [InsertThread ---

properly.

2014- 08- 04 15:21: 28,082 DEBUG [ I nsert Thread ---

CertDBI npl . get Certificate method.

2014-08-04 15:21:28,082 INFO [InsertThread ---
2014-08-04 15:21:28,082 INFO [InsertThread ---

get Cer t Uni t ByPki d( pki d)

2014- 08- 04 15:21: 28,083 DEBUG [ I nsert Thread ---
Connecti on HashCode: 20337133

Driver=cominformx.jdbc.|fxDriver;)

2014- 08- 04 15:21: 28,083 DEBUG [ I nsert Thread ---

002e- 68ac- 711d- c373f a940779"
2014- 08- 04 15:21: 28,083 DEBUG [ I nsert Thread ---

2014- 08- 04 15:21: 28,083 DEBUG [ I nsert Thread ---
2014- 08- 04 15:21: 28,083 DEBUG [ I nsert Thread ---
2014- 08- 04 15:21: 28,083 DEBUG [ I nsert Thread ---

entry <dat abase, j dbcurl 2>

2014- 08- 04 15:21: 28,083 DEBUG [ I nsert Thread ---

entries

2014- 08- 04 15:21: 28,083 DEBUG [ I nsert Thread ---

2014- 08- 04 15:21: 28,083 DEBUG [ I nsert Thread ---
<com i nform x.jdbc.|fxSqli Connect @62db76> as used
2014- 08- 04 15:21: 28,083 DEBUG [ I nsert Thread ---
2014- 08- 04 15:21: 28,085 DEBUG [ I nsert Thread ---
2014- 08- 04 15:21: 28,085 DEBUG [ I nsert Thread ---
HashCode: 20337133
2014- 08- 04 15:21: 28,085 DEBUG [ I nsert Thread ---
2014- 08- 04 15:21: 28,085 DEBUG [ I nsert Thread ---
|ist

8]

8]

8]
8]

8]
- - Det ai | s: Connect or ( NOT CONNECTED:

8]

8]
8]
8]
8]
8]
8]
8]

8]
8]

cl osed,

adding it back to the pool entry

Connection/ St atenent/ Resultset is closed

Connection rel eased from

ouT --
IN --

CertDBInpl .java - getCertificate -
Cert DBl npl . j ava -

Connection Initialized to | ocal node.

Sel ect Query to getCertUnitByPkid : SELECT
A. PKI D, A. FKCERTI FI CATE, A. TKCERTI FI CATESERVI CE, B. NAME UNI T FROM
CERTI FI CATESERVI CECERTI FI CATEMAP A, TYPECERTI FI CATESERVI CE B WHERE A. FKCERTI FI CATE="4152h36b-

AND A. TKCERTI FI CATESERVI CE =
8]

B. ENUM

get Conn:
usePool i ng[true] connect ToLocal DB[true] _target[ 0] connect ToPubByDef aul t[fal se]

Try t
getti
Cetti

0 get a connection from pool
ng | ocal connection from Pool
ng connection from connection pool

There are currently 2 connection pool

Addi ng connection
<com inform x.jdbc.|fxSqli Connect @62db76> to connection |ist

Mar ki

ng connection

CGot connection from pool

C osi
C osi

ng the resultset.
ng the connection. Connection

--Det ai | s: Connect or (CONNECTED: Driver=com i nform x.jdbc.|fxDriver;)
- Attenpting to close connection
Renovi ng connecti on <dat abase, jdbcurl 2>

from Connect i onManager

2014- 08- 04 15:21: 28,085 DEBUG [ I nsert Thread ---
2014- 08- 04 15:21: 28,085 DEBUG [ I nsert Thread ---

2014- 08- 04 15:21: 28,085 DEBUG [ I nsert Thread ---
<com inform x.jdbc.|fxSqli Connect @62db76> i s not

<dat abase, j dbcur| 2>

2014-08-04 15:21:28,085 INFO [InsertThread ---

properly.

2014-08- 04
Cer t DBI npl .
2014-08- 04
2014-08- 04
2014-08- 04
2014-08- 04
2014-08- 04
2014-08- 04

15: 21: 28, 085 DEBUG [I nsert Thread ---

get Cert Uni t ByPki d met hod.

15:
15:
15:
15:
15:
15:

21:
21:
21:
21:
21:
21:

28, 085
28, 086
28, 086
28, 086
28, 086
28, 086

I NFO [I nsert Thr ead
I NFO [I nsert Thr ead
I NFO [I nsert Thr ead
I NFO [I nsert Thr ead
I NFO [I nsert Thr ead
I NFO [I nsert Thr ead

: 7a40f 8743a793b44f e802b5f 3elebf 36
2014-08-04 15:21:28,086 INFO [Insert Thread
get Li st FronConaSeperatedStr(..) -
2014-08-04 15:21:28,086 INFO [Insert Thread
get Li st FronConaSeper at edStr -

8]
8]

8]
8]

8]

8]

8]

8]
8]
8]
8]
8]
8]

8]

8]

r enoveConnect i onFr omConnect i onLi st ()
Renovi ng connecti on

<com i nform x.jdbc.|fxSqgli Connect @62db76> from connection |i st

Connecti on

cl osed,

adding it back to the pool entry

Connection/ St atenent/ Resultset is closed

Resul

ouT --
UNIT :

tset released from

CertDBI npl .java - getCertUnitByPkid -
toncat - trust

Current | PAddress : 10. 48. 46. 29
Renot el PAddress : 10. 48. 46. 29

d dSer
NewSer

IN --

ouT --

ial No :
i al No

CertUil.java -

CertUtil.java -

## tomcat-trust is in scope of certCN for import but since it is already on the file

## system the service will nothing with that one.
2014-08-04 15:21:28,086 INFO [InsertThread ---
2014- 08- 04 15:21: 28,086 DEBUG [ I nsert Thread ---
node except tontat cert.

2014-08-04 15:21:28,086 INFO [InsertThread ---
updated in trust-store by Change Notification..

8]

8]

8]

t ontat

-trust --- is included unit for CN

Change notification not require on sane

- tonctat-trust Certificate successfully



2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - QUT -- CertKeystoreHandl er.java -

updat el nt oKeystore -

2014- 08- 04 15:21: 28,086 DEBUG [I nsertThread --- 8] - InsertThread --- 8 -- END --
2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - QUT -- CertKeystoreHandl er.java - run -

e. Sur I'abonné, le résultat est le méme, le service certCN est informé de la modification et importe
ensduite le certificat dans le systéme de fichiers, crée les liens symboliques, etc... Vous pouvez le
voir dans le journal ci-dessous :

## service is notified about the change in DB. Notifications are related to two tables:
2014-08-04 15:21:29,298 INFO [Thread-5] - IN - process. changeData &col on;
2014-08-04 15:21:29,299 INFO [ Thread-5] - Inside CERTIFICATE - 1/U option..

## CERTIFICATE one ...

2014- 08- 04 15:21: 29,299 DEBUG [ Thread-5] - Updated Data in CERTI FI CATE

1 <neg><t ype>DBL</t ype><t abl e>certificate</tabl e><tabl ei d>41</t abl ei d><acti on>l </ acti on><ti ne>14
07158488</ti ne><new><cdr server >2</ cdrserver ><cdrti me>1407158487</ cdrti me><pki d>4152b36b- 002e-
68ac- 711d-

c373f a940779</ pki d><ser ver nane>CUCMB61</ ser ver nanme><subj ect name>L=Kr akow, ST=Mal opol ska, CN=CUCMBX
, OU=TAC, G=Ci sco

Syst ens, C=PL</ subj ect nane><i ssuer nane>L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco

Syst ens, C=PL</ i ssuer nane><seri al nunber >7a40f 8743a793b44f e802b5f 3ele6f 36</ seri al nunber ><certifica
te></certificate><i pvdaddress>10. 48. 46. 29</ i pv4addr ess><i pv6addr ess></i pvb6address><ti met ol i ve>NU
LL</tinetolive><ifx_repl check>6043699677659004930</i f x_r epl check></ new></ nsg>

2014- 08-04 15:21:29,299 DEBUG [ Thread-5] - Certificate PKID : 4152b36b-002e- 68ac- 711d-
c373fa940779 , ipAddress : 10.48.46.29 , O dSerialNo : , NewSerial No :

7a40f 8743a793b44f e802b5f 3elebf 36

2014- 08- 04 15:21:29,299 INFO [Thread-5] - QUT - process.

2014-08-04 15:21:29,299 INFO [InsertThread --- 35] - IN -- CertKeystoreHandl er.java - run() -
2014-08-04 15:21:29,300 DEBUG [InsertThread --- 35] - InsertThread --- 35 -- START --

2014- 08-04 15:21:29,300 DEBUG [I nsert Thread --- 35] - DB Val ue UPDATE: 4152b36b- 002e-68ac-711d-
c373fa%940779

2014-08-04 15:21:29,300 INFO [InsertThread --- 35] - IN -- CertKeystoreHandl er.java -

updat el nt oKeystore() -

2014-08-04 15:21:29,300 INFO [InsertThread --- 35] - IN-- CertDBlInpl.java -
getCertificate(certBash64SHAL: nul | --pkid: 4152b36b- 002e- 68ac- 711d- c373f a940779

2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - Connection Initialized to |ocal node

Connect i on HashCode: 30607587 --Details: Connect or (NOT CONNECTED:
Driver=cominformx.jdbc.|fxDriver;)

2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - Select Query to getCertificate : SELECT
A. *, B. HASH FROM CERTI FI CATE A, CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND A. PKID =
"4152b36b- 002e- 68ac- 711d- c373f a940779"

2014-08-04 15:21:29,301 DEBUG [l nsertThread --- 35] - getConn:

usePool i ng[true] connect ToLocal DB[true] _target[ 0] connect ToPubByDef aul t[fal se]

2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - Try to get a connection from pool
2014-08-04 15:21:29,301 DEBUG [I nsert Thread --- 35] - getting local connection from Poo
2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - Getting connection from connection poo
entry <dat abase, j dbcurl 2>

2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - There are currently 2 connection pool
entries

2014- 08- 04 15:21:29,301 DEBUG [InsertThread --- 35] - Checking if connection limt has been
reached for database

2014-08-04 15:21:29,302 DEBUG [I nsertThread --- 35] - Connecting to subscriber so max nunber of
connections allowed is 100

2014-08-04 15:21:29,302 DEBUG [InsertThread --- 35] - Nunber of connections in use is O

2014- 08-04 15:21:29,302 DEBUG [InsertThread --- 35] - There are currently 2 connection pool
entries

2014- 08- 04 15:21:29,302 DEBUG [Insert Thread --- 35] - Nunber of avail able connections in pool: 0O
2014- 08-04 15:21:29,315 INFO [Thread-5] - IN - process. changeData &col on;

2014- 08- 04 15:21:29,316 INFO [Thread-5] - Inside CERTI FI CATESERVI CECERTI FI CATEVMAP - | option..
## ... and CERTIFICATESERVICECERTIFICATEMAP

2014-08-04 15:21:29, 316 DEBUG [ Thread-5] - Updated Data in CERTI Fl CATESERVI CECERTI FI CATEVAP



1 <neg><t ype>DBL</type><t abl e>certificateservicecertificatemp</tabl e><tabl ei d>44</tabl ei d><acti
on>| </ action><tinme>1407158489</ti me><new><cdr server >2</ cdr server><cdrti ne>1407158487</ cdrti me><p
ki d>798f f 6el- eld6- 42e5- ad4e6- 30d9d7360d6d</ pki d><f kcerti fi cat e>4152b36b- 002e- 68ac- 711d-
c373fa940779</fkcertificate><tkcertificateservice>6</tkcertificateservice><ifx_repl check>6043699
681953972226</i f x_r epl check></ new></ nsg>

2014- 08- 04 15:21: 29,354 DEBUG [Insert Thread --- 35] - Adding connection

<com inform x.jdbc.|fxSqli Connect @ec9f34> to connection |ist

2014- 08- 04 15:21: 29,355 DEBUG [Insert Thread --- 35] - Marking connection

<com i nform x.jdbc. |fxSqli Connect @ec9f 34> as used

2014- 08- 04 15:21: 29,355 DEBUG [Insert Thread --- 35] - Got connection from pool

2014- 08- 04 15:21: 29,363 DEBUG [Insert Thread --- 35] - Closing the resultset.

2014- 08- 04 15:21: 29,363 DEBUG [InsertThread --- 35] - C osing the connection. Connection
HashCode: 30607587 --Detail s: Connect or (CONNECTED: Driver=cominformx.jdbc.|fxDriver;)
2014-08- 04 15:21: 29,363 DEBUG [Insert Thread --- 35] - Attenpting to close connection

2014- 08- 04 15:21: 29,363 DEBUG [I nsert Thread --- 35] - Renoving connection <database, jdbcurl 2>
from Connecti onManager |i st

2014- 08- 04 15:21: 29,363 DEBUG [Insert Thread --- 35] - renoveConnecti onFromConnecti onLi st ()
2014- 08- 04 15:21: 29,363 DEBUG [InsertThread --- 35] - Renoving connection

<com i nform x.jdbc.|fxSqgli Connect @ec9f 34> from connection |i st

2014- 08- 04 15:21: 29,363 DEBUG [Insert Thread --- 35] - Connection

<com inform x.jdbc.|fxSqli Connect @ec9f34> is not closed, adding it back to the pool entry
<dat abase, j dbcur| 2>

2014-08- 04 15:21:29,363 INFO [Insert Thread --- 35] - Connection/Statenment/Resultset is closed
properly.

2014- 08- 04 15:21: 29,363 DEBUG [Insert Thread --- 35] - Connection released from

Cert DBl npl . get Certificate method.

2014-08-04 15:21:29,363 INFO [InsertThread --- 35] - OUT -- CertDBInpl.java - getCertificate -
2014-08-04 15:21:29,363 INFO [InsertThread --- 35] - IN-- CertDBlnpl.java -

get Cert Uni t ByPki d( pki d) -

2014- 08- 04 15:21: 29,364 DEBUG [Insert Thread --- 35] - Connection Initialized to |ocal node.

Connecti on HashCode: 29897942 --Detail s: Connect or (NOT CONNECTED:
Driver=cominformx.jdbc.|fxDriver;)

2014- 08- 04 15:21: 29,364 DEBUG [Insert Thread --- 35] - Select Query to getCertUnitByPkid : SELECT
A. PKI D, A. FKCERTI FI CATE, A. TKCERTI FI CATESERVI CE, B. NAME UNI T FROM

CERTI FI CATESERVI CECERTI FI CATEMAP A, TYPECERTI FI CATESERVI CE B WHERE A. FKCERTI FI CATE="4152h36b-
002e- 68ac- 711d- c373f a940779" AND A. TKCERTI FI CATESERVI CE = B. ENUM

2014- 08- 04 15:21: 29, 364 DEBUG [Insert Thread --- 35] - getConn:

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

2014- 08- 04 15:21: 29,364 DEBUG [InsertThread --- 35] - Try to get a connection from pool
2014- 08- 04 15:21: 29,364 DEBUG [InsertThread --- 35] - getting |ocal connection from Pool
2014- 08- 04 15:21: 29,364 DEBUG [Insert Thread --- 35] - Getting connection from connection pool
entry <dat abase, j dbcurl 2>

2014- 08- 04 15:21: 29,364 DEBUG [InsertThread --- 35] - There are currently 2 connection pool
entries

2014- 08- 04 15:21: 29,364 DEBUG [Insert Thread --- 35] - Adding connection

<com inform x.jdbc.|fxSqli Connect @ec9f34> to connection |ist

2014- 08- 04 15:21: 29,364 DEBUG [InsertThread --- 35] - Marking connection

<com i nform x.jdbc. | fxSqli Connect @ec9f 34> as used

2014- 08- 04 15:21: 29,364 DEBUG [InsertThread --- 35] - Got connection from pool

2014- 08- 04 15:21: 29,369 DEBUG [InsertThread --- 35] - Closing the resultset.

2014- 08- 04 15:21: 29,369 DEBUG [InsertThread --- 35] - C osing the connection. Connection
HashCode: 29897942 --Detail s: Connect or (CONNECTED: Driver=com inform x.jdbc.|fxDriver;)
2014-08- 04 15:21: 29,369 DEBUG [Insert Thread --- 35] - Attenpting to cl ose connection

2014- 08- 04 15:21: 29,369 DEBUG [Insert Thread --- 35] - Renoving connection <database, jdbcurl 2>
from Connecti onManager |i st

2014- 08- 04 15:21: 29,369 DEBUG [Insert Thread --- 35] - renoveConnecti onFromConnecti onLi st ()
2014- 08- 04 15:21: 29,369 DEBUG [InsertThread --- 35] - Renoving connection

<com i nform x.jdbc.|fxSqgli Connect @ec9f 34> from connection |i st

2014- 08- 04 15:21: 29,369 DEBUG [Insert Thread --- 35] - Connection

<com inform x.jdbc.|fxSqli Connect @ec9f34> is not closed, adding it back to the pool entry
<dat abase, j dbcur| 2>

2014-08-04 15:21:29,369 INFO [Insert Thread --- 35] - Connection/Statenment/Resultset is closed
properly.

2014- 08- 04 15:21:29,369 DEBUG [Insert Thread --- 35] - Resultset released from



Cert DBI npl . get Cert Uni t ByPki d met hod.

2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - QUT -- CertDBInpl.java - getCertUnitByPkid
2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - UNIT : tontat-trust

2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - Currentl PAddress : 10.48. 46. 30

2014-08-04 15:21:29,370 INFO [Insert Thread --- 35] - Renotel PAddress : 10.48. 46. 29

2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - O dSerial No :

2014-08-04 15:21:29,370 INFO [Insert Thread --- 35] - NewSerial No

: 7a40f 8743a793b44f e802b5f 3elebf 36

2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - IN-- CertUtil.java -

get Li st FronConaSeperatedStr(..) -

2014-08-04 15:21:29,370 INFO [Insert Thread --- 35] - QUT -- CertUtil.java -

get Li st FronConaSeper at edStr -

2014-08-04 15:21:29,370 INFO [Insert Thread --- 35] - tontat-trust --- is included unit for CN
2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - IN-- CertUtil.java -

| oadCert FronString(cert) -

2014-08-04 15:21:29,370 INFO [Insert Thread --- 35] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - QUT -- CertUtil.java - |oadCertFronString -

## Info about the certificate has been received. CertCN will try to delete old
## tomcat-trust for this node (if any) and import it

2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - IN-- CertDBUIil.java -
checkDel et eAndl nmport (unit, dbCert) -
2014-08-04 15:21:29,373 INFO [Insert Thread --- 35] - DB Certlinfo.--

SN: 162503161730851213217569888696899890998- -
Subj ect DN: L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL- - Get Not Bef or e: Mon Aug 04
15:19: 07 CEST 2014- - Get Not After: Sat Aug 03 15:19: 06 CEST 2019

2014-08-04 15:21:29,373 INFO [Insert Thread --- 35] - loading certificate element named [tontat-
trust]

2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - determining certificates in group [product-
cpi] with type [trust-certs]

2014-08-04 15:21:29,373 INFO [Insert Thread --- 35] - loading the config file

[/usr/local/platform conf/cert-conf.xm]

2014-08-04 15:21:29,374 INFO [Insert Thread --- 35] - looking for first [trust-certs] in

[ product - cpi ]

2014-08-04 15:21:29,374 INFO [InsertThread --- 35] - |oaded el enent [tontat-trust]

2014- 08-04 15:21:29,374 INFO [InsertThread --- 35] - determining cert dir for [tontat-trust]
2014-08-04 15:21:29,374 INFO [Insert Thread --- 35] - looking for first [dir] in [tontat-trust]
2014-08-04 15:21:29,374 INFO [Insert Thread --- 35] - getting the value of [dir]

2014-08-04 15:21:29,374 INFO [InsertThread --- 35] - value is

[/usr/local/platform .security/tontat/trust-certs]

2014-08-04 15:21:29,374 INFO [InsertThread --- 35] - cert dir is

[/usr/local/platform .security/tontat/trust-certs]

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/tonctat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -
G&3. description] match is fal se

2014-08-04 15: 21: 29,375 INFO [I nsert Thread --- 35] -
[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. description] match is false
2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/tonctat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -_G3. peni
match is true

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/toncat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -_G3. der]
match is true

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/tonctat/trust-certs/tonctat-trust.keystore] match is false
2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. der] match is true
2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61.der] match is true
2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -



[/usr/local/platform .security/tontat/trust-certs/CUCMB61. description] match is fal se

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/tonctat/trust-certs/7e0370f0.0] match is false

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/tonctat/trust-certs/dOaacffb.0] match is false

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/tonctat/trust-certs/101f99a6.0] match is fal se

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61. peni match is true

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. pen] match is true

2014-08-04 15:21:29,375 INFO [Insert Thread --- 35] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014-08-04 15:21:29,375 INFO [Insert Thread --- 35] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014-08-04 15:21:29,375 INFO [Insert Thread --- 35] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08-04 15:21:29,376 INFO [InsertThread --- 35] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014-08-04 15:21:29,376 INFO [InsertThread --- 35] - IN-- CertDBUIil.java -
importTrustCertlnFil eSystem. unit : tonctat-trust

2014-08-04 15:21:29,376 INFO [InsertThread --- 35] - IN-- CertDBUIil.java -

popul at eCpl nf o(operation, unit, type, filelLocation, x509Cert, isDBlnsert) -

2014-08-04 15:21:29,376 INFO [InsertThread --- 35] - loading certificate el ement named [tontat-
trust]

2014-08-04 15:21:29,376 INFO [InsertThread --- 35] - determining certificates in group [product-
cpi] with type [trust-certs]

2014-08-04 15:21:29,376 INFO [Insert Thread --- 35] - loading the config file

[/usr/local/platform conf/cert-conf.xm]

2014-08-04 15:21:29,377 INFO [Insert Thread --- 35] - looking for first [trust-certs] in

[ product - cpi ]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - |oaded el enent [tontat-trust]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - determining key dir for [tontat-trust]
2014-08-04 15:21:29,377 INFO [Insert Thread --- 35] - looking for first [key-dir] in [tontat-
trust]

2014-08-04 15:21:29,377 INFO [Insert Thread --- 35] - getting the value of [key-dir]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - value is

[/usr/local/platform .security/tontat/keys]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - key dir is

[/usr/local/platform .security/tontat/keys]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - loading certificate el ement named [tontat-
trust]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - determining certificates in group [product-
cpi] with type [trust-certs]

2014-08-04 15:21:29,377 INFO [Insert Thread --- 35] - loading the config file

[/usr/local/platform conf/cert-conf.xm ]

2014-08-04 15:21:29,379 INFO [Insert Thread --- 35] - looking for first [trust-certs] in

[ product - cpi ]

2014-08-04 15:21:29,379 INFO [Insert Thread --- 35] - |oaded el enent [tontat-trust]

2014- 08- 04 15:21:29,379 INFO [InsertThread --- 35] - determining cert dir for [tontat-trust]
2014-08-04 15:21:29,379 INFO [Insert Thread --- 35] - looking for first [dir] in [tontat-trust]
2014-08-04 15:21:29,379 INFO [Insert Thread --- 35] - getting the value of [dir]

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - value is

[/usr/local/platform .security/tontat/trust-certs]

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - cert dir is

[/usr/local/platform .security/tontat/trust-certs]

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - OUT -- CertDBUtil.java - popul ateOplnfo -
2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN-- CertMyr.java - getCertMrCbj (unit) -

toncat - trust
2014-08-04 15:21:29,379 INFO [Insert Thread --- 35] - QUT -- CertMyr.java - getCertMrQbj -



com ci sco. cpi . cert Mgnt . manager . Tontat Cert Mgr @04f 57f

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN-- DefaultCertMr.java -
i mportCert(info) -

decode: true

op: i mport

unit: t ontat - t rust

keyst oreUnit:toncat-trust

| ogFi | e: /var/log/activel/platform |og/cert-nmgnt.|og
resultFile: /var/log/activel/platfornlog/certde-info.xm
keyDir: /usr/local/platform.security/tontat/keys
certDir: /usr/local/platform .security/tontat/trust-certs
srcCert: nul |

type: trust-certs

root CACert: null

trustDir: nul |

DNAME: nul |

description: null
i sDBl nsert:fal se

2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - Checking validity of cert

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - Verifying certificate

L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN-- CertUtil.java - parseCNf r onDN( DN,
sSearchStr) -

2014- 08- 04 15:21:29,379 DEBUG [InsertThread --- 35] - parseCNfronDN( cert Subj DN:

' L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Systens, C=PL")

2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - Truncating CN ' CUCMBX, QU=TAC, O=Ci sco
Systens, C=PL' -> ' CUCMBX

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - OUT -- CertUil.java - parseCNfronDN -
2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - Parsed CN ' CUCMBX from DN

' L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL’

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - trying to load cert fromtrust store
::/usr/local/platform.security/tonctat/trust-certs/CUCMIX. pem

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - cert not available in trust store

11 L=Kr akow, ST=Mal opol ska, CN=CUCMB X, OU=TAC, O=Ci sco Syst ens, C=PL

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN-- DefaultCertMr.java -
importTrustCert(info, cert) -

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN-- DefaultCertMr.java -
saveToTrust Store(info, cert) -

2014-08- 04 15:21:29,379 ERROR [InsertThread --- 35] - trust directory paraneter is null
2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN-- DefaultCertMr.java -
saveTrustCert (cert, targetDir, certType) -

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN-- CertUtil.java - parseCNf r onDN( DN,
sSearchStr) -

2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - parseCNfronDN( cert Subj DN:

' L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Systens, C=PL')

2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - Truncating CN ' CUCMBX, QU=TAC, O=Ci sco
Systenms, C=PL' -> ' CUCMBX

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - OUT -- CertUil.java - parseCNfronDN -
2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - Parsed CN ' CUCMBX from DN

' L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL’

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN-- CertUtil.java - parseCNf r onDN( DN,
sSearchStr) -

2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - parseCNfronDN( cert Subj DN:

' L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Systens, C=PL')

2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - Truncating CN ' CUCMBX, QU=TAC, O=Ci sco
Systenms, C=PL' -> ' CUCMBX

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - OUT -- CertUil.java - parseCNfronDN -
2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - Parsed CN ' CUCMBX from DN

' L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL’

## certificate will be stored in filesystem with below name (CN from cert). 01ld
## certificate for CUCM9X has not been found
2014- 08- 04 15:21:29,379 DEBUG [InsertThread --- 35] - target filenane for inported cert:



' CUCMBX. pem
2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - existing certificate with same fil enane
not found.

## saving certificate as *.pem and *.der

2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - Saving PEM encoded cert
"/usr/local/platform .security/tontat/trust-certs/ CUCVMDX. pem

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN-- CryptoUil.java - saveAsPEM..) -
File : /usr/local/platfornl.security/tontat/trust-certs/CUCMIX. pem

2014-08-04 15:21:29,403 INFO [InsertThread --- 35] - QUT -- CryptoUtil.java - saveAsPEM -

2014- 08- 04 15:21: 29,403 DEBUG [Insert Thread --- 35] - Saving DER encoded cert
"/usr/local/platform .security/tontat/trust-certs/CUCVMDX. der'

2014-08-04 15:21:29,406 INFO [Insert Thread --- 35] - QUT -- DefaultCertMyr.java - saveTrustCert
2014-08-04 15:21:29,406 INFO [InsertThread --- 35] - IN -- TontatCertMr.java -
saveToKeyStore(..) -

2014-08- 04 15:21:29,406 INFO [Insert Thread --- 35] - IN -- RSACryptoEngine.java -

saveToKeySt ore( keystoreFil e, keystorePass, x509Certificate, alias) -

2014-08- 04 15:21:29,406 INFO [Insert Thread --- 35] - IN -- RSACryptoEngine.java -

| oadKey St or e( keystoreFil e, keystorePass) -

2014-08-04 15:21:29,421 INFO [InsertThread --- 35] - OUT -- RSACryptoEngi ne.java - | oadKeyStore
2014-08-04 15:21:29,421 INFO [InsertThread --- 35] - Size of the keystore before inport is : 3
2014-08-04 15:21:29,421 INFO [InsertThread --- 35] - Inporting certificate : CUCMBX

2014-08-04 15:21:29,428 INFO [InsertThread --- 35] - Size of the keystore after inport is : 4
2014-08-04 15:21:29,428 INFO [InsertThread --- 35] - OUT -- RSACryptoEngi ne.java -
saveToKeyStore -

2014-08-04 15:21:29,428 INFO [InsertThread --- 35] - OUT -- TontatCertMr.java - saveToKeyStore
2014- 08- 04 15:21:29,428 DEBUG [InsertThread --- 35] - TrustCert description filenane :

' CUCMBX. descri ption'

2014-08-04 15:21:29,439 INFO [InsertThread --- 35] - IN-- DefaultCertMr.java -

creat eDescriptionFil e(nane, description) -

2014-08-04 15:21:29,439 INFO [InsertThread --- 35] - descriptionis :Trust Certificate

2014- 08- 04 15:21:29,446 INFO [Insert Thread --- 35] - QUT -- DefaultCertMr.java -
createDescriptionFile -

2014-08- 04 15:21:29,446 INFO [InsertThread --- 35] - IN-- DefaultCertMr.java -

set Onner shi pAndPer m ssions(file) -

## setting necessary permissions for the new created files (correcting access, owner and
## group)

2014- 08- 04 15:21: 29,446 DEBUG [Insert Thread --- 35] - set Omershi pAndPermi ssions :

CUCMBX. descri ption

2014- 08- 04 15:21: 29,446 DEBUG [Insert Thread --- 35] - Changi ng ownership of file
"/usr/local/platform .security/tontat/trust-certs/CUCMDX. description'

2014-08-04 15:21:29,446 INFO [InsertThread --- 35] - IN-- Util.java - sysExec(exe, args) -
2014- 08- 04 15:21: 29,446 DEBUG [Insert Thread --- 35] - Executing command from Uil .sysExec :
/ bi n/ chown certbase /usr/local/platform .security/tontat/trust-certs/CUCMDX. description
2014-08-04 15:21:29,471 INFO [Insert Thread --- 35] - QUT -- Util.java - sysExec -

2014- 08- 04 15:21:29,471 DEBUG [Insert Thread --- 35] - Changing group ownership of file
"/usr/local/platform .security/tontat/trust-certs/CUCMDX. description'

2014-08-04 15:21:29,472 INFO [InsertThread --- 35] - IN-- Util.java - sysExec(exe, args) -
2014- 08- 04 15:21:29,472 DEBUG [Insert Thread --- 35] - Executing command from Uil .sysExec :
/ bin/chgrp ccnbase /usr/local/platforn.security/toncat/trust-certs/ CUCMBX. descri ption
2014-08-04 15:21:29,474 INFO [Insert Thread --- 35] - QUT -- Util.java - sysExec -

2014- 08- 04 15:21: 29,475 DEBUG [Insert Thread --- 35] - Changing node of file
"/usr/local/platform .security/tontat/trust-certs/CUCMDX. description'

2014-08-04 15:21:29,475 INFO [InsertThread --- 35] - IN-- Util.java - sysExec(exe, args) -
2014- 08- 04 15:21:29,475 DEBUG [Insert Thread --- 35] - Executing command fromUtil.sysExec :
/ bin/chnod 755 /usr/local/platforni.security/toncat/trust-certs/ CUCMBX. descri ption
2014-08-04 15:21:29,484 INFO [Insert Thread --- 35] - QUT -- Util.java - sysExec -
2014-08-04 15:21:29,484 INFO [Insert Thread --- 35] - QUT -- DefaultCertMr.java -

set Oaner shi pAndPer mi ssi ons -
2014-08-04 15:21:29,484 INFO [Insert Thread --- 35] - QUT -- DefaultCertMr.java -



saveToTrust Store -

2014-08-04 15:21:29,485 INFO [InsertThread ---

35]

::/usr/local/platform .security/toncat/trust-certs

2014-08-04 15:21:29,485 INFO [Insert Thread ---
2014- 08- 04 15:21: 29,485 DEBUG [ I nsert Thread ---

2014-08-04 15:21:29,668 INFO [InsertThread ---
2014-08-04 15:21:29,668 INFO [InsertThread ---

set Onner shi pAndPer mi ssions(file) -

2014- 08- 04 15:21: 29,668 DEBUG [ I nsert Thread ---
2014- 08- 04 15:21: 29,668 DEBUG [ I nsert Thread ---

35]
35]

35]
35]

35]
35]

"/usr/local/platform .security/toncat/trust-certs’

2014-08-04 15:21:29,668 INFO [InsertThread ---
2014- 08- 04 15:21: 29,669 DEBUG [ I nsert Thread ---

2014-08-04 15:21:29,675 INFO [Insert Thread ---
2014- 08- 04 15:21:29,675 DEBUG [ I nsert Thread ---

35]
35]

35]
35]

"/usr/local/platform .security/toncat/trust-certs’

2014-08-04 15:21:29,675 INFO [Insert Thread ---
2014- 08- 04 15:21:29,675 DEBUG [ I nsert Thread ---

2014-08-04 15:21:29,680 INFO [InsertThread ---
2014- 08- 04 15:21: 29,680 DEBUG [ I nsert Thread ---

35]
35]

35]
35]

"/usr/local/platform .security/toncat/trust-certs’

2014-08-04 15:21:29,680 INFO [InsertThread ---
2014- 08- 04 15:21: 29,680 DEBUG [ I nsert Thread ---

2014-08-04 15:21:29,683 INFO [InsertThread ---

2014-08-04 15:21:29,683 INFO [l nsert Thread
set Onner shi pAndPer mi ssi ons -

2014-08-04 15:21:29,683 INFO [l nsert Thread
2014-08-04 15:21:29,683 INFO [l nsert Thread
2014-08-04 15:21:29,683 INFO [l nsert Thread
get Cert Moni t or Xm Parser(..) -

2014-08-04 15:21:29,683 INFO [l nsert Thread
get Cert Moni t or Xm Par ser -

2014-08-04 15:21:29,683 INFO [I nsert Thread
fal se

2014- 08- 04 15:21: 29,683 DEBUG [ I nsert Thread ---
2014-08-04 15:21:29,683 INFO [Insert Thread ---

35]
35]

35]
35]

35]
35]
35]
35]
35]

35]
35]

- set Oawner shi pAndPer ni ssi ons :

trustdir

IN --

Uil.java - sysExec(exe, args) -

Executing command from Wil .sysExec :
python /usr/local /platformbin/c_rehash.py /usr/local/platform .security/toncat/trust-certs

ouT --
IN --

Uil.java - sysExec -
Def aul t Cert Myr. j ava -

Changi ng ownership of file

IN --

Uil.java - sysExec(exe, args) -

Executing command from Wil .sysExec :
/bin/chown -R certbase /usr/local/platfornm .security/toncat/trust-certs

ouT --

Uil.java - sysExec -

Changi ng group ownership of file

IN --

Uil.java - sysExec(exe, args) -

Executing command from Wil.sysExec :
/'bin/chgrp -R ccnbase /usr/local/platfornl.security/tonctat/trust-certs

ouT --

Uil.java - sysExec -

Changi ng node of file

IN --

Uil.java - sysExec(exe, args) -

Executing command from Wil.sysExec :
/bin/chnod -R 755 /usr/local/platfornl.security/tontat/trust-certs

ouT --
ouT --

Uil.java - sysExec -
Def aul t Cert Myr. j ava -

No plugins registered for DB Store

IN --
IN --

ouT --

ouT --

OCSsP

Successfully inmported trusted certificate

CryptoUtil.java - isOCSPEnabl ed(..
Cryptoltil.java -

CryptoUtil.java -
CryptoUtil.java - isOCSPEnabl ed -

i's not enabl ed.

wi th Subject DN: L&#61; Kr akow, ST&#61; Mal opol ska, CN&#61; CUCMBX, OU&#61; TAC, O8#61; C sco

Syst ens, C&#61; PL

2014-08-04 15:21:29,683 INFO [InsertThread ---

35]

ouT --

Def aul t Cert Myr. j ava -

importTrustCert - Successfully inmported trusted certificate with Subject
DN: L&#61; Kr akow, ST&#61; Mal opol ska, CN&#61; CUCMBX, QU&#61; TAC, C&#61; C sco Systens, C&#61; PL

## inserting certificate ends with success
2014-08-04 15:21:29,683 I NFO [l nsert Thread
trust certificate is successful

2014-08-04 15:21:29,683 I NFO [l nsert Thread
2014-08-04 15:21:29,683 I NFO [l nsert Thread
i mport Trust CertlnFil eSystem -

2014-08-04 15:21:29,683 I NFO [l nsert Thread
checkDel et eAndl nport -

2014-08-04 15:21:29,683 I NFO [l nsert Thread

updated in trust-store by Change Notification..
2014-08-04 15:21:29,683 INFO [InsertThread ---

updat el nt oKeystore -

2014- 08- 04 15:21: 29,683 DEBUG [ I nsert Thread ---
2014-08-04 15:21:29,683 INFO [InsertThread ---
2014- 08- 04 15:21: 29, 786 DEBUG [ Connecti onC eaner]

35]

35]
35]

35]
35]
35]

35]
35]

resul t

ouT --
ouT --

ouT --

t ontat

ouT --

| nser
QuT --

of inport operations is ::Ilnport of
Def aul t Cert Myr.java - inmportCert -
CertDBUtI | .java -

CertDBUtI | .java -

-trust Certificate successfully
Cert Keyst or eHandl er . j ava -

tThread --- 35 -- END --

Cert Keyst oreHandl er.java - run -

Cl eani ng connection |ist

## above process was the result for row inserted into CERTIFICATE table. Similar check
## will be done for the row inserted into CERTIFICATESERVICECERTIFICATEMAP

trust-certs

)



2014-08-04 15:21: 34,322 INFO [ Thread-5] - |nside CERTIFI CATESERVI CECERTI FI CATEMAP - | option..
2014-08- 04 15:21: 34,322 DEBUG [ Thread-5] - Insert Data i n CERTI Fl CATESERVI CECERTI FI CATEMAP

1 <neg><t ype>DBL</type><t abl e>certificateservicecertificatemp</tabl e><tabl ei d>44</tabl ei d><acti
on>| </ action><tinme>1407158489</ti me><new><cdr server >2</ cdr server><cdrti ne>1407158487</ cdrti me><p
ki d>798f f 6el- eld6- 42e5- ad4e6- 30d9d7360d6d</ pki d><f kcerti fi cat e>4152b36b- 002e- 68ac- 711d-
c373fa940779</fkcertificate><tkcertificateservice>6</tkcertificateservice><ifx_repl check>6043699
681953972226</i f x_r epl check></ new></ nsg>

2014-08-04 15:21:34,322 INFO [Thread-5] - IN -- CertDBlnpl.java -

getCertificate(certBash64SHAL: nul | --pkid: 4152b36b- 002e- 68ac- 711d- c373f a940779

2014- 08- 04 15: 21: 34, 323 DEBUG [ Thread-5] - Connection Initialized to | ocal node. Connection
HashCode: 32140521 --Detail s: Connect or (NOT CONNECTED: Driver=cominform x.jdbc.|fxDriver;)

2014- 08- 04 15: 21: 34, 323 DEBUG [ Thread-5] - Select Query to getCertificate : SELECT A *, B. HASH
FROM CERTI FI CATE A, CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND A. PKI D = "4152b36b-
002e- 68ac- 711d- c373f a940779"

2014- 08- 04 15: 21: 34, 323 DEBUG [ Thread-5] - get Conn:

usePool i ng[true] connect ToLocal DB[true] _target[ 0] connect ToPubByDef aul t[fal se]

2014- 08- 04 15: 21: 34, 323 DEBUG [ Thread-5] - Try to get a connection from pool

2014- 08- 04 15:21: 34,323 DEBUG [ Thread-5] - getting | ocal connection from Pool

2014- 08- 04 15: 21: 34, 324 DEBUG [ Thread-5] - Getting connection from connection pool entry

<dat abase, j dbcur| 2>

2014- 08- 04 15:21: 34,324 DEBUG [ Thread-5] - There are currently 2 connection pool entries

2014- 08- 04 15: 21: 34, 324 DEBUG [ Thread-5] - Addi ng connection

<com inform x.jdbc.|fxSqli Connect @ec9f34> to connection |ist

2014- 08- 04 15: 21: 34, 324 DEBUG [ Thread-5] - Marking connection

<com i nform x.jdbc. |fxSqli Connect @ec9f 34> as used

2014- 08- 04 15: 21: 34, 324 DEBUG [ Thread-5] - Got connection from pool

2014- 08- 04 15: 21: 34, 328 DEBUG [ Thread-5] - C osing the resultset.

2014- 08- 04 15:21: 34,329 DEBUG [ Thread-5] - C osing the connection. Connection HashCode: 32140521
--Det ai | s: Connect or (CONNECTED: Driver=com i nform x.jdbc.|fxDriver;)

2014- 08- 04 15: 21: 34,329 DEBUG [ Thread-5] - Attenpting to close connection

2014- 08- 04 15: 21: 34, 329 DEBUG [ Thread-5] - Renovi ng connection <database, jdbcurl2> from
Connect i onManager |i st

2014- 08- 04 15: 21: 34, 329 DEBUG [ Thread-5] - renoveConnecti onFromConnecti onLi st ()

2014- 08- 04 15: 21: 34, 329 DEBUG [ Thread-5] - Renobvi ng connection

<com i nform x.jdbc.|fxSqgli Connect @ec9f 34> from connection |i st

2014- 08- 04 15: 21: 34, 329 DEBUG [ Thread-5] - Connection <cominform x.jdbc.|fxSqli Connect @ec9f 34>
is not closed, adding it back to the pool entry <database,jdbcurl 2>

2014- 08- 04 15:21: 34,329 INFO [ Thread-5] - Connection/Statenment/Resultset is closed properly.
2014- 08- 04 15: 21: 34, 329 DEBUG [ Thread-5] - Connection released fromCertDBInpl.getCertificate
net hod.

2014-08- 04 15:21:34,329 INFO [Thread-5] - QUT -- CertDBInpl.java - getCertificate -

2014-08- 04 15:21: 34,329 DEBUG [ Thread-5] - Certificate PKID : 4152b36b-002e-68ac- 711d-
c373fa940779 , ipAddress : 10.48.46.29 , O dSerial No : 7a40f 8743a793b44f e802b5f 3elebf 36 ,
NewSeri al No : 7a40f 8743a793b44f e802b5f 3ele6f 36

2014- 08- 04 15:21: 34,329 INFO [Thread-5] - QUT - process.

2014-08-04 15:21:34,330 INFO [Insert Thread --- 36] - IN-- CertKeystoreHandl er.java - run() -
2014- 08- 04 15:21: 34,330 DEBUG [InsertThread --- 36] - InsertThread --- 36 -- START --
2014-08-04 15:21: 34,330 DEBUG [l nsertThread --- 36] - DB Val ue UPDATE: 4152b36b- 002e- 68ac- 711d-
c373fa940779

2014-08-04 15:21:34,330 INFO [InsertThread --- 36] - IN -- CertKeystoreHandl er.java -

updat el nt oKeystore() -

2014-08-04 15:21:34,330 INFO [InsertThread --- 36] - IN-- CertDBlnpl.java -
getCertificate(certBash64SHAL: nul | --pkid: 4152b36b- 002e- 68ac- 711d- c373f a940779

2014- 08- 04 15:21: 34,330 DEBUG [Insert Thread --- 36] - Connection Initialized to |ocal node.

Connecti on HashCode: 14972385 --Detail s: Connect or (NOT CONNECTED:
Driver=cominformx.jdbc.|fxDriver;)

2014- 08- 04 15:21: 34,330 DEBUG [InsertThread --- 36] - Select Query to getCertificate : SELECT
A. *, B. HASH FROM CERTI FI CATE A, CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND A. PKID =
"4152h36b- 002e- 68ac- 711d- c373f a940779"

2014- 08- 04 15:21: 34,330 DEBUG [Insert Thread --- 36] - getConn:

usePool i ng[true] connect ToLocal DB[true] _target[ 0] connect ToPubByDef aul t[fal se]

2014- 08- 04 15:21: 34,330 DEBUG [InsertThread --- 36] - Try to get a connection from pool
2014- 08- 04 15:21: 34,330 DEBUG [InsertThread --- 36] - getting |ocal connection from Pool

2014- 08- 04 15:21: 34,330 DEBUG [Insert Thread --- 36] - Getting connection from connection pool



entry <dat abase, j dbcurl 2>

2014- 08- 04 15:21: 34,330 DEBUG [InsertThread --- 36] - There are currently 2 connection pool
entries

2014- 08- 04 15:21: 34,330 DEBUG [Insert Thread --- 36] - Adding connection

<com inform x.jdbc.|fxSqli Connect @ec9f34> to connection |ist

2014- 08- 04 15:21: 34,330 DEBUG [InsertThread --- 36] - Marking connection

<com i nform x.jdbc. |fxSqli Connect @ec9f 34> as used

2014- 08- 04 15:21: 34,331 DEBUG [InsertThread --- 36] - Got connection from pool

2014- 08- 04 15:21: 34,333 DEBUG [InsertThread --- 36] - Closing the resultset.

2014- 08- 04 15:21: 34,333 DEBUG [InsertThread --- 36] - C osing the connection. Connection
HashCode: 14972385 --Detail s: Connect or (CONNECTED: Driver=cominform x.jdbc.|fxDriver;)
2014- 08- 04 15:21: 34,333 DEBUG [InsertThread --- 36] - Attenpting to cl ose connection

2014- 08- 04 15:21: 34,333 DEBUG [Insert Thread --- 36] - Renobving connection <database, jdbcurl 2>
from Connecti onManager |i st

2014- 08- 04 15:21: 34,333 DEBUG [InsertThread --- 36] - renoveConnecti onFromConnecti onLi st ()
2014- 08- 04 15:21: 34,333 DEBUG [InsertThread --- 36] - Renobving connection

<com i nform x.jdbc.|fxSqgli Connect @ec9f 34> from connection |i st

2014- 08- 04 15:21: 34,334 DEBUG [InsertThread --- 36] - Connection

<cominform x.jdbc.|fxSqli Connect @ec9f34> is not closed, adding it back to the pool entry
<dat abase, j dbcur| 2>

2014-08-04 15:21:34,334 INFO [Insert Thread --- 36] - Connection/Statenment/Resultset is closed
properly.

2014- 08- 04 15:21: 34,334 DEBUG [InsertThread --- 36] - Connection released from

Cert DBl npl . get Certificate method.

2014-08-04 15:21:34,334 INFO [InsertThread --- 36] - OUT -- CertDBInpl.java - getCertificate -
2014-08-04 15:21:34,334 INFO [InsertThread --- 36] - IN-- CertDBlnpl.java -

get Cert Uni t ByPki d( pki d) -

2014- 08- 04 15:21: 34,334 DEBUG [Insert Thread --- 36] - Connection Initialized to |ocal node.

Connecti on HashCode: 16196072 --Detail s: Connect or (NOT CONNECTED:
Driver=cominformx.jdbc.|fxDriver;)

2014- 08- 04 15:21: 34,334 DEBUG [InsertThread --- 36] - Select Query to getCertUnitByPkid : SELECT
A. PKI D, A. FKCERTI FI CATE, A. TKCERTI FI CATESERVI CE, B. NAME UNI T FROM

CERTI FI CATESERVI CECERTI FI CATEMAP A, TYPECERTI FI CATESERVI CE B WHERE A. FKCERTI FI CATE="4152h36b-
002e- 68ac- 711d- c373f a940779" AND A. TKCERTI FI CATESERVI CE = B. ENUM

2014- 08- 04 15:21: 34,334 DEBUG [InsertThread --- 36] - getConn:

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

2014- 08- 04 15:21: 34,334 DEBUG [InsertThread --- 36] - Try to get a connection from pool
2014- 08- 04 15:21: 34,334 DEBUG [InsertThread --- 36] - getting |ocal connection from Pool
2014-08- 04 15:21: 34,334 DEBUG [InsertThread --- 36] - Getting connection from connection pool
entry <dat abase, j dbcurl 2>

2014- 08- 04 15:21: 34,334 DEBUG [InsertThread --- 36] - There are currently 2 connection pool
entries

2014- 08- 04 15:21: 34,334 DEBUG [Insert Thread --- 36] - Adding connection

<com inform x.jdbc.|fxSqli Connect @ec9f34> to connection |ist

2014- 08- 04 15:21: 34,334 DEBUG [InsertThread --- 36] - Marking connection

<com i nform x.jdbc. | fxSqli Connect @ec9f 34> as used

2014- 08- 04 15:21: 34,334 DEBUG [InsertThread --- 36] - Got connection from pool

2014- 08- 04 15:21: 34,337 DEBUG [InsertThread --- 36] - Closing the resultset.

2014- 08- 04 15:21: 34,337 DEBUG [InsertThread --- 36] - C osing the connection. Connection
HashCode: 16196072 --Detail s: Connect or (CONNECTED: Driver=com inform x.jdbc.|fxDriver;)
2014-08- 04 15:21: 34,337 DEBUG [InsertThread --- 36] - Attenpting to cl ose connection

2014- 08- 04 15:21: 34,337 DEBUG [I nsert Thread --- 36] - Renpving connection <database, jdbcurl 2>
from Connecti onManager |i st

2014- 08- 04 15:21: 34,337 DEBUG [InsertThread --- 36] - renoveConnecti onFromConnecti onLi st ()
2014- 08- 04 15:21: 34,337 DEBUG [InsertThread --- 36] - Renoving connection

<com i nform x.jdbc.|fxSqgli Connect @ec9f 34> from connection |i st

2014- 08- 04 15:21: 34,351 DEBUG [InsertThread --- 36] - Connection

<com inform x.jdbc.|fxSqli Connect @ec9f34> is not closed, adding it back to the pool entry
<dat abase, j dbcur| 2>

2014-08-04 15:21: 34,351 INFO [Insert Thread --- 36] - Connection/Statenment/Resultset is closed
properly.
2014- 08- 04 15:21: 34,351 DEBUG [InsertThread --- 36] - Resultset released from

Cert DBI npl . get Cert Uni t ByPki d met hod.
2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - OUT -- CertDBInpl.java - getCertUnitByPkid



2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - UNIT : tontat-trust

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - Currentl PAddress : 10.48. 46. 30
2014-08-04 15:21:34,351 INFO [Insert Thread --- 36] - Renotel PAddress : 10.48. 46. 29
2014-08-04 15:21:34,351 INFO [Insert Thread --- 36] - O dSerial No

: 7a40f 8743a793b44f e802b5f 3elebf 36

2014-08-04 15:21:34,351 INFO [Insert Thread --- 36] - NewSerial No

: 7a40f 8743a793b44f e802b5f 3elebf 36

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - IN-- CertUtil.java -

get Li st FronConaSeperatedStr(..) -

2014-08-04 15:21:34,351 INFO [Insert Thread --- 36] - QUT -- CertUtil.java -

get Li st FronConaSeper at edStr -

2014-08-04 15:21:34,351 INFO [Insert Thread --- 36] - tontat-trust --- is included unit for CN
2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - IN-- CertUtil.java -

| oadCert FronString(cert) -

2014-08-04 15:21:34,351 INFO [Insert Thread --- 36] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - QUT -- CertUtil.java - |oadCertFronString -
2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - IN-- CertDBUIil.java -
checkDel et eAndl nmport (unit, dbCert) -

2014-08-04 15:21: 34,351 INFO [InsertThread --- 36] - DB Certlinfo.--

SN: 162503161730851213217569888696899890998- -
Subj ect DN: L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL- - Get Not Bef or e: Mon Aug 04
15:19: 07 CEST 2014- - Get Not After: Sat Aug 03 15:19: 06 CEST 2019

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - loading certificate el ement named [tontat-
trust]

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - determining certificates in group [product-
cpi] with type [trust-certs]

2014-08- 04 15:21:34,352 INFO [Insert Thread --- 36] - loading the config file

[/usr/local/platform conf/cert-conf.xm]

2014-08-04 15:21: 34,353 INFO [Insert Thread --- 36] - looking for first [trust-certs] in

[ product - cpi ]

2014-08-04 15:21:34,353 INFO [Insert Thread --- 36] - |oaded el enent [tontat-trust]

2014- 08-04 15:21: 34,353 INFO [InsertThread --- 36] - determining cert dir for [tontat-trust]
2014-08-04 15:21:34,353 INFO [Insert Thread --- 36] - looking for first [dir] in [tontat-trust]
2014-08-04 15:21:34,353 INFO [Insert Thread --- 36] - getting the value of [dir]

2014-08-04 15:21: 34,353 INFO [InsertThread --- 36] - value is

[/usr/local/platform .security/tontat/trust-certs]

2014-08-04 15:21:34,353 INFO [InsertThread --- 36] - cert dir is

[/usr/local/platform .security/tontat/trust-certs]

2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -
_&B.description] match is fal se

2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. description] match is fal se
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMDX. description] match is fal se
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -_G3. peni
match is true

2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/toncat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -_G3. der]
match is true

2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/tonctat-trust.keystore] match is false
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. der] match is true
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/25ffab9b.0] match is false

2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61.der] match is true
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -



[/usr/local/platform .security/tontat/trust-certs/CUCMB61. description] match is fal se

2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/7e0370f0.0] match is false
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/dOaacffb.0] match is false
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMBX. der] match is true
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/101f99a6.0] match is fal se
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMOX. pem match is true
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61. peni match is true
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. pen] match is true
2014-08-04 15:21: 34,355 INFO [Insert Thread --- 36] - IN -- RSACryptoEngine.java -
| oadCertificate(..) -

2014-08-04 15:21:34,355 INFO [InsertThread --- 36] - OUT -- RSACryptoEngi ne.java -
| oadCertificate -

2014-08-04 15:21: 34,355 INFO [Insert Thread --- 36] - IN -- RSACryptoEngine.java -
| oadCertificate(..) -

2014-08-04 15:21:34,355 INFO [InsertThread --- 36] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

## but since it has been checked that the certificate is already in the filesystem,
## nothing will be added.

2014- 08- 04 15:21: 34,355 DEBUG [Insert Thread --- 36] - SUBJECTDN of DBCert and Fil eSystemCert
conpared correctly..

2014- 08- 04 15:21: 34,355 DEBUG [InsertThread --- 36] - Certificate already exists in FileSystem.
2014-08- 04 15:21:34,355 INFO [Insert Thread --- 36] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08-04 15:21:34,355 INFO [InsertThread --- 36] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014-08-04 15:21:34,355 INFO [Insert Thread --- 36] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08-04 15:21:34,356 INFO [InsertThread --- 36] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014-08-04 15:21:34,356 INFO [InsertThread --- 36] - OUT -- CertDBUtil.java -

checkDel et eAndl nport -

2014-08-04 15:21:34,356 INFO [Insert Thread --- 36] - tontat-trust Certificate successfully
updated in trust-store by Change Notification..

2014-08-04 15:21:34,356 INFO [InsertThread --- 36] - QUT -- CertKeystoreHandl er.java -

updat el nt oKeystore -

2014- 08- 04 15:21: 34,356 DEBUG [Insert Thread --- 36] - InsertThread --- 36 -- END --
2014-08-04 15:21:34,356 INFO [Insert Thread --- 36] - OQUT -- CertKeystoreHandl er.java - run -

f. Lorsque vous consultez maintenant le certificat au niveau du systéme de fichiers, vous pouvez
vérifier la somme de contréle MD5 (commande md5sum) et voir qu’elle est identique sur le nceud
de I'éditeur.

Sur l'interface graphique utilisateur, vous pouvez vérifier la méme chose en comparant le numéro
de série.

[ root @ucM861s toncat]# pwd
/usr/local/platform .security/tontat
[ root @UCMVMB61s tontat]# |s -la

total 40
dr wxr - Xr - x
dr wxr - Xr - x
dr wxr - Xr - x
dr wxr - Xr - x
dr wxr - Xr - x

r oot r oot 4096 Apr 4 14:33 .

r oot r oot 4096 Apr 4 14:33 ..

certbase ccnbase 4096 Aug 2 22:51 certs
certbase ccnbase 4096 Aug 2 22:51 keys
certbase ccnbase 4096 Aug 4 15:21 trust-certs

N NN OO



[ root @UCMVMB61s tontat]# |s -la certs
total 48

-rwxr-xr-x 1 certbase ccnbase 1330 Aug
[ root @UCMVMB61s tontat]# |s -la trust-cer
total 140
drwxr-xr-x 2 certbase ccnbase 4096 Aug
drwxr-xr-x 5 root r oot 4096 Apr
I rwxrwxrwx 1 certbase ccnbase 11 Aug
1
1

22:51 tontat. pem

drwxr-xr-x 2 certbase ccnbase 4096 Aug 2 22:51 .
drwxr-xr-x 5 root r oot 4096 Apr 4 14:33 .
-rwxr-xr-x 1 certbase ccnbase 941 Aug 2 22:51 tonctat.der
-rwxr-xr-x 1 certbase ccnbase 64 Aug 2 22:51 tonctat.description
-rwxr-xr-x 1 certbase ccnbase 2598 Aug 2 22:51 tonctat.keystore

2

ts

15:21 .

14:33 ..

15: 21 101f99a6.0 -> CUCMB61. pem
I rwxr wxr wx certbase ccnbase 10 Aug 15:21 25ffab9b.0 -> CUCM9X.pem
I rwxr wxr wx certbase ccnbase 42 Aug 15: 21 7e0370f0.0 ->

Veri Si gn_Cl ass_3_Secure_Server _CA -_G3. pem

B A DM DD

-rwxr-xr-x 1 certbase ccnbase 939 Aug 2 23:36 CUCMB61. der

-rwxr-xr-x 1 certbase ccnbase 44 Aug 2 23:36 CUCMB61. description

-rwxr-xr-x 1 certbase ccnbase 1326 Aug 2 23:36 CUCMB61. pem

-rwxr-xr-x 1 certbase ccnbase 941 Aug 2 22:51 CUCMB61s. der

-rwxr-xr-x 1 certbase ccnbase 44 Aug 2 22:51 CUCMB61s. description

-rwxr-xr-x 1 certbase ccnbase 1330 Aug 2 22:51 CUCMB61s. pem

-rwxr-xr-x 1 certbase ccnbase 953 Aug 4 15:21 CUCM9X.der

-rwxr-xr-x 1 certbase ccnbase 44 Aug 4 15:21 CUCMBX. description

-rwxr-xr-x 1 certbase ccnbase 1346 Aug 4 15:21 CUCM9X.pem

I rwxrwxrwx 1 certbase ccnbase 12 Aug 4 15:21 dOaacffb.0 -> CUCMB61s. pem
-rwxr-xr-x 1 certbase ccnbase 4939 Aug 4 15:21 tontat-trust. keystore

-rwxr-xr-x 1 certbase ccnbase 1520 Apr 4 14:33 Veri Sign_C ass_3_Secure_Server _CA - G3. der
-rwxr-xr-x 1 certbase ccnbase 44 Apr 4 14:33 Veri Sign_C ass_3_Secure_Server_CA -

_&3.description

-rwxr-xr-x 1 certbase ccnbase 2114 Apr 4 14:33 Veri Sign_Cl ass_3_Secure_Server _CA -_G3. pem
[ root @UCMVMB61s tontat]# md5sum trust-certs/ CUCMBX. pem

ala2el2a42e4bbbf10655c9b299839d9 trust-certs/ CUCMIX. pem



Show «  Seftings = Security +  Software Upgrades +  Services * Help =

Certificate Configuration

x Delete -é_'b Diowvnload

rStatus

@ Status: Ready

—Certificate Settings

File Marme CUCM9x.pem
Certificate Marne torncat-trust
Certificate Type  trust-certs
Certificate Group product-cpi
Description Trust Certificate

—Certificate File Data

[ . -~

Féerial Mumber: 162503161730851213217569888696699690998 N
Signaturedlgorithm: SHAZSEwWIthRSA (1.2.840,113549.1,1.11)
Issuer Mame: L=kKralkow, ST=Malopolska, CHN=CUCMIx, OU=TAC, O=Cisco Systemns, C=PL
Yalidity Frorm: Mon Aug 04 15:19:07 CEST 2014
To: Sat Aug 035 15:19:06 CEST 2019
Subject Mame: L=krakow, ST=Malopolska, CH=CUCM2x, OU=TAC, O=Cisco Systems, C=PL
Key: REA (1.2.840.115549,1,1.1)
lye: >

3082010a0282010100chaz252336f20e9682fe01804f0b0951aa532bc0771c1184052fb2balb 9t aafeace37eld002964115d4f0f6a
24 52ffc02f09329f5ec9 78409225 eafc5c31600ac05892dde230004f4 3calf36664091 88b5f43bael eda 7 77 d0S7Ef1fdBe525855
553097808a6954b7c5af72abac9atlae?Becfllad32adafS20c82a6d881d0ea3dd75fe995ch2802499878452b972715ba3eed4ds
3376d884bb7fa7050baT4d0b12fdb33bal56decb32a98b%a41d76b4f966bee 8501230780623 3adbddbdEet11c82623f390ed el
692f3d123c7dbbed3dactacdbafé?4a60bbclc?S5372226de3d90a72a6e491358a220b5a38db35304de72f91893e3126745deaf237
65ab910203010001
Extensions: 3 present
[

Extension: KeyUsage (OID.2.5.29.15)

Critical: false

Usages: digitalSignature, keyEncipherment, dataEncipherment, kevAgreement, keyCertSign,

m

Extension: ExtkeylsageSyntax (OID.2.5.29.37)
Critical: false -
Usage oids; 1.3.6,1.5.5.7.3.1,1.3.6.1.5.5.7.3.2, 1.3.6.1.5.5.7.3.5,

—[ Delete ] l Cownload ]

4.B. Enlever un certificat de confiance Tomcat.

Dans le deuxiéme scénario, vous allez supprimer le certificat de confiance Tomcat chargé dans la
section 4.A.

Lorsque vous analysez cet exemple, vous devez vous souvenir de l'instruction de conception ci-
dessous :

« Le service de notification de changement ne propage pas la suppression d’un certificat de la
banque de confiance Tomcat d’'un nceud a l'autre. Cela implique que la suppression d’un certificat
de confiance Tomcat d’un nceud n’entraine pas la suppression automatiquement du méme
certificat sur les autres noeuds. Ce comportement est mis en ceuvre pour veiller a ce que
I'administrateur ait la possibilité de supprimer certains nceuds des applications de confiance sur
d’autres nosuds en raison de considérations de sécurité. » [traduction]



L’observation ci-dessus n’est valide que pour le type de certificat de confiance Tomcat.
L’opération de suppression se compose des étapes suivantes :

a. supprimer le certificat de la page CM.

b. les fichiers de certificat sont supprimés du systéme de fichiers

c. certCN se connecte a I'éditeur et a I'abonné. Aucune opération n’est requise pour les deux.
d. suppression du méme certificat tomcat-trust du noeud d'abonné

a. Supprimer l'opération lancée a partir de la page CM

Showe +  Settings +  Security *  Software Upgrades +  Services +  Help -

Certifirate Configuration

xDeIete &1 Download

r Status

@ Status: Ready

— Certificate Settings

File Marme CUCMIx.pem
Certificate Mame tomcat-trust
Certificate Type trust-certs
Certificate Group product-cpi
Drescription Signed Certificate

— Certificate File Data
[

ITatu bt
Serial Number: 162503161730851213217569888696899890998

»

Issuer Mame: L=Krakow, ST=Malopolska, CH=CUCMIx, OU=TAC, O=Cisco Systerns, C=PL
Validity From: Mon Aug 04 15:19:07 CEST 2014

To: Sat Aug 03 15:19:06 CEST 2019
Subject Mame: L=Krakow, ST=Malopolska, CHN=CUCM3x, OU=TAC, O=Cisco Systems, C=PL

m

Le certificat est supprimé du systéme de fichiers et les lignes correspondantes de la base de
données ont également été supprimées. Le certificat n’est pas supprimé du tableau
CERTIFICATE. Nous allons maintenant suivre ce processus dans les journaux CM (commentaires
en ligne) :

2014-08-19 23:25:10,714 INFO [main] - log4j configuration successful.
2014-08-19 23:25:10,720 | NFO [ mai n] IN-- CertMyr.java - naminlnternal (args) -
2014-08-19 23:25:10,721 I NFO [mai n] - decode

## delete operation is invoked here

2014-08-19 23:25:10,722 INFO [rmai n] - op:delete

2014-08-19 23:25:10,722 INFO [main] - unit:tontat-trust

2014-08-19 23:25:10,722 INFO [rmain] - cert-

di r: 9%2Fusr 9%2FI ocal %2Fpl at f or md@F. securi t y¥2Ft ontat %2Ft r ust - cert sS%2FCUCMBX. pem
2014-08-19 23:25:10,722 INFO [rmain] - key-

di r: 9%2Fusr 9%2FI ocal %2Fpl at f or md@2F. securi t y¥2Ft ontat %2Fkeys

2014-08-19 23:25:10,722 INFO [main] - logfile: %®Fvar %2F og¥2Facti ve%2Fpl at f or n?2Fl og%@Fcert -
mgnt . | og

2014-08-19 23:25:10,722 INFO [rmain] -

resultfile: %®RFvar %2Fl og%2Facti ve¥2Fpl at f or nP2FI og%2Fcert de-i nf o. xn



2014-08-19 23:25:10,722 INFO [main] - type:trust-certs

2014-08-19 23:25:10,749 INFO [main] - Parsed information

2014-08-19 23:25:10,749 INFO [main] - O gNane: Cl SCO

2014-08-19 23:25:10,749 INFO [main] - OgUnit: TAC

2014-08-19 23:25:10,749 INFO [main] - Location: KRAKOW

2014-08-19 23:25:10,749 INFO [main] - Country: PL

2014-08-19 23:25:10,749 INFO [main] - State: MALOPOLSKA

2014-08-19 23:25:10,749 INFO [main] - Hostnane: CUCMB61

2014-08-19 23:25:10,750 INFO [mai n] - AlternateHostnane: null

2014-08-19 23:25:10,750 INFO [main] - Domai n Nane:

2014-08-19 23:25:10,750 INFO [nmain] - |PAddress: 10.48.46.29

2014-08-19 23:25:10,751 INFO [main] - In parseXM()

2014-08-19 23:25:10,761 INFO [main] - FQDN Nane retrived by |Inet Address : CUCMB61
2014-08-19 23:25:10,761 INFO [main] - CN. CUCMB61

2014-08-19 23:25:10,761 INFO [main] - Tenp before nod is

2014-08-19 23:25:10,761 INFO [main] - Tenp afer nmod is TAC

2014-08-19 23:25:10,761 INFO [main] - Tenp in else is TAC

2014-08-19 23:25:10,761 INFO [main] - Tenp before nod is

2014-08-19 23:25:10,761 INFO [main] - Tenp afer nmod is TAC

2014-08-19 23:25:10,761 INFO [main] - Tenp in else is TAC

2014-08-19 23:25:10,762 INFO [main] - CQuFields are TAC

2014- 08-19 23:25:10, 762 DEBUG [ mai n] Field after encodi ng: TAC

2014- 08-19 23:25:10, 762 DEBUG [ mai n] Field after encoding: Cl SCO
2014- 08-19 23:25:10, 762 DEBUG [ mai n] Field after encodi ng: KRAKOW
2014- 08-19 23:25:10, 762 DEBUG [ nai n] Field after encodi ng: MALOPCOLSKA
2014-08-19 23:25:10,762 DEBUG [nmain] - Field after encoding: PL
2014-08-19 23:25:10,765 INFO[main] - QU field is :TAC

2014-08-19 23:25:10,765 INFO [main] - SubjectDN ::

CN=CUCMB61, OU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPOLSKA, C=PL

2014-08-19 23:25:10,765 INFO [main] - IN-- CertMr.java - getCertMrQbj(unit) - tonctat-trust
2014-08-19 23:25:10,774 INFO [main] - QUT -- CertMr.java - getCertMrCbhj -
com ci sco. cpi . cert Mgnt . manager . Tontat Cert Mgr @2bbba

2014-08-19 23:25:10,774 INFO [mai n] - Dunmy | oadProperties

2014-08-19 23:25:10,774 INFO[main] - IN-- CertMr.java - doOp(info) -

## details about the certificate that will be deleted

2014-08-19 23:25:10,774 INFO [main] - IN -- DefaultCertMr.java - deleteCert(info) -
decode: true

op: del ete

unit: t ontat - t rust

keyst oreUnit:toncat-trust

| ogFi | e: /var/log/activel/platform | og/cert-nmgnt.|og

resultFile: /var/log/activel/platfornlog/certde-info.xm

keyDir: /usr/local/platform.security/tontat/keys

certDir: /usr/local/platform .security/tontat/trust-certs/ CUCMBX. pem
srcCert: nul |

type: trust-certs

root CACert: null

trustDir: nul |

DNAME: CN=CUCMB61, QU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPOLSKA, C=PL

description: null
i sDBl nsert:true

## certificate file name

2014-08-19 23:25:10,775 INFO [main] - parsed fil ename: ' CUCMBX. pem

2014-08-19 23:25:10,775 DEBUG [main] - filenane: 'CUCMBDX. pem

2014-08-19 23:25:10,775 DEBUG [main] - fileRoot: 'CUCMBX

2014-08-19 23:25:10,775 INFO[main] - IN-- DefaultCertMr.java - del et eDERandPEM fi | enaneRoot ,
parentDir, info) -

## it will remove two files: CUCM9X.DER and CUCM9X.PEM

2014-08-19 23:25:10,775 DEBUG [main] - ParentDir:/usr/local/platforni.security/tontat/trust-
cert sFi |l eName. ( DER/ PEM : CUCMBX

2014-08-19 23:25:11, 100 DEBUG [nmain] - Loading RSA providers explicitly...



2014-08-19 23:25:12,486 DEBUG [ mai n] RSA providers are | oaded explicitly...

2014- 08-19 23:25:12,487 DEBUG [ mai n] New security. provider. 1=Jsaf eJCE

2014- 08-19 23:25:12,487 DEBUG [ mai n] New security. provi der. 2=RsaJsse

2014- 08-19 23:25:12,487 DEBUG [ mai n] New security. provider. 3=BC

2014- 08-19 23:25:12,487 DEBUG [ mai n] New security. provi der. 4=SUN

2014- 08-19 23:25:12,487 DEBUG [ mai n] New security. provi der.5=SunRsaSi gn

2014- 08-19 23:25:12,487 DEBUG [ mai n] New security. provi der. 6=SunJSSE

2014- 08-19 23:25:12,487 DEBUG [ mai n] New security. provider. 7=SunJCE

2014- 08-19 23:25:12,487 DEBUG [ mai n] New security. provi der. 8=SunJGSS

2014- 08-19 23:25:12,487 DEBUG [ mai n] New security. provi der. 9=SunSASL

2014- 08-19 23:25:12,487 DEBUG [ mai n] New security. provi der. 10=XM_DSi g

2014-08-19 23:25:12,487 DEBUG [main] - New security. provider.11=SunPCSC

2014-08-19 23:25:12,487 INFO [main] - IN -- RSACryptoEngine.java - loadCertificate(..) -
2014-08-19 23:25:12,802 INFO [main] - OQUT -- RSACryptoEngine.java - |oadCertificate -
2014-08-19 23:25:12,826 INFO[main] - IN-- CertUil.java - popul ateCertlnfo(cert, oplnfo,
certFil ePenLocation) -

2014-08-19 23:25:12,827 INFO[main] - IN-- CertUil.java - getHostName(..) -
2014-08-19 23:25:12,827 INFO [main] - QUT -- CertUtil.java - getHostNane - CUCMB61
2014-08-19 23:25:12,830 INFO[main] - IN-- Cryptoltil.java - saveAsPEM..) -
2014-08-19 23:25:12,834 INFO [main] - QUT -- Cryptoltil.java - saveAsPEM -

2014-08-19 23:25:12,834 INFO [main] - QUT -- CertUtil.java - populateCertinfo -

## certificate on the filesystem level has been deleted. Now the same must be done on the
## DB level
2014-08-19 23:25:12,835 I NFO [ nai

2014-08-19 23:25:12,835 | NFO [ mai

n] - IN-- CertDBAction.java - deleteCertificatelnDB(certlnfo)

n] -

DBPar aneters ...

PKI D : nul |

CN : L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL

serial No : 7a40f 8743a793b44f e802b5f 3ele6bf 36

host Name : CUCMB61

i ssuer Name : L=Kr akow, ST=Mal opol ska, CN=CUCMB X, OU=TAC, O=Ci sco Syst ens, C=PL
Certificate :Not Printing huge Certificate String..

| PV4Addr ess : 10. 48. 46. 29
| PV6Addr ess
Ti meToLi ve : NULL

UNIT :tontat-trust
TYPE :trust-certs
RCLE : nul |

Rol eMoni ker : nul |
Rol eEnum : nul |
SERVI CE : nul |
Servi ceMoni ker
Servi ceEnum : 0

cnul |

2014-08-19 23:25:12,835 INFO [main] -
:com ci sco.ccm certngnt. db. Cert DBI npl
2014-08-19 23:25:12,859 INFO[main] - IN-- CertDBlnpl.java - deleteCertificate(certinfo) -
2014- 08-19 23:25:13,024 DEBUG [main] - Connection Initialized to | ocal node. Connection
HashCode: 14098944 --Detail s: Connect or (NOT CONNECTED: Driver=cominform x.jdbc.|fxDriver;)
2014- 08-19 23:25: 13,024 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

DB - Certifciate Store Plugin Handler is

2014-08-19 23:25:13,026 DEBUG [nain] - Try to get a connection from pool

2014-08-19 23:25:13,026 DEBUG [nain] - getting |ocal connection from Pool

2014-08-19 23:25:13,029 DEBUG [main] - Getting connection from connection pool entry

<dat abase, j dbcur| 2>

2014-08-19 23:25:13,029 DEBUG [nain] - There are currently O connection pool entries
2014-08-19 23:25:13,034 DEBUG [main] - Checking if connection lint has been reached for
dat abase

2014- 08-19 23:25:13,035 DEBUG [main] - Connecting to publisher so nmax nunmber of connections

allowed is 100

2014- 08-19 23: 25: 13, 035 DEBUG [ nai Nunmber of connections in use is O



2014-08-19 23:25:13,035 DEBUG [nain] - There is currently 1 connection pool entry

2014- 08-19 23:25:13,035 DEBUG [ nain] - Nunber of avail able connections in pool: 0

2014-08-19 23:25: 13,406 DEBUG [ mai n] - Addi ng connection

<com inform x.jdbc.|fxSqli Connect @96e136> to connection |ist

2014-08-19 23:25:13,407 DEBUG [nain] - Marking connection

<com inform x.jdbc.|fxSqli Connect @96e136> as used

2014-08-19 23:25:13,407 DEBUG [nain] - Got connection from pool

2014-08-19 23:25: 13,412 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

2014-08-19 23:25:13,418 DEBUG [nain] - Cosing the resultset.

2014-08-19 23:25:13,419 DEBUG [nain] - Cosing the connection. Connection HashCode: 14098944 - -
Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)

2014-08-19 23:25:13,419 DEBUG [nain] - Attenpting to close connection

2014- 08-19 23:25:13,419 DEBUG [nain] - Renoving connection <database, jdbcurl2> from

Connect i onManager i st

2014-08-19 23:25:13,419 DEBUG [nain] - renmpveConnecti onFromConnecti onLi st ()

2014-08-19 23:25: 13,431 DEBUG [nain] - Renoving connection

<com i nform x.jdbc.|fxSqgli Connect @96e136> from connection |i st

2014-08-19 23:25: 13,442 DEBUG [nain] - Connection <cominformni x.jdbc.|fxSqli Connect @96e136> is
not closed, adding it back to the pool entry <database,jdbcurl 2>

2014-08-19 23:25:13,442 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-19 23:25:13,443 INFO [main] - TYPETRUSTROLEMAP :: { TRUST_ROLE_DATA SERVI CE=24,
TRUST_ROLE_PROVI SI ONl NG_SERVI CE=23, TRUST_ROLE_SERVI CEABI LI TY=27,

TRUST_ROLES CALLMANAGER TFTP=2, PHONE TRUST_ROLES FI REWALL=6, ROLE_APPLI CATI ON_SERVER=7,
TRUST_ROLES_SAST=0, ROLE_SI GNALI NG CALL_CONTROL=22, TRUST_ROLES_ CALLMANAGER=1,
TRUST_ROLES_UNKNOWN=255, TRUST_ROLE _NETWORK_ELEMENT=25, TRUST_ROLES SRST=5,

ROLE_CERTI FI CATE_AUTHORI TY=20, TRUST_ROLE_VPN=26, TRUST_ROLES CAPF=4, TRUST_ROLES TFTP=3,
ROLE_AUTHENTI CATI ON_AUTHORI ZATI ON=21}

2014-08-19 23:25:13,443 INFO [mai n] - TYPESERVI CEROLEMAP :: {Phone- VPN-trust=2, Call Manager =3,
Phone- CTL-trust =15, tontat-trust=6, TVS=11, ipsec-trust=8, Phone-trust=1, Phone-SAST-trust=14,
toncat =5, userlicensing-trust=16, CAPF=9, ipsec=7, CAPF-trust=10, Call Manager-trust=4, TVS-
trust=12, directory-trust=13}

2014-08-19 23:25:13,443 INFO [main] - unitRol eMap ::{Phone-VPN-trust=[ TRUST_ROLE VPN],

Cal | Manager =[ TRUST_ROLES_CALLMANAGER TFTP, TRUST_ROLES SAST], Phone-CTL-

trust =[ ROLE_APPLI CATI ON_SERVER], tontat-trust=[ ROLE_APPLI CATI ON_SERVER],

TVS=[ ROLE_AUTHENTI CATI ON_AUTHORI ZATI ON], ipsec-trust=[], Phone-trust=[ ROLE _APPLI CATI ON_SERVER],
Phone- SAST-trust =[ TRUST_ROLES_SAST, TRUST_ROLES TFTP], tontat=[ ROLE_APPLI CATI ON_SERVER],
userlicensing-trust=[], CAPF=[ TRUST_ROLES_CAPF], i psec=[ ROLE_APPLI CATI ON_SERVER], CAPF-trust=[],
Cal | Manager-trust=[], TVS-trust=[], directory-trust=[]}

2014-08-19 23:25:13,443 INFO [main] - comonTrust StoreMap ::{}

2014- 08-19 23:25: 13,446 DEBUG [main] - Connection Initialized to Publisher. Connection
HashCode: 24762452 --Detail s: Connect or (NOT CONNECTED: Driver=cominform x.jdbc.|fxDriver;)
2014-08-19 23:25:13,446 INFO[main] - IN-- CertDBlnpl.java - getPkidO Certificate(hash,
server Nane, con) -

## looking for PKID of the certificate that should be deleted. This is done basing on the

## certificate hash

2014-08-19 23:25:13,447 DEBUG [main] - GetPKID Query : SELECT A. PKI D FROM CERTI FI CATE A,

CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND B. HASH = "a9Wv WeDnBnnHHnc UCqOGCz409g="
2014- 08-19 23: 25: 13, 447 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014-08-19 23:25:13,447 DEBUG [nain] - Try to get a connection from pool

2014-08-19 23:25:13,447 DEBUG [nain] - Getting connection from connection pool entry

<dat abase, j dbcur| 2>

2014-08-19 23:25:13,447 DEBUG [nain] - There is currently 1 connection pool entry

2014-08-19 23:25: 13,447 DEBUG [ mai n] - Addi ng connection

<com inform x.jdbc.|fxSqli Connect @96e136> to connection |ist

2014-08-19 23:25: 13,447 DEBUG [nmain] - Marking connection

<com i nform x.jdbc.|fxSqli Connect @96e136> as used

2014- 08-19 23:25: 13,447 DEBUG [nain] - Got connection from pool

2014-08-19 23:25:13,462 DEBUG [nain] - Cosing the resultset.

2014-08-19 23:25:13,463 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-19 23:25:13,463 INFO [main] - OQUT -- CertDBInpl.java - getPkidO Certificate -
2014-08-19 23:25:13,463 DEBUG [nain] - Cosing the connection. Connection HashCode: 24762452 - -



Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)

2014-08-19 23:25:13,463 DEBUG [nain] - Attenpting to close connection

2014- 08-19 23:25: 13,463 DEBUG [nai n] - Renoving connection <database, jdbcurl2> from
Connect i onManager |i st

2014-08-19 23:25: 13,463 DEBUG [nain] - renmpveConnecti onFromConnecti onlLi st ()

2014-08-19 23:25: 13,463 DEBUG [nain] - Renobving connection

<com i nform x.jdbc.|fxSgli Connect @96e136> from connection |i st

2014-08-19 23:25: 13,463 DEBUG [ main] - Connection <cominformnix.jdbc.|fxSqli Connect @96e136> is
not closed, adding it back to the pool entry <database,jdbcurl 2>

2014-08-19 23:25:13,464 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014- 08-19 23:25: 13,465 DEBUG [nain] - Connection Initialized to Publisher. Connection
HashCode: 12085572 --Detail s: Connect or (NOT CONNECTED: Driver=com i nform x.jdbc.|fxDriver;)
2014- 08-19 23: 25: 13, 465 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014-08-19 23:25:13,465 DEBUG [nain] - Try to get a connection from pool

2014-08-19 23:25: 13,465 DEBUG [nain] - Getting connection from connection pool entry

<dat abase, j dbcur| 2>

2014-08-19 23:25:13,466 DEBUG [nain] - There is currently 1 connection pool entry
2014-08-19 23:25:13,466 DEBUG [mai n] - Addi ng connection

<com inform x.jdbc.|fxSqli Connect @96e136> to connection |ist

2014-08-19 23:25:13,466 DEBUG [nain] - Marking connection

<com inform x.jdbc.|fxSqli Connect @96e136> as used

2014-08-19 23:25: 13,466 DEBUG [nain] - Got connection from pool

2014-08-19 23:25:13,467 INFO[main] - IN-- CertDBlnpl.java - del eteCertFromCert SrvCert Map(con,
serial No, subjectNane, serviceEnunm -

## removing association for our certificate from CERTIFICATESERVICECERTIFICATEMAP table

## first

2014-08-19 23:25:13,467 DEBUG [main] - Delete query of CERTIFI CATESERVI CECERTI FI CATEVMAP : DELETE
FROM CERTI FI CATESERVI CECERTI FI CATEMAP WHERE TKCERTI FI CATESERVI CE = "6" AND FKCERTI FI CATE =
"4152h36b- 002e- 68ac- 711d- c373f a940779"

2014- 08-19 23:25: 13,467 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014-08-19 23:25:13,561 INFO [main] - QUT -- CertDBlnpl.java - del eteCertFronCertSrvCertMp -
2014-08-19 23:25:13,561 INFO[main] - IN-- CertDBlnpl.java -

del et eCert FrontCert ProcessNodeMap(con, certinfo) -

## corresponding entry is being deleted from CERTIFICATEPROCESSNODEMAP table

2014-08-19 23:25:13,562 DEBUG [main] - Delete query of CERTIFI CATEPROCESSNODEVAP : DELETE FROM
CERTI FI CATEPROCESSNODEMAP WHERE FKCERTI FI CATE="4152b36b- 002e- 68ac- 711d- c373f a940779" AND
SERVERNAME = " CUCMB61"

2014- 08-19 23:25: 13,562 DEBUG [ nai n] - getConn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08-19 23:25:13,608 INFO [main] - OQUT -- CertDBlInpl.java - del eteCertFromCert ProcessNodeMap
2014-08-19 23:25:13,609 DEBUG [nain] - Certificate to be deleted UNIT: tontat-trust

Rol eMoni ker : ROLE_APPLI CATI ON_SERVER :: Rol eEnum :7 :: Servi ceEnum :6

2014-08-19 23:25:13,609 INFO[main] - IN-- CertDBlnpl.java - checkMilti pl eUnitFor SaneRol e( con,
rol eMoni ker, unit, certlinfo) -

2014-08-19 23:25:13,609 DEBUG [main] - checkMil tipl eUnitFor SameRol e : SELECT PKI D, FKCERTI FI CATE,
TKCERTI FI CATESERVI CE, NAME UNI T FROM CERTI FI CATESERVI CECERTI FI CATEMAP, TYPECERTI FI CATESERVI CE
WHERE ENUM-TKCERTI FI CATESERVI CE AND FKCERTI FI CATE ="4152b36b- 002e- 68ac- 711d- c373f a940779" AND
NAME ! = "toncat-trust”

2014- 08-19 23:25: 13,609 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08-19 23:25:13,646 DEBUG [nain] - Closing the resultset.

2014-08-19 23:25:13,654 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-19 23:25:13,654 INFO [main] - QUT -- CertDBInpl.java - checkMiltipl eUnitFor SaneRol e -
2014-08-19 23:25:13,654 INFO [main] - IN-- CertDBlnpl.java - del eteCert FronilypeTrust Rol e(con,
certlnfo, rol eEnun) -

## and the same for CERTIFICATETRUSTROLEMAP map
2014-08-19 23:25:13,654 DEBUG [main] - Delete query of CERTIFI CATETRUSTROLEVAP : DELETE FROM
CERTI FI CATETRUSTRCLEMAP WHERE TKTRUSTRCLE = "7" AND FKCERTI FI CATE = "4152b36b- 002e- 68ac- 711d-



c373f a940779"

2014- 08-19 23: 25: 13, 654 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[0] connect ToPubByDef aul t[true]

2014-08-19 23:25:13,680 INFO [main] - QUT -- CertDBlInpl.java - del eteCertFronTypeTrustRole -
2014-08-19 23:25:13,680 INFO [main] - IN-- CertDBlInpl.java - checkMiltipl eCert For Srv(pkid, con)
2014-08-19 23:25:13,680 DEBUG [nmain] - checkMiltipleCertForSrv : SELECT PKI D, FKCERTI FI CATE,
TKCERTI FI CATESERVI CE FROM CERTI FI CATESERVI CECERTI FI CATEMAP WHERE FKCERTI FI CATE = "4152b36b- 002e-
68ac- 711d- c373f a940779"

2014- 08-19 23:25: 13,680 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[0] connect ToPubByDef aul t[true]

2014-08-19 23:25:13,682 DEBUG [nain] - Closing the resultset.

2014-08-19 23:25:13,682 INFO [mai n] - Connection/Statenment/Resultset is closed properly.
2014-08-19 23:25:13,682 INFO [main] - QUT -- CertDBlInpl.java - checkMultipleCertForSrv -
2014-08-19 23:25:13,682 INFO[main] - IN-- CertDBlnpl.java - checkMiltipl eCert ForRol e(certlnfo,
con) -

2014-08-19 23:25:13,682 DEBUG [ mai n] - checkMiltipleCertForRole : SELECT PKI D, FKCERTI FI CATE,
TKTRUSTROLE FROM CERTI FI CATETRUSTROLEMAP WHERE FKCERTI FI CATE = "4152b36b- 002e- 68ac- 711d-

c373f a940779"

2014- 08-19 23:25: 13,683 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08-19 23:25:13,684 DEBUG [nain] - Closing the resultset.

2014-08-19 23:25:13,684 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-19 23:25:13,684 INFO [main] - OQUT -- CertDBlInpl.java - checkMultipleCertForRole -
2014-08-19 23:25:13,684 INFO[main] - IN-- CertDBlnpl.java -

checkMul ti pl eCert For Processnode(certlnfo, con) -

2014- 08-19 23:25: 13,684 DEBUG [ mai n] - checkMil ti pl eCert For Processnode : SELECT

PKI D, FKCERTI FI CATE, FKPROCESSNODE, SERVERNAMVE FROM CERTI FI CATEPROCESSNODEVAP WHERE

FKCERTI FI CATE=' 4152b36b- 002e- 68ac- 711d- c373f a940779'

2014- 08-19 23:25: 13,684 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08-19 23:25:13,687 DEBUG [nain] - Closing the resultset.

2014-08-19 23:25:13,687 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-19 23:25:13,687 INFO [main] - OUT -- CertDBlInpl.java - checkMiltipl eCert For Processnode -

## normally you would expect that the certificate would be removed from CERTIFICATE table.

## This will not happen since it is possible that some of the nodes in the cluster will

## have specific tomcat-trust certificate in the trust store but some not. This is in

## compliance with the design. Since you remove the certificate only from publisher

## (by removing coresponding entries from 3 tables above) node it still be used

## by subscriber node. That is why the certificate will not be removed from CERTIFICATE

## TABLE

2014-08-19 23:25:13,687 DEBUG [nain] - DELETE FLAG :: isSrvMap=false :: isRol eMap=fal se ::

i sProcessnodeMap=t r ue

2014-08-19 23:25:13,687 DEBUG [nain] - The certificate is being used by either different role or
unit or other node. So no need to delte fromcertificate table.

2014-08-19 23:25:13,690 DEBUG [main] - Connection conmitted for deleteCertificate..

2014-08-19 23:25:13,690 DEBUG [nain] - C osing the connection. Connection HashCode: 12085572 - -
Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)

2014-08-19 23:25:13,690 DEBUG [nain] - Attenpting to close connection

2014-08-19 23:25: 13,690 DEBUG [ nai n] - Renovi ng connection <database, jdbcurl2> from

Connect i onManager |i st

2014-08-19 23:25: 13,690 DEBUG [nain] - renmpveConnecti onFromConnecti onLi st ()

2014-08-19 23:25: 13,690 DEBUG [nain] - Renpvi ng connection

<com i nform x.jdbc.|fxSqgli Connect @96e136> from connection |i st

2014-08-19 23:25:13,690 DEBUG [ main] - Connection <cominformni x.jdbc.|fxSqli Connect @96e136> is
not closed, adding it back to the pool entry <database,jdbcurl 2>

2014-08-19 23:25:13,691 INFO [mai n] - Connection/Statenment/Resultset is closed properly.
2014-08-19 23:25:13,691 DEBUG [nmain] - Connection released from CertDBInpl.del eteCertificate
net hod.

2014-08-19 23:25:13,691 INFO [main] - OQUT -- CertDBlInpl.java - deleteCertificate -

2014-08-19 23:25:13,691 INFO [main] - OQUT -- CertDBAction.java - deleteCertificatelnDB -
2014-08-19 23:25:13,691 INFO [main] - OUT -- DefaultCertMr.java - del et eDERandPEM -

2014-08-19 23:25:13,691 DEBUG [mai n] - del et eDERandPEM sCertDir =



/usr/local/platform .security/toncat/trust-certs --- sAlias = CUCMBX

## removing the certificate from keystore on this node

2014-08-19 23:25:13,691 INFO[main] - IN-- TonctatCertMr.java - renoveFronKeyStore(..) -
2014-08-19 23:25:13,691 INFO [main] - IN -- RSACryptoEngine.java -

renoveFr onKeySt or e( keystoreFi |l e, keystorePass, alias) -

2014-08-19 23:25:13,691 INFO [main] - IN -- RSACryptoEngine.java - | oadKeyStore(keystoreFile,

keyst or ePass) -

2014-08-19 23:25:13,895 INFO [main] - QUT -- RSACryptoEngine.java - | oadKeyStore -
2014-08-19 23:25:13,922 DEBUG [main] - Renoving certificate fromkeystore : CUCMBX
2014-08-19 23:25:13,923 DEBUG [nain] - Size of the keystore after delete is : 3
2014-08-19 23:25:13,923 INFO [main] - QUT -- RSACryptoEngi ne.java - renoveFronKeyStore -
2014-08-19 23:25:13,923 INFO [main] - QUT -- TontatCertMr.java - renmoveFronKeyStore -
2014- 08-19 23:25: 13,924 | NFO [ mai n] trustdir ::/usr/local/platform.security/toncat/trust-
certs

2014-08-19 23:25:13,924 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014-08-19 23:25:13,924 DEBUG [nain] - Executing command from Util.sysExec : python
/usr/1ocal/platform bin/c_rehash.py /usr/local/platfornl.security/tonctat/trust-certs
2014-08-19 23:25:13,940 DEBUG [Finalizer] - Attenpting to close connection

2014-08-19 23:25:13,940 DEBUG [Finalizer] - Connection already closed or never open
2014-08-19 23:25:13,940 DEBUG [Finalizer] - Attenpting to close connection

2014-08-19 23:25:13,940 DEBUG [Finalizer] - Connection already closed or never open
2014-08-19 23:25:13,962 DEBUG [Finalizer] - Attenpting to close connection

2014-08-19 23:25:13,962 DEBUG [Finalizer] - Connection already closed or never open
2014-08-19 23:25:14,203 INFO [main] - QUT -- Util.java - sysExec -

## setting/updating the rights and the ownership of the files in trust store (nothing will
## be changed since you just removed two cert files + description file, this is just

## standard procedure)

2014-08-19 23:25:14,203 INFO[main] - IN-- DefaultCertMr.java -

set Onner shi pAndPer m ssions(file) -

2014- 08-19 23:25: 14,203 DEBUG [ nai n] - set Omershi pAndPermi ssions : trust-certs

2014- 08-19 23:25: 14,203 DEBUG [ mai n] - Changi ng ownership of file

"/usr/local/platform .security/toncat/trust-certs’

2014-08-19 23:25:14,204 INFO[main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08-19 23: 25: 14,204 DEBUG [nain] - Executing command from Util.sysExec : /bin/chown -R
certbase /usr/local/platform .security/tonctat/trust-certs

2014-08-19 23:25:14,224 INFO [main] - QUT -- Util.java - sysExec -

2014- 08-19 23: 25: 14,224 DEBUG [ mai n] - Changi ng group ownership of file
"/usr/local/platform .security/toncat/trust-certs’

2014-08-19 23:25:14,224 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08-19 23: 25: 14,224 DEBUG [nain] - Executing command from Util.sysExec : /bin/chgrp -R
ccnbase /usr/local/platform .security/toncat/trust-certs

2014-08-19 23:25:14,236 INFO [main] - QUT -- Util.java - sysExec -

2014- 08-19 23:25: 14,237 DEBUG [main] - Changi ng node of file

"/usr/local/platform .security/toncat/trust-certs’

2014-08-19 23:25:14,237 INFO[main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08-19 23:25: 14,237 DEBUG [ nmain] - Executing command from Util.sysExec : /bin/chmd -R 755
/usr/local/platform .security/tonctat/trust-certs

2014-08-19 23:25:14,239 INFO [main] - QUT -- Util.java - sysExec -

2014-08-19 23:25:14,240 INFO [main] - OQUT -- DefaultCertMr.java - setOamershi pAndPerni ssions -
2014-08-19 23:25:14,240 INFO [main] - OUT -- DefaultCertMr.java - deleteCert -

2014-08-19 23:25:14,240 INFO [main] - IN-- CertMr.java - |logResult(result, desc, resultFile) -
2014-08-19 23:25:14,240 INFO [main] - CertMnmt QOperation Result : null

2014-08-19 23:25:14,241 INFO [main] - OQUT -- CertMyr.java - |logResult -

2014-08-19 23:25:14,241 INFO [main] - QUT -- CertMr.java - doOp -

2014-08-19 23:25:14,241 INFO [main] - OQUT -- CertMyr.java - mainlntenal -

b. Pour vérifier que I'opération a abouti au niveau du systéme de fichiers, vérifions le répertoire de
confiance de Tomcat :

[root @UCVMB61 trust-certs]# |Is -la
total 108



drwxr-xr-x 2 certbase ccnbase 4096 Aug 19 23:25 .

drwxr-xr-x 5 root r oot 4096 Apr 4 12:47 ..

I rwxrwxrwx 1 certbase ccnbase 11 Aug 19 23:25 101f99a6.0 -> CUCMB61. pem
I rwxrwxrwx 1 certbase ccnbase 42 Aug 19 23:25 7e0370f0.0 ->

Veri Si gn_Cl ass_3_Secure_Server _CA -_G3. pem

-rwxr-xr-x 1 certbase ccnbase 939 Aug 2 23:36 CUCMB61. der

-rwxr-xr-x 1 certbase ccnbase 44 Aug 2 23:36 CUCMB61. description

-rwxr-xr-x 1 certbase ccnbase 1326 Aug 2 23: 36 CUCMB61. pem

-rwxr-xr-x 1 certbase ccnbase 941 Aug 2 22:51 CUCMB61s. der

-rwxr-xr-x 1 certbase ccnbase 44 Aug 2 22:51 CUCMB61s. descri ption

-rwxr-xr-x 1 certbase ccnbase 1330 Aug 2 22:51 CUCMB61s. pem

I rwxrwxrwx 1 certbase ccnbase 12 Aug 19 23: 25 dOaacffb.0 -> CUCMB61s. pem

-rwxr-xr-x 1 certbase ccnbase 3907 Aug 19 23: 25 tontat-trust. keystore

-rwxr-xr-x 1 certbase ccnbase 1520 Apr 4 12:47 Veri Sign_Cl ass_3_Secure_Server _CA - G3. der

-rwxr-xr-x 1 certbase ccnbase 44 Apr 4 12:47 Veri Sign_C ass_3_Secure_Server_CA -
_&B.description
-rwxr-xr-x 1 certbase ccnbase 2114 Apr 4 12:47 Veri Sign_Cl ass_3_Secure_Server_CA -_G3. pem

Comme vous pouvez le voir, 3 fichiers ont été supprimés (UCM9X.pem, CUCM9X.der,
CUCMO9X.description) de méme que le lien symbolique.

¢. Le service CertCN de I'éditeur et de I'abonné sera averti de la modification du tableau
CERTIFICATESERVICECERTIFICATEMAP par le mécanisme de notification de modification de
la base de données.

Apartir du nceud de I'éditeur :

2014-08-19 23:25:13,811 INFO [Thread-5] - IN - process. changeData &col on;

2014-08-19 23:25:13,812 INFO [Thread-5] - Inside CERTI FI CATESERVI CECERTI FI CATEVMAP - | option..
2014-08-19 23:25:13,812 DEBUG [ Thread-5] - Updated Data in CERTI FIl CATESERVI CECERTI FI CATEMVAP

1 <neg><t ype>DBL</type><tabl e>certificateservicecertificatenmap</tabl e><tabl ei d>44</tabl ei d><acti
on>D</ acti on><ti ne>1408483513</ti me><ol d><cdr server >2</ cdr server ><cdrti me>1407158487</ cdrti ne><p
ki d>798f f 6el- eld6- 42e5- a4e6- 30d9d7360d6d</ pki d><f kcertifi cat e>4152b36b- 002e- 68ac- 711d-
c373fa940779</fkcertificate><tkcertificateservice>6</tkcertificateservice><ifx_repl check>6043699
681953972226</ i f x_r epl check></ ol d></ msg>

2014-08-19 23:25:18,818 INFO [Thread-5] - QUT - process.

Rien n’a besoin d’étre effectué sur le nceud de I'éditeur, car APl de CM a tout effectué. Vous
pouvez le constater dans les journaux certCN de I'abonné.

d. Supprimer le méme certificat tomcat-trust sur le noeud d'abonné effectue presque la méme
opération que celle observée sur le noeud éditeur. La seule différence est une derniére étape de
la suppression de I'entrée du tableau de certificats. A partir des journaux de CM (uniquement la
partie qui contient la modification) :

2014-08-21 11:59: 35,383 INFO [rmain] - OUT -- CertDBlInpl.java - checkMiltipl eCert ForProcessnode -
2014-08-21 11:59: 35,383 DEBUG [mai n] - DELETE FLAG :: isSrvMap=fal se :: isRol eMap=fal se ::

i sProcessnodeMap=fal se

2014-08-21 11:59: 35,383 INFO[main] - IN-- CertDBlInpl.java - deleteCertificateBySerial No(con,
certlnfo) -

## certificate is removed from CERTIFICATE table

2014-08-21 11:59: 35,383 DEBUG [nain] - Del ete query of CERTIFI CATE : DELETE FROM CERTI FI CATE
WHERE PKI D = "4152b36b- 002e- 68ac- 711d- ¢373f a940779"

2014-08-21 11:59: 35, 383 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014-08-21 11:59: 35,596 INFO [main] - QUT -- CertDBlInpl.java - deleteCertificateBySerial No -
2014-08-21 11:59: 35,598 DEBUG [ nai n] - Connection conmtted for deleteCertificate..

2014-08-21 11:59: 35,598 DEBUG [nain] - Cl osing the connection. Connection HashCode: 6923467 --
Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)



Anouveau, le service certCN sera informé de la modification du tableau
CERTIFICATESERVICECERTIFICATEMARP sur les deux nceuds. Aucune action ne sera
effectuée par certCN, car toutes les taches ont été effectuées par CM.

4 C Régénérer le certificat Tomcat sur le noeud d’éditeur

Dans le troisiéme scénario, vous examinerez le processus de régénération tomcat.pem.

Vous pouvez régénérer sur le nceud de I'éditeur et vérifier ensuite la propagation de cette
modification sur le deuxiéme noeud.

Cette opération se compose des étapes suivantes :

a. régénérer |'action lancée sous la page CM.

b. les déclencheurs ci-dessus générent un nouveau certificat tomcat et le placent dans le systéme
de fichiers

¢. nouveau certificat tomcat est inséré dans DB (l'ancien sera remplacé) par CM. Ces informations
seront répliquées au moyen de la réplication de base de données.

d. I'ancien certificat tomcat-trust est supprimé du systéme de fichiers (+le supprimer du keystore)
e. tomcat-trust est importé dans le systéme de fichiers (+ entrées de base de données
correspondantes vérifiées).

f. certCN sur le sous-noeud démarre et supprime tomcat-trust du systéeme de fichiers et du
keystore.

g. enfin, le nouveau est réimporté dans le systéme de fichiers et lu dans le keystore.

a. En appuyant sur la commande regénération, affichez-nous ci-dessous la sortie (horodatage
23:36) :



Show +  Setlings *  Security *  Softvware Upgrades =  Services = Help =

Certificate Configuration

L-.éj: Regenerate -é-'k Drovmiloscd Eii—j;) Generate CSR

—Status

@ Success: certificate regeneratele‘er‘Furm a Disaster Recovery backup so the latest backup contains the regenerated certificate.

r Certificate Settings

File Marme torncat.pem

Certificate Mame tomcat

Certificate Type certs

Certificate Group product-cpi

Description Self-signed certificate generated by system

r Certificate File Data

[
Wersion: V3
Serial Nurmber: 8876968087 2451706773275250466208361017
Signaturealgorithm: SHAL1withRSA (1.2.840,113549,1.1.5)
Issuer Narme: L=KRAKOW, ST=MALOPOLSKA, CN=CUZMGel, OU=TAC, O=CI5SC0O, C=PL
Validity From: Sat Aug 02 23:36:44 CEST 2014
To: Thu Aug 01 23:36:43 CEST 2019
Subject Mame: L=kKRAKOW, ST=MALOPOLSKA, CH=CUCMa61, OU=TAC, O=CISCO, C=PL
key: RSA (1.2.840,113549,1.1.1)

Fey walle!
3082010a0252010100b460e5cl7323962babf797a031ecdal?3e02163e36f796007660439fb1dd35d75891439fd2b580c9dea514ba
fo0fa42db0511leca717a3b7996558b6d5c7dodf6bo7b336fcaf 3524078051 29495f19a56dd34 3654 9ff338061844099c939589a5f92 |
Oac76cdZ45ebb2f38e0f0calced2df87FEdd 737 c6f16561fc7a61d64a01f218ebfaZ3e56095e91 7472996020584 51237 778028Fd
260029cc5def00376589690096b39880e67 7a2a008eb7517379717h5d45fbdcedb 948692 1efE828b558e08346b2b4 1034420401 b4 a
Z28edee32bdc7edo8do90324d67 74 acn8fladefod a0d6 0277527 ecddo02232a1457b152bdE868c1178b0cedaa9c518512d3f92bae22
d43z2b0z03010001

Extensions: 3 present
[

Extension: KeyUsage (0I1D.2.5.29.15)

Critical: false

Usages: digitalSignature, keyEncipherment, dataEncipherment, keyAgreement, keyCertSign,

*

m

Extension: ExtkeyUsageSyntax (OID.2.5.29.37)
Critical: false -
Usage oids; 1.3.6,1.55.7.3.1,1.3.6,.1.5.5.7.3.2,1.3.6.1.5.5.7.3.5,

—[ Regenerate l [ Download ] [ Generate CSR ]

Numeéro de série de notre nouveau certificat :
Dec: 88769680872451706773275250466208361017
Hex: 42C86B2CF293630FE27BBDDC7FD02A39

Certificat enregistré dans le systeme de fichiers (a partir de la racine) :

[ root @UCVB61 tontat]# pwd
/usr/local/platform/.security/tomcat
[root @UCMVMB61 tontat]# |s -la certs
total 48

drwxr-xr-x 2 certhbase ccnbase 4096 Aug 2 23:36

drwxr-xr-x 5 root r oot 4096 Apr 4 12:47 ..

-rwxr-xr-x 1 certbase ccnbase 939 Aug 2 23:36 tomcat.der
-rwxr-xr-x 1 certbase ccnbase 64 Aug 2 23:36 tontat.description
-rwxr-xr-x 1 certbase ccnbase 2598 Aug 2 23:36 tontat.keystore

-rwxr-xr-x 1 certbase ccnbase 1326 Aug 2 23:36 tomcat.pem
[root @UCMVMB61 tontat]# |s -la trust-certs
total 108



drwxr-xr-x 2 certbase ccnbase 4096 Aug 2 23:36 .

drwxr-xr-x 5 root r oot 4096 Apr 4 12:47 ..

I rwxrwxrwx 1 certbase ccnbase 11 Aug 2 23:36 101f99a6.0 -> CUCM861.pem
I rwxrwxrwx 1 certbase ccnbase 42 Aug 2 23:36 7e0370f0.0 ->

Veri Si gn_Cl ass_3_Secure_Server _CA -_G3. pem

-rwxr-xr-x 1 certbase ccnbase 939 Aug 2 23:36 CUCM861.der

-rwxr-xr-x 1 certbase ccnbase 44 Aug 2 23:36 CUCMB61. description

-rwxr-xr-x 1 certbase ccnbase 1326 Aug 2 23:36 CUCM861.pem

-rwxr-xr-x 1 certbase ccnbase 941 Aug 2 22:51 CUCMB61s. der

-rwxr-xr-x 1 certbase ccnbase 44 Aug 2 22:51 CUCMB61s. descri ption

-rwxr-xr-x 1 certbase ccnbase 1330 Aug 2 22:51 CUCMB61s. pem

I rwxrwxrwx 1 certbase ccnbase 12 Aug 2 23:36 dOaacffb.0 -> CUCMB61s. pem

-rwxr-xr-x 1 certbase ccnbase 3907 Aug 2 23:36 tontat-trust.keystore

-rwxr-xr-x 1 certbase ccnbase 1520 Apr 4 12:47 Veri Sign_Cl ass_3_Secure_Server _CA - G3. der
-rwxr-xr-x 1 certbase ccnbase 44 Apr 4 12:47 Veri Sign_C ass_3_Secure_Server_CA -

_&B.description

-rwxr-xr-x 1 certbase ccnbase 2114 Apr 4 12:47 Veri Sign_Cl ass_3_Secure_Server_CA -_G3. pem
[ root @UCVB61 tontat]# md5sum certs/tomcat.der

a0dd8031bcd3c269844df8a3fafda76c certs/toncat. der

[ root @UCMB61 tontat]# ni5sum trust-certs/CUCM861.der

a0dd8031bcd3c269844df8a3fafdd76c trust-certs/ CUCMB6L. der

Comme vous pouvez le voir (en fonction de I’heure de la modification), notre nouveau certificat est
stocké dans le répertoire certs (en tant que tomcat.der) et dans trust-certs (en tant que
CUCMB861.der). La somme de contréle MD5 (commandes md5sum) prouve qu’il s’agit du méme
certificat, stocké deux fois. La liaison symbolique (101f99a6.0 -> CUCM861.pem) est également
mise a jour.

b. La régénération est elle-méme effectuée par CM. Etudions de plus prés le processus de
régénération :

2014- 08- 02 23:36:40,962 INFO [main] - log4j configuration successful.
2014-08-02 23:36:40,977 INFO[main] - IN-- CertMr.java - nmainlnternal (args) -
2014-08-02 23:36:40,979 INFO [nain] - decode

## operation invoked is "regenerate", if you would like to display the cert in 0OS

## Administration -> Security -> Certificate Management you would see "display" operation
## type.

2014- 08- 02 23:36:40,979 INFO [mai n] - op:regenerate

## you are going to regenerate tomcat cert, below the details of the cert are being listed
2014-08- 02 23:36:40,979 INFO [main] - unit:tontat

2014-08-02 23:36:40,979 INFO [main] - cert-

di r: %2Fusr ¥2FI ocal %2Fpl at f or mP2F. securit y¥@Ft ontat %2Fcert s¥%2Ft ontat
2014-08-02 23:36:40,979 INFO [main] - key-

di r: 9%2Fusr ¥2F| ocal %2Fpl at f or nP2F. securi t y%@2Ft ontat ¥2Fkeys

2014- 08-02 23:36:40,979 INFO [main] - logfile: %2Fvar %2F og%2Fact i ve¥2Fpl at f or n®2F|I og%2Fcert -
nmgnt . | og

2014-08-02 23:36:40,979 INFO [main] -

resul tfil e: %2Fvar %2F og%2Fact i ve%2Fpl at f or mM2F| og%2Fcert de-i nf o. xm
2014- 08-02 23:36:40,979 INFO [main] - type:certs

2014-08- 02 23:36:41,006 INFO [main] - Parsed information
2014-08-02 23:36:41,006 I NFO [main] - OrgNanme: Cl SCO

2014-08-02 23:36:41,006 INFO [main] - OgUnit: TAC

2014-08-02 23:36:41,007 INFO [main] - Location: KRAKOW

2014-08-02 23:36:41,007 INFO [main] - Country: PL

2014-08-02 23:36:41,007 INFO [main] - State: MALOPOLSKA

2014-08-02 23:36:41,007 INFO [main] - Hostnane: CUCMB61

2014- 08- 02 23:36:41,007 INFO [mai n] - AlternateHostnane: null
2014-08-02 23:36:41,007 INFO [main] - Domai n Nane:

2014-08-02 23:36:41,007 INFO [nmain] - |PAddress: 10.48.46.29

2014- 08- 02 23:36:41,008 INFO [main] - In parseXM()



2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
CN=CUCMB61,

2014-08-02 23:
2014-08-02 23:
com ci sco. cpi .
2014-08-02 23:
2014-08-02 23:
2014-08-02 23:
2014-08-02 23:
"lusr/local/pl
2014-08-02 23:
2014-08-02 23:
2014-08-02 23:
2014-08-02 23:

23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:

36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:

41, 021
41, 021
41, 022
41, 022
41, 022
41, 022
41, 022
41, 022
41, 022
41, 022
41, 022
41, 023
41, 023
41, 023
41, 026
41, 027

I NFO [ mai n]
I NFO [ mai n]
I NFO [ mai n]
I NFO [ mai n]
I NFO [ mai n]
I NFO [ mai n]
I NFO [ mai n]
I NFO [ mai n]
I NFO [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
I NFO [ mai n]
I NFO [ mai n]

FQDN Nane retrived by |net Address :

CN: CcuCwvB61
Tenp
Tenp
Tenp
Tenp
Tenmp afer nod
Tenp in el se
QuFields are
Field after
Field after
Field after
Field after
Field after
QU field is
Subj ect DN ::

af er nod
in else

before nod is

is TAC
is TAC

before nod is

is TAC

is TAC
TAC
encodi ng:
encodi ng:
encodi ng:
encodi ng:
encodi ng:

: TAC

OU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPOLSKA, C=PL
36: 41,027 | NFO [ mai n]
36: 41,036 | NFO [ mai n]
cert Mgnt . manager . Tontat Cert Mgr @ 23b25c¢c
36: 41,036 | NFO [ nai n]

36: 41,036 | NFO [ nai n]

36: 41, 037 DEBUG [ mai n]
36: 41, 037 DEBUG [ mai n]
atform .security/tonctat/certs’
36: 41, 037 DEBUG [ mai n]
36: 41, 037 DEBUG [ mai n]
36: 41, 038 DEBUG [ mai n]
36: 41, 038 DEBUG [ mai n]

IN --
ouT --

Cer t Myr
Cert My

.java -
r.java -

Dumy | oadProperti es

IN -- CertMyr

cert filenane root:
cert file parent

.java -

TAC

Cl SCO
KRAKOW

MAL OPOLSKA
PL

doOp(info) -

tonctat'

directory:

File created with certParentDir

Dir Check for certParentDir succeeded

File created with keyDir
Di r Check for keyDir succeeded

## API function for generating certificate is invoked
2014-08-02 23:36:41, 039 DEBUG [ mai n]
2014-08-02 23:36:41,039 | NFO [ nai n]

2014-08-02 23:36:41,039 | NFO [ nai n]

"/usr/local/platform .security/tonctat/certs’
2014-08-02 23:36:41, 039 DEBUG [ mai n]
"/usr/local/platform .security/tonctat/certs’
2014-08-02 23:36:41, 040 DEBUG [ mai n]
2014-08-02 23:36:41,041 | NFO [ mai n]

"/usr/local/platform .security/tonctat/certs’

2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02

## at this
ertificate
2014-08-02
2014-08-02
2014-08-02
2014-08-02

## certificate is written into filesystem and the owner (user:group) and rights are being

## adjusted

23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:

moment generateCertificate() function is

as

23:
23:
23:
23:

36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:

41, 042
41, 385
42,989
42,989
42,989
42,989
42,989
42,989
42,989
42,989
42,989
42,989
42,989
42,990

a result
36: 42,990 | NFO [ mai n]
36: 43,003 | NFO [ mai n]
36: 44,657 | NFO [ mai n]
36: 44,658 | NFO [ mai n]

DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]

Calling genCert APl () fromregenCert ()
Def aul t Cert Myr. j ava -
pat h:

IN --
parsed root

cert file parent

t oncat
parsed root

Subj ect Al t Nane :
Loadi ng RSA providers explicitly...

provi ders are | oaded explicitly...
. provi der.
. provi der.
. provi der.
. provi der.
. provi der.
. provi der.
. provi der.
. provi der.
. provi der.
. provi der.
. provi der.

RSA
security
security
security
security
security
security
security
security
security
security
security

IN --
passphrase is
QJT - -
IN --

Certificate keysize :
pat h:

nul |

invoked which actually returns a new ##

RSACr ypt oEngi ne. j ava -

directory:

1=Jsaf eJCE
2=Rsalsse
3=BC

4=SUN

6=SunJSSE
7=SunJCE
8=SunJGSS
9=SunSASL
10=XM_DSi g
11=SunPCSC

11 LA20PvI 2sezuPgph

RSACr ypt oEngi ne. j ava -
RSACr ypt oEngi ne. j ava -

2048

5=SunRsaSi gn

CUCMB61

get Cert Mgr Obj (unit)
get Cert Myr Qbj

t ontat

genCert API (i nfo) -

generateCertificate(..)

generateCertificate -
| oadCertificate(..)



2014- 08- 02 23:36:45,009 INFO [main] - OQUT -- RSACryptoEngine.java - |oadCertificate -
2014-08-02 23:36:45,009 INFO [main] - IN-- DefaultCertMr.java -

set Onner shi pAndPer m ssions(file) -

2014- 08- 02 23:36: 45,009 DEBUG [ mai n] - set Omershi pAndPermi ssions : certs

2014- 08- 02 23:36: 45,009 DEBUG [ mai n] - Changi ng ownership of file

"/usr/local/platform .security/tontat/certs’

2014-08-02 23:36:45,010 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 45,010 DEBUG [nain] - Executing command from Util.sysExec : /bin/chown -R
certbase /usr/local/platform .security/tontat/certs

2014-08-02 23:36:45,017 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36: 45,017 DEBUG [ mai n] - Changi ng group ownership of file
"/usr/local/platform .security/tonctat/certs’

2014-08-02 23:36:45,018 INFO[main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 45,018 DEBUG [nain] - Executing command from Util.sysExec : /bin/chgrp -R
ccnbase /usr/local/platform .security/toncat/certs

2014-08-02 23:36:45,021 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36: 45,021 DEBUG [nain] - Changi ng node of file

"/usr/local/platform .security/tontat/certs’

2014-08-02 23:36:45,021 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 45,021 DEBUG [ nain] - Executing command from Util.sysExec : /bin/chmd -R 755
/usr/local/platforn .security/tontat/certs

2014-08-02 23:36:45,046 INFO [main] - QUT -- Util.java - sysExec -

2014-08-02 23:36:45,046 INFO [main] - OQUT -- DefaultCertMr.java - set Oamershi pAndPerni ssions -
2014-08-02 23:36:45,046 INFO [main] - IN-- DefaultCertMr.java -

set Onner shi pAndPer mi ssions(file) -

2014- 08- 02 23: 36: 45,046 DEBUG [ nain] - setOanershi pAndPermi ssions : keys

2014- 08- 02 23:36: 45,046 DEBUG [ mai n] - Changi ng ownership of file

"/usr/local/platform .security/tontat/keys'

2014-08-02 23:36:45,046 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 45,046 DEBUG [nain] - Executing command from Util.sysExec : /bin/chown -R
certbase /usr/local/platfornl.security/tontat/keys

2014-08-02 23:36:45,051 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36: 45,051 DEBUG [main] - Changi ng group ownership of file
"/usr/local/platform .security/tonctat/keys'

2014-08-02 23:36:45,052 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 45,052 DEBUG [nain] - Executing command from Util.sysExec : /bin/chgrp -R
ccnbase /usr/local/platform .security/tontat/keys

2014-08-02 23:36:45,055 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23: 36: 45,055 DEBUG [ mai n] - Changi ng node of file

"/usr/local/platform .security/tontat/keys'

2014-08-02 23:36:45,055 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 45,055 DEBUG [ nmain] - Executing command from Util.sysExec : /bin/chmd -R 755
/usr/local/platform.security/tontat/keys

2014-08-02 23:36:45,061 INFO [main] - QUT -- Util.java - sysExec -

2014-08-02 23:36:45,061 INFO [main] - OQUT -- DefaultCertMr.java - set Oamershi pAndPerni ssions -

## description is generated and put into the description file

2014-08-02 23:36:45,061 INFO [main] - IN-- DefaultCertMr.java - createDescriptionFil e(nane,
description) -

2014- 08- 02 23:36:45,063 INFO [main] - description is :Self-signed certificate generated by
system

2014-08-02 23:36:45,063 INFO [main] - OUT -- DefaultCertMr.java - createDescriptionFile -
2014-08-02 23:36:45,064 INFO [main] - IN-- DefaultCertMr.java -

set Onner shi pAndPer m ssions(file) -

2014- 08- 02 23:36: 45,064 DEBUG [nai n] - set Oamershi pAndPerm ssions : tontat.description
2014- 08- 02 23:36: 45,064 DEBUG [ mai n] - Changi ng ownership of file

"/usr/local/platform .security/tontat/certs/toncat. description’

2014-08-02 23:36:45,064 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 45,064 DEBUG [nain] - Executing command from Util.sysExec : /bin/chown
certbase /usr/local/platform .security/tontat/certs/tontat. description

2014-08-02 23:36:45,074 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36: 45,074 DEBUG [ mai n] - Changi ng group ownership of file
"/usr/local/platform .security/tontat/certs/toncat. description’

2014-08-02 23:36:45,074 INFO [main] - IN-- Uil.java - sysExec(exe, args) -



2014- 08- 02 23:36: 45,075 DEBUG [ nain] - Executing command from Util.sysExec : /bin/chgrp ccnbase
/usr/local/platform .security/tontat/certs/toncat.description

2014-08-02 23:36:45,077 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36:45,077 DEBUG [ mai n] - Changi ng node of file

"/usr/local/platform .security/tontat/certs/toncat. description’

2014-08-02 23:36:45,077 INFO[main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36:45,077 DEBUG [ mai n] - Executing command from Util.sysExec : /bin/chmd 755
/usr/local/platform .security/tontat/certs/toncat.description

2014-08-02 23:36:45,083 INFO [main] - QUT -- Util.java - sysExec -

2014-08-02 23:36:45,083 INFO [main] - QUT -- DefaultCertMr.java - setOmnershi pAndPerni ssions -

2014-08-02 23:36:45,084 INFO [main] - IN-- CertUtil.java - popul ateCertlnfo(cert, oplnfo,
certFil ePenLocation) -

2014-08-02 23:36:45,086 INFO [main] - IN-- CertUil.java - getHostName(..) -

2014-08-02 23:36:45,089 INFO [main] - QUT -- CertUtil.java - getHostNane - CUCMB61
2014-08-02 23:36:45,092 INFO [main] - IN-- CryptoUtil.java - saveAsPEM..) -

2014-08-02 23:36:45,098 INFO [main] - QUT -- Cryptoltil.java - saveAsPEM -

2014-08-02 23:36:45,098 INFO [main] - OQUT -- CertUtil.java - populateCertinfo -

c. A ce moment-Ia, vous disposez d’un nouveau certificat prét au niveau du systéme de fichiers
(tomcat.pem dans certs). CUCM861.pem dans trust-certs est également ici, mais n’a pas été
ajouté a ce stade. Il en sera question ultérieurement.

Il est maintenant temps de mettre a jour le certificat Tomcat dans la base de données pour
partager la modification avec d’autres nceuds.

Avant de régénérer, vous pouvez voir le certificat Tomcat dans la base de données :

admin:run sql select c.pkid, c.serialnumber fromcertificate c, certificateservicecertificatemp
m WHERE m fkcertificate = c.pkid AND mtkcertificateservice ="'5'

pki d serial nunber
533dbbfc-78ce-b46£-7d64-cd2b7c536£6d 6¢f 5bc855b681f 658f 9e7506d3ec6eab

abb18f 66- bf 72- 261d- 8ecd- bf cead2add4e 68052e2e9cd6c979079e6449f f 873031

Comme vous pouvez le constater, il existe deux certificats Tomcat dans la base de données (un
pour PUB et un pour SUB), I'ancien certificat Tomcat porte le numéro de série =
6¢f5bc855b6811658f9e7506d3ec6eab. Le PKID de notre certificat Tomcat est« 533dbbfc-78ce-

b46f-7d64-cd2b7c536f6d» et ne change pas lors de la régénération du certificat.

Examiner davantage le fichier journal CM (commentaires dans l'extrait) :

2014-08-02 23:36:45,099 INFO [main] - IN -- CertDBAction.java -
insertCertificateInDB(certFiletoStore, info) -
2014-08-02 23:36:45,099 INFO [main] -

DBPar aneters ...

PKI D : nul |

CN : L=KRAKOW ST=MALOPCOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL
serial No :42c86b2cf293630f e27bbddc7f d02a39

host Name : CUCMB61

i ssuer Nane : L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL
Certificate :Not Printing huge Certificate String..

| PV4Addr ess : 10. 48. 46. 29

| PV6Addr ess :

Ti meToLi ve : NULL

UNI T :tontat

TYPE :certs

RCLE : nul |

Rol eMoni ker : nul |

Rol eEnum : nul |

SERVI CE : nul |

Servi ceMoni ker :null



Servi ceEnum : 0

2014-08-02 23:36:45,099 INFO [main] - DB - Certifciate Store Plugin Handler is

:com ci sco.ccm certngnt. db. Cert DBI npl

2014- 08- 02 23:36: 45,159 DEBUG [main] - Connection Initialized to | ocal node. Connection
HashCode: 17241377 --Detail s: Connect or (NOT CONNECTED: Driver=cominform x.jdbc.|fxDriver;)
2014- 08- 02 23: 36: 45, 159 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

2014- 08- 02 23:36:45,160 DEBUG [nain] - Try to get a connection from pool

2014- 08- 02 23:36: 45,160 DEBUG [nain] - getting |ocal connection from Pool

2014- 08- 02 23:36:45,162 DEBUG [nain] - Getting connection from connection pool entry

<dat abase, j dbcur| 2>

2014- 08- 02 23:36:45,162 DEBUG [nain] - There are currently O connection pool entries

2014- 08- 02 23:36:45,166 DEBUG [nmain] - Checking if connection lint has been reached for

dat abase

2014- 08- 02 23:36: 45,167 DEBUG [main] - Connecting to publisher so nmax nunber of connections
allowed is 100

2014- 08- 02 23:36: 45,167 DEBUG [ mai n] - Nunber of connections in use is O

2014- 08- 02 23:36:45,167 DEBUG [nain] - There is currently 1 connection pool entry

2014- 08- 02 23:36: 45,168 DEBUG [ nain] - Nunber of avail able connections in pool: 0

2014- 08- 02 23:36: 45,381 DEBUG [ mai n] - Addi ng connection

<com inform x.jdbc.|fxSqli Connect @a7789c> to connection |ist

2014- 08- 02 23:36: 45,382 DEBUG [nmain] - Marking connection

<com i nform x.jdbc.|fxSqli Connect @a7789c> as used

2014- 08- 02 23:36: 45,382 DEBUG [nain] - Got connection from pool

2014- 08- 02 23: 36: 45, 389 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[true] _target[ 0] connect ToPubByDef aul t[fal se]

2014- 08- 02 23:36:45,395 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:45,396 DEBUG [nain] - C osing the connection. Connection HashCode: 17241377 - -
Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)

2014- 08- 02 23:36:45,396 DEBUG [nain] - Attenpting to close connection

2014- 08- 02 23:36: 45,396 DEBUG [nain] - Renoving connection <database, jdbcurl?2> from

Connect i onManager |i st

2014- 08- 02 23:36: 45,396 DEBUG [nain] - renmpveConnecti onFromConnecti onLi st ()

2014- 08- 02 23:36: 45,397 DEBUG [nain] - Renpbving connection

<com i nform x.jdbc.|fxSqgli Connect @a7789c> from connection |i st

2014- 08- 02 23:36: 45,399 DEBUG [nain] - Connection <cominformni x.jdbc.|fxSqli Connect @a7789c> is
not closed, adding it back to the pool entry <database,jdbcurl 2>

2014- 08- 02 23:36:45,399 INFO [mai n] - Connection/Statenment/Resultset is closed properly.
2014-08-02 23:36:45,399 INFO [main] - TYPETRUSTROLEMAP :: { TRUST_ROLE_DATA SERVI CE=24,
TRUST_ROLE_PROVI SI ONl NG_SERVI CE=23, TRUST_ROLE_SERVI CEABI LI TY=27,
TRUST_ROLES_CALLMANAGER TFTP=2, PHONE TRUST_ROLES FI REWALL=6, ROLE_APPLI CATI ON_SERVER=7,
TRUST_ROLES_SAST=0, ROLE_SI GNALI NG CALL_CONTROL=22, TRUST_ROLES_CALLMANAGER=1,
TRUST_ROLES_UNKNOWN=255, TRUST_ROLE _NETWORK_ELEMENT=25, TRUST_ROLES SRST=5,

ROLE_CERTI FI CATE_AUTHORI TY=20, TRUST_ROLE_VPN=26, TRUST_ROLES CAPF=4, TRUST_ROLES TFTP=3,
ROLE_AUTHENTI CATI ON_AUTHORI ZATI ON=21}

2014- 08- 02 23:36:45,399 INFO [mai n] - TYPESERVI CEROLEMAP :: {Phone- VPN-trust=2, Call Manager =3,
Phone- CTL-trust =15, tontat-trust=6, TVS=11, ipsec-trust=8, Phone-trust=1, Phone-SAST-trust=14,
toncat =5, userlicensing-trust=16, CAPF=9, ipsec=7, CAPF-trust=10, Call Manager-trust=4, TVS-
trust=12, directory-trust=13}

2014- 08- 02 23:36:45,399 INFO [main] - unitRol eMap ::{Phone-VPN-trust=[ TRUST_ROLE VPN],

Cal | Manager =[ TRUST_ROLES_CALLMANAGER TFTP, TRUST_ROLES SAST], Phone-CTL-

trust =[ ROLE_APPLI CATI ON_SERVER], tontat-trust=[ ROLE_APPLI CATI ON_SERVER],

TVS=[ ROLE_AUTHENTI CATI ON_AUTHORI ZATI ON], ipsec-trust=[], Phone-trust=[ ROLE_APPLI CATI ON_SERVER],
Phone- SAST-trust =[ TRUST_ROLES_SAST, TRUST_ROLES TFTP], tontat=[ ROLE_APPLI CATI ON_SERVER],
userlicensing-trust=[], CAPF=[ TRUST_ROLES_CAPF], i psec=[ ROLE_APPLI CATI ON_SERVER], CAPF-trust=[],
Cal | Manager-trust=[], TVS-trust=[], directory-trust=[]}

2014- 08- 02 23:36:45,400 INFO [main] - commonTrust StoreMap ::{}

2014- 08- 02 23:36: 45,403 DEBUG [nain] - Connection Initialized to Publisher. Connection
HashCode: 5823789 --Detail s: Connect or (NOT CONNECTED: Driver=cominform x.jdbc.|fxDriver;)
2014-08-02 23:36:45,403 INFO [main] - IN-- CertDBlnpl.java - insertCertificate(certinfo, con) -
2014- 08- 02 23: 36: 45, 404 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014- 08- 02 23:36:45,404 DEBUG [nain] - Try to get a connection from pool



2014- 08- 02 23:36: 45,404 DEBUG [nain] - Getting connection from connection pool entry
<dat abase, j dbcur| 2>

2014- 08- 02 23:36:45,404 DEBUG [nain] - There is currently 1 connection pool entry
2014- 08- 02 23:36: 45,404 DEBUG [mai n] - Addi ng connection

<com inform x.jdbc.|fxSqli Connect @a7789c> to connection |ist

2014- 08- 02 23:36: 45,404 DEBUG [nmin] - Marking connection

<com i nform x.jdbc.|fxSqli Connect @a7789c> as used

2014- 08- 02 23:36: 45,404 DEBUG [nain] - Got connection from pool

2014-08-02 23:36:45,406 INFO[main] - IN-- CertDBlnpl.java -

popul at eRol eEnunSer vi ceEnum(cert | nfo) -

## cert type is tomcat, you can see serviceEnum = 5

2014-08-02 23:36:45,407 INFO[main] - UNIT ::: tontat

2014-08-02 23:36:45,407 INFO [main] - role ::: [ROLE_APPLI CATI ON_SERVER|

2014-08-02 23:36:45,407 INFO [main] - roleEnum::: [7]

2014- 08- 02 23:36:45,407 INFO [main] - service ::: null

2014-08- 02 23:36:45,407 INFO [main] - serviceEnum::: 5

2014-08- 02 23:36:45,407 INFO [main] - QUT -- CertDBlnpl.java - popul at eRol eEnunSer vi ceEnum -
2014-08-02 23:36:45,409 INFO [main] - IN-- CertDBUIil.java - getProcessNodel d(con, host Nane,

i pAddress, fqdn) -

2014-08-02 23:36:45,409 INFO [main] - getProcessNodeld Query : SELECT PKI D, NAVE FROM PROCESSNODE
WHERE UPPER( NAME) =UPPER(" CUCMB61") OR UPPER( NAME) =UPPER( " 10. 48. 46. 29") OR

UPPER( NAME) =UPPER( " CUCMB61" )

2014- 08- 02 23: 36: 45,409 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014- 08- 02 23:36:45,418 INFO [mai n] - ProcessNodel d: 13f 4b0d9- Obae- 429a- a86e- 625336a35bb6

2014- 08- 02 23:36:45,418 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:45,418 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,418 INFO [main] - QUT -- CertDBUil.java - getProcessNodeld -

2014-08-02 23:36:45,418 INFO [main] - IN-- CertDBlnpl.java - getSelfSignedCertificate(certlnfo,
con) -

2014- 08- 02 23:36:45,418 DEBUG [nain] - getSel fSignedCertificate Query : SELECT

A. PKI D, SERVERNAME, SUBJECTNAME, | SSUERNAME, SERI ALNUMBER, | PVAADDRESS, | PV6ADDRESS, TI METCLI VE, B. HASH
FROM CERTI FI CATE A, CERTI FI CATEHASHVAP B, CERTI FI CATESERVI CECERTI FI CATEMAP C WHERE

A. PKI D=B. FKCERTI FI CATE AND A. PKI D = C. FKCERTI FI CATE AND C. TKCERTI FI CATESERVI CE = "5" AND

A. SERVERNAME = " CUCMB61"

2014- 08- 02 23:36: 45,418 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014- 08- 02 23:36: 45,424 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:45,424 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08- 02 23:36:45,425 INFO [main] - QUT -- CertDBlInpl.java - getSelfSignedCertificate -
2014-08-02 23:36:45,425 INFO [main] - IN-- CertDBlnpl.java - getPkidO Certificate(hash,

server Nane, con) -

## looking for PKID of our cert

2014-08-02 23:36:45,425 DEBUG [main] - GetPKID Query : SELECT A. PKI D FROM CERTI FI CATE A,

CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND B. HASH = "/ hSVSEZT+yZeaxE+KOEM)2n1Pgk="
2014- 08- 02 23: 36: 45, 425 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014- 08- 02 23:36:45,431 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:45,435 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,435 INFO [main] - OUT -- CertDBInpl.java - getPkidO Certificate -

2014- 08- 02 23:36:45,436 DEBUG [nain] - Om certificate is regenerated. newCert is not available
in DB.

2014- 08- 02 23:36:45,436 DEBUG [nain] - |INSERT FLAG :: isCertUpdate=true :: doNothi ng=fal se

## finally certificate is inserted. In fact this is an update since The same is used

## PKID of the tomcat cert as it was prior regeneration

2014- 08- 02 23:36: 45,436 DEBUG [ nmain] - | NSERT/ UPDATE Query of CERTI FI CATE : UPDATE CERTI FI CATE
SET SERVERNAME=" CUCMB61", SUBJECTNAME="L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL",
| SSUERNAME=" L=KRAKOW ST=MALOPCLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL",

SERI ALNUVBER="42c86b2cf 293630f e27bbddc7f d02a39", CERTI FI CATE="----- BEG N CERTI FI CATE- - - - -

M | Dpz CCAo+gAW BAgl QQshr LPKTYW i e73cf 9AqQOTANBgkghki GOWOBAQUFADB]

M wCQYDVQQGEW] QT DEOVAWGAL UEChMFQOI TQO8x DDAKBgNVBAS TA1RBQz EQVA4 G



ALUEAXMHQLVDTTg2MIETMBEGAL UECBVKTUFMT 1BPTFNL QTEPMAOGALUEBX MGS1J B

S09XVB4AXDTEOMDGWM | X Mz YONFoXDTES MDgWMT | x Mz YOMLowYz EL MAK GA1UEBhMC

UEwWx Dj AVBgNVBAO TBUNJ U0 NPMQWMACg Y DVQQL EWNUQUIMK EDACBg NVBAMIBONVQDO04

Nj ExEz ARBgNVBAgTCk 1BTE9QTOX TSOEX Dz ANBgNVBAC TBkt SQUt PVz CCASI wDQYJ

KoZI hvc NAQEBBQADggEPADCCAQOCggEBALRs5¢cFzI 5Yr g/ eXoDHs2gc+AhY+0OPeW

AHZS QB+x3TXXi RQB/ Sul yd6VFLbwD6QX sFEeynF6mBmAVYt t XH1d9r | 7M4/ | 81IM

eMUS| IXxm bdNDZUn/ MABhhEuZy Tni pf kgr HONJF67Lzj g8Moc7S34f 43X83y PFI

Yf x6YdZKAF | Y620j 5WVERAHKZYCt Y5FEVN3e AKPOMACNMXe8AN2i WhAI r OYgQZ3

0gAl 63UXN5c Xt dRf t MBLI | aSHvi G 1j sg0i yt BWOQg@QBt KKOTuM THbcj VKDINZ3

SsaP&k71Sg1sJ3Un7E3Al j 6hRXsVK9i MEXi wzt qpx RhRLT+Suul t Qys CAWEAAaNX

MFUAMCWYDVRO PBAQDAgG K8 MCc GA1 Ud J QQg VB4 GCCs GAQUFBwWIVBBggr BgEFBQC DAg Y
KwYBBQUHAWUWHQYDVROCBBYEFPOx KMSHCAgnQQgl gLAgXQ | HOsr MAOGCSqGSI b3

DQEBBQUAA4I BAQBVSWFz SCInLTYKuOPs4Rt OQUQXF uUVHLhI 74QoBJs98A8a8wlKg

MBi | XUkBg6VZ37xgYnRuaLTCunXeG Ei Nx9nkC+kgJ9y78Q4j mRh2/ / wgdv Akl +R

RIO745RRNt D4xS3svv3uCSl j EGd1eCC76NUWQAWezz0ALAEAe/ EWD7h1ly ZVRghuD

hg5vLVNr HOgQkj ve56/ K7TE9QE83PqVOIJTAGRVj L9/ uRpeoouc ACI Yl 9WPy XMyabw

sl pCqFRLocYI UGCy9uf r of 1vpt awQl Q&aZ929kW2 SpanRD2LJunqgY8Vbveq/ 7Z2x

ndn8j 36Lyn4l r ESr k7Unmpr m27f N8Kkt YvMaD

----- END CERTI FI CATE- - - - -

", | PVAADDRESS="10. 48. 46. 29", | PV6ADDRESS="", TI METOLI VE=ENULL WHERE PKI D = "533dbbf c- 78ce- b46f -
7d64- cd2b7c536f 6d"

2014- 08- 02 23: 36: 45,436 DEBUG [nain] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014-08-02 23:36:45,447 INFO [main] - IN-- CertDBlnpl.java - updateCertificateHashMap(certlnfo,
con) -

2014-08- 02 23:36: 45,448 DEBUG [mai n] - Update query of CERTI FI CATEHASHVAP : UPDATE

CERTI FI CATEHASHVAP SET HASH = "/ hSVsEZT+yZeaxE+KOEM)2n1Pgk=" WHERE FKCERTI FI CATE = "533dbbf c-
78ce- b46f - 7d64- cd2b7c536f 6d"

2014- 08- 02 23: 36: 45, 448 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014-08- 02 23:36:45,452 INFO [main] - OQUT -- CertDBlInpl.java - updateCertificateHashMap -

2014-08-02 23:36:45,452 INFO [main] - IN-- CertDBlnpl.java - insertCertSrvCertMap(certlnfo,
con) -
2014-08-02 23:36:45,452 INFO [main] - IN-- CertDBlnpl.java -

checkExi stingCertificateServiceMappi ng(certlnfo, serviceEnum con) -

2014- 08- 02 23:36: 45,452 DEBUG [nai n] - checkExi stingTrustCertificateForService Query : SELECT
PKI D, FKCERTI FI CATE, TKCERTI FI CATESERVI CE FROM CERTI FI CATESERVI CECERTI FI CATEVAP WHERE
FKCERTI FI CATE = "533dbbf c- 78ce- b46f - 7d64- cd2b7c536f 6d" AND TKCERTI FI CATESERVI CE= " 5"

2014- 08- 02 23: 36: 45, 453 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014- 08- 02 23:36: 45,455 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:45,456 I NFO [mai n] - Connection/ Statement/Resultset is closed properly.

## CM verifies if there is a proper mapping for the new cert in the

## CERTIFICATESERVICECERTIFICATEMAP table. There is so no need for update

2014-08-02 23:36:45,456 INFO [main] - QUT -- CertDBInpl.java -

checkExi stingCertificateServiceMapping -

2014- 08- 02 23:36:45,456 DEBUG [main] - Certificate to be inserted in

CERTI FI CATESERVI CECERTI FI CATEMAP tabl e :tontat ::PKID :533dbbf c- 78ce- b46f - 7d64- cd2b7c536f 6d
::tolnsertlnCert SrvMap: fal se

2014- 08- 02 23:36: 45,456 DEBUG [nain] - CertService mapping entry already exists..

2014- 08-02 23:36:45,456 INFO [main] - OUT -- CertDBInpl.java - insertCertSrvCertMp -

2014-08-02 23:36:45,456 INFO [main] - IN-- CertDBlnpl.java - insertCert TrustRol eMap(certlnfo,
l og, con) -
2014-08-02 23:36:45,456 INFO[main] - IN-- CertDBlnpl.java -

checkExi stingCertificateRol eMappi ng(certlnfo, rol eEnum con) -

## the same check for CERTIFICATETRUSTROLEMAP table. It is there, nothing to udpate.

2014- 08- 02 23:36: 45,456 DEBUG [nain] - checkExistingTrustCertificateForRole Query :SELECT

PKI D, FKCERTI FI CATE, TKTRUSTROLE FROM CERTI FI CATETRUSTROLEVMAP WHERE FKCERTI FI CATE = "533dbbf c-
78ce- b46f - 7d64- cd2b7c536f 6d" AND TKTRUSTROLE= " 7"

2014- 08- 02 23: 36: 45,456 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014- 08- 02 23:36: 45,459 DEBUG [nain] - Closing the resultset.



2014- 08- 02 23:36:45,459 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,459 INFO [main] - QUT -- CertDBInpl.java -

checkExi stingCertificat eRol eMappi ng -

2014- 08- 02 23:36:45,459 DEBUG [nain] - Certificate to be inserted in CERTI Fl CATETRUSTROLEMVAP
table :tontat ::PKID :533dbbfc-78ce-b46f-7d64-cd2b7c536f6d ::tolnsertlnCertSrvMap: fal se
2014- 08- 02 23:36: 45,459 DEBUG [nmain] - CertRole mapping entry already exists..

2014-08- 02 23:36:45,459 INFO [main] - QUT -- CertDBlnpl.java - insertCertTrustRol eMap -

2014-08-02 23:36:45,459 INFO [main] - IN-- CertDBlnpl.java - insertCertProcessNodeMap(certlnfo,
con) -
2014-08-02 23:36:45,459 INFO [main] - IN-- CertDBlnpl.java -

checkExi sti ngCert ProcessNodeMappi ng(certlnfo, con) -

2014- 08- 02 23:36: 45,459 DEBUG [mai n] - checkExi stingCertProcessNodeMappi ng Query : SELECT

PKI D, FKCERTI FI CATE, FKPROCESSNODE, SERVERNAME FROM CERTI FI CATEPROCESSNCDEVAP WHERE

FKCERTI FI CATE="533dbbf c- 78ce- b46f - 7d64- cd2b7c536f 6d" AND FKPROCESSNCDE="13f 4b0d9- Obae- 429a- a86e-
625336a35bb6" AND SERVERNAME="CUCMB61"

2014- 08- 02 23: 36: 45,460 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014- 08- 02 23:36:45,462 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:45,463 INFO [mai n] - Connection/Statenment/Resultset is closed properly.
2014-08-02 23:36:45,463 INFO [main] - OQUT -- CertDBInpl.java -

checkExi sti ngCert ProcessNodeMappi ng -

2014- 08- 02 23:36: 45,463 DEBUG [nain] - CertProcessNode mapping entry already exists..

2014-08- 02 23:36:45,463 INFO [main] - QUT -- CertDBlInpl.java - insertCertProcessNodeMap -
2014- 08- 02 23:36: 45,467 DEBUG [main] - Connection conmitted for insertCertificate..

2014- 08- 02 23:36:45,467 DEBUG [nain] - Insertion of Certificate in DB is Successful.
2014-08- 02 23:36:45,467 INFO [main] - OQUT -- CertDBlInpl.java - insertCertificate -

2014- 08- 02 23:36: 45,467 DEBUG [main] - C osing the connection. Connection HashCode: 5823789 --
Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)

2014- 08- 02 23:36:45,468 DEBUG [nain] - Attenpting to close connection

2014- 08- 02 23:36: 45,468 DEBUG [ nai n] - Renovi ng connection <database, jdbcurl2> from

Connect i onManager |i st

2014- 08- 02 23: 36: 45,468 DEBUG [nmai n] - renmpveConnecti onFromConnecti onLi st ()

2014- 08- 02 23: 36: 45,468 DEBUG [ nain] - Renpvi ng connection

<com i nform x.jdbc.|fxSqgli Connect @a7789c> from connection |i st

2014- 08- 02 23:36: 45,468 DEBUG [nain] - Connection <cominformni x.jdbc.|fxSqli Connect @a7789c> is
not closed, adding it back to the pool entry <database,jdbcurl 2>

2014- 08- 02 23:36:45,468 I NFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,468 INFO [main] - DB - Generate Certificate operation in DB is successful
2014-08- 02 23:36:45,468 INFO [main] - QUT -- CertDBAction.java - insertCertificatelnDB -

2014- 08- 02 23:36:45,468 INFO [main] - OUT -- DefaultCertMr.java - genCert APl - Self-signed
certificate generated by system

2014-08-02 23:36:45,469 INFO [main] - IN-- CertUil.java - sendAl armal arnNane, al ar nPar anmNane,
al ar nPar anval ue) -

2014- 08- 02 23:36: 45,469 DEBUG [nain] - Sending alarmfor :: TontatCertRegen :: Message :: The
toncat certificate is regenerated

2014- 08- 02 23:36:45,471 DEBUG [nain] - Al arnBSender: getlnstance

d. Comme vous le savez, vous pouvez voir le méme certificat dans le systeme de fichiers en tant
que tomcat et tomcat-trust. Jusqu’a présent, seul le certificat Tomcat a été correctement mis a jour
dans le systéme de fichiers. Observons de plus pres le journal CM pour voir comment tomcat-trust
est mis a jour sur ce nceud :

2014-08-02 23:36:45,518 INFO [main] - QUT -- CertUtil.java - sendAl arm -

2014-08-02 23:36:45,518 INFO [main] - IN-- TontatCertMr.java - copyToTontat Trust Store(info) -
2014-08-02 23:36:45,518 INFO[nmain] - IN-- TontatCertMyr.java -

del et eCert FronfTontat Trust Store(i nfo) -

2014-08-02 23:36:45,519 INFO [main] - IN -- RSACryptoEngine.java - |loadCertificate(..) -

2014- 08-02 23:36:45,520 INFO [main] - OUT -- RSACryptoEngine.java - |oadCertificate -
2014-08-02 23:36:45,520 INFO[main] - IN-- CertUtil.java - parseCNfronDN(DN, sSearchStr) -
2014- 08- 02 23:36: 45,520 DEBUG [nmai n] - parseCNfronDN( cert Subj DN:

' L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL")

2014- 08- 02 23:36: 45,520 DEBUG [nain] - Truncating CN ' CUCMB61, OU=TAC, O=Cl SCO, C=PL' -> ' CUCMB61'



2014-08- 02 23:36:45,520 INFO [main] - QUT -- CertUtil.java - parseCNfronDN -
2014-08-02 23:36:45,520 DEBUG [nmain] - Parsed CN ' CUCMB61" from DN
' L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, QU=TAC, O=Cl SCO, C=PL'

## first you need to delete old tomcat-trust certificate on the filesystem
2014-08- 02 23:36:45,521 DEBUG [nain] - Od Cert to be deleted during inport
/usr/local/platform .security/tontat/trust-certs/CUCVB61. pem

2014-08-02 23:36:45,521 INFO [main] - IN-- DefaultCertMr.java - deleteCert(info) -
decode: true

op: del ete

unit: t ontat - t rust

keyst oreUnit:toncat-trust

| ogFi | e: /var/log/activel/platform | og/cert-nmgnt.|og

resultFile: /var/log/activel/platfornlog/certde-info.xm

keyDir: /usr/local/platform.security/tontat/keys

certDir: /usr/local/platform .security/tontat/trust-certs/CUCVB61l. pem
srcCert: nul |

type: trust-certs

root CACert: null

trustDir: nul |

DNAME: CN=CUCMB61, QU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPOLSKA, C=PL

description: null
i sDBl nsert:true

2014- 08- 02 23:36:45,521 INFO [main] - parsed filename: 'CUCMB61. peni

2014- 08- 02 23:36:45,521 DEBUG [main] - filenane: ' CUCMB61. peni

2014-08-02 23:36:45,521 DEBUG [main] - fileRoot: 'CUCMB61'

2014-08-02 23:36:45,521 INFO [main] - IN-- DefaultCertMr.java - del et eDERandPEM fi | enaneRoot ,
parentDir, info) -

2014- 08- 02 23:36:45,521 DEBUG [nain] - ParentDir:/usr/local/platforni.security/tontat/trust-
cert sFi |l eName. ( DER/ PEM : CUCMB61

2014-08-02 23:36:45,521 INFO [main] - IN -- RSACryptoEngine.java - loadCertificate(..) -
2014- 08- 02 23:36:45,538 INFO [main] - OQUT -- RSACryptoEngine.java - |oadCertificate -
2014-08-02 23:36:45,539 INFO [main] - IN-- CertUtil.java - popul ateCertlnfo(cert, oplnfo,
certFil ePenLocation) -

2014-08-02 23:36:45,539 INFO [main] - IN-- CertUil.java - getHostName(..) -

2014-08-02 23:36:45,539 INFO [main] - QUT -- CertUtil.java - getHostNane - CUCMB61
2014-08-02 23:36:45,540 INFO [main] - IN-- CryptoUtil.java - saveAsPEM..) -

2014-08- 02 23:36:45,540 INFO [main] - QUT -- Cryptoltil.java - saveAsPEM -
2014-08-02 23:36:45,540 INFO [main] - QUT -- CertUtil.java - populateCertinfo -

## the same should be done on the DB level. CM consider deleting the the association

## for this tomcat-trust cert from corresponding tables: CERTIFICATESERVICECERTIFICATEMAP,

## CERTIFICATEPROCESSNODEMAP and CERTIFICATETRUSTROLEMAP. As you see this does not

## happen since the certificate itself has not been deleted so FKCERTIFICATE in those

## tables become "null for this certificate" (cert still exists, has been

## updated only)

2014-08-02 23:36:45,540 INFO [main] - IN -- CertDBAction.java - deleteCertificatelnDB(certlnfo)

2014-08-02 23:36: 45,540 I NFO [main] -

DBPar aneters ...

PKI D : nul |

CN : L=KRAKOW ST=MALOPCLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL
serial No : 6¢cf 5bc855b681f 658f 9e7506d3ec6eab

host Name : CUCMB61

i ssuer Nane : L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL
Certificate :Not Printing huge Certificate String..

| PV4Addr ess : 10. 48. 46. 29

| PV6Addr ess :

Ti meToLi ve : NULL

UNIT :tontat-trust

TYPE :trust-certs

RCLE : nul |



Rol eMoni ker : nul |
Rol eEnum : nul
SERVI CE : nul |

Servi ceMoni ker : nul
Servi ceEnum : 0

2014- 08- 02 23: 36: 45, 540

I NFO [ mai n]

:com ci sco.ccm certngnt. db. Cert DBI npl

2014- 08- 02 23:36: 45, 541
2014- 08- 02 23:36: 45, 542

2014-08- 02 23: 36: 45, 542
server Nane, con) -
2014-08- 02 23: 36: 45, 542

CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND B. HASH = "/ XB5QwYXgqr UTFZ2CDgT7Bk SxNs="

2014- 08- 02 23:36: 45, 542

I NFO [ mai n]
DEBUG [ mai n]

I NFO [ mai n]
DEBUG [ mai n]

DEBUG [ mai n]

DB - Certifciate Store Pl

ugin Handler is

IN-- CertDBlnpl.java - deleteCertificate(certinfo) -
Connection Initialized to Publisher. Connection
HashCode: 12578138 --Detail s: Connect or (NOT CONNECTED: Driver=com i nform x.jdbc.|fxDriver;)
IN-- CertDBlnpl.java - getPkidO Certificate(hash

Get PKI D Query : SELECT A

get Conn:

PKI D FROM CERTI FI CATE A,

usePool i ng[true] connect ToLocal DB[f al se] _t arget[ 0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36: 45,542
2014- 08- 02 23:36: 45,542
<dat abase, j dbcur| >
2014- 08- 02 23:36: 45,542
2014- 08- 02 23: 36: 45,543
dat abase

2014- 08- 02 23: 36: 45,543
all owed is 100
2014- 08- 02 23: 36: 45, 543
2014- 08- 02 23: 36: 45, 543
2014- 08- 02 23: 36: 45,544
2014- 08- 02 23: 36: 45,590

DEBUG [ mai n]
DEBUG [ mai n]

DEBUG [ mai n]
DEBUG [ mai n]

DEBUG [ mai n]

DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]

Try to get a connection
Getting connection from

from pool
connection pool entry

There is currently 1 connection pool entry

Checking if connection |

Connecting to publisher

imt has been reached for

so max nunber of connections

Nunber of connections in use is O
There are currently 2 connection pool entries
Nurmber of avail able connections in pool: 0O

Addi ng connection

<com inform x.jdbc. |fxSqli Connect @7eb97> to connection |ist

2014- 08- 02 23:36: 45, 590

DEBUG [ mai n]

Mar ki ng connecti on

<com inform x.jdbc.|fxSqli Connect @7eb97> as used

2014- 08- 02 23:36: 45, 590
2014- 08- 02 23: 36: 45, 596
2014- 08- 02 23:36: 45, 599
2014- 08- 02 23:36: 45, 599
2014- 08- 02 23:36: 45, 599

DEBUG [ mai n]
DEBUG [ mai n]
I NFO [ mai n]
I NFO [ mai n]
DEBUG [ mai n]

CGot connection from pool
Closing the resultset.

Connecti on/ St at enent/ Resul tset is closed properly.

QUT -- CertDBInpl.java -
Cl osi ng the connection.

get PkidOf Certificate -
Connecti on HashCode: 12578138

Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)
- Attenpting to close connection
Renmovi ng connecti on <dat abase, jdbcurl> from

2014-08-02 23: 36: 45, 600
2014-08-02 23: 36: 45, 600
Connect i onManager |i st

2014-08-02 23: 36: 45, 600
2014-08-02 23: 36: 45, 600

DEBUG [ mai n]
DEBUG [ mai n]

DEBUG [ mai n]
DEBUG [ mai n]

renmoveConnect i onFr omConnect i onLi st ()

Renovi ng connecti on

<com i nform x.jdbc.|fxSqgli Connect @7eb97> from connection |i st

2014- 08- 02 23: 36: 45, 600

DEBUG [ mai n]

not closed, adding it back to the poo

2014- 08- 02 23: 36: 45, 600
2014- 08- 02 23:36: 45, 602

2014- 08- 02 23:36: 45, 602

I NFO [ mai n]
DEBUG [ mai n]

DEBUG [ mai n]

Connection <cominform x.jdbc.|fxSqgliConnect @7eb97> is
entry <dat abase, j dbcurl >

Connecti on/ St at enent/ Resul tset is closed properly.
Connection Initialized to Publisher. Connection
HashCode: 17578504 --Detail s: Connect or (NOT CONNECTED: Driver=com i nform x.jdbc.|fxDriver;)

get Conn:

usePool i ng[true] connect ToLocal DB[f al se] _t arget[ 0] connect ToPubByDef aul t[true]

2014- 08- 02 23: 36: 45, 602
2014- 08- 02 23: 36: 45, 602
<dat abase, j dbcur| >

2014- 08- 02 23: 36: 45, 602
2014- 08- 02 23: 36: 45, 602

DEBUG [ mai n]
DEBUG [ mai n]

DEBUG [ mai n]
DEBUG [ mai n]

Try to get a connection
Getting connection from

from pool
connection pool entry

- There are currently 2 connection pool entries

Addi ng connection

<com inform x.jdbc. | fxSqli Connect @7eb97> to connection |ist

2014- 08- 02 23:36: 45, 603

DEBUG [ mai n]

Mar ki ng connecti on

<com inform x.jdbc.|fxSqli Connect @7eb97> as used

2014-08- 02 23: 36: 45, 603
2014-08- 02 23: 36: 45, 604
serial No, subj ect Nane,

DEBUG [ mai n]
I NFO [ mai n]

servi ceEnum

## you can see it here ...

CGot connection from pool

IN-- CertDBlnpl.java - del eteCertFromCert SrvCert Map(con,



2014-08-02 23:36:45,605 DEBUG [mmin] - Delete query of CERTIFI CATESERVI CECERTI FI CATEVMAP : DELETE
FROM CERTI FI CATESERVI CECERTI FI CATEMAP WHERE TKCERTI FI CATESERVI CE = "6" AND FKCERTI FI CATE =

“nul | "

2014- 08- 02 23: 36: 45, 605 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08- 02 23:36:45,618 INFO [main] - QUT -- CertDBlnpl.java - del eteCertFronCertSrvCertMp -
2014-08-02 23:36:45,618 INFO[main] - IN-- CertDBlnpl.java -

del et eCert FrontCert ProcessNodeMap(con, certlinfo) -

## here ...

2014-08-02 23:36:45,619 DEBUG [mmin] - Delete query of CERTIFI CATEPROCESSNODEVAP : DELETE FROM
CERTI FI CATEPROCESSNODEMAP WHERE FKCERTI FI CATE="nul | * AND SERVERNAME = " CUCMB61"

2014- 08- 02 23:36: 45,619 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08- 02 23:36:45,624 INFO [main] - OQUT -- CertDBlInpl.java - del eteCertFromCert ProcessNodeMap
2014- 08- 02 23:36:45,624 DEBUG [nain] - Certificate to be deleted UNIT: tontat-trust

Rol eMoni ker : ROLE_APPLI CATI ON_SERVER :: Rol eEnum :7 :: Servi ceEnum : 6

2014-08-02 23:36:45,624 INFO [main] - IN-- CertDBlnpl.java - checkMilti pl eUnitFor SaneRol e( con,
rol eMoni ker, unit, certlinfo) -

2014-08-02 23:36:45,624 DEBUG [ main] - checkMiltipleUnitForSaneRol e : SELECT PKI D, FKCERTI FI CATE,
TKCERTI FI CATESERVI CE, NAVE UNI T FROM CERTI FI CATESERVI CECERTI FI CATEMAP, TYPECERTI FI CATESERVI CE
VWHERE ENUMETKCERTI FI CATESERVI CE AND FKCERTI FI CATE ="nul | " AND NAME != "tontat-trust"

2014- 08- 02 23: 36: 45, 624 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36: 45,649 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:45,649 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08- 02 23:36:45,649 INFO [main] - QUT -- CertDBInpl.java - checkMiltipl eUnitFor SaneRol e -
2014-08-02 23:36:45,649 INFO [main] - IN-- CertDBlnpl.java - del eteCert FronilypeTrust Rol e(con,
certlnfo, rol eEnun) -

## and here

2014-08-02 23:36:45,649 DEBUG [main] - Delete query of CERTIFI CATETRUSTROLEVAP : DELETE FROM
CERTI FI CATETRUSTROLEMAP WHERE TKTRUSTROLE = "7" AND FKCERTI FI CATE = "nul I "

2014- 08- 02 23: 36: 45, 649 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[0] connect ToPubByDef aul t[true]

2014-08-02 23:36:45,652 INFO [main] - QUT -- CertDBlInpl.java - del eteCertFronfTypeTrustRole -
2014-08-02 23:36:45,653 INFO [main] - IN-- CertDBlInpl.java - checkMltipl eCert For Srv(pkid, con)
2014-08-02 23:36: 45,653 DEBUG [main] - checkMiltipleCertForSrv : SELECT PKI D, FKCERTI FI CATE,
TKCERTI FI CATESERVI CE FROM CERTI FI CATESERVI CECERTI FI CATEMAP WHERE FKCERTI FI CATE = "nul | "
2014- 08- 02 23: 36: 45, 653 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36: 45,655 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36: 45,655 INFO [mai n] - Connection/ Statement/Resultset is closed properly.
2014- 08- 02 23:36:45,655 INFO [main] - OQUT -- CertDBlInpl.java - checkMultipleCertForSrv -
2014-08- 02 23:36:45,655 INFO[main] - IN-- CertDBlnpl.java - checkMiltipl eCert ForRol e(certlnfo,
con) -

2014-08-02 23:36: 45,655 DEBUG [ mai n] - checkMiltipleCertForRole : SELECT PKI D, FKCERTI FI CATE,
TKTRUSTROLE FROM CERTI FI CATETRUSTROLEMAP WHERE FKCERTI FI CATE = "nul | "

2014- 08- 02 23: 36: 45, 655 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36: 45,657 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:45,657 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08- 02 23:36:45,657 INFO [main] - OQUT -- CertDBlInpl.java - checkMultipleCertForRole -
2014-08-02 23:36:45,657 INFO[main] - IN-- CertDBlnpl.java -

checkMuil ti pl eCert For Processnode(certlnfo, con) -

2014- 08- 02 23:36: 45,657 DEBUG [ mai n] - checkMil ti pl eCert For Processnode : SELECT

PKI D, FKCERTI FI CATE, FKPROCESSNODE, SERVERNAMVE FROM CERTI FI CATEPROCESSNODEVAP WHERE

FKCERTI FI CATE=' nul |'*

2014- 08- 02 23: 36: 45, 658 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36: 45,660 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:45,661 I NFO [mai n] - Connection/Statement/Resultset is closed properly.



2014-08- 02 23:36:45,661 INFO [main] - OQUT -- CertDBlInpl.java - checkMiltipl eCertForProcessnode -

2014- 08- 02 23:36: 45,661 DEBUG [nain] - DELETE FLAG :: isSrvMap=false :: isRol eMap=fal se ::

i sProcessnodeMap=f al se

2014-08-02 23:36:45,661 INFO [main] - IN-- CertDBlnpl.java - deleteCertificateBySerial No(con,
certlnfo) -

## finally it tries to remove all certificates from CERTIFICATE table with null PKID.

## Nothing will be deleted of course.

2014-08-02 23:36:45,661 DEBUG [mmin] - Delete query of CERTIFI CATE : DELETE FROM CERTI FI CATE
WHERE PKID = "nul I "

2014- 08- 02 23:36: 45,661 DEBUG [ nain] - getConn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[0] connect ToPubByDef aul t[true]

2014-08-02 23:36:45,664 INFO [main] - OQUT -- CertDBlInpl.java - deleteCertificateBySerial No -
2014- 08- 02 23:36: 45,664 DEBUG [main] - Connection conmitted for deleteCertificate..

2014- 08- 02 23:36: 45,664 DEBUG [main] - C osing the connection. Connection HashCode: 17578504 -
Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)

2014- 08- 02 23:36: 45,664 DEBUG [nain] - Attenpting to close connection

2014- 08- 02 23:36: 45,665 DEBUG [ nai n] - Renovi ng connection <dat abase, jdbcurl> from

Connect i onManager i st

2014- 08- 02 23: 36: 45, 665 DEBUG [ nai n] - renmpveConnecti onFromConnecti onLi st ()

2014- 08- 02 23: 36: 45, 665 DEBUG [ nai n] - Renpvi ng connection

<com i nform x.jdbc.|fxSqgli Connect @7eb97> from connection |i st

2014- 08- 02 23:36: 45,665 DEBUG [ mai n] - Connection <cominform x.jdbc.|fxSqli Connect @7eb97> is
not closed, adding it back to the pool entry <database,jdbcurl >

2014- 08- 02 23:36: 45,665 I NFO [mai n] - Connection/ Statenment/Resultset is closed properly.
2014- 08- 02 23:36: 45,665 DEBUG [main] - Connection released from CertDBInpl . del eteCertificate
net hod.

2014-08- 02 23:36:45,665 INFO [main] - OUT -- CertDBlInpl.java - deleteCertificate -

2014-08- 02 23:36:45,665 INFO [main] - OQUT -- CertDBAction.java - deleteCertificatelnDB -
2014- 08- 02 23:36:45,665 INFO [main] - OUT -- DefaultCertMr.java - del et eDERandPEM -

2014- 08- 02 23: 36: 45,665 DEBUG [ mai n] - del et eDERandPEM sCertDir =

/usr/local/platfornl.security/toncat/trust-certs --- sAlias = CUCMB61

2014-08- 02 23:36:45,665 INFO [main] - IN-- TonctatCertMr.java - renoveFronKeyStore(..) -
2014- 08- 02 23:36:45,666 INFO [main] - IN -- RSACryptoEngine.java -

renoveFr onKeySt or e( keystoreFi |l e, keystorePass, alias) -

2014-08- 02 23:36:45,666 INFO [main] - IN -- RSACryptoEngine.java - | oadKeyStore(keystoreFile,

keyst or ePass) -
2014- 08- 02 23:36:45,846 INFO [main] - OQUT -- RSACryptoEngine.java - | oadKeyStore -

## old tomcat-trust certificate is being removed from key store

2014- 08- 02 23:36: 45,880 DEBUG [main] - Renoving certificate fromkeystore : CUCMB61

2014- 08- 02 23:36:45,880 DEBUG [nain] - Size of the keystore after delete is : 2

2014- 08- 02 23:36:45,880 INFO [main] - QUT -- RSACryptoEngi ne.java - renoveFronKeyStore -
2014- 08- 02 23:36: 45,880 | NFO [ mai n] QUT -- TontatCertMr.java - renoveFronKeyStore -

2014- 08- 02 23:36: 45,882 | NFO [ mai n] trustdir ::/usr/local/platform.security/tonctat/trust-
certs

2014-08-02 23:36:45,883 INFO[main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 45,883 DEBUG [nain] - Executing command from Util.sysExec : python
/usr/1ocal/platform bin/c_rehash.py /usr/local/platfornl.security/tonctat/trust-certs
2014-08-02 23:36:45,993 INFO [main] - QUT -- Util.java - sysExec -

2014-08-02 23:36:45,995 INFO [main] - IN-- DefaultCertMr.java -

set Onner shi pAndPer m ssions(file) -

2014- 08- 02 23:36: 45,995 DEBUG [nmai n] - set Omershi pAndPermi ssions : trust-certs

2014- 08- 02 23:36: 45,995 DEBUG [ mai n] - Changi ng ownership of file

"/usr/local/platform .security/toncat/trust-certs’

2014-08-02 23:36:45,995 INFO[main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 45,996 DEBUG [nain] - Executing command from Util.sysExec : /bin/chown -R
certbase /usr/local/platform .security/tonctat/trust-certs

2014-08-02 23:36:46,005 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36: 46,010 DEBUG [ mai n] - Changi ng group ownership of file
"/usr/local/platform .security/toncat/trust-certs’

2014-08-02 23:36:46,010 INFO[main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 46,010 DEBUG [nain] - Executing command from Util.sysExec : /bin/chgrp -R
ccnbase /usr/local/platform .security/toncat/trust-certs



2014-08- 02 23:36:46,020 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36: 46,020 DEBUG [ mai n] - Changi ng node of file

"/usr/local/platform .security/toncat/trust-certs’

2014-08-02 23:36:46,020 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 46,020 DEBUG [ nain] - Executing command from Util.sysExec : /bin/chmd -R 755
/usr/local/platform .security/tonctat/trust-certs

2014-08- 02 23:36:46,027 INFO [main] - QUT -- Util.java - sysExec -

2014-08- 02 23:36:46,027 INFO [main] - OQUT -- DefaultCertMr.java - set Oamershi pAndPerni ssions -
2014- 08- 02 23:36:46,027 INFO [main] - OUT -- DefaultCertMr.java - deleteCert -

2014- 08- 02 23:36:46,027 INFO [main] - OQUT -- TontatCertMr.java - del eteCert FronfTontat Trust St ore

e. A ce moment-la, vous n’avez pas le certificat tomcat-trust dans le systéme de fichiers. CM le
crée et le réimporte dans la banque de confiance :

2014-08-02 23:36:46,027 INFO [main] - IN -- TontatCertMr.java -

i mport Cert ToTontat Trust Store(i nfo) -

2014-08-02 23:36:46,028 INFO [main] - IN-- DefaultCertMr.java - inmportCert(info) -
decode: true

op: i mport

unit: toncat -t rust

keystoreUnit:tontat-trust

| ogFi | e: /var/log/activel/platform|og/cert-mnt.|og

resultFile: /var/log/activel/platfornlog/certde-info.xm

keyDir: /usr/local/platform.security/tontat/keys

certDir: /usr/local/platform .security/tontat/trust-certs
srcCert: /usr/local/platfornl.security/tontat/certs/tontat.pem
type: trust-certs

root CACert: null

trustDir: nul |

DNAME: CN=CUCMB61, QU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPOLSKA, C=PL

description: Trust Certificate
i sDBl nsert:true

2014-08-02 23:36:46,028 INFO [main] - IN-- DefaultCertMr.java - |oadlnputCert(info) -
2014-08-02 23:36:46,028 INFO [main] - IN -- RSACryptoEngine.java - |loadCertificates(..) -
2014-08-02 23:36:46,028 INFO [main] - IN -- RSACryptoEngine.java - |loadCertificate(..) -

2014- 08-02 23:36:46,029 INFO [main] - OUT -- RSACryptoEngine.java - |oadCertificate -
2014-08-02 23:36:46,030 INFO [main] - QUT -- RSACryptoEngine.java - |oadCertificates -
2014-08-02 23:36:46,030 INFO [main] - OUT -- DefaultCertMr.java - |oadlnputCert - Successfully
| oaded i nput cert

2014- 08- 02 23:36: 46,030 DEBUG [nai n] - Checking validity of cert

2014-08-02 23:36:46,030 INFO [main] - Verifying certificate

L=KRAKOW ST=MALOPQOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL

2014-08-02 23:36:46,030 INFO[main] - IN-- CertUil.java - parseCNfronDN(DN, sSearchStr) -
2014- 08- 02 23:36: 46,030 DEBUG [nmai n] - parseCNfronDN( cert Subj DN:

' L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL")

2014-08-02 23:36:46,030 DEBUG [main] - Truncating CN ' CUCMB61, OU=TAC, O=Cl SCO, C=PL' -> ' CUCMB61'
2014-08-02 23:36:46,030 INFO [main] - OQUT -- CertUtil.java - parseCNfronDN -

2014- 08- 02 23:36: 46,030 DEBUG [nain] - Parsed CN ' CUCMB61" from DN

' L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL'

## certificate is being created on the filesystem

2014-08-02 23:36:46,030 INFO [rmain] - trying to load cert fromtrust store
::/usr/local/platform .security/tontat/trust-certs/CUCMBELl. pem

2014-08-02 23:36:46,030 INFO [nmain] - cert not available in trust store

1 L=KRAKOW ST=MALCOPCOLSKA, CN=CUCMB61, QU=TAC, O=Cl SCO, C=PL

2014-08-02 23:36:46,031 INFO[main] - IN-- DefaultCertMr.java - inmportTrustCert(info, cert) -

2014-08-02 23:36:46,031 INFO[main] - IN-- DefaultCertMr.java - saveToTrustStore(info, cert) -
2014-08-02 23:36:46,031 ERROR [nain] - trust directory paraneter is null

2014-08-02 23:36:46,031 INFO [main] - IN-- DefaultCertMr.java - saveTrustCert(cert, targetDir,
cert Type) -

2014-08-02 23:36:46,031 INFO[main] - IN-- CertUil.java - parseCNfronDN(DN, sSearchStr) -



2014- 08- 02 23:36: 46,031 DEBUG [nain] - parseCNfronDN( cert Subj DN:

' L=KRAKOW ST=MALOPOL SKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL")

2014-08-02 23:36:46,031 DEBUG [main] - Truncating CN ' CUCMB61, OU=TAC, O=Cl SCO, C=PL' -> ' CUCMB61'
2014-08-02 23:36:46,031 INFO [main] - QUT -- CertUtil.java - parseCNfronDN -

2014-08-02 23:36:46,031 DEBUG [nmain] - Parsed CN ' CUCMB61" from DN

' L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL'

2014-08-02 23:36:46,031 INFO[main] - IN-- CertUtil.java - parseCNfronDN(DN, sSearchStr) -
2014- 08- 02 23:36: 46,031 DEBUG [nain] - parseCNfronDN( cert Subj DN:

' L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL")

2014-08-02 23:36:46,031 DEBUG [main] - Truncating CN ' CUCMB61, OU=TAC, O=Cl SCO, C=PL' -> ' CUCMB61'
2014-08-02 23:36:46,031 INFO [main] - QUT -- CertUtil.java - parseCNfronDN -

2014-08-02 23:36:46,031 DEBUG [nmain] - Parsed CN ' CUCMB61" from DN

' L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL'

2014- 08- 02 23:36:46,031 DEBUG [nain] - target filenane for inported cert: 'CUCMB6L. penm
2014- 08- 02 23:36:46,032 DEBUG [nmain] - existing certificate with sanme fil ename not found.
2014- 08- 02 23:36: 46,032 DEBUG [ main] - Saving PEM encoded cert

"/usr/local/platform .security/tontat/trust-certs/CUCMB61. peni

2014-08-02 23:36:46,032 INFO[main] - IN-- CryptoUtil.java - saveAsPEM..) - File :
/usr/local/platform .security/tontat/trust-certs/CUCVB61. pem

2014-08- 02 23:36:46,032 INFO [main] - QUT -- Cryptoltil.java - saveAsPEM -

2014- 08- 02 23:36: 46,033 DEBUG [ main] - Saving DER encoded cert

"/usr/local/platform .security/tonctat/trust-certs/CUCMB6L. der’

2014-08- 02 23:36:46,033 INFO [main] - OUT -- DefaultCertMr.java - saveTrustCert -

2014-08-02 23:36:46,033 INFO [main] - IN-- TonctatCertMyr.java - saveToKeyStore(..) -

2014-08- 02 23:36:46,033 INFO [main] - IN -- RSACryptoEngine.java - saveToKeyStore(keystoreFile,
keyst orePass, x509Certificate, alias) -

2014-08-02 23:36:46,033 INFO [main] - IN -- RSACryptoEngine.java - | oadKeyStore(keystoreFile,

keyst or ePass) -

2014- 08- 02 23:36:46,050 INFO [main] - QUT -- RSACryptoEngine.java - | oadKeyStore -

2014- 08- 02 23:36: 46, 050 | NFO [ mai n] Si ze of the keystore before inmport is : 2

2014-08- 02 23:36:46,050 INFO [main] - Inporting certificate : CUCMB61

2014- 08- 02 23:36:46,061 INFO [main] - Size of the keystore after inport is : 3

2014-08- 02 23:36:46,061 INFO [main] - OUT -- RSACryptoEngine.java - saveToKeyStore -

2014-08- 02 23:36:46,061 INFO [main] - OQUT -- TontatCertMr.java - saveToKeyStore -

2014- 08- 02 23:36: 46, 062 DEBUG [ mai n] TrustCert description filename : ' CUCMB61. descri ption’
2014-08-02 23:36:46,062 INFO [main] - IN-- DefaultCertMr.java - createDescriptionFil e(nane,
description) -

2014- 08- 02 23:36:46,062 INFO [main] - description is :Trust Certificate

2014- 08- 02 23:36: 46,062 | NFO [ mai n] QUT -- DefaultCertMyr.java - createDescriptionFile -
2014-08-02 23:36:46,062 INFO[main] - IN-- DefaultCertMr.java -

set Onner shi pAndPer m ssions(file) -

2014- 08- 02 23:36: 46,062 DEBUG [ nai n] - set Oanershi pAndPermi ssions : CUCMBE1. description

2014- 08- 02 23:36: 46,063 DEBUG [ mai n] - Changi ng ownership of file

"lusr/local/platform .security/tonctat/trust-certs/CUCMB61. descri ption’

2014-08-02 23:36:46,063 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 46,063 DEBUG [nain] - Executing command from Util.sysExec : /bin/chown
certbase /usr/local/platfornm .security/tontat/trust-certs/CUCMB61. descri ption

2014-08-02 23:36:46,066 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36: 46,066 DEBUG [main] - Changi ng group ownership of file

"lusr/local/platform .security/tonctat/trust-certs/CUCMB61. descri ption’

2014-08-02 23:36:46,067 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 46,067 DEBUG [ main] - Executing command from Util.sysExec : [/bin/chgrp ccnbase
/usr/local/platform .security/tontat/trust-certs/CUCMB61. descri ption

2014-08-02 23:36:46,069 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36: 46,069 DEBUG [ nain] - Changi ng node of file

"lusr/local/platform .security/tonctat/trust-certs/CUCMB61. descri ption’

2014-08-02 23:36:46,069 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 46,069 DEBUG [ mai n] - Executing command from Util.sysExec : /bin/chmd 755
/usr/local/platform .security/tontat/trust-certs/CUCMB61. descri ption

2014-08-02 23:36:46,073 INFO [main] - QUT -- Util.java - sysExec -

2014-08- 02 23:36:46,073 INFO [main] - OQUT -- DefaultCertMr.java - set Oamershi pAndPerni ssions -
2014-08-02 23:36:46,073 INFO [main] - OUT -- DefaultCertMr.java - saveToTrustStore -
2014-08-02 23:36:46,074 INFO [main] - trustdir ::/usr/local/platforni.security/tontat/trust-
certs



2014-08-02 23:36:46,074 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 46,074 DEBUG [ nain] - Executing command from Util.sysExec : python
/usr/1ocal/platform bin/c_rehash.py /usr/local/platfornl.security/toncat/trust-certs

2014- 08- 02 23:36:46,140 INFO [main] - QUT -- Util.java - sysExec -

2014-08- 02 23:36:46,140 INFO[main] - IN-- DefaultCertMr.java -

set Onner shi pAndPer m ssions(file) -

2014- 08- 02 23: 36: 46, 140 DEBUG [ nai n] - set Omershi pAndPermi ssions : trust-certs

2014- 08- 02 23:36: 46, 141 DEBUG [mai n] - Changi ng ownership of file

"/usr/local/platform .security/toncat/trust-certs’

2014-08-02 23:36:46,141 INFO[main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 46, 141 DEBUG [nain] - Executing command from Uil.sysExec : /bin/chown -R
certbase /usr/local/platform .security/tontat/trust-certs

2014-08- 02 23:36:46, 144 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23: 36: 46, 144 DEBUG [mai n] - Changi ng group ownership of file
"/usr/local/platform .security/toncat/trust-certs’

2014-08-02 23:36:46,144 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23: 36: 46, 144 DEBUG [nain] - Executing command from Util.sysExec : /bin/chgrp -R
ccnbase /usr/local/platform .security/toncat/trust-certs

2014-08- 02 23:36:46, 147 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36: 46, 147 DEBUG [ mai n] - Changi ng node of file

"/usr/local/platform .security/toncat/trust-certs’

2014-08-02 23:36:46,148 INFO[main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 46, 148 DEBUG [ nain] - Executing command from Util.sysExec : /bin/chmd -R 755
/usr/local/platform .security/tontat/trust-certs

2014-08- 02 23:36:46,152 INFO [main] - QUT -- Util.java - sysExec -

2014-08- 02 23:36:46,152 INFO [main] - OQUT -- DefaultCertMr.java - setOamershi pAndPerni ssions -

2014-08-02 23:36:46,152 INFO[main] - IN-- CertUil.java - popul ateCertlnfo(cert, oplnfo,
certFil ePenLocation) -

2014-08-02 23:36:46,156 INFO[main] - IN-- CertUil.java - getHostName(..) -

2014-08- 02 23:36:46,156 INFO [main] - QUT -- CertUtil.java - getHostNane - CUCMB61
2014-08-02 23:36:46,156 INFO[main] - IN-- CryptoUtil.java - saveAsPEM..) -

2014- 08- 02 23:36:46,157 INFO [main] - QUT -- Cryptoltil.java - saveAsPEM -
2014-08- 02 23:36:46,157 INFO [main] - OQUT -- CertUtil.java - populateCertinfo -

Désormais, le nouveau certificat de confiance Tomcat est a nouveau dans le systeme de fichiers.
Ce qui permet de vérifier qu’il existe dans la base de données; s’il n’est pas la, ajoutez les entrées
correspondantes.

2014-08-02 23:36:46,157 INFO [main] - IN-- CertDBAction.java -
insertCertificatelnDB(certFiletoStore, info) -
2014-08-02 23:36:46,157 INFO [main] -

DBPar aneters ...

PKI D : nul |

CN : L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL
serial No :42c86b2cf 293630f e27bbddc7f d02a39

host Narme : CUCVB61

i ssuer Narme : L=KRAKOW ST=MALOPQOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL
Certificate :Not Printing huge Certificate String..

| PV4Addr ess : 10. 48. 46. 29

| PV6Addr ess :

Ti meToLi ve : NULL

UNI'T :tontat-trust

TYPE :trust-certs

RCOLE : nul |

Rol eMoni ker : nul |

Rol eEnum : nul |

SERVI CE : nul |

Servi ceMoni ker : nul |

Servi ceEnum : 0

2014-08-02 23:36:46,157 INFO [main] - DB - Certifciate Store Plugin Handler is
:com ci sco.ccm certmgnt. db. Cert DBI npl



2014- 08- 02 23:36: 46, 159 DEBUG [nain] - Connection Initialized to Publisher. Connection

HashCode: 23817301 --Detail s: Connect or (NOT CONNECTED: Driver=cominform x.jdbc.|fxDriver;)

2014-08-02 23:36:46,159 INFO[main] - IN-- CertDBlnpl.java - insertCertificate(certlnfo,
2014- 08- 02 23: 36: 46, 159 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36:46, 159 DEBUG [nain] - Try to get a connection from pool

2014- 08- 02 23:36: 46, 159 DEBUG [nain] - Getting connection from connection pool entry
<dat abase, j dbcur| >

2014- 08- 02 23:36: 46, 159 DEBUG [nain] - There are currently 2 connection pool entries
2014- 08- 02 23:36: 46, 159 DEBUG [ mai n] - Addi ng connecti on

<com inform x.jdbc. | fxSqli Connect @7eb97> to connection |ist

2014- 08- 02 23:36: 46, 159 DEBUG [nmin] - Marking connection

<com inform x.jdbc.|fxSqli Connect @7eb97> as used

2014- 08- 02 23:36: 46, 159 DEBUG [nain] - Got connection from pool

2014-08-02 23:36:46,166 INFO[main] - IN-- CertDBlnpl.java -

popul at eRol eEnunSer vi ceEnum(cert | nfo) -

2014-08-02 23:36:46,166 INFO [main] - UNIT ::: tontat-trust

2014-08-02 23:36:46,166 INFO [main] - role ::: [ROLE_APPLI CATI ON_SERVER|
2014-08- 02 23:36:46,166 INFO [main] - roleEnum::: [7]

2014- 08- 02 23:36:46,166 INFO [main] - service ::: null

2014- 08- 02 23:36:46,166 INFO [main] - serviceEnum::: 6

con)

2014- 08- 02 23:36:46,166 INFO [main] - QUT -- CertDBlnpl.java - popul at eRol eEnunSer vi ceEnum -
2014-08-02 23:36:46,166 INFO [main] - IN-- CertDBUIil.java - getProcessNodel d(con, host Nane,

i pAddress, fqdn) -

2014-08-02 23:36: 46,166 | NFO [mai n] - getProcessNodel d Query : SELECT PKI D, NAME FROM PROCESSNCDE

WHERE UPPER( NAME) =UPPER(" CUCMB61") OR UPPER( NAME) =UPPER( " 10. 48. 46. 29") OR

UPPER( NAME) =UPPER( " CUCMB61" )

2014- 08- 02 23:36: 46, 166 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36:46, 172 INFO [mai n] - ProcessNodel d: 13f 4b0d9- Obae- 429a- a86e- 625336a35bb6
2014- 08- 02 23:36:46, 172 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:46, 173 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:46,173 INFO [main] - QUT -- CertDBUil.java - getProcessNodeld -
2014-08-02 23:36:46,173 INFO[main] - IN-- CertDBlnpl.java - getPkidCO Certificate(hash,
server Nane, con) -

2014-08-02 23:36:46,173 DEBUG [main] - GetPKID Query : SELECT A. PKI D FROM CERTI FI CATE A,

CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND B. HASH = "/ hSVsEZT+yZeax E+KOEMD2n1Pgk="

2014- 08- 02 23:36:46, 173 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36:46, 177 DEBUG [main] - Closing the resultset.

2014- 08- 02 23:36:46, 177 INFO [mai n] - Connection/Statenment/Resultset is closed properly.
2014- 08-02 23:36:46,177 INFO [main] - OUT -- CertDBlInpl.java - getPkidO Certificate -

2014-08- 02 23:36:46, 177 DEBUG [main] - |INSERT FLAG :: isCertUpdate=false :: doNot hi ng=fal se
2014-08-02 23:36:46,177 DEBUG [ mai n] - | NSERT/ UPDATE Query of CERTI FI CATE : nul |

2014-08-02 23:36:46, 177 INFO [main] - IN-- CertDBlnpl.java - insertCertSrvCertMap(certlnfo,
con) -

2014-08-02 23:36:46,177 INFO[main] - IN-- CertDBlnpl.java -

checkExi stingCertificateServiceMappi ng(certlnfo, serviceEnum con) -

## CM checks CERTIFICATESERVICECERTIFICATEMAP table if the mapping for our cert exist.

2014- 08- 02 23:36:46, 178 DEBUG [ nai n] - checkExistingTrustCertificateForService Query : SELECT

PKI D, FKCERTI FI CATE, TKCERTI FI CATESERVI CE FROM CERTI FI CATESERVI CECERTI FI CATEVMAP WHERE
FKCERTI FI CATE = "533dbbf c- 78ce- b46f - 7d64- cd2b7c536f 6d" AND TKCERTI FI CATESERVI CE= " 6"
2014- 08- 02 23:36:46, 178 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36: 46, 184 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:46, 184 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:46,184 INFO [main] - OUT -- CertDBInpl.java -

checkExi stingCertificateServiceMapping -

2014- 08- 02 23:36:46, 184 DEBUG [main] - Certificate to be inserted in

CERTI FI CATESERVI CECERTI FI CATEMAP tabl e :tontat-trust ::PKID :533dbbfc- 78ce- b46f - 7d64-
cd2b7c536f6d ::tolnsertlnCert SrvMap: fal se

## Since it has not been previousy removed it is there



2014- 08- 02 23:36: 46, 185 DEBUG [nain] - CertService mapping entry already exists..
2014- 08-02 23:36:46,185 INFO [main] - OQUT -- CertDBInpl.java - insertCertSrvCertMp -

2014-08-02 23:36:46,185 INFO [main] - IN-- CertDBlnpl.java - insertCert TrustRol eMap(certlnfo,
l og, con) -
2014-08-02 23:36:46,185 INFO[main] - IN-- CertDBlnpl.java -

checkExi stingCertificateRol eMappi ng(certlnfo, rol eEnum con) -

## the same is being checked for CERTIFICATETRUSTROLEMAP table ...

2014- 08- 02 23:36: 46, 185 DEBUG [ nai n] - checkExistingTrustCertificateForRole Query :SELECT

PKI D, FKCERTI FI CATE, TKTRUSTROLE FROM CERTI FI CATETRUSTROLEMAP WHERE FKCERTI FI CATE = "533dbbf c-
78ce- b46f - 7d64- cd2b7c536f 6d" AND TKTRUSTRCLE= " 7"

2014- 08- 02 23: 36: 46, 185 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36:46, 187 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:46, 188 I NFO [mai n] - Connection/ Statement/Resultset is closed properly.
2014-08-02 23:36:46,188 INFO [main] - QUT -- CertDBInpl.java -

checkExi stingCertificat eRol eMappi ng -

2014- 08- 02 23:36:46, 188 DEBUG [nain] - Certificate to be inserted in CERTI Fl CATETRUSTROLEVAP
table :tonctat-trust ::PKID :533dbbfc-78ce-b46f-7d64-cd2b7c536f6d ::tolnsertlnCert SrvMap: fal se

## it exists also here
2014- 08- 02 23:36:46, 188 DEBUG [nain] - CertRole mapping entry already exists..
2014-08- 02 23:36:46,188 INFO [main] - QUT -- CertDBlnpl.java - insertCertTrustRol eMap -

2014-08-02 23:36:46,188 INFO[main] - IN-- CertDBlnpl.java - insertCertProcessNodeMap(certlnfo,
con) -
2014-08-02 23:36:46,188 INFO[main] - IN-- CertDBlnpl.java -

checkExi sti ngCert ProcessNodeMappi ng(certlnfo, con) -

2014- 08- 02 23:36: 46, 188 DEBUG [ mai n] - checkExi stingCertProcessNodeMappi ng Query : SELECT
PKI D, FKCERTI FI CATE, FKPROCESSNODE, SERVERNAME FROM CERTI FI CATEPROCESSNCDEVAP WHERE

FKCERTI FI CATE="533dbbf c- 78ce- b46f - 7d64- cd2b7c536f 6d" AND FKPROCESSNCDE="13f 4b0d9- Obae- 429a- a86e-
625336a35bb6" AND SERVERNAME="CUCMB61"

2014- 08- 02 23: 36: 46, 188 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36:46, 190 DEBUG [nain] - Cosing the resultset.

2014- 08- 02 23:36:46, 191 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:46,191 INFO [main] - OQUT -- CertDBInpl.java -

checkExi sti ngCert ProcessNodeMappi ng -

2014- 08- 02 23:36:46, 191 DEBUG [nmin] - CertProcessNode mapping entry already exists..
2014-08-02 23:36:46,191 INFO [main] - OQUT -- CertDBlInpl.java - insertCertProcessNodeMap -
2014- 08- 02 23:36: 46,191 DEBUG [main] - Connection conmitted for insertCertificate..

## since no entries in DB were missing Insertion finishes.

2014- 08- 02 23:36:46, 191 DEBUG [nain] - Insertion of Certificate in DB is Successful.
2014-08-02 23:36:46,191 INFO [main] - OQUT -- CertDBlInpl.java - insertCertificate -

2014- 08- 02 23:36:46, 192 DEBUG [nain] - Cosing the connection. Connection HashCode: 23817301 - -
Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)

2014- 08- 02 23:36:46, 192 DEBUG [nain] - Attenpting to close connection

2014- 08- 02 23:36: 46, 192 DEBUG [ nai n] - Renovi ng connection <dat abase, jdbcurl> from

Connect i onManager |i st

2014- 08- 02 23:36: 46, 192 DEBUG [ nai n] - renmpveConnecti onFromConnecti onLi st ()

2014- 08- 02 23:36: 46, 192 DEBUG [nain] - Renpvi ng connection

<com i nform x.jdbc.|fxSqgli Connect @7eb97> from connection |i st

2014- 08- 02 23:36: 46,192 DEBUG [ mai n] - Connection <cominform x.jdbc.|fxSqli Connect @7eb97> is
not closed, adding it back to the pool entry <database,jdbcurl >

2014- 08- 02 23:36:46, 192 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:46,192 INFO [main] - DB - Generate Certificate operation in DB is successful
2014-08-02 23:36:46,192 INFO [main] - QUT -- CertDBAction.java - insertCertificatel nDB -
2014-08-02 23:36:46,192 INFO[main] - IN-- CryptoUtil.java - isOCSPEnabled(..) -

2014-08-02 23:36:46,192 INFO[main] - IN-- CryptoUtil.java - getCertMnitorXm Parser(..) -
2014-08-02 23:36:46,203 INFO [main] - QUT -- Cryptoltil.java - getCertMnitorXm Parser -
2014-08-02 23:36:46,203 INFO [main] - QUT -- Cryptoltil.java - isOCSPEnabled - false

2014- 08- 02 23:36: 46,203 DEBUG [nain] - OCSP is not enabl ed.

2014- 08- 02 23:36:46,204 INFO [main] - Successfully inported trusted certificate with Subject
DN: L&#61; KRAKOW ST&#61; MALOPOLSKA, CN&#61; CUCVB61, OU&#61; TAC, O&#61; Cl SCO, C&#61; PL



2014-08- 02 23:36:46,204 INFO [main] - OUT -- DefaultCertMr.java - inmportTrustCert -
Successfully inmported trusted certificate with Subject
DN: L&#61; KRAKOW ST&#61; MALOPOLSKA, CN&#61; CUCVB61, OU&#61; TAC, O&#61; Cl SCO, C&#61; PL

## at this moment importing the tomcat-trust ends. CM finishes adding tomcat-trust to the

## trust store and removes CSR file if any.

2014-08-02 23:36:46,204 INFO [main] - result of inport operations is ::lnmport of trust
certificate is successful

2014- 08- 02 23:36: 46,204 I NFO [main] - -- DefaultCertMyr.java - inportCert -

2014- 08- 02 23:36: 46,204 I NFO [main] - -- TontatCertMr.java - inportCertToTontat Trust Store -
2014- 08- 02 23:36:46,204 INFO [main] - Tontat Self-signed certificate copied in Tontat trust-
store successfully

2014-08- 02 23:36:46,204 INFO [main] - QUT -- TontatCertMyr.java - copyToTontat Trust Store -
2014- 08- 02 23:36: 46, 204 DEBUG [nmain] - GenCert returned

2014- 08- 02 23:36: 46,204 DEBUG [main] - CSR FileNane is tonctat-trust.csr

2014-08-02 23:36:46,204 DEBUG [main] - CSR File Del eted

/usr/local/platform .security/tontat/keys/toncat-trust.csr

2014-08-02 23:36:46,204 INFO [main] - Delete CSR File:

/usr/local/platform .security/tontat/keys/toncat-trust.csr

2014- 08- 02 23:36:46,204 DEBUG [nain] - Private Key in DER Formis: tontat-trust_priv_csr.der
2014- 08- 02 23:36: 46,204 DEBUG [nain] - PEM Key in PEMformis:tontat-trust_priv_csr.pem
2014- 08- 02 23:36:46,206 INFO [main] - OUT -- DefaultCertMr.java - regenCert -

2014-08-02 23:36:46,206 INFO [main] - IN-- CertMr.java - |logResult(result, desc, resultFile) -
2014- 08- 02 23:36:46,206 INFO [main] - CertMym Operation Result : nul

2014-08- 02 23:36:46,207 INFO [main] - OQUT -- CertMyr.java - |logResult -

2014- 08- 02 23:36:46,207 INFO [main] - QUT -- CertMr.java - doQp -

2014-08- 02 23:36:46,207 INFO [main] - OQUT -- CertMyr.java - mainlntenal -

Le réle du CM se termine ici. Jetons un ceil sur les journaux certCN sur le nceud de I'éditeur.
Etant donné qu'il est abonné a la notification de changement de la base de données, il sera
informé de la modification du certificat dans le tableau de certificats.

2014- 08- 02 23:36:45,605 INFO [ Thread-5] - IN - process. changeData &col on;

2014- 08- 02 23:36:45,607 INFO [ Thread-5] - Inside CERTIFICATE - 1/U option..

2014-08-02 23:36: 45,607 DEBUG [ Thread-5] - Updated Data i n CERTI FI CATE

1 <neg><t ype>DBL</t ype><t abl e>certificate</tabl e><tabl ei d>41</t abl ei d><acti on>U</ acti on><ti ne>14
07015405</ti ne><ol d><cdrserver>2</cdrserver><cdrti me>1407012599</ cdrt i me><pki d>533dbbf c- 78ce-
b46f - 7d64-

cd2b7c¢536f 6d</ pki d><ser ver name>CUCMB61</ ser ver nane><subj ect name>L=KRAKOW ST=MALOPOL SKA, CN=CUCNVB6
1, QU=TAC, O=Cl SCO, C=PL</ subj ect nane><i ssuer name>L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO,
C=PL</i ssuer nane><seri al nunber >6¢f 5bc855b681f 658f 9e7506d3ec6eab</ seri al nunber ><certifi cat e></cer
tificate><i pvdaddress>10. 48. 46. 29</i pv4addr ess><i pvb6addr ess></i pvb6address><tinmetol i ve>NULL</ti e
tolive><ifx_repl check>6043073097765093380</i f x_r epl check></ ol d><new><ser ver name>CUCMB61</ servern
ame><subj ect name>L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL</ subj ect nanme><i ssuer nane>
L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL</i ssuer name><seri al nunber >42c86b2cf 293630f
e27bbddc7f d02a39</ seri al nunber ><certi fi cat e>changed</ certi fi cat e><i pv4addr ess>10. 48. 46. 29</ i pvda
ddr ess><i pv6addr ess></i pv6addr ess><ti netol i ve>NULL</ti net ol i ve></ new></ nsg>

2014- 08- 02 23:36: 45,607 DEBUG [ Thread-5] - Certificate PKID : 533dbbfc-78ce-b46f-7d64-
cd2b7c536f 6d , i pAddress : 10.48.46.29 , O dSerial No : 6cf5bc855b681f 658f 9e7506d3ec6eab
NewSeri al No : 42c86b2cf 293630f e27bbddc7f d02a39

2014- 08- 02 23:36:45,607 I NFO [ Thread-5] - QUT - process.

2014-08-02 23:36:45,608 INFO [InsertThread --- 7] - IN-- CertKeystoreHandl er.java - run() -
2014- 08-02 23:36: 45,609 DEBUG [InsertThread --- 7] - InsertThread --- 7 -- START --

## getting PKID for which the change occurred

2014- 08- 02 23:36: 45,609 DEBUG [InsertThread --- 7] - DB Val ue UPDATE: 533dbbf c- 78ce- b46f - 7d64-
cd2b7c536f 6d

2014-08-02 23:36:45,609 INFO [InsertThread --- 7] - IN -- CertKeystoreHandl er.java -

updat el nt oKeystore() -

2014-08-02 23:36:45,610 INFO [InsertThread --- 7] - IN-- CertDBlnpl.java -
getCertificate(certBash64SHAL: nul | --pkid: 533dbbf c- 78ce- b46f - 7d64- cd2b7c536f 6d

2014- 08-02 23:36:45,611 DEBUG [InsertThread --- 7] - Connection Initialized to |ocal node

Connecti on HashCode: 22502526 --Detai |l s: Connect or (NOT CONNECTED:



Driver=cominformx.jdbc.|fxDriver;)

2014- 08- 02 23:36:45,611 DEBUG [InsertThread --- 7] - Select Query to getCertificate : SELECT
A.*, B. HASH FROM CERTI FI CATE A, CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND A. PKID =
" 533dbbf c- 78ce- b46f - 7d64- cd2b7c536f 6d"

2014- 08- 02 23:36:45,611 DEBUG [I nsert Thread --- 7] - get Conn:

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

2014-08- 02 23:36:45,611 DEBUG [InsertThread --- 7] - Got connection from pool

2014-08- 02 23:36:45,681 DEBUG [InsertThread --- 7] - Cosing the resultset.

2014- 08- 02 23:36:45,681 DEBUG [InsertThread --- 7] - Cosing the connection. Connection
HashCode: 22502526 --Detail s: Connect or (CONNECTED: Driver=cominform x.jdbc.|fxDriver;)
2014- 08- 02 23:36:45,681 DEBUG [InsertThread --- 7] - Attenpting to close connection

2014- 08- 02 23:36:45,681 DEBUG [InsertThread --- 7] - Renobving connection <database, jdbcurl 2>
from Connecti onManager |i st

2014- 08- 02 23:36:45,681 DEBUG [I nsertThread --- 7] - renmoveConnecti onFromConnecti onLi st ()
2014- 08- 02 23:36:45,681 DEBUG [I nsertThread --- 7] - Renobving connection

<com i nform x.jdbc.|fxSqgli Connect @ccblae> from connection |i st

2014- 08- 02 23:36:45,682 DEBUG [I nsert Thread --- 7] - Connection

<com inform x.jdbc.|fxSqli Connect @ccblae> is not closed, adding it back to the pool entry
<dat abase, j dbcur| 2>

2014-08-02 23:36:45,682 INFO [InsertThread --- 7] - Connection/Statement/Resultset is closed
properly.

2014- 08- 02 23:36:45,682 DEBUG [InsertThread --- 7] - Connection rel eased from

Cert DBl npl . get Certificate method.

2014-08-02 23:36:45,682 INFO [InsertThread --- 7] - OUT -- CertDBlnpl.java - getCertificate -
2014-08-02 23:36:45,682 INFO [InsertThread --- 7] - IN-- CertDBlnpl.java -

get Cert Uni t ByPki d( pki d) -

2014- 08- 02 23:36:45,683 DEBUG [InsertThread --- 7] - Connection Initialized to | ocal node.

Connect i on HashCode: 25877029 --Detail s: Connect or (NOT CONNECTED:
Driver=cominformx.jdbc.|fxDriver;)

## getting info about changed certificate

2014- 08- 02 23:36: 45,684 DEBUG [InsertThread --- 7] - Select Query to getCertUnitByPkid : SELECT
A. PKI D, A. FKCERTI FI CATE, A. TKCERTI FI CATESERVI CE, B. NAME UNI T FROM

CERTI FI CATESERVI CECERTI FI CATEMAP A, TYPECERTI FI CATESERVI CE B WHERE A. FKCERTI FI CATE="533dbbf c-
78ce- b46f - 7d64- cd2b7c536f 6d" AND A. TKCERTI FI CATESERVI CE = B. ENUM

2014- 08- 02 23:36: 45,684 DEBUG [I nsert Thread --- 7] - get Conn:

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

2014- 08- 02 23:36:45,684 DEBUG [InsertThread --- 7] - Try to get a connection from pool
2014- 08- 02 23:36: 45,684 DEBUG [InsertThread --- 7] - getting |local connection from Pool
2014- 08- 02 23:36:45,684 DEBUG [InsertThread --- 7] - Getting connection from connection pool
entry <dat abase, j dbcurl 2>

2014- 08- 02 23:36:45,684 DEBUG [InsertThread --- 7] - There are currently 2 connection pool
entries

2014- 08- 02 23:36: 45,684 DEBUG [InsertThread --- 7] - Adding connection

<com inform x.jdbc.|fxSqli Connect @ccblae> to connection |ist

2014- 08- 02 23:36: 45,684 DEBUG [InsertThread --- 7] - Marking connection

<com i nform x.jdbc. | fxSqli Connect @ccblae> as used

2014- 08- 02 23:36: 45,684 DEBUG [InsertThread --- 7] - Got connection from pool

2014- 08- 02 23:36:45,687 DEBUG [InsertThread --- 7] - Cosing the resultset.

2014- 08- 02 23:36: 45,688 DEBUG [I nsertThread --- 7] - C osing the connection. Connection
HashCode: 25877029 --Detail s: Connect or (CONNECTED: Driver=cominform x.jdbc.|fxDriver;)
2014- 08- 02 23:36: 45,688 DEBUG [InsertThread --- 7] - Attenpting to close connection

2014- 08- 02 23:36: 45,688 DEBUG [I nsert Thread --- 7] - Renobving connection <database, jdbcurl 2>
from Connecti onManager |i st

2014- 08- 02 23:36: 45,688 DEBUG [ I nsert Thread --- 7] - renmoveConnecti onFromConnecti onLi st ()
2014- 08- 02 23:36: 45,688 DEBUG [ I nsertThread --- 7] - Renpbving connection

<com i nform x.jdbc.|fxSqgli Connect @ccblae> from connection |i st

2014- 08- 02 23:36: 45,688 DEBUG [I nsert Thread --- 7] - Connection

<com inform x.jdbc.|fxSqli Connect @ccblae> is not closed, adding it back to the pool entry
<dat abase, j dbcur| 2>

2014-08- 02 23:36:45,688 INFO [InsertThread --- 7] - Connection/Statement/Resultset is closed
properly.
2014- 08- 02 23:36: 45,688 DEBUG [InsertThread --- 7] - Resultset released from

Cert DBI npl . get Cert Uni t ByPki d met hod.



2014-08- 02 23:36:45,688 INFO [InsertThread --- 7] - OUT -- CertDBlnpl.java - getCertUnitByPkid -

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - UNIT : tonctat

2014-08- 02 23:36:45,688 INFO [InsertThread --- 7] - Currentl PAddress : 10.48. 46. 29
2014-08- 02 23:36:45,688 INFO [Insert Thread --- 7] - Renotel PAddress : 10. 48. 46. 29
2014-08- 02 23:36:45,688 INFO [InsertThread --- 7] - O dSerial No

1 6¢f 5bc855b681f 658f 9e7506d3ec6eas

2014-08- 02 23:36:45,688 INFO [InsertThread --- 7] - NewSerial No

: 42¢c86b2cf 293630f e27bbddc7f d02a39

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - IN-- CertUil.java -

get Li st FronConaSeperatedStr(..) -

2014-08- 02 23:36:45,688 INFO [Insert Thread --- 7] - OQUT -- CertUtil.java -

get Li st FronConaSeper at edStr -

## as you know tomcat and tomcat-trust certificates are covered by change notification.
## Since both ones has been properly updated by CM service there is nothing to do for the ##
certCN service here.

2014- 08- 02 23:36:45,688 INFO [InsertThread --- 7] - tontat --- is included unit for CN

2014- 08- 02 23:36: 45,688 DEBUG [InsertThread --- 7] - Change notification not require on same
node except tontat cert.

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - UNIT : tontat-trust

2014-08- 02 23:36:45,688 INFO [Insert Thread --- 7] - Currentl| PAddress : 10.48. 46. 29

2014-08- 02 23:36:45,688 INFO [Insert Thread --- 7] - Renotel PAddress : 10.48. 46. 29

2014- 08- 02 23:36:45,688 INFO [InsertThread --- 7] - O dSerial No

1 6¢f 5bc855b681f 658f 9e7506d3ec6eas

2014-08- 02 23:36:45,688 INFO [InsertThread --- 7] - NewSerial No

: 42c86b2cf 293630f e27bbddc7f d02a39

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - IN-- CertUil.java -

get Li st FronConaSeperatedStr(..) -

2014-08- 02 23:36:45,688 INFO [InsertThread --- 7] - OUT -- CertUtil.java -

get Li st FronConaSeper at edStr -

2014-08- 02 23:36:45,688 INFO [InsertThread --- 7] - tontat-trust --- is included unit for CN
2014- 08- 02 23:36: 45,688 DEBUG [InsertThread --- 7] - Change notification not require on same
node except tontat cert.

2014- 08-02 23:36:45,689 INFO [InsertThread --- 7] - tontat-trust Certificate successfully
updated in trust-store by Change Notification..

2014- 08-02 23:36:45,689 INFO [InsertThread --- 7] - QUT -- CertKeystoreHandl er.java -

updat el nt oKeystore -

2014- 08- 02 23:36:45,689 DEBUG [InsertThread --- 7] - InsertThread --- 7 -- END --

2014-08-02 23:36:45,689 INFO [InsertThread --- 7] - QUT -- CertKeystoreHandl er.java - run -

Par conséquent, aucune modification apportée aux certificats n’a été effectuée par le service
certCN sur le nceud de I'éditeur.

f. Voyons maintenant comment il se présente sur le noeud de I'abonné. Le nouveau certificat a été
inséré dans la base de données et répliqué sur le nceud de I'abonné. Le service certCN a été
informé de la modification de la base de données.

Extrait avec toutes les opérations de I'abonné ci-dessous (commentaires en ligne) :

## certCN on sub is notified about the change in the DB
2014- 08- 02 23:36:46, 147 INFO [ Thread-5] - IN - process. changeData &col on;
2014-08-02 23:36:46,149 INFO [ Thread-5] - Inside CERTIFICATE - 1/U option..

## details about the change are in from DBL (PKID, old serial, new serial, etc.)

2014-08-02 23:36:46, 149 DEBUG [ Thread-5] - Updated Data in CERTI Fl CATE

1 <meg><t ype>DBL</t ype><t abl e>certifi cat e</tabl e><t abl ei d>41</t abl ei d><acti on>U</ acti on><ti me>14
07015406</ t i me><ol d><cdr server >2</ cdr server ><cdrti me>1407012599</ cdr t i ne><pki d>533dbbf c- 78ce-
b46f - 7d64-

cd2b7c536f 6d</ pki d><ser ver name>CUCMB61</ ser ver nane><subj ect nhame>L=KRAKOW ST=MALOPOL SKA, CN=CUCMB6
1, QU=TAC, O=Cl SCO, C=PL</ subj ect name><i ssuer nane>L=KRAKOW ST=MALOPCL SKA, CN=CUCMB61, OU=TAC, O=Cl SCQ,
C=PL</i ssuer name><seri al nunber >6¢f 5bc855b681f 658f 9e7506d3ec6eab</ seri al nunber ><certifi cat e></cer
tificate><i pvd4address>10. 48. 46. 29</i pv4addr ess><i pvb6addr ess></i pv6addr ess><ti netol i ve>NULL</ti ne
tolive><ifx_repl check>6043073097765093380</i f x_r epl check></ ol d><new><pki d>533dbbf c- 78ce- b46f -



7d64-

cd2b7c536f 6d</ pki d><ser ver name>CUCMB61</ ser ver nane><subj ect hame>L=KRAKOW ST=MALOPOL SKA, CN=CUCMB6
1, QU=TAC, O=Cl SCO, C=PL</ subj ect name><i ssuer nane>L=KRAKOW ST=MALOPCLSKA, CN=CUCMB61, OU=TAC, O=Cl SCQ,
C=PL</i ssuer name><seri al nunber >42c86b2cf 293630f e27bbddc7f d02a39</ seri al nunber ><certi fi cat e>chang
ed</certificate><i pvdaddress>10. 48. 46. 29</ i pv4addr ess><i pv6addr ess></ i pv6addr ess><t i net ol i ve>NUL
L</ti met ol i ve></ new></ nsg>

2014-08-02 23:36:46, 149 DEBUG [ Thread-5] - Certificate PKID : 533dbbfc-78ce-b46f-7d64-
cd2b7c536f6d , ipAddress : 10.48.46.29 , O dSerial No : 6cf5bc855b681f 658f 9e7506d3ec6ea5s |,

NewSeri al No : 42c86b2cf293630f e27bbddc7f d02a39

2014- 08- 02 23:36:46, 150 I NFO [ Thread-5] - QUT - process.

2014-08- 02 23:36:46, 151 INFO [InsertThread --- 34] - IN -- CertKeystoreHandl er.java - run() -
2014- 08- 02 23:36: 46, 152 DEBUG [Insert Thread --- 34] - InsertThread --- 34 -- START --
2014-08-02 23:36:46,152 DEBUG [l nsertThread --- 34] - DB Val ue UPDATE: 533dbbfc- 78ce- b46f - 7d64-
cd2b7c536f 6d

2014- 08- 02 23:36:46,152 INFO [InsertThread --- 34] - IN -- CertKeystoreHandl er.java -

updat el nt oKeystore() -

2014-08- 02 23:36:46,153 INFO [InsertThread --- 34] - IN-- CertDBlnpl.java -
getCertificate(certBash64SHAL: nul | --pki d: 533dbbf c- 78ce- b46f - 7d64- cd2b7c536f 6d

2014- 08- 02 23:36: 46, 153 DEBUG [Insert Thread --- 34] - Connection Initialized to |ocal node.

Connecti on HashCode: 30330150 --Detail s: Connect or (NOT CONNECTED:
Driver=cominformx.jdbc.|fxDriver;)

2014- 08- 02 23:36: 46, 153 DEBUG [I nsert Thread --- 34] - Select Query to getCertificate : SELECT
A.*, B. HASH FROM CERTI FI CATE A, CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND A. PKID =
" 533dbbf c- 78ce- b46f - 7d64- cd2b7c536f 6d"

2014- 08- 02 23:36: 46, 153 DEBUG [I nsert Thread --- 34] - getConn:

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

2014- 08- 02 23:36: 46, 154 DEBUG [InsertThread --- 34] - Try to get a connection from pool

2014- 08- 02 23:36: 46, 154 DEBUG [InsertThread --- 34] - getting |ocal connection from Pool
2014- 08- 02 23:36: 46, 154 DEBUG [Insert Thread --- 34] - Getting connection from connection pool
entry <dat abase, j dbcurl 2>

2014- 08- 02 23:36: 46, 154 DEBUG [InsertThread --- 34] - There are currently 2 connection pool
entries

2014- 08- 02 23:36: 46, 154 DEBUG [InsertThread --- 34] - Checking if connection limt has been
reached for database

2014- 08- 02 23:36: 46, 154 DEBUG [Insert Thread --- 34] - Connecting to subscriber so max nunber of
connections allowed is 100

2014- 08- 02 23: 36: 46, 154 DEBUG [I nsert Thread --- 34] - Nunber of connections in use is O

2014- 08- 02 23:36: 46, 154 DEBUG [InsertThread --- 34] - There are currently 2 connection pool
entries

2014- 08- 02 23:36: 46, 154 DEBUG [Insert Thread --- 34] - Nunber of avail able connections in pool: O
2014- 08- 02 23:36: 46, 193 DEBUG [ I nsert Thread --- 34] - Addi ng connection

<com inform x.jdbc.|fxSqli Connect @feba51> to connection |ist

2014- 08- 02 23:36:46, 194 DEBUG [ I nsert Thread --- 34] - Marking connection

<com i nform x.jdbc. |fxSqli Connect @feba51> as used

2014- 08- 02 23:36: 46, 194 DEBUG [Insert Thread --- 34] - Got connection from pool

2014- 08- 02 23:36:46, 197 DEBUG [Insert Thread --- 34] - Cosing the resultset.

2014- 08- 02 23:36:46, 198 DEBUG [InsertThread --- 34] - Cosing the connection. Connection
HashCode: 30330150 --Detail s: Connect or (CONNECTED: Driver=cominform x.jdbc.|fxDriver;)

2014- 08- 02 23:36: 46,198 DEBUG [Insert Thread --- 34] - Attenpting to cl ose connection

2014- 08- 02 23:36: 46,198 DEBUG [I nsert Thread --- 34] - Renoving connection <database, jdbcurl 2>
from Connecti onManager |i st

2014- 08- 02 23:36: 46, 198 DEBUG [I nsert Thread --- 34] - renoveConnecti onFromConnecti onLi st ()
2014- 08- 02 23:36:46, 198 DEBUG [Insert Thread --- 34] - Renoving connection

<com i nform x.jdbc.|fxSqgli Connect @feba51> from connection |i st

2014- 08- 02 23:36: 46, 198 DEBUG [I nsert Thread --- 34] - Connection

<com i nform x.jdbc. |fxSqli Connect @feba51> is not closed, adding it back to the pool entry
<dat abase, j dbcur| 2>

2014- 08- 02 23:36:46,198 INFO [Insert Thread --- 34] - Connection/Statenment/Resultset is closed
properly.

2014- 08- 02 23:36: 46, 198 DEBUG [Insert Thread --- 34] - Connection rel eased from

Cert DBl npl . get Certificate method.

2014-08-02 23:36:46,198 INFO [InsertThread --- 34] - OUT -- CertDBInpl.java - getCertificate -
2014- 08- 02 23:36:46,198 INFO [InsertThread --- 34] - IN-- CertDBlnpl.java -

get Cert Uni t ByPki d( pki d) -



2014- 08- 02 23:36: 46, 199 DEBUG [ I nsert Thread ---
--Det ai | s: Connect or (NOT CONNECTED:

Connecti on HashCode: 8005144
Driver=cominformx.jdbc.|fxDriver;)

34]

Connection Initialized to |ocal node.

## quering DB for the changed certificate and getting details of it

2014- 08- 02 23:36: 46, 199 DEBUG [ I nsert Thread ---

34]

Sel ect Query to getCertUnitByPkid : SELECT

A. PKI D, A FKCERTI FI CATE, A. TKCERTI FI CATESERVI CE, B. NAME UNI T FROM
CERTI FI CATESERVI CECERTI FI CATEMAP A, TYPECERTI FI CATESERVI CE B WHERE A. FKCERTI FI CATE="533dbbf c-

78ce- b46f - 7d64- cd2b7c536f 6d"

2014- 08- 02 23:36: 46, 199 DEBUG [ I nsert Thread ---

34]

AND A. TKCERTI FI CATESERVI CE =

B. ENUM
get Conn:

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

2014- 08- 02 23:36: 46, 199 DEBUG [ I nsert Thread ---
2014- 08- 02 23:36: 46, 199 DEBUG [ I nsert Thread ---
2014- 08- 02 23:36: 46, 199 DEBUG [ I nsert Thread ---

entry <dat abase, j dbcurl 2>

2014- 08- 02 23:36: 46, 199 DEBUG [ I nsert Thread ---

entries

2014- 08- 02 23:36: 46, 199 DEBUG [ I nsert Thread ---

34]
34]
34]
34]

34]

Try to get a connection from pool
getting |l ocal connection from Pool
Getting connection from connection pool

There are currently 2 connection pool

Addi ng connection

<com inform x.jdbc.|fxSqli Connect @feba51> to connection |ist

2014- 08- 02 23:36: 46, 199 DEBUG [ I nsert Thread ---

34]

<com i nform x.jdbc. |fxSqli Connect @feba51> as used

2014- 08- 02 23:36: 46, 199 DEBUG [ I nsert Thread ---
2014- 08- 02 23:36: 46,203 DEBUG [ I nsert Thread ---
2014- 08- 02 23: 36: 46,204 DEBUG [ I nsert Thread ---
--Det ai | s: Connect or (CONNECTED: Driver=com i nform x.jdbc.|fxDriver;)
2014- 08- 02 23: 36: 46,204 DEBUG [ I nsert Thread ---
2014- 08- 02 23: 36: 46,204 DEBUG [ I nsert Thread ---

HashCode: 8005144

from Connecti onManager |i st

2014- 08- 02 23: 36: 46,204 DEBUG [ I nsert Thread ---
2014- 08- 02 23: 36: 46,204 DEBUG [ I nsert Thread ---

34]
34]
34]

34]
34]

34]
34]

Mar ki ng connecti on

Got connection from pool
Closing the resultset.
Cl osing the connection. Connection
Attenpting to close connection
Renmovi ng connecti on <dat abase, jdbcurl 2>
renoveConnect i onFr omConnect i onLi st ()
Rermovi ng connecti on

<com i nform x.jdbc.|fxSqgli Connect @feba51> from connection |i st

2014- 08- 02 23:36: 46,204 DEBUG [ I nsert Thread ---
<com inform x.jdbc.|fxSqli Connect @feba51> is not

<dat abase, j dbcur| 2>

2014-08-02 23:36:46,204 INFO [InsertThread ---

properly.

2014- 08- 02 23:36: 46,204 DEBUG [ I nsert Thread ---

Cert DBI npl . get Cert Uni t ByPki d met hod.
2014-08-02 23:36:46,204 INFO [l nsert Thread
2014-08-02 23:36:46,204 INFO [l nsert Thread
2014-08-02 23:36:46,204 INFO [l nsert Thread
2014-08-02 23:36:46,204 INFO [l nsert Thread
2014-08-02 23:36:46,204 INFO [l nsert Thread
1 6¢f 5bc855b681f 658f 9e7506d3ec6eas
2014-08-02 23:36:46,204 INFO [l nsert Thread
: 42¢c86b2cf 293630f e27bbddc7f d02a39
2014-08-02 23:36:46,204 INFO [l nsert Thread
get Li st FronConaSeperatedStr(..) -
2014-08-02 23:36:46,204 INFO [l nsert Thread
get Li st FronConaSeper at edStr -

2014-08-02 23:36:46,204 INFO [l nsert Thread
2014-08-02 23:36:46,204 INFO [l nsert Thread
| oadCert FronString(cert) -

2014-08-02 23:36:46,204 INFO [l nsert Thread
| oadCertificate(..) -

2014-08-02 23:36:46,209 INFO [Insert Thread
| oadCertificate -

2014-08-02 23:36:46,209 INFO [Insert Thread
2014-08-02 23:36:46,209 INFO [Insert Thread
checkDel et eAndl nmport (unit, dbCert) -
2014-08-02 23:36:46,209 INFO [Insert Thread
SN: 88769680872451706773275250466208361017- -

34] - Connection
closed, adding it back to the pool entry
34] Connecti on/ St at enent/ Resul tset is cl osed
34] - Resultset released from
34] QUT -- CertDBlnpl.java - getCert UnitByPkid
34] UNIT : tontat
34] Current| PAddress : 10.48. 46. 30
34] Renot el PAddress : 10. 48. 46. 29
34] A dSeri al No
34] NewSer i al No
34] IN-- CertUtil.java -
34] QUT -- CertlUtil.java -
34] toncat --- is included unit for CN
34] IN-- CertUtil.java -
34] IN -- RSACrypt oEngi ne. java -
34] QUT -- RSACryptoEngine.java -
34] QUT -- CertUtil.java - |oadCertFronfString -
34] IN-- CertDBUII.java -
34] DB CertlInfo.--

Subj ect DN: L=KRAKOW ST=MALCOPOLSKA, CN=CUCMB61, QU=TAC, O=Cl SCO, C=PL- - Cet Not Bef ore: Sat Aug 02



23:36: 44 CEST 2014--CetNot After: Thu Aug 01 23:36:43 CEST 2019

## verifing that you have this certificate in trust store

2014-08-02 23:36:46,209 INFO [Insert Thread
trust]

2014-08-02 23:36:46,210 INFO [l nsert Thread
cpi] with type [trust-certs]

2014-08-02 23:36:46,210 INFO [I nsert Thread
[/usr/local/platform conf/cert-conf.xm]
2014-08-02 23:36:46,212 INFO [l nsert Thread
[ product - cpi ]
2014-08- 02 23: 36: 46, 212
2014-08- 02 23: 36: 46, 212
2014-08- 02 23: 36: 46, 212
2014-08- 02 23: 36: 46, 212
2014-08- 02 23: 36: 46, 213

I NFO [I nsert Thr ead
I NFO [I nsert Thr ead
I NFO [I nsert Thr ead
I NFO [I nsert Thr ead

INFO [Insert Thread ---

34]
34]
34]
34]
34]
34]
34]

34]
34]

[/usr/local/platform .security/tontat/trust-certs]
2014-08-02 23:36:46,213 INFO [InsertThread ---
[/usr/local/platform .security/tontat/trust-certs]
2014-08-02 23:36:46,213 INFO [InsertThread ---
[/usr/local/platform .security/tonctat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -

G3. description] match is fal se

34]

34]

2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -
[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. description] match is fal se
2014-08-02 23:36:46,213 INFO [InsertThread ---
[/usr/local/platform .security/tonctat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -_G3. peni

match is true

2014-08-02 23:36:46,213 INFO [InsertThread ---
[/usr/local/platform .security/toncat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -_G3. der]

match is true

2014-08-02 23:36:46,213 INFO [InsertThread ---

[/usr/local/platform .security/tonctat/trust-certs/tonctat-trust.keystore]

## this is the one you are looking for

2014-08-02 23:36:46,213 INFO [InsertThread ---
[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. der] match is true
2014-08-02 23:36:46,213 INFO [InsertThread ---

[/usr/local/platform .security/tonctat/trust-certs/ CUCVB61. der]

2014-08-02 23:36:46,213 INFO [InsertThread ---

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61. descri ption]

2014-08-02 23:36:46,213 INFO [InsertThread ---
[/usr/local/platform .security/tonctat/trust-certs/7e0370f0.0] match is false
2014-08-02 23:36:46,213 INFO [InsertThread ---
[/usr/local/platform .security/tonctat/trust-certs/dOaacffb.0] match is false
2014-08-02 23:36:46,213 INFO [InsertThread ---
[/usr/local/platform .security/tonctat/trust-certs/101f99a6.0] match is fal se
2014-08-02 23:36:46,213 INFO [InsertThread ---
[/usr/local/platform .security/tonctat/trust-certs/CUCMB61. peni match is true
2014-08-02 23:36:46,213 INFO [InsertThread ---
[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. pen] match is true
2014-08-02 23:36:46,213 INFO [InsertThread ---

| oadCertificate(..) -

2014-08-02 23:36:46,213 INFO [InsertThread ---

| oadCertificate -

2014-08-02 23:36:46,213 INFO [InsertThread ---

| oadCertificate(..) -

2014-08-02 23:36:46,214 INFO [InsertThread ---

| oadCertificate -

34]

34]

34]

| oading certificate el ement named [tontat-
determining certificates in group [product-
| oading the config file

| ooking for first [trust-certs] in

| oaded el enent [tontat-trust]

determining cert dir for [tontat-trust]

| ooking for first [dir] in [tontat-trust]
getting the value of [dir]

value is
dir

cert is

match is fal se

34] -
34] -
match is true
34] -
match is fal se

34] -

34] -

34] -

34] -

34] -

34] - IN -- RSACryptoEngine.java -
34] - QUT -- RSACryptoEngi ne.java -
34] - IN -- RSACryptoEngine.java -
34] - QUT -- RSACryptoEngi ne.java -

## certificate file is being deleted from the filesystem

2014- 08- 02 23:36: 46,214 DEBUG [ I nsert Thread ---

conpared correctly..

2014- 08- 02 23:36: 46,214 DEBUG [ I nsert Thread ---

2014-08-02 23:36:46,214 INFO [InsertThread ---

34]

34]

34]

SUBJECTDN of DBCert and Fil eSystemCert

FI LE SYSTEM CERT TO DELETE AND RE- | MPORT. .
IN-- CertDBUII.java -



del eteTrustCertlnFil eSystem . unit : tonctat :: FileNane ::
/usr/local/platform .security/tontat/trust-certs/CUCVMB61. pem

2014-08-02 23:36:46,214 INFO [InsertThread --- 34] - IN-- CertDBUIil.java -

popul at eCpl nf o(operation, unit, type, filelLocation, x509Cert, isDBlnsert) -

2014-08- 02 23:36:46,214 INFO [Insert Thread --- 34] - loading certificate el ement named [tontat-
trust]

2014-08- 02 23:36:46,214 INFO [InsertThread --- 34] - determining certificates in group [product-
cpi] with type [trust-certs]

2014-08- 02 23:36:46,214 INFO [Insert Thread --- 34] - loading the config file

[/usr/local/platform conf/cert-conf.xm]

2014-08- 02 23:36:46,215 INFO [Insert Thread --- 34] - looking for first [trust-certs] in

[ product - cpi ]

2014- 08- 02 23:36:46,215 INFO [Insert Thread --- 34] - |oaded el enent [tontat-trust]

2014-08- 02 23:36:46,215 INFO [Insert Thread --- 34] - determining key dir for [tontat-trust]
2014- 08- 02 23:36:46,215 INFO [Insert Thread --- 34] - looking for first [key-dir] in [tontat-
trust]

2014- 08- 02 23:36:46,215 INFO [Insert Thread --- 34] - getting the value of [key-dir]

2014- 08- 02 23:36:46,215 INFO [Insert Thread --- 34] - value is

[/usr/local/platform .security/tontat/keys]

2014-08- 02 23:36:46,215 INFO [Insert Thread --- 34] - key dir is

[/usr/local/platform .security/tontat/keys]

2014-08- 02 23:36:46,215 INFO [InsertThread --- 34] - OUT -- CertDBUtil.java - popul ateOplnfo -
2014-08- 02 23:36:46,215 INFO [InsertThread --- 34] - IN-- CertMr.java - getCertMrCbj (unit) -

tontat -trust

## certCN will call CM api to perform this task. But nothing will land in CM logs. All
## details can be found below

2014- 08- 02 23:36:46,215 INFO [Insert Thread --- 34] - QUT -- CertMr.java - getCertMrQbj -
com ci sco. cpi . cert Mgnt . manager . Tontat Cert Mgr @5b0e9f

2014-08- 02 23:36:46,215 INFO [InsertThread --- 34] - IN-- DefaultCertMr.java -
del et eCert (i nfo) -

decode: true

op: del ete

unit: t ontat - t rust

keyst oreUnit:toncat-trust

| ogFi | e: /var/log/activel/platform | og/cert-nmgnt.| og

resultFile: /var/log/activel/platfornlog/certde-info.xm

keyDir: /usr/local/platform.security/tontat/keys

certDir: /usr/local/platform .security/tontat/trust-certs/CUCVMB61. pem
srcCert: nul |

type: trust-certs

root CACert: null

trustDir: nul |

DNAME: nul |

description: null
i sDBl nsert: fal se

2014- 08- 02 23:36:46,215 INFO [InsertThread --- 34] - parsed fil enane: 'CUCMB6L. peni
2014- 08- 02 23:36: 46,215 DEBUG [Insert Thread --- 34] - filename: 'CUCMB61. pem

2014- 08- 02 23:36: 46,215 DEBUG [InsertThread --- 34] - fileRoot: 'CUCMB61'

2014-08- 02 23:36:46,215 INFO [InsertThread --- 34] - IN -- DefaultCertMr.java -

del et eDERandPEM f i | enanmeRoot, parentDir, info) -

2014-08-02 23:36:46, 215 DEBUG [l nsert Thread --- 34] -

ParentDir:/usr/local/platform .security/tontat/trust-certsFil eNane. (DER/ PEM : CUCMB61
2014- 08- 02 23:36:46,215 INFO [Insert Thread --- 34] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08- 02 23:36:46,224 INFO [InsertThread --- 34] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014- 08- 02 23:36:46,224 INFO [Insert Thread --- 34] - No plugins registered for DB Store
2014- 08- 02 23:36:46,224 INFO [Insert Thread --- 34] - QUT -- DefaultCertMr.java -

del et eDERandPEM -

2014- 08- 02 23:36: 46,224 DEBUG [Insert Thread --- 34] - del eteDERandPEM sCertDir =

/usr/local/platfornl.security/tonctat/trust-certs --- sAlias = CUCMB61



## cert file deleted. you need to remove it from key store

2014-08- 02 23:36:46,225 INFO [InsertThread --- 34] - IN -- TontatCertMr.java -
renoveFronkKeyStore(..) -

2014- 08- 02 23:36:46,225 INFO [Insert Thread --- 34] - IN -- RSACryptoEngine.java -

renoveFr onKeySt or e( keystoreFi |l e, keystorePass, alias) -

2014- 08- 02 23:36:46,225 INFO [Insert Thread --- 34] - IN -- RSACryptoEngine.java -

| oadKey St or e( keystoreFi |l e, keystorePass) -

2014-08- 02 23:36:46,232 INFO [Insert Thread --- 34] - OUT -- RSACryptoEngi ne.java - | oadKeyStore
2014- 08- 02 23:36: 46,238 DEBUG [Insert Thread --- 34] - Renobving certificate from keystore :
cucmvB61

2014- 08- 02 23:36: 46,238 DEBUG [I nsertThread --- 34] - Size of the keystore after delete is : 2
2014-08- 02 23:36:46,238 INFO [InsertThread --- 34] - OUT -- RSACryptoEngi ne.java -
renmoveFronKeyStore -

2014- 08- 02 23:36:46,238 INFO [Insert Thread --- 34] - QUT -- TontatCertMr.java -
renmoveFronKeyStore -

2014- 08- 02 23:36:46,239 INFO [Insert Thread --- 34] - trustdir

::/usr/local/platform .security/toncat/trust-certs

2014-08- 02 23:36:46,239 INFO [InsertThread --- 34] - IN-- Util.java - sysExec(exe, args) -
2014- 08- 02 23:36: 46,239 DEBUG [Insert Thread --- 34] - Executing command from Uil .sysExec :
python /usr/local/platformbin/c_rehash.py /usr/local/platform .security/toncat/trust-certs
2014-08-02 23:36:46,295 INFO [Insert Thread --- 34] - QUT -- Util.java - sysExec -

2014-08- 02 23:36:46,295 INFO [InsertThread --- 34] - IN-- DefaultCertMr.java -

set Onner shi pAndPer mi ssions(file) -

2014- 08- 02 23:36: 46,295 DEBUG [ I nsert Thread --- 34] - set Oanershi pAndPermi ssions : trust-certs
2014- 08- 02 23:36: 46,296 DEBUG [Insert Thread --- 34] - Changi ng ownership of file
"/usr/local/platform .security/toncat/trust-certs’

2014- 08- 02 23:36:46,296 INFO [InsertThread --- 34] - IN-- Util.java - sysExec(exe, args) -
2014- 08- 02 23:36: 46,296 DEBUG [Insert Thread --- 34] - Executing command from Uil .sysExec :
/ bin/chown -R certbase /usr/local/platforn .security/toncat/trust-certs

2014-08- 02 23:36:46,299 INFO [Insert Thread --- 34] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36: 46,299 DEBUG [Insert Thread --- 34] - Changing group ownership of file
"/usr/local/platform .security/toncat/trust-certs’

2014-08-02 23:36:46,299 INFO [InsertThread --- 34] - IN-- Util.java - sysExec(exe, args) -
2014- 08- 02 23:36:46,299 DEBUG [Insert Thread --- 34] - Executing command from Uil .sysExec :
/'bin/chgrp -R ccnbase /usr/local/platfornl.security/tonctat/trust-certs

2014- 08- 02 23:36:46,302 INFO [Insert Thread --- 34] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36: 46,302 DEBUG [Insert Thread --- 34] - Changing node of file
"/usr/local/platform .security/toncat/trust-certs’

2014-08- 02 23:36:46,302 INFO [InsertThread --- 34] - IN-- Util.java - sysExec(exe, args) -
2014- 08- 02 23:36: 46,302 DEBUG [Insert Thread --- 34] - Executing command from Uil .sysExec :
/bin/chnod -R 755 /usr/local/platfornl.security/tontat/trust-certs

2014- 08- 02 23:36:46,306 INFO [Insert Thread --- 34] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36:46,306 INFO [Insert Thread --- 34] - QUT -- DefaultCertMr.java -

set Onner shi pAndPer mi ssi ons -

2014-08- 02 23:36:46,306 INFO [InsertThread --- 34] - OUT -- DefaultCertMyr.java - deleteCert -
2014-08- 02 23:36:46,306 INFO [InsertThread --- 34] - QUT -- CertDBUtil.java -

del et eTrust Cert I nFi | eSystem -

## certificate will be reimported to the filesystem now into
/usr/local/platform .security/tonctat/trust-certs

2014-08- 02 23:36:46,306 INFO [InsertThread --- 34] - IN-- CertDBUIil.java -
importTrustCertlnFileSystem. unit : tontat

2014-08- 02 23:36:46,306 INFO [InsertThread --- 34] - IN-- CertDBUIil.java -

popul at eCpl nf o(operation, unit, type, filelLocation, x509Cert, isDBlnsert) -

2014- 08- 02 23:36:46,306 INFO [InsertThread --- 34] - loading certificate element named [tontat-
trust]

2014- 08- 02 23:36:46,306 INFO [InsertThread --- 34] - determining certificates in group [product-
cpi] with type [trust-certs]

2014- 08- 02 23:36:46,306 INFO [Insert Thread --- 34] - loading the config file

[/usr/local/platform conf/cert-conf.xm ]

2014- 08- 02 23:36:46,308 INFO [Insert Thread --- 34] - looking for first [trust-certs] in

[ product - cpi ]
2014- 08- 02 23:36:46,308 INFO [Insert Thread --- 34] - |oaded el enent [tontat-trust]



2014-08- 02 23:36:46,308 INFO [InsertThread --- 34] - determining key dir for [tontat-trust]

2014- 08- 02 23:36:46,308 INFO [Insert Thread --- 34] - looking for first [key-dir] in [tontat-
trust]

2014-08- 02 23:36:46,308 INFO [Insert Thread --- 34] - getting the value of [key-dir]

2014-08- 02 23:36:46,308 INFO [InsertThread --- 34] - value is

[/usr/local/platform .security/tontat/keys]

2014-08- 02 23:36:46,308 INFO [InsertThread --- 34] - key dir is

[/usr/local/platform .security/tontat/keys]

2014-08- 02 23:36:46,308 INFO [InsertThread --- 34] - loading certificate element named [tontat-
trust]

2014- 08- 02 23:36:46,308 INFO [InsertThread --- 34] - determining certificates in group [product-
cpi] with type [trust-certs]

2014- 08- 02 23:36:46,308 INFO [Insert Thread --- 34] - loading the config file

[/usr/local/platform conf/cert-conf.xm ]

2014- 08- 02 23:36:46,310 INFO [Insert Thread --- 34] - looking for first [trust-certs] in

[ product - cpi ]

2014- 08- 02 23:36:46,310 INFO [Insert Thread --- 34] - |oaded el enent [tontat-trust]

2014- 08- 02 23:36:46,310 INFO [InsertThread --- 34] - determining cert dir for [tontat-trust]
2014- 08- 02 23:36:46,310 INFO [Insert Thread --- 34] - looking for first [dir] in [tontat-trust]
2014-08- 02 23:36:46,310 INFO [Insert Thread --- 34] - getting the value of [dir]

2014-08- 02 23:36:46,310 INFO [InsertThread --- 34] - value is

[/usr/local/platform .security/tontat/trust-certs]

2014- 08- 02 23:36:46,310 INFO [InsertThread --- 34] - cert dir is

[/usr/local/platform .security/tontat/trust-certs]

2014- 08- 02 23:36:46,310 INFO [InsertThread --- 34] - OUT -- CertDBUtil.java - popul ateOplnfo -
2014-08- 02 23:36:46,310 INFO [InsertThread --- 34] - IN-- CertMr.java - getCertMrCbj (unit) -

tontat -trust

## again CM API is called to perform this task

2014-08- 02 23:36:46,310 INFO [InsertThread --- 34] - QUT -- CertMyr.java - getCertMrQbj -
com ci sco. cpi . cert Mgnt . manager . Tontat Cer t Mgr @bbe9f

2014-08- 02 23:36:46,310 INFO [InsertThread --- 34] - IN-- DefaultCertMr.java -
i mportCert(info) -

decode: true

op: i mport

unit: t ontat - t rust

keyst oreUnit:toncat-trust

| ogFi | e: /var/log/activel/platform | og/cert-nmgnt.| og

resultFile: /var/log/activel/platfornlog/certde-info.xm

keyDir: /usr/local/platform.security/tontat/keys

certDir: /usr/local/platform .security/tonctat/trust-certs

srcCert: nul |

type: trust-certs

root CACert: null

trustDir: nul |

DNAME: nul |

description: null
i sDBl nsert: fal se

2014- 08- 02 23:36: 46,310 DEBUG [Insert Thread --- 34] - Checking validity of cert

2014-08- 02 23:36:46,310 INFO [InsertThread --- 34] - Verifying certificate

L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL

2014- 08- 02 23:36:46,310 INFO [InsertThread --- 34] - IN-- CertUtil.java - parseCNf r onDN( DN,
sSearchStr) -

2014- 08- 02 23:36: 46,310 DEBUG [Insert Thread --- 34] - parseCNfronDN( cert Subj DN:

' L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL")

2014- 08- 02 23:36: 46,310 DEBUG [Insert Thread --- 34] - Truncating CN

' CUCMB61, QU=TAC, O=Cl SCO, C=PL' -> ' CUCMB61'

2014- 08- 02 23:36:46,310 INFO [InsertThread --- 34] - OUT -- CertUil.java - parseCNfronDN -
2014- 08- 02 23:36: 46,310 DEBUG [Insert Thread --- 34] - Parsed CN 'CUCMB61' from DN

' L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL'

2014-08-02 23:36:46,311 INFO [InsertThread --- 34] - trying to load cert fromtrust store

::/usr/local/platform .security/tonctat/trust-certs/CUCMB6Ll. pem
2014-08-02 23:36:46,311 INFO [InsertThread --- 34] - cert not available in trust store



11 L=KRAKOW ST=MALOPQOLSKA, CN=CUCMB61, QU=TAC, O=Cl SCO, C=PL

2014-08- 02 23:36:46,311 INFO [InsertThread --- 34] - IN -- DefaultCertMr.java -
importTrustCert(info, cert) -

2014-08-02 23:36:46,311 INFO [InsertThread --- 34] - IN -- DefaultCertMr.java -
saveToTrust Store(info, cert) -

2014- 08- 02 23:36:46,311 ERROR [InsertThread --- 34] - trust directory paraneter is null
2014-08-02 23:36:46,311 INFO [InsertThread --- 34] - IN -- DefaultCertMr.java -
saveTrustCert(cert, targetDir, certType) -

2014-08-02 23:36:46,311 INFO [InsertThread --- 34] - IN-- CertUtil.java - parseCNf ronDN( DN,
sSearchStr) -

2014- 08- 02 23:36:46,311 DEBUG [Insert Thread --- 34] - parseCNfronDN( cert Subj DN:

' L=KRAKOW ST=MALOPOL SKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL")

2014- 08- 02 23:36: 46,311 DEBUG [Insert Thread --- 34] - Truncating CN

' CUCMB61, OU=TAC, O=Cl SCO, C=PL' -> ' CUCMB61'

2014-08- 02 23:36:46,311 INFO [InsertThread --- 34] - OUT -- CertUil.java - parseCNfronDN -
2014- 08- 02 23:36:46, 311 DEBUG [Insert Thread --- 34] - Parsed CN ' CUCMB61' from DN

' L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL'

2014-08-02 23:36:46,311 INFO [InsertThread --- 34] - IN-- CertUtil.java - parseCNf r onDN( DN,
sSearchStr) -

2014- 08- 02 23:36:46,312 DEBUG [Insert Thread --- 34] - parseCNfronDN( cert Subj DN:

' L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL")

2014- 08- 02 23:36: 46,312 DEBUG [Insert Thread --- 34] - Truncating CN

' CUCMB61, OU=TAC, O=Cl SCO, C=PL' -> ' CUCMB61'

2014- 08- 02 23:36:46,312 INFO [InsertThread --- 34] - OUT -- CertUil.java - parseCNfronDN -
2014- 08- 02 23:36:46,312 DEBUG [Insert Thread --- 34] - Parsed CN ' CUCMB61' from DN

' L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, QU=TAC, O=Cl SCO, C=PL'

2014- 08- 02 23:36:46,312 DEBUG [InsertThread --- 34] - target filenane for inported cert:

' CUCMB61. pem

2014- 08- 02 23:36:46,312 DEBUG [InsertThread --- 34] - existing certificate with same fil enane
not found.

## saving cert as PEM and DER formats

2014- 08- 02 23:36:46,312 DEBUG [I nsert Thread --- 34] - Saving PEM encoded cert
"/usr/local/platform .security/tonctat/trust-certs/CUCMB61. peni

2014-08-02 23:36:46,312 INFO [InsertThread --- 34] - IN-- CryptoUil.java - saveAsPEM..) -
File : /usr/local/platfornl.security/toncat/trust-certs/CUCVMB61. pem

2014-08- 02 23:36:46,313 INFO [InsertThread --- 34] - QUT -- CryptoUtil.java - saveAsPEM -

2014- 08- 02 23:36: 46,313 DEBUG [I nsert Thread --- 34] - Saving DER encoded cert
"/usr/local/platform .security/tontat/trust-certs/CUCMB6L. der’

2014-08-02 23:36:46,314 INFO [Insert Thread --- 34] - QUT -- DefaultCertMyr.java - saveTrustCert

## saving new certificate into keystore

2014-08-02 23:36:46,314 INFO [InsertThread --- 34] - IN -- TontatCertMr.java -
saveToKeyStore(..) -

2014- 08- 02 23:36:46,314 INFO [Insert Thread --- 34] - IN -- RSACryptoEngine.java -

saveToKeySt ore( keystoreFil e, keystorePass, x509Certificate, alias) -

2014- 08- 02 23:36:46,314 INFO [Insert Thread --- 34] - IN -- RSACryptoEngine.java -

| oadKey St or e( keystoreFi |l e, keystorePass) -

2014- 08- 02 23:36:46,323 INFO [InsertThread --- 34] - OUT -- RSACryptoEngi ne.java - | oadKeyStore
2014- 08- 02 23:36:46,323 INFO [InsertThread --- 34] - Size of the keystore before inport is : 2
2014-08- 02 23:36:46,323 INFO [InsertThread --- 34] - Inporting certificate : CUCMB61

2014-08- 02 23:36:46,330 INFO [InsertThread --- 34] - Size of the keystore after inport is : 3
2014-08- 02 23:36:46,330 INFO [InsertThread --- 34] - OUT -- RSACryptoEngi ne.java -
saveToKeyStore -

2014- 08- 02 23:36:46,330 INFO [InsertThread --- 34] - OUT -- TontatCertMr.java - saveToKeyStore
2014- 08- 02 23:36: 46,330 DEBUG [InsertThread --- 34] - TrustCert description filenane :

' CUCMB61. descri ption'

2014-08- 02 23:36:46,330 INFO [InsertThread --- 34] - IN-- DefaultCertMr.java -

creat eDescriptionFil e(nane, description) -

2014- 08- 02 23:36:46,330 INFO [InsertThread --- 34] - descriptionis :Trust Certificate

2014-08-02 23:36:46,331 INFO [Insert Thread --- 34] - QUT -- DefaultCertMr.java -



createDescriptionFile -

python /usr/local/platform bin/c_rehash.py /usr/local/platform .security/toncat/trust-certs

2014-08-02 23:36:46,331 INFO [InsertThread --- 34]
set Onner shi pAndPer m ssions(file) -

2014-08-02 23:36: 46,331 DEBUG [InsertThread --- 34]
CUCMB61. descri ption

2014-08-02 23:36: 46,331 DEBUG [InsertThread --- 34]
"lusr/local/platform .security/tonctat/trust-certs/CUCMB61. descri ption’
2014-08-02 23:36:46,331 INFO [InsertThread --- 34]
2014-08-02 23:36: 46,331 DEBUG [InsertThread --- 34]
/ bi n/ chown

2014-08-02 23:36:46,334 INFO [InsertThread --- 34]
2014-08- 02 23:36: 46,334 DEBUG [InsertThread --- 34]
"lusr/local/platform .security/tonctat/trust-certs/CUCMB61. descri ption’
2014-08-02 23:36:46,334 INFO [InsertThread --- 34]
2014-08-02 23:36: 46,334 DEBUG [InsertThread --- 34]
/ bi n/ chgrp

2014-08-02 23:36:46,337 INFO [InsertThread --- 34]
2014-08-02 23:36: 46,337 DEBUG [Insert Thread --- 34]
"lusr/local/platform .security/tonctat/trust-certs/CUCMB61. descri ption’
2014-08-02 23:36:46,337 INFO [InsertThread --- 34]
2014-08-02 23:36: 46,337 DEBUG [l nsert Thread --- 34]
/ bi n/ chrmod

2014-08-02 23:36:46,339 INFO [InsertThread --- 34]
2014-08-02 23:36:46,339 INFO [InsertThread --- 34]
set Onner shi pAndPer mi ssi ons -

2014-08-02 23:36:46,339 INFO [InsertThread --- 34]
saveToTrust Store -

2014-08-02 23:36:46,340 I NFO [I nsertThread --- 34]
::/usr/local/platform .security/toncat/trust-certs
2014-08-02 23:36:46,340 I NFO [I nsertThread --- 34]
2014-08- 02 23:36: 46,340 DEBUG [l nsert Thread --- 34]
2014-08-02 23:36:46,425 INFO [InsertThread --- 34]
2014-08-02 23:36:46,425 INFO [InsertThread --- 34]
set Onner shi pAndPer m ssions(file) -

2014-08-02 23:36: 46,425 DEBUG [l nsert Thread --- 34]
2014-08-02 23:36: 46,426 DEBUG [l nsert Thread --- 34]
"/usr/local/platform .security/toncat/trust-certs’
2014-08-02 23:36:46,426 | NFO [InsertThread --- 34]
2014-08-02 23:36: 46,426 DEBUG [l nsert Thread --- 34]
/ bin/chown -R certbase /usr/local/platform .security/toncat/trust-certs
2014-08-02 23:36:46,429 INFO [InsertThread --- 34]
2014-08-02 23:36: 46,429 DEBUG [InsertThread --- 34]
"/usr/local/platform .security/toncat/trust-certs’
2014-08-02 23:36:46,429 INFO [InsertThread --- 34]
2014-08- 02 23:36: 46,430 DEBUG [l nsertThread --- 34]
/'bin/chgrp -R ccnbase /usr/local/platfornl.security/tonctat/trust-certs
2014-08-02 23:36:46,433 INFO [InsertThread --- 34]
2014-08- 02 23:36: 46,433 DEBUG [InsertThread --- 34]
"/usr/local/platform .security/toncat/trust-certs’
2014-08-02 23:36:46,433 INFO [InsertThread --- 34]
2014-08- 02 23:36: 46,433 DEBUG [InsertThread --- 34]
/bin/chnod -R 755 /usr/local/platfornl.security/tontat/trust-certs
2014-08-02 23:36:46,437 INFO [InsertThread --- 34]
2014-08-02 23:36:46,437 INFO [InsertThread --- 34]
set Oaner shi pAndPer mi ssi ons -

2014-08-02 23:36:46,437 INFO [InsertThread --- 34]
2014-08-02 23:36:46,437 INFO [InsertThread --- 34]
2014-08-02 23:36:46,437 INFO [InsertThread --- 34]
get Cert Moni t or Xm Parser(..) -

2014-08-02 23:36:46,437 INFO [InsertThread --- 34]
get Cert Moni t or Xm Par ser -

2014-08-02 23:36:46,437 INFO [InsertThread --- 34]

fal se

755 /usr/local/platform .security/tonctat/trust-certs/CUCMBEL. description

IN --

Def aul t Cert Myr. j ava -

- set Oaner shi pAndPer mi ssi ons

Changi ng ownership of file

IN --

Uil.java -

sysExec( exe,

args)

Executing command from Util.sysExec

certbase /usr/local/platforni.security/tontat/trust-certs/ CUCMB61. description
Uil.java - sysExec -
Changi ng group ownership of file

ouT --

IN --

Uil.java -

sysExec( exe,

args)

Executing command from Util.sysExec
ccnbase /usr/local/platform .security/tonctat/trust-certs/CUCMBEL. description
Uil.java - sysExec -
Changi ng node of file

ouT --

IN --

Uil.java -

sysExec( exe,

args)

Executing command from Util.sysExec

Uil.java - sysExec -
Def aul t Cert Myr. j ava -

Def aul t Cert Myr. j ava -

oJT --
oJT --

oJT --

trustdir

IN-- Uil.java -

sysExec( exe,

ar gs)

Executing command from Util.sysExec

ouT --
IN --

Uil.java - sysExec -
Def aul t Cert Myr. j ava -

- set Oaner shi pAndPer mi ssi ons

Changi ng ownership of file

IN --

Uil.java -

sysExec( exe,

ar gs)

trust-certs

Executing command from Util.sysExec

ouT --

IN --

Uil.java - sysExec -
Changi ng group ownership of file

Uil.java -

sysExec( exe,

ar gs)

Executing command from Util.sysExec

ouT --

IN --

Uil.java - sysExec -
Changi ng node of file

Uil.java -

sysExec( exe,

ar gs)

Executing command from Util.sysExec

ouT --
ouT --

No plugins registered for

IN --
IN --

ouT --

ouT --

Uil.java - sysExec -
Def aul t Cert Myr. j ava -

Cryptoltil.java -

Cryptoltil.java -

CryptoUtil.java -

CryptoUtil.java -

DB Store
i SOCSPEnabl ed(. .)

i SOCSPEnabl ed -



2014- 08- 02 23:36:46,437 DEBUG [InsertThread --- 34] - OCSP is not enabl ed.

2014- 08- 02 23:36:46,437 INFO [Insert Thread --- 34] - Successfully inported trusted certificate
wi th Subj ect DN: L&#61; KRAKOW ST&#61; MALOPOLSKA, CN&#61; CUCMB61, OU#61; TAC, O&#61; Cl SCO, C&#61; PL
2014- 08- 02 23:36:46,437 INFO [Insert Thread --- 34] - QUT -- DefaultCertMr.java -

importTrustCert - Successfully inmported trusted certificate with Subject
DN: L&#61; KRAKOW ST&#61; MALOPOLSKA, CN&#61; CUCVB61, OU&#61; TAC, O&#61; Cl SCO, C&#61; PL

## import ends with success, some additional checks are performed below

2014-08- 02 23:36:46,437 INFO [InsertThread --- 34] - result of inport operations is ::lnmport of
trust certificate is successful

2014-08- 02 23:36:46,437 INFO [InsertThread --- 34] - OUT -- DefaultCertMyr.java - inmportCert -
2014-08- 02 23:36:46,437 INFO [InsertThread --- 34] - QUT -- CertDBUtil.java -

importTrust CertlnFil eSystem -

2014-08- 02 23:36:46,437 INFO [InsertThread --- 34] - QUT -- CertDBUtil.java -

checkDel et eAndl nport -

2014- 08- 02 23:36:46,437 INFO [InsertThread --- 34] - UNIT : tontat-trust

2014- 08- 02 23:36:46,437 INFO [InsertThread --- 34] - Currentl PAddress : 10.48. 46. 30

2014-08- 02 23:36:46,437 INFO [Insert Thread --- 34] - Renotel PAddress : 10.48. 46. 29

2014- 08- 02 23:36:46,437 INFO [Insert Thread --- 34] - d dSerial No

1 6¢f 5bc855b681f 658f 9e7506d3ec6eas

2014-08- 02 23:36:46,438 INFO [Insert Thread --- 34] - NewSerial No

: 42c86b2cf 293630f e27bbddc7f d02a39

2014-08- 02 23:36:46,438 INFO [InsertThread --- 34] - IN-- CertUtil.java -

get Li st FronConaSeperatedStr(..) -

2014-08- 02 23:36:46,438 INFO [Insert Thread --- 34] - QUT -- CertUtil.java -

get Li st FronConaSeper at edStr -

2014-08- 02 23:36:46,438 INFO [Insert Thread --- 34] - tontat-trust --- is included unit for CN
2014-08- 02 23:36:46,438 INFO [InsertThread --- 34] - IN-- CertUil.java -

| oadCert FronString(cert) -

2014- 08- 02 23:36:46,438 INFO [Insert Thread --- 34] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08- 02 23:36:46,438 INFO [InsertThread --- 34] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014-08- 02 23:36:46,438 INFO [Insert Thread --- 34] - QUT -- CertUtil.java - |oadCertFronString -
2014-08-02 23:36:46,438 INFO [InsertThread --- 34] - IN-- CertDBUIil.java -

checkDel et eAndl nmport (unit, dbCert) -

2014- 08- 02 23:36:46,438 INFO [Insert Thread --- 34] - DB Certlinfo.--

SN: 88769680872451706773275250466208361017- -
Subj ect DN: L=KRAKOW ST=MALCOPOLSKA, CN=CUCMB61, QU=TAC, O=Cl SCO, C=PL- - Get Not Bef ore: Sat Aug 02
23:36: 44 CEST 2014--CetNot After: Thu Aug 01 23:36:43 CEST 2019

2014-08- 02 23:36:46,438 INFO [InsertThread --- 34] - loading certificate el ement named [tontat-
trust]

2014-08- 02 23:36:46,438 INFO [Insert Thread --- 34] - determining certificates in group [product-
cpi] with type [trust-certs]

2014-08- 02 23:36:46,438 INFO [Insert Thread --- 34] - loading the config file

[/usr/local/platform conf/cert-conf.xm]

2014-08- 02 23:36:46,441 INFO [Insert Thread --- 34] - looking for first [trust-certs] in

[ product - cpi ]

2014-08- 02 23:36:46,441 INFO [InsertThread --- 34] - |oaded el enent [tontat-trust]

2014- 08- 02 23:36:46,441 INFO [InsertThread --- 34] - determining cert dir for [tontat-trust]
2014- 08- 02 23:36:46,441 INFO [InsertThread --- 34] - looking for first [dir] in [tontat-trust]
2014-08-02 23:36:46,441 INFO [Insert Thread --- 34] - getting the value of [dir]

2014-08-02 23:36:46,441 INFO [InsertThread --- 34] - value is

[/usr/local/platform .security/tontat/trust-certs]

2014- 08-02 23:36:46,441 INFO [InsertThread --- 34] - cert dir is

[/usr/local/platform .security/tontat/trust-certs]

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -
G&3.description] match is fal se

2014-08-02 23: 36: 46,442 INFO [InsertThread --- 34] -
[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. description] match is fal se
2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform .security/toncat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -_G3. peni
match is true



2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -
[/usr/local/platform .security/toncat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -_G3. der]
match is true

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/tonctat-trust.keystore] match is false
2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. der] match is true
2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61.der] match is true

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tontat/trust-certs/CUCMB61. description] match is fal se
2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/7e0370f0.0] match is false

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/dOaacffb.0] match is false

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/101f99a6.0] match is fal se

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61. peni match is true

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. pen] match is true

2014- 08- 02 23:36:46,442 INFO [InsertThread --- 34] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08- 02 23:36:46,442 INFO [InsertThread --- 34] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014-08- 02 23:36:46,442 INFO [Insert Thread --- 34] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08- 02 23:36:46,443 INFO [InsertThread --- 34] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014- 08- 02 23:36: 46,443 DEBUG [Insert Thread --- 34] - SUBJECTDN of DBCert and Fil eSystemCert
conpared correctly.

2014- 08- 02 23:36:46,443 DEBUG [InsertThread --- 34] - Certificate already exists in FileSystem.
2014- 08- 02 23:36:46,443 INFO [Insert Thread --- 34] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08- 02 23:36:46,443 INFO [InsertThread --- 34] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014-08- 02 23:36:46,443 INFO [Insert Thread --- 34] - QUT -- CertDBUtil.java -
checkDel et eAndl nport -

2014- 08- 02 23:36:46,443 INFO [InsertThread --- 34] - tontat-trust Certificate successfully
updated in trust-store by Change Notification.

2014-08- 02 23:36:46,443 INFO [Insert Thread --- 34] - QUT -- CertKeystoreHandl er.java -
updat el nt oKeystore -

2014- 08- 02 23:36: 46,443 DEBUG [InsertThread --- 34] - InsertThread --- 34 -- END --
2014-08- 02 23:36:46,443 INFO [Insert Thread --- 34] - QUT -- CertKeystoreHandl er.java - run -

Vous pouvez reconfirmer plus haut sur le systéme de fichiers de I'abonné. Le certificat de
confiance Tomcat pour pub a été mis a jour sous trust-certs (voir la date de modification).

[ root @UCVB61s tontat]# pwd
/usr/local/platform/.security/tomcat
[root @UCMB61s tontat]# |Is -la certs
total 48

-rwxr-xr-x 1 certbase ccnbase 1330 Aug
[root @UCMB61s tontat]# Is -la trust-cer

22:51 tontat.pem

drwxr-xr-x 2 certbase ccnbase 4096 Aug 2 22:51 .
drwxr-xr-x 5 root r oot 4096 Apr 4 14:33 .
-rwxr-xr-x 1 certbase ccnbase 941 Aug 2 22:51 tonctat.der
-rwxr-xr-x 1 certbase ccnbase 64 Aug 2 22:51 tontat.description
-rwxr-xr-x 1 certbase ccnbase 2598 Aug 2 22:51 tontat.keystore

2

ts

total 108
drwxr-xr-x 2 certbase ccnbase 4096 Aug 2 23: 36
drwxr-xr-x 5 root r oot 4096 Apr 4 14:33

I rwxrwxrwx 1 certbase ccnbase 11 Aug 2 23:36 101£99a6.0 -> CUCM861.pem



I rwxrwxrwx 1 certbase ccnbase 42 Aug 2 23:36 7e0370f0.0 ->
Veri Si gn_Cl ass_3_Secure_Server _CA -_G3. pem

-rwxr-xr-x 1 certbase ccnbase 939 Aug 2 23:36 CUCM861.der

-rwxr-xr-x 1 certbase ccnbase 44 Aug 2 23:36 CUCMB61. description

-rwxr-xr-x 1 certbase ccnbase 1326 Aug 2 23:36 CUCM861.pem

-rwxr-xr-x 1 certbase ccnbase 941 Aug 2 22:51 CUCMB61s. der

-rwxr-xr-x 1 certbase ccnbase 44 Aug 2 22:51 CUCMB61s. descri ption

-rwxr-xr-x 1 certbase ccnbase 1330 Aug 2 22:51 CUCMB61s. pem

I rwxrwxrwx 1 certbase ccnbase 12 Aug 2 23:36 dOaacffb.0 -> CUCMB61s. pem

-rwxr-xr-x 1 certbase ccnbase 3907 Aug 2 23:36 tontat-trust.keystore

-rwxr-xr-x 1 certbase ccnbase 1520 Apr 4 14:33 Veri Sign_C ass_3_Secure_Server _CA - G3. der
-rwxr-xr-x 1 certbase ccnbase 44 Apr 4 14:33 Veri Sign_C ass_3_Secure_Server_CA -

_&B.description

-rwxr-xr-x 1 certbase ccnbase 2114 Apr 4 14:33 Veri Sign_Cl ass_3_Secure_Server _CA -_G3. pem

[ root @UCMVMB61s tontat]# nd5sum trust-certs/CUCM861.der

a0dds031bcd3c269844df8a3fafd476c trust-certs/ CUCMB6L. der

Enfin, vous pouvez vérifier le certificat de confiance Tomcat de Publisher sous l'interface
graphique utilisateur (ou GUI). L'interface graphique montre les certificats qui sont lus dans le
systéme de fichiers, et non dans la base de données.



Show +  Settings + Security = Software Upgrades = Services = Help =

Certificate Configuration

Certificate Settings

File Mame CUCME61.pem
Certificate Mame tomcat-trust
Certificate Type trust-certs
Certificate Group praduct-cpi

Description Trust Certificate

r Certificate File Data

[ e
Version W3 [
erial Number: §87696806872451706773275250466208361017
SignatureAlgorithm: SHALwithREA (1.2.840,113549.1.1.5)
Issuer Name: L=kRakow, ST=MaLOPOLSKA, CN=CUCMS561, OU=TAC, O=CISC0O, C=PL
Yalidity From: Sat Aug 02 23:36 44 CEST 2014
To: Thu Aug 01 23:36:43 CEST 2019
Zubject Mame: L=KRAKOW, ST=MALOPOLSKA, CN=CUCME81, OU=TAC, O=CI=SC0D, C=PL
key: RSA (1.2.840,113549.1.1.1)

[ =1 =] 5] =H
3082010a0262010100b46ce5c17323962babf797a031ecdal73e02163e36f7 960076604 39fb1dd35d7891439fd2b585c9ded514b6
fonfad2db0511eca?l7a9b7996558b6d5c7dSdfoba7b338fcaf3524 078051 29495f19a56dd34 3654 9338061844 b 990939592592 |
Dac7acd245ebb2f38e0f0calced2dfa7fadd 737 c8f16561fc7a61dada0lf218ebtaz 385609589174 7299602b58e4 51 2f377780251d
260029ccSdefl037658969c096b39680e67 7a2a008eb7517379717b5d45fb4cesb94 5692 1ef8525b58ec8548b2bd 10344 20401 b4 a
ZGedee3zbdcTedoddS90324d67 74 achdfladefS4aldac277527ecddol223eal1457b152bdE58c1175b0cedaa9c518512d3f92baez 2
d43zb0z03010001

Extensions: 3 present
[

Extension: Keyllsage (OID.2,5.29,15)

Critical: false

Usages: digitalSignature, keyEncipherment, dataEncipherment, kevAgreement, keyCertSign,

m

Extension: ExtkeyUsageSyntax (OID.2.5.29.37)
Critical: false -
Usage oids: 1.3.61.55.7.3.1,1.36.1.55.7.3.2,1.3.6.1.55.7.3.5,

—l Delete ] l Download ]

Cela met fin au processus de régénération du certificat Tomcat sur le nceud d’éditeur (Pub) et de
propagation de cette modification dans la grappe.

5. Dépannage

5.A. Avertissements connus -catégorisation
Vous trouverez ci-dessous une liste des défaillances courantes liées aux certificats et aux CM.

A. Dans le contexte de la propagation incorrecte d’'un changement de certificats :

CSCul78787 - Impossible de supprimer les certificats de confiance de CM 9.1 méme aprés avoir
arrété le service CertCN

CSCto086463 - Les certificats supprimés réapparaissent, impossible de supprimer les certificats
de CUCM


https://tools.cisco.com/bugsearch/bug/CSCul78787
https://tools.cisco.com/bugsearch/bug/CSCto86463

CSCth79451 - Les entrées de la base de données de certificat doivent étre mises a jour lors de la
modification du nom d'héte/de I'adresse IP

CSCup28852 - réinitialisation du téléphone toutes les 7 minutes en raison de la mise a jour du
certificat lors de I'utilisation d'un certificat multiserveur

B. Trouvé pendant les opérations du systéme de reprise sur sinistre :
CSCtn50405 - CUCM DRF Backup ne sauvegarde pas les certificats
CSCtt95983 - Certificat CAPF non sauvegardé/restauré avec DRF
CSCup71297 - Mise a jour de certificat incorrecte apres la restauration DRS

C. Divers et documents :

CSCupb54818 - [DOC] certs signés par CA (taille de clé >=4096) non pris en charge en mode
mixte

CSCud49047 - Option RTMT Pour Télécharger Les Journaux Du Service De Notification De
Modification De Certificat

CSCup88555 - Nécessité de valider la longueur du numéro de série lors du téléchargement d'un
nouveau certificat

5.B. Conseils et astuces

a. Il y a un tableau dans la base de données qui correspond aux numérotations (enums) du type
correspondant du certificat. Vous pouvez voir ces numéros trés souvent dans les requétes de BD
associées aux certificats (journaux CM/certCN, tableau
CERTIFICATESERVICECERTIFICATEMAP). Pour obtenir cette cartographie, vous devez jeter un
oeil a TYPECERTIFICATESERVICE

adm n:run sqgl select * from TYPECERTI FI CATESERVI CE

enum narne nmoni ker usestruststore
1 Phone- t r ust CERTI FI CATE_SERVI CE_PHONE_TRUST t
2 Phone- VPN-t r ust CERTI FI CATE_SERVI CE_PHONE_VPN TRUST t
3 Cal | Manager CERTI FI CATE_SERVI CE_CALLMANAGER f
4 Cal | Manager -t r ust CERTI FI CATE_SERVI CE_CALLMANAGER TRUST t
5 tontat CERTI FI CATE_SERVI CE_TOMCAT f
6 tontat-trust CERTI FI CATE_SERVI CE_TOMCAT_TRUST t
7 i psec CERTI FI CATE_SERVI CE_| PSEC f
8 i psec-trust CERTI FI CATE_SERVI CE_| PSEC TRUST t
9 CAPF CERTI FI CATE_SERVI CE_CAPF f
10 CAPF- t r ust CERTI FI CATE_SERVI CE_CAPF_TRUST t
11 TVS CERTI FI CATE_SERVI CE_TVS f
12 TVS-trust CERTI FI CATE_SERVI CE_TVS_TRUST t
13 directory-trust CERTI FI CATE_SERVI CE_DI RECTORY_TRUST t
14 Phone- SAST-t r ust CERTI FI CATE_SERVI CE_PHONE_SAST_TRUST t
15 Phone- CTL-t r ust CERTI FI CATE_SERVI CE_PHONE_CTL_TRUST t

16 userlicensing-trust CERTI FI CATE_SERVI CE_USERLI CENSI NG _TRUST t

b. Imaginons que vous deviez interroger la base de données et répertorier tous les certificats. La
requéte doit renvoyer pkid et le numéro de série du certificat, 'adresse IP et le nom du nceud,
ainsi que le type et le nom de l'objet du certificat. Veuillez vérifier ce qui suit :

run sql select CERTIFICATE.pkid, CERTIFICATE.serialnumber,
CERTIFICATEPROCESSNODEMAP.ipv4address,


https://tools.cisco.com/bugsearch/bug/CSCth79451
https://tools.cisco.com/bugsearch/bug/CSCup28852
https://tools.cisco.com/bugsearch/bug/CSCtn50405
https://tools.cisco.com/bugsearch/bug/CSCtt95983
https://tools.cisco.com/bugsearch/bug/CSCup71297
https://tools.cisco.com/bugsearch/bug/CSCup54818
https://tools.cisco.com/bugsearch/bug/CSCud49047
https://tools.cisco.com/bugsearch/bug/CSCup88555

CERTIFICATEPROCESSNODEMAP.servername, TYPECERTIFICATESERVICE.name,
subjectname from CERTIFICATEPROCESSNODEMAP inner join CERTIFICATE ON
CERTIFICATEPROCESSNODEMAP. .fkcertificate=CERTIFICATE.pkid inner join
CERTIFICATESERVICECERTIFICATEMAP ON
CERTIFICATESERVICECERTIFICATEMAP.fkcertificate=CERTIFICATE.pkid JOIN
TYPECERTIFICATESERVICE ON
TYPECERTIFICATESERVICE.enum=CERTIFICATESERVICECERTIFICATEMAP.tkcertificateser
vice order by CERTIFICATEPROCESSNODEMAP.servername

Vous trouverez ci-dessous un exemple de résultat.

adm n: run sgl sel ect CERTIFI CATE. pki d, CERTI FI CATE. seri al nunber,

CERTI FI CATEPROCESSNCDEMAP. i pv4addr ess, CERTI FI CATEPROCESSNODEMAP. ser ver nane,
TYPECERTI FI CATESERVI CE. nane, subj ect name from CERTI FI CATEPROCESSNODEMAP i nner j oi n CERTI FI CATE
ON CERTI FI CATEPROCESSNODEMAP. f kcerti fi cat e=CERTI FI CATE. pki d inner join

CERTI FI CATESERVI CECERTI FI CATEMAP ON

CERTI FI CATESERVI CECERTI FI CATEMAP. f kcerti fi cat e=CERTI FI CATE. pki d JO N TYPECERTI FI CATESERVI CE ON
TYPECERTI FI CATESERVI CE. enun=CERTI FI CATESERVI CECERTI FI CATEMAP. t kcertifi cat eservi ce order by
CERTI FI CATEPROCESSNCDENMAP. ser ver nane

pkid seri al nunber i pvdaddr ess servernane
name subj ect nane

€380b725- 19b1- e3ec- 71bf - 1bb106d3d454 6a6967b3000000000003 10. 48. 46. 29 CUCMB61
CAPF- t rust CN=Ci sco Manufacturing CA O=Ci sco Systens

€cc7b18b3- 3a50- 3dch- 578a- 1ca50e076198 17226b84000000000012 10. 48. 46. 29 CUCMB61

Cal | Manager - t r ust

CN=CUCMB61, OU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPOLSKA, C=PL, 2. 5. 4. 5=#134034346262356539376665336362306
239323739666339333332636639373830303863623132316337356532316231623263663234616537656237363963323
935

664b66Cc9- 485c- aedf - 9848- ed34616h8f e7 1461af 2a00000000000a 10. 48. 46. 29 CUCMB61

Cal | Manager - t r ust

CN=TVGRTHC501, 1. 2. 840. 113549. 1. 9. 2=#130a54564752544843353031, 1. 2. 840. 113549. 1. 9. 8=#130d31302e313
0362e36352e323130, 2. 5. 4. 5=#130b46474c3137343732353241

cc7b18b3- 3a50- 3dch- 578a- 1ca50e076198 17226b84000000000012 10. 48. 46. 29 CUCMB61

Phone- SAST-t r ust

CN=CUCMB61, OU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPOLSKA, C=PL, 2. 5. 4. 5=#134034346262356539376665336362306
239323739666339333332636639373830303863623132316337356532316231623263663234616537656237363963323
935

0c879119- 476e- c608- 049c- 03710c47cdd2 5a82belec30346af 4c295f b8f c41a7f 7 10. 48. 46. 29 CUCMB61

Cal | Manager -trust CN=ci scol ab- AD- CA, DC=ci sco, DC=Il ab

a2735f 97- cbcO0- 81f 6- dadf - c145b657b22e 59dacc0lbeldbe84541bc8193a09267e 10. 48. 46. 29 CUCMB61

Cal | Manager -t rust L=KRAKOW ST=MALOPOLSKA, CN=CAPF- 91e6eb10, OU=TAC, O=Cl SCO, C=PL

311830a0- 8b8d- 2216- 7037- f 60940976dcd 353f b24bd70f 14a346c1f 3a9ac725675 10. 48. 46. 29 CUCMB61

Cal | Manager -t rust CN=CAP- RTP- 002, O=Ci sco Systens

a2735f 97- cbcO0- 81f 6- dadf - c145b657b22e 59dacc0lbeldbe84541bc8193a09267e 10. 48. 46. 29 CUCMB61

CAPF L=KRAKOW ST=MALOPOLSKA, CN=CAPF-91e6eb10, OU=TAC, O=Cl SCO, C=PL

3f b48b23- 84e7- cecf - dd24- e38chd32c20f 6249cchbedf 4df 00155ddcd482dac43e6 10. 48. 46. 29 CUCMB61

Phone- SAST-trust L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL

a2735f 97- cbcO0- 81f 6- dadf - c145b657b22e 59dacc0lbeldbe84541bc8193a09267e 10. 48. 46. 29 CUCMB61

CAPF-t rust L=KRAKOW ST=MALOPQOLSKA, CN=CAPF- 91e6eb10, OQU=TAC, O=Cl SCO, C=PL
311830a0- 8b8d-2216- 7037-f 60940976dcd 353f b24bd70f 14a346¢1f 3a9ac725675 10. 48. 46. 29 CUCMB61
CAPF-trust CN=CAP- RTP- 002, O=Ci sco Systens

07849796-f f 87- eee3- ef 89- 61f 368b3e34a 7f 325a657ab1316f bd8334b565e55033 10. 48. 46. 29 CUCMB61 TVS
L=KRAKOW ST=MALOPCOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL

9chbcb782- ¢37d- 6f 63- 7608- 2f 51a683ceb6 609bf 431ad462f e12b4c571866458dee 10. 48. 46. 29 CUCMB61

i psec L=KRAKOW ST=MALOPCOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL



33a86281- 4f 7e- 2833- Oc4e- 12a9259b5f ea 484c2e9b1996a63e45e57dc067d68ec2 10. 48. 46. 29 CUCMB61
Phone- SAST-trust L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL

9cbch782- c37d- 6f 63- 7608- 2f 51a683ceb6 609bf 431ad462f e12b4c571866458dee 10. 48. 46. 29 CUCMB61
i psec-trust L=KRAKOW ST=MALOPQOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL

b98f c2a9-f f c1- 31b2-f 793- 701a4b4b59c4 6cdbac937a099bf 9eaf 8324de5440f f 4 10. 48. 46. 29 CUCMB61
Cal | Manager -t rust L=KRAKOW ST=MALOPOLSKA, CN=CAPF- 0087c0a5, OU=TAC, O=Cl SCO, C=PL

533dbbf c- 78ce- b46f - 7d64- cd2b7c536f 6d 42c86b2cf 293630f e27bbddc7f d02a39 10. 48. 46. 29 CUCMB61

t ontat L=KRAKOW ST=MALOPQOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL

abb18f 66- bf 72- 261d- 8ecd- bf cea02add4e 68052e2e9cd6c979079e6449f f 873031 10. 48. 46. 29 CUCMB61
t ontat L=KRAKOW ST=MALOPQOLSKA, CN=CUCMB61s, OU=TAC, O=Cl SCO, C=PL

533dbbf c- 78ce- b46f - 7d64- cd2b7c¢536f 6d 42c86b2cf 293630f e27bbddc7f d02a39 10. 48. 46. 29 CUCMB61
tontat -t rust L=KRAKOW ST=MALOPQOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL

6f e4bd7d- 76f e- 1d19- 4e5e- 9cf a4f 073487 692c45e5f 81da30a779e73907el7ef 7f 10. 48. 46. 29 CUCMB61
CAPF- t r ust L=KRAKOW ST=MALOPQOLSKA, CN=CAPF- 8480bdc7, QU=TAC, O=Cl SCO, C=PL

839d761f - f 8e8- 695b- bf 1d- d08ce93b621e 6ecc7aa5a7032009b8cebcf 4e952d491 10. 48. 46. 29 CUCMB61
tontat - trust CN=Veri Sign C ass 3 Secure Server CA - G3,OU=Ternms of use at

https://ww. verisign.comrpa (c)10, OU=Veri Sign Trust Network, O=Veri Sign\, Inc.,C=US
a6b18f 66- bf 72- 261d- 8ecd- bf cea02add4e 68052e2e9cd6c979079e6449f f 873031 10. 48. 46. 29 CUCMB61
toncat - trust L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61s, OU=TAC, O=Cl SCO, C=PL

3c241del- 2eec- e63a- 667c-c07147e298d5 5ff87b282b54dc8d42a315b568c9adf f 10. 48. 46. 29 CUCMB61
Cal | Manager-trust CN=Ci sco Root CA 2048, O=Ci sco Systens

6f e4bd7d- 76f e- 1d19- 4e5e- 9cf a4f 073487 692c45e5f 81da30a779e73907el7ef 7f 10. 48. 46. 29 CUCMB61

CAPF L=KRAKOW ST=MALOPCOLSKA, CN=CAPF- 8480bdc7, OU=TAC, O=Cl SCO, C=PL
3c241del- 2eec-e63a- 667c-c07147e298d5 5ff 87b282b54dc8d42a315b568c9adff 10. 48. 46. 29 CUCMB61
CAPF-t r ust CN=Ci sco Root CA 2048, O=Ci sco Systens

6f e4bd7d- 76f e- 1d19- 4e5e- 9cf a4f 073487 692c45e5f 81da30a779e73907el7ef 7f 10. 48. 46. 29 CUCMB61
Cal | Manager -t rust L=KRAKOW ST=MALOPOLSKA, CN=CAPF- 8480bdc7, OU=TAC, O=Cl SCO, C=PL

5a4e9685- e9c4- dc52- 586d- a36c927208b5 7612f 960153d6f 9f 4e42202032b72356 10. 48. 46. 29 CUCMB61
Cal | Manager -trust CN=CAP- RTP- 001, O=Ci sco Systens

3cf 492f a- e88e- e751- 040e- c31827870353 4a5d72eb7de2768c9d70260c8e3b4096 10. 48. 46. 29 CUCMB61

Cal | Manager L=KRAKOW ST=MALOPQOLSKA, CN=CUCMB61s, QU=TAC, O=Cl SCO, C=PL
5a4e9685- e9c4- dc52- 586d- a36c927208b5 7612f 960153d6f 9f 4e42202032b72356 10. 48. 46. 29 CUCMB61
CAPF-trust CN=CAP- RTP- 001, O=Ci sco Systens

3cf 492f a- e88e- e751- 040e- c31827870353 4a5d72eb7de2768c9d70260c8e3b4096 10. 48. 46. 29 CUCMB61

Phone- SAST-trust L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61s, OU=TAC, O=Cl SCO, C=PL

€380b725- 19b1- e3ec- 71bf - 1bb106d3d454 6a6967b3000000000003 10. 48. 46. 29 CUCMB61

Cal | Manager -trust CN=C sco Manufacturing CA O=C sco Systens

3cf 492f a- e88e- e751- 040e- c31827870353 4a5d72eb7de2768c9d70260c8e3b4096 10. 48. 46. 29 CUCMB61

Cal | Manager -trust L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61s, OU=TAC, O=Cl SCO, C=PL

cc7b18b3- 3a50- 3dch- 578a- 1ca50e076198 17226b84000000000012 10. 48. 46. 29 CUCMB61

Cal | Manager

CN=CUCMB61, OU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPOLSKA, C=PL, 2. 5. 4. 5=#134034346262356539376665336362306
239323739666339333332636639373830303863623132316337356532316231623263663234616537656237363963323
935

cc7b18b3- 3a50- 3dch- 578a- 1ca50e076198 17226b84000000000012 10. 48. 46. 30 CUCMB61s

Cal | Manager - t r ust

CN=CUCMB61, OU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPOLSKA, C=PL, 2. 5. 4. 5=#134034346262356539376665336362306
239323739666339333332636639373830303863623132316337356532316231623263663234616537656237363963323
935

cc7b18b3- 3a50- 3dch- 578a- 1ca50e076198 17226b84000000000012 10. 48. 46. 30 CUCMB61s

Phone- SAST- t rust

CN=CUCMB61, OU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPOLSKA, C=PL, 2. 5. 4. 5=#134034346262356539376665336362306
239323739666339333332636639373830303863623132316337356532316231623263663234616537656237363963323
935

a2735f 97- cbcO0- 81f 6- dadf - c145b657b22e 59dacc0lbeldbe84541bc8193a09267e 10. 48. 46. 30 CUCMB61s

Cal | Manager -t rust L=KRAKOW ST=MALOPOLSKA, CN=CAPF- 91e6eb10, OU=TAC, O=Cl SCO, C=PL

a2735f 97- cbcO0- 81f 6- dadf - c145b657b22e 59dacc0lbeldbe84541bc8193a09267e 10. 48. 46. 30 CUCMB61s

CAPF L=KRAKOW ST=MALOPOLSKA, CN=CAPF-91e6eb10, OU=TAC, O=Cl SCO, C=PL

a2735f 97- cbcO0- 81f 6- dadf - c145b657b22e 59dacc0lbeldbe84541bc8193a09267e 10. 48. 46. 30 CUCMB61s
CAPF-t r ust L=KRAKOW ST=MALOPOLSKA, CN=CAPF-91e6eb10, OU=TAC, O=Cl SCO, C=PL

9cbch782- c37d- 6f 63- 7608- 2f 51a683ceh6 609bf 431ad462f e12b4c571866458dee 10. 48. 46. 30 CUCMB61s

i psec L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL

9cbch782- c37d- 6f 63- 7608- 2f 51a683ceh6 609bf 431ad462f e12b4c571866458dee 10. 48. 46. 30 CUCMB61s

i psec-trust L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL



533dbbf c- 78ce- b46f - 7d64- cd2b7c536f 6d 42c86b2cf 293630f e27bbddc7f d02a39 10. 48. 46. 30 CUCMB61s

t oncat L=KRAKOW ST=MALOPCOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL

533dbbf c- 78ce- b46f - 7d64- cd2b7c536f 6d 42c86b2cf 293630f e27bbddc7f d02a39 10. 48. 46. 30 CUCMB61s

toncat -t rust L=KRAKOW ST=MALOPCOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL

839d761f - f 8e8- 695b- bf 1d- d08ce93b621le 6ecc7aa5a7032009b8cebcf 4e952d491 10. 48. 46. 30 CUCMB61s

tontat - trust CN=Veri Sign C ass 3 Secure Server CA - G3,OU=Ternms of use at

https://ww. verisign.comrpa (c)10, OU=Veri Sign Trust Network, O=Veri Sign\, Inc.,C=US
3c241del- 2eec- e63a- 667c-c07147e298d5 5ff87b282b54dc8d42a315h568c9adf f 10. 48. 46. 30 CUCMB61s

Cal | Manager-trust CN=Ci sco Root CA 2048, O=Ci sco Systens

3c241del- 2eec-e63a- 667c-c07147e298d5 5ff87b282b54dc8d42a315b568c9adf f 10. 48. 46.

CAPF-t r ust CN=Ci sco Root CA 2048, O=Ci sco Systens

5a4e9685- e9c4- dc52- 586d- a36¢927208b5 7612f 960153d6f 9f 4e42202032b72356 10. 48. 46.

Cal | Manager -trust CN=CAP- RTP- 001, O=Ci sco Systens

5a4e9685- e9c4- dc52- 586d- a36¢927208b5 7612f 960153d6f 9f 4e42202032b72356 10. 48. 46.
CAPF-trust CN=CAP- RTP- 001, O=Ci sco Systens

e380b725- 19b1- e3ec- 71bf - 1bb106d3d454 6a6967b3000000000003 10. 48. 46.
Cal | Manager -trust CN=C sco Manufacturing CA O=C sco Systens

cc7b18b3- 3a50- 3dch- 578a- 1ca50e076198 17226b84000000000012 10. 48. 46.
Cal | Manager
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CUCMB61s

CUCMB61s

CUCMB61s

CUCMB61s

CUCMB61s

CN=CUCMB61, OU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPQOLSKA, C=PL, 2. 5. 4. 5=#134034346262356539376665336362306
239323739666339333332636639373830303863623132316337356532316231623263663234616537656237363963323

935

3cf 492f a- e88e- e751- 040e- ¢31827870353 4a5d72eb7de2768c9d70260c8e3b4096 10. 48. 46. 30 CUCMB61s

Phone- SAST-trust L=KRAKOW ST=MALOPCLSKA, CN=CUCMB61s, QU=TAC, O=Cl SCO, C=PL

664b66C9- 485c- aedf - 9848- ed34616b8f e7 1461af 2a00000000000a 10. 48. 46. 30 CUCMB61s

Cal | Manager - t r ust

CN=TVGRTHC501, 1. 2. 840. 113549. 1. 9. 2=#130a54564752544843353031, 1. 2. 840. 113549. 1. 9. 8=#130d31302e313

0362e36352e323130, 2. 5. 4. 5=#130b46474c3137343732353241

6f e4bd7d- 76f e- 1d19- 4e5e- 9cf a4f 073487 692c45e5f 81da30a779e73907el7ef 7f 10. 48. 46. 30 CUCMB61s

Cal | Manager -t rust L=KRAKOW ST=MALOPOLSKA, CN=CAPF- 8480bdc7, QU=TAC, O=Cl SCO, C=PL

3cf 492f a- e88e- e751- 040e- ¢31827870353 4a5d72eb7de2768c9d70260c8e3b4096 10. 48. 46.

Cal | Manager -trust L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61s, OQU=TAC, O=Cl SCO, C=PL

6f e4bd7d- 76f e- 1d19- 4e5e- 9cf a4f 073487 692c45e5f 81da30a779e73907el7ef 7f 10. 48. 46.

CAPF L=KRAKOW ST=MALOPOLSKA, CN=CAPF- 8480bdc7, OU=TAC, O=Cl SCO, C=PL

3cf 492f a- e88e- e751- 040e- ¢31827870353 4a5d72eb7de2768c9d70260c8e3b4096 10. 48. 46.

Cal | Manager L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61s, OU=TAC, O=Cl SCO, C=PL

6f e4bd7d- 76f e- 1d19- 4e5e- 9cf a4f 073487 692c45e5f 81da30a779e73907el7ef 7f 10. 48. 46.

CAPF- t rust L=KRAKOW ST=MALOPOLSKA, CN=CAPF- 8480bdc7, OU=TAC, O=Cl SCO, C=PL

648651b6-f 175- 8307- 7d19- 810061b27eed 7da8a70f elb3a9bebe2f 85000498d935 10. 48. 46.

i psec L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61s, OU=TAC, O=Cl SCO, C=PL

0c27516¢- bb4e- dc88- 0bb9-f 672394b265f 5de78d9912f 1d88bel4b2472c6eb1865 10. 48. 46.

L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61s, OU=TAC, O=Cl SCO, C=PL

b98f c2a9-ff cl-31b2-f 793- 701a4b4b59c4 6cdbac937a099bf 9eaf 8324de5440ff 4 10. 48. 46.

Cal | Manager -trust L=KRAKOW ST=MALOPOLSKA, CN=CAPF- 0087c0a5, QU=TAC, O=Cl SCO, C=PL

abb18f 66- bf 72- 261d- 8ecd- bf cea02add4e 68052e2e9cd6c979079e6449f f 873031 10. 48. 46.

toncat -t rust L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61s, OU=TAC, O=Cl SCO, C=PL

abb18f 66- bf 72- 261d- 8ecd- bf cea02add4e 68052e2e9cd6c979079e6449f f 873031 10. 48. 46.

t oncat L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61s, OU=TAC, O=Cl SCO, C=PL

33a86281- 4f 7e- 2833- Oc4e- 12a9259b5f ea 484c2e9b1996a63e45e57dc067d68ec2 10. 48. 46.

Phone- SAST-trust L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL

311830a0- 8b8d- 2216- 7037-f 60940976dcd 353f b24bd70f 14a346¢c1f 3a9ac725675 10. 48. 46.

CAPF-trust CN=CAP- RTP- 002, O=Ci sco Systens

3f b48b23- 84e7- cecf - dd24- e38cbd32c20f 6249ccbedf 4df 00155ddcd482dac43e6 10. 48. 46.

Phone- SAST-trust L=KRAKOW ST=MALOPCLSKA, CN=CUCMB61, QU=TAC, O=Cl SCO, C=PL

311830a0- 8b8d- 2216- 7037-f 60940976dcd 353f b24bd70f 14a346¢c1f 3a9ac725675 10. 48. 46.

Cal | Manager -t rust CN=CAP- RTP- 002, O=Ci sco Systens

0c879119- 476e- c608- 049c- 03710c47cdd2 5a82belec30346af 4c295f b8f c41a7f 7 10. 48. 46.

Cal | Manager -trust CN=ci scol ab- AD- CA, DC=ci sco, DC=Il ab

e380b725- 19b1- e3ec- 71bf - 1bb106d3d454 6a6967b3000000000003 10. 48. 46.

CAPF- t rust CN=Ci sco Manufacturing CA O=Ci sco Systens

Ce qui précede peut étre trés utile pour résoudre les problémes liés a la synchronisation des

certificats entre la base de données et le systeme de fichiers.
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c. Pour vérifier la date d’expiration du certificat, vous pouvez utiliser la commande OpenSSL
(nécessite une racine) :

Exemple de rapport :

[root @UCMB61 certs]# openssl x509 -noout -dates -in tomcat.pem
not Bef ore=Aug 2 21:36:44 2014 GVI

not After=Aug 1 21:36:43 2019 GVI

[ root @UCMVMB61 certs]#

d. Pour vérifier la méme chose mais pour un certificat qui réside dans la base de données, vous
devez connaitre le numéro de série ou PKID du certificat que vous souhaitez vérifier. Pour
exécuter la tache, vous devez exécuter deux commandes de lot (il faut d’abord faire « su -
informix »).

echo "unload to 'cert_dumped_to_file' delimiter " " select certificate from certificate where
serialnumber = '6a6967b3000000000003"|dbaccess -e ccm9_1_2_10000_28

Les commandes ci-dessus créeront un fichier cert_dumped_to_file ou seront stockés les résultats
de la commande SQL. Il est important d’utiliser le nom correct de la base de données. |l se trouve
dans l'outil dbaccess (lors de la sélection de la connexion de base de données).

La deuxiéeme commande est utilisée pour afficher la date :
sed 's/\V/g' cert_dumping_to_file | openssl x509 -noout -dates

Exemple de rapport :

[ root @UCVMB61 certs]# su - informx
-bash-3. 2% echo "unload to 'cert_dumped to_file' delimiter " " select certificate from
certificate where serialnumber = '6a6967b3000000000003'" |dbaccess -e ccm9_1 2 10000_28

Dat abase sel ect ed.

unload to 'cert_dunped_to file' delimter select certificate fromcertificate where
seri al nunber = '6a6967b3000000000003'

1 row(s) unl oaded.

Dat abase cl osed.
-bash-3.2$% sed 's/\\//g' cert_dumped to_file | openssl x509 -noout -dates

not Bef ore=Jun 10 22:16: 01 2005 GMI
not After=May 14 20:25:42 2029 GVI

5 C Vérification du certificat du service CCM

CallManager en tant que service doit vérifier le certificat du client pour la liaison efficace TLS/SSL
avec le téléphone ou la passerelle.

Les erreurs se trouvent dans les traces SDL/SDI accompagnées d’un code d’erreur faisant
référence a la bibliotheque OpenSSL :



00370874.000 ]09:50:27.713 |ApplInfo |[SAISSLTCPListener::verify_cb pre-verify=0, errno de
vérification cert=20, deep=0

00370875.000 |09:50:27.713 |Appinfo |HandleSSLError - Echec de la vérification du certificat :
(Erreur de veérification : 20)- Impossible d'obtenir le certificat de I'émetteur local pour
192.168.255.95:52089

Liste des codes d’erreur OpenSSL :

https://www.openssl.org/docs/apps/verify.htmI#DIAGNOSTICS

Lorsque vous générez des certificats signés de I'autorité de certification, assurez-vous qu’ils sont
générés avec l'utilisation correcte de la clé comme demandé dans la demande CSR, sinon ils
risquent de ne pas étre vérifiés correctement :

http://www.cisco.com/c/en/us/td/docs/voice ip_comm/cucm/cucos/8 6 1/cucos/osg 861 cmliptpc
h6.html#wp1055278

CUCM utilise OpenSSL Library pour les opérations de certificats afin que vous puissiez vérifier
manuellement le certificat sous racine. L’exemple de certificat Tomcat signé par une autorité de
certification externe est présenté ci-dessous :

[root @ucrpub trust-certs]# |s -1 e87b20d3.0
I rwxrwxrwx 1 certbase ccnbase 31 Jul 8 00: 01
e87b20d3. 0 -> nol szowy- W N- VBHGEMVBHOU- CA. pem

[root @ucrpub trust-certs]# cd /usr/local/platform.security/tontat/certs
[ root @ucrpub certs]# openssl verify -CApath /usr/local/platform .security/toncat/trust-certs
tonctat. pem

tontat. pem K

5.D. Vérification de Truststore et Keystore de Tomcat
Tomcat peut utiliser deux applications SSL différentes :

- JSSE fournie dans le cadre de I'exécution Java (depuis 1.4)
- APR, qui utilise le moteur OpenSSL par défaut.

Quelle implémentation SSL est utilisée par Tomcat peut étre vérifiée dans server.xml (situé dans
/usr/local/Thirdparty/jakarta-tomcat/conf) fichier de configuration sous la configuration du
connecteur HTTPS - les keystores sont utilisés par I'implémentation JSSE, les certificats dans
pem/der-form sont utilisés par I'implémentation APR :

<Connector SSLEnabled=« true » URIEncoding=« UTF-8 » acceptCount=« 100 » ciphers=«
TLS ECDHE_RSA WITH_AES _256_GCM_SHA384,

TLS ECDHE_RSA WITH_AES 128 GCM_SHA TLS_RSA_WITH_AES_256_CBC_SHA,

TLS DHE_DSS WITH_AES 256 _CBC_SHA, TLS_RSA WITH_AES_128 CBC_SHA,

TLS DHE_RSA WITH_AES_ 128 CBC_SHA, SSL_RSA _WITH_3DES_EDE_CBC_SHA,
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA » clientAuth=« false » disableUploadTimeout=«
frue » enableLookups=« false »
keystoreFile="/usr/local/platform/.security/tomcat/certs/tomcat.keystore" keystorePass =« p
keystoreType=« PKCS12 » maxHttpHeaderSize=« 8192 » maxSpareThreads=« 150 »
maxThreads=« 150 » minSpareThreads=« 25 » port=« 4 » protocole43 » protocol=« HTTP/1.1 »
pattern=« https » secure=« true » server=""sessionTimeout=« 3600 » ssIProtocol=« TLSv1.2 »


https://www.openssl.org/docs/apps/verify.html#DIAGNOSTICS
http://www.cisco.com/c/fr_ca/td/docs/voice_ip_comm/cucm/cucos/8_6_1/cucos/osg_861_cm/iptpch6.html#wp1055278
http://www.cisco.com/c/fr_ca/td/docs/voice_ip_comm/cucm/cucos/8_6_1/cucos/osg_861_cm/iptpch6.html#wp1055278

sessionCacheSize=« 10000 »/>

Le certificat qui s’affiche lorsque vous tentez d’établir la connexion a I'une des applications Web
hébergées par Tomcat se trouve dans une banque Keystore protégée par mot de passe :

/usr/local/platform/.security/tomcat/certs/tomcat.keystore
Ce Keystore est accessible avec OpenSSL pour vérifier son contenu :

openssl pkcs12 -in /usr/local/platform/.security/tomcat/certs/tomcat.keystore -info -password
file:/usr/local/platform/.security/tomcat/keys/tomcat.passphrase

La sortie de la commande ci-dessus permet d’afficher le certificat de Tomcat codé en PEM, ainsi
gu’une clé privée une fois que keystorePass est saisi dans une invite.

Les services hébergés Tomcat, qui ont besoin d’'une vérification des certificats pour les
connexions sortantes SSL (telles que la connexion sécurisée a LDAP par IMS), utilisent tomcat-
trust.keystore en tant que stockage de confiance pour la vérification des certificats présentés par
le serveur pendant I'échange de certificats SSL.

Emplacement de la banque de confiance Truststore :
/usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore

Obtenir la liste des certificats de trust-store :

openssl pkcs12 -in /usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore -info -
password file:/usr/local/platform/.security/tomcat/keys/tomcat-trust.passphrase

Déchargez les certificats de Trust-Store vers le fichier temporaire et affichez-les tous en méme
temps :

openssl pkcs12 -in /usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore -info -
password file:/usr/local/platform/.security/tomcat/keys/tomcat-trust.passphrase 2>dev/null
1>/root/tomcat-trust.pem

openssl crli2pkcs7 -nocrl -certfile /root/tomcat-trust.pem | openssl pkcs7 -print_certs -noout-text
Si le certificat, qui doit étre dans Truststore, est manquant, il peut étre importé dans le Keystore :
keytool -importcert -file somecert.pem -storetype pkcs12 -keystore
/usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore -storepass $(cat

/usr/local/platform/.security/tomcat/keys/tomcat-trust.passphrase)

Si la banque de confiance trust-store est endommagée dans son ensembile, il est possible de la
restaurer avec le script suivant :

# !/ bin/bash
mv /ustr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore{,.bak}

passphrase=$(cat /usr/local/platform/.security/tomcat/keys/tomcat-trust.passphrase)



for f in /usr/local/platform/.security/tomcat/trust-certs/*.pem

do

echo "Processing $f"

/usr/local/thirdparty/java/j2sdk/bin/keytool -importcert -keystore
/usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore -alias "$(basename

${f% %.pem})" -noprompt -storepass $passphrase -storetype pkcs12 -providername JsafeJCE -
providerclass com.rsa.jsafe.provider.JsafeJCE -providerpath
/usr/local/thirdparty/java/cryptojFIPS.jar -file "$f"

done

chown certbase : ccmbase /usr/local/platform/.security/tomcat/trust-certs/tomcat-trust. keystore
chmod 755 /usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore

chcon —reference="/usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore.bak’
/usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore

Le texte d’un script peut étre enregistré dans un fichier et exécuté de la maniéere suivante :

bash /root/truststore_repair.sh
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