Configurer les noms de domaine UTF-8 (IDN)
dans 14.X
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Introduction

Ce document décrit comment configurer et utiliser la nouvelle fonctionnalité IDN (International
Domain Name) UTF-8 ajoutée a Secure Email Gateway (ESA) et a Secure Email Cloud Gateway
(CES) dans le code 14.x

Contribué par Anvitha Prabhu et Libin Varghese, ingénieur TAC Cisco.

Conditions requises

Cisco vous recommande de prendre connaissance des rubriques suivantes :

Concepts et configuration ESA

Components Used



Les informations de ce document sont basées sur AsyncOS pour ESA 14.0 et versions
ultérieures.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Si votre réseau
est en ligne, assurez-vous de bien comprendre l'incidence possible des commandes.

Langues prises en charge dans 14.x pour la prise en charge IDN

Langues régionales indiennes

Hindi, tamoul, Telugu, Kannada, Marati, le Punjabi, le Malayalam, le Bengali, Gujarati, ourdou,
Assamais, népalais, Bangla, Bodo, Dogri, Cachemire, Konkani, Maithili, Manipuri, Oriya, Sanskrit,
Santali, Sindhi, Tulu.

Langues européennes/asiatiques

Allemand, frangais, russe, japonais, ukrainien, coréen, espagnol, italien, chinois, néerlandais, thai,
arabe, kazakh

Formats pris en charge par IDN
- Domaine IDN complet : 3 7 3 T & af TT@ST ., @.

- Domaine IDN partiel : T &, 033 Twe.&4%
- ASCII, combinaison IDN : test@sft & .31 &

Ou est prise en charge IDN ?

Routes SMTP

Accédez a Réseau -> Routes SMTP -> Add Route -> Add the IDN domain -> Submit -> Commit



4
] Monitor Mail Policies Security Services Network System Administration

Add SMTP Route

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... a

b Centralized Management Options

SMTP Route Settings

Receiving Domain: () i:-i'ri?ﬂn

Destination Hosts:

Priority (2) Destination (7) Port Add Row
e | [0 10.1.1.1 |25 i

(Hostname, IPv4 or IPv6 address.)

Outgoing SMTP Authentication: | No outgoing SMTP authentication profiles are configured. See Network > SMTP Authentication

Note: DANE will not be enforced for domains that have SMTP Routes configured.

Domaines DNS

Nous pouvons ajouter ou modifier des domaines IDN dans des serveurs DNS.

Accédez a Réseau -> DNS -> Modifier les parametres -> Ajoutez le domaine IDN sous
"remplacements de serveur DNS secondaire”
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Edit DNS

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... a

I Centralized Management Options

DNS Server Settings

DNS Servers: (@ Use these DNS Servers

Priority |2/ | Server IP Add Row
fo [10.0.201.2 o
[ [t0.0.201.12 w

Alternate DNS servers Overrides (Optional):
Domain(s) DNS Server IP Address Add Row
[Fror. 5 [10.1.1.4 w

i.e., example.com, i.e., 10.0.0.3
exampiled.com

Alternate DNS servers Overrides (Optional):
Domain DNS Server FQDN DNS Server IP Address

i.e., example. com i.e., dns.example.com ie, 10.0.0.3

Interface for DNS Traffic: | aAute B

Wait Before Timing out Reverse DNS Lookups: Izu

NOTE:

‘les domaines IDN publics sont résolus par le serveur DNS racine public/Internet.

Domaines IDN locaux - : Dans le serveur DNS local, créez des fichiers de zone avec des
enregistrements au format code postal équivalent aux domaines IDN [ex :
xn—2scrj9c.xn—2scrj9c.] pour gérer la résolution des noms de domaine IDN locaux.

Ecouteur - RAT/HAT

Nous pouvons utiliser la prise en charge IDN dans :

- Ecouteurs entrants/sortants -> Ajouter/modifier des domaines IDN dans le domaine par défaut
- HAT/RAT ->Ajouter/modifier des domaines IDN dans HAT/RAT
- Importer/exporter des tables HAT/RAT avec IDN

Pour configurer la table d'accés aux destinataires (RAT) avec IDN, accédez a Politiques de

messagerie -> Table d'accés aux destinataires (RAT) et cliquez sur Ajouter un destinataire ->
Ajouter le domaine IDN -> Envoyer -> Valider



Recipient Access Table Overview

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... B

I Centralized Management Options

Overview for Listener: Items per page
All
Order | Recipient Address Default Action Delete
1 | humaaralab.com Accept
2 | doosralab.com Accept
All Other Recipients Reject
| Edit Order... || Export RAT... |

Pour configurer les groupes d'expéditeurs de la table d'acces héte (HAT) avec des domaines IDN,
accédez a Politiques de messagerie -> Vue d'ensemble de HAT -> Ajouter un nouveau groupe
d'expéditeurs -> Soumettre et ajouter des expéditeurs avec le nom d'héte IDN -> Soumettre ->

Sender Group: IDN_Support - Incoming

Success — Sender "FHA.¥H" was added.

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... 8

b Centralized Management Options

Sender Group Ssttings

Name: | IDN_Support
Order: | 9
Comment: | IDN Support
Policy: | ACCEPTED
SBRS (Optional): | Not in use

External Threat Feed (Optienal): = None
For IP lookups only

DNS Lists (Optional): | None

Connecting Host DNS Verification: | None Included

<< Back to HAT Overview ] Edit Settings. .. I
Find Senders that Contain this Text: (7 | m
Sender List: Display All Items in List Items per page
Add Sender... ]
All
Comment Delete

idn sender

<<« Back to HAT Overview ]

NOTE: Vous pouvez suivre le méme processus pour modifier n'importe quel groupe d'expéditeurs



et ajouter les domaines IDN.

Politiques de courrier entrant/sortant - Expéditeur/Récepteurs

Pour configurer les stratégies de messagerie entrante pour gérer IDN, accédez a Politiques de
messagerie -> Ajouter une stratégie -> Fournir un nom de stratégie -> Ajouter des utilisateurs

Vous pouvez choisir d'utiliser des domaines IDN a la fois dans I'expéditeur/le destinataire ou
essayer n'importe quelle combinaison ->Soumettre ->Valider



Incoming Mail Policies

Made —Clusber: E2A_BETA_CLUSTER

= Centrahzed Mansjement Dpbans

Fedlpwing Groders

Following Seaders aro Mot

Empd Address:
Sl et S

o

(6.0 UEeABename Com, Lel, BeraTele oo, L el o)

LD Grgau;

Cuiery:  LDAP.groug H

Greup: _Add @J Bemove |

Charge Mods. .

&y Pacipanl

ol eg Red peens

Sy P AT 2l

o

fo_g. wierflerrmple.com, waerll. Pevama's oo, B orample.com )

Clsto Seourity Asmareness nol cosfigured.

LDAP &5 tray
Guerys  LDAR group B

Growe: | Ags Grgup || Remgun

Following Recipients are Mot

Erunil Saddrees

e @ iAEnPeT AT, oo, e, Perampde ooen, B arampds, ooam ]
LOAP Groep

Gaary

Grvap hod Group | REmave




Add Incoming Mail Policy [
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NOTE: Vous pouvez suivre le méme processus pour les stratégies de messages sortants.

Table des exceptions

Pour ajouter des noms de domaine IDN a la table des exceptions, accédez a

Stratégie de messagerie -> Table d'exceptions -> Ajouter une exception de vérification de
I'expéditeur -> Ajouter les domaines IDN -> Envoyer -> Valider

Add Sender Verification Exception

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... B

# Centralized Management Options

Sender Verification Exception

Exception:

, user@, @example.com, @.example.com, @{1.2.3.4]) |

Order: | |1 (of 1)

Behavior: | @ Allow

Reject
SMTP Code: Il-‘ 53
SMTP Text: Ir:wcl-)p:: sender <$EnvelopeSender> rejected

Concel
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Sender Verification Exception Table

[ Success — Entry was added ]

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... a

b Centralized Management Options

Find Sender Verification Exception

Search for Email Address: (2) | | Find

Sender Verification Exception Table
Add Sender Verification Exception... | Clear All Sender Verification Excaptions

Order | Exception Behavior | SMTP Response Delete
1 | @dtEam Allow N/A T}

Listes d'adresses

Pour ajouter des noms de domaine IDN a la liste d'adresses, accédez a

Politique de messagerie -> Liste d'adresses -> Ajouter une liste d'adresses -> Entrez les domaines
IDN dans la zone -> Soumettre -> Commit

ﬁ Monitor Mail Policies Security Services MNetwork Systern Administration

Add Address List

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... a

i Centralized Management Options
New Address List Details
s———p Address List Name: IIDN-SUD port

——p Description: | |IDN-Support-test

List Type: Full Email Addresses only
Domains only
IP Addresses only

O All of the above

Addresses: AT, sqm@cinge.ded, @) efg.: user@example.com, user@, @example.com,
@ e 24(1.2.3.4], @.example.com




Address Lists

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... [ 2]

I Centralized Management Options

Address Lists

Add Address List...
All

Address List Name Description Used for Addresses Delete

IDN-Support IDN-Support-test (3) sy @oinEe.Aed, @A, .

Controles de destination

Pour ajouter des noms de domaine IDN au contréle de destination, accédez a

Politiques de messagerie -> Controles de destination -> Ajouter une destination -> Vous pouvez
ajouter le nom de domaine IDN -> Envoyer -> Valider

ﬁ Monitor Mail Policies Security Services Network System Administration

Add Destination Controls

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... a

b Centralized Management Options

Destination Controls

Destination:

IP Address Preference: | pefault (IPv6 Preferred) B

Lirits: Concurrent Use Default (500)
Connections: | @ Maximum of |500 (between 1 and 1,000)
Maximum Messages Per Use Default (50)
Connection: | @ Maximum of |50 (between 1 and 1,000)
Recipients: | @ Use Default (Mo Limit)
Maximum of |0 feo

Number of recipients between 0 and 1,000,000,000
per number of minutes between 1 and 60

Apply limits: | Per Secure Email hostname:
D System Wide
Each Virtual Gateway
(recommended if Virtual Gateways are in use)

TLS Support: Default (None) [+]
DANE Support: (7)
Bounce Verification: Perform address tagging: @ Default (No)

No
Yes

Applies only if bounce verification address tagging is in use. See Mail Policies > Bounce Verification.

Bounce Profile: Default B

Bournce Profile can be configured at Network > Bounce Profiles.

Note: DANE will not be enforced for domains that have SMTP Routes configured.

Conce =0




Destination Controls

FUCCESS — Your changes have been committed. l

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... a8

I Centralized Management Options

Destination Control Table Items per page [ERIILE)
Add Destination... I Import Table
All

Domain = IP Address Preference Destination Limits TLS Support | DANE Support ~ | Bounce Verification * | Bounce Profile | Delete

Default connection limit,
doosralab.com Default 50 messages per connection, | Required Default Default Default
Default recipient limit

Default connection limit,
humaaralab.com = Default 50 messages per connection, | Required Default Default Default
Default recipient limit

500 concurrent connections,
EiEER Default 50 messages per connection, | Default Default Default Default
Default recipient limit

500 concurrent connections,
Default IPv6 Preferred 50 messages per connection, | None None Off Default
No recipient limit

| Expaort Table m

* Bounce Verification settings apply only if bounce verification address tagging is in use., See Mail Policies > Bounce Verification.
*~ DANE will not be enforced for domains that have SMTP Routes configured.

Global Settings

Certificate: | Client-Cert

Send an alert when a required TLS connection fails: | Enabled

Edit Global Settings... | ‘

Profils de renvoi

Le destinataire des messages de renvoi et d'avertissement peut étre configuré avec le nom de
domaine IDN sous Profils de renvoi.

Accédez a Network -> Bounce Profiles -> Add Bounce Profile -> Enter name -> Configure the
values for bounce Profile -> For Recipient for Bounce and Warning Messages -> Select Atlernate
address et vous pouvez choisir d'utiliser I'adresse de domaine IDN.
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Add Bounce Profile

Mude —Cluster: ESA_BETA_CLUSTER

b Centralized Maragerant Optisea

Pimbwmnrs

System Adminmirabon

Charoe Mods...

Prafil Mama:

Meximum Number of Retries:

Maaimam Time in Queud:

Entinl Time to Wait per Message:

Faximum Time te Wait per Message:

Hard Baurce and Deley Warning Messages:

[pomceon |
—

(Betwean O and 100001

255200 saronds

(fwtmeen I and 30000060

0 sefonds
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600 mernnds

(betwean 60 and 85400)
Send Hard Baunce Messages:

Llme Dtk [Yox] £ s Mo
Lse DSM farmat for Bunit Messdges:

Lise Detmult (ras) ) Yes 21

Mezzace Composition
Messege Subject:

|De|NEf'f Etatus Motification (Fallure)

Parse DSH "Status” Nekd Yes O Mo

from bounoe resmerses

Metification Termglabe:

Use Defaailk (Noj

Message Lang.ispe Template

Cefault a
Send Delyy Waming Messages:
Uses Defadt (No) Yes O Mo
Message Composition
Meszage Subject: |Bebviry Status Mot ification {Duliy}

Hnhficstinn Tempiste

Message Language Terplate

Minimum Interval Betmeen Mestages: 1440 seconds

—

Maximum Muifber of Hesasses 0o Send.:

Rustipierd. for Boune and Wareng Mussge:

Mesage werder

O Alvemate: I Wi ¥

Use Demain Key Signing far Bounce and Delay Messages:
O Usa Dafaudt [N} Mo

There is Ao signing profile matohing bowunce from sddress MATLER -DAEMOMNE
AppmArate ngning profiks

Yes

Bounce Natifcalion Termplare can be deiined af Ml Pabicles = Texl Mesources.

System Genersted B | ©F =}

Reramom fnhficafses Templete car be definec st Mad Poiicery > Tedt Resourcer,

NOTSET__.

Fruveew Delete

Audd Roe |

Previem Delete

= |

Aedd R

Eouoe messages will not be signad untd you create

LDAP

Vous pouvez maintenant avoir les requétes LDAP accept/group avec les noms de domaine IDN

comme indiqué dans l'image.



Incoming Mail Policies

O Any Sender If one or more conditions match VI

@® Following Senders (O Any Recipient

Q Following Senders are Not ® Following Recipients
Email Address: BRFe
—

(e.g. user@example.com, user@, @example.com, @.example.com)

(e. g. user@example.com, user@, @example.com, @.example.com)
Cisco Security Awareness not configured.

LDAFP Group:
Query: | openLdapl.group | LDAP Group:
Group: | Add Group || Remove | Query: | openldapl.group |

Group: | Add Group || Remove

Idap(CN=samlusergroup,CN=Users,DC=samladfs, DC=com,WinLDAP.group)

Idap{CN=4TTd,CN=Users,DC=samladfs, DC=com,WinLDAP.group)

4

|

Quarantaine du spam local

Vous pouvez voir la quarantaine SPM locale qui affiche les noms de domaine IDN dans l'adresse
e-mail/domaines/objet de l'utilisateur



Note: For best performance your search should contain an envelope recipient.
Today
Messages Received: (@ Last 7 days
_)Date Range: | and
Where [From || Contains vl
Envelope Recipient(?) [Is w1 |
[ Clear Search ] 14 items found

Search Results Items per page

Displaying 1 — 14 of 14 items.

|_I|| From | Envelope Recipient To | Subject Date w» Size
O anvitha@doosralab.com [SUSPICIOUS MESSAGE] this is to test policy 10 Feb 2021 16:30 (GMT -06:00) | 3.6K
i * R medta.EE Please read as this is very eréirmy mubuEEmetr for both the countries. h 09 Feb 2021 21:49 (GMT -06:00) | 7.3K
_ * BUTRETT2@v 7 —.com this is japanese test S 2178385 T T 09 Feb 2021 21:37 (GMT -06:00) | 3.5K
I FESeER.E Please read as this is very eeiimy miuSEmstr for both the countries. 09 Feb 2021 21:18 (GMT -06:00) | 3.4K
’t * {FES2QIEEL.E Please read as this is very et mUSEEMEa for both the countries. 09 Feb 2021 17:13 (GMT -06:00) | 7.6K
[ anvitha@humaaralab.com Please read as this is very sy mibySEmetr for both the countries. 09 Feb 2021 17:11 (GMT -06:00) | 8.8K
O anvitha@humaaralab.com Please read as this is very ersny sy SEMe for both the countries 255 . 09 Feb 2021 17:02 (GMT -06:00) | 4.7K
— anvitha@humaaralab.com Please read as this is very eréir mbUSEEMET for both the countries, 09 Feb 2021 17:00 (GMT -06:00) | 5.1K
I anvitha@humaaralab.com Please read as this is very ZRESRID S0 @073 for both the countries. | 09 Feb 2021 16:54 (GMT -06:00) | 5.2K
n anvitha@doosralab.com this is a test 09 Feb 2021 16:01 (GMT -06:00) | 3.3K
— anvitha@humaaralab.com Please read as this is very eréir mUSBmer for both the countries 595 . 09 Feb 2021 15:49 (GMT -06:00) | 8.1K
I anvitha@humaaralab.com Please read as this is very ereiimy mibySEEmstr for both the countries. 09 Feb 2021 15:41 (GMT -06:00) | 8.8K
O anvitha@humaarzalab.com Please read as this is very 31 for both the countries. 08 Feb 2021 21:53 (GMT -06:00) | 5.0K
] anvitha@humaaralab.com Please read as this is very 3741 for both the countries. 08 Feb 2021 21:47 (GMT -06:00) | 3.9K

NOTE: La quarantaine PVO locale affiche un comportement similaire a celui de la quarantaine du
spam.

Vérification et dépannage

1) Les rapports sur ESA et SMA (Secure Email and Web Manager) prennent désormais en charge
IDN. Nous pouvons voir les noms d'utilisateur/domaine/adresse e-mail au format IDN sur les
rapports

Accédez a Surveillance -> Utilisateurs internes
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2) Dans Suivi des messages, nous pouvons voir le nom de domaine IDN et également filtrer avec
les domaines IDN/noms d'utilisateurs/adresse de messagerie

Available Time Range: 16 Jun 2020 18:00 to 12 Feh 2021 08: 19 (GMT -06:00) Data in time range: 87.98% complete

ﬁ Envelope Sender: (2) Contains I"‘w"‘:@ﬁQ e
Envelope Recipient: (7) Begins With v |

Subject: | | Begins With v ||

Message Received: ) Last Day @ Last Week O Custom Range

Start Date: Time: d End Date: Time:
|c|2ms;2c|21 IEID:EID and Tpa/12/2021 08:20 (GMT -06:00)

b Advanced | Search messages using advanced criteria

Generated: 12 Feb 2021 08:21 (GMT -06:00) Export All... | Export..
Results Items per page

Displaying 1 — 15 of 15 items.

1 11 Feb 2021 13:42:13 (GMT -06:00) MID: 23579661 HOST: ESA1-EFT (10.0.202.17) Show Details ¥
SENDER: 83:) F@OIREA.Ee3 —
RECIPIENT: anvitha@humaaralab.com
JBIECT:  Please read as this is very 496 ¢ 0009000000 000000000 000000000000 00000 000GV 0000..
LAST STATE: Message 23579661 to anvitha@humaaralab.com received remote SMTP respor
2 11 Feb 2021 10:13:55 (GMT -06:00) MID: 23579651 HOST: ESA1-EFT (10.0.202.17) Show Details I
SENDER: ) FoDRIREL. 503
RECIPIENT: anvitha@humaaralab.com
SUBJECT:  Please read as this is very 999 e¢ 0090990900000 009000000000000000000000000 000000000
LAST STATE: Message 23579651 to anvitha@humaaralab.com received remote SMTP respor
3 09 Feb 2021 17:09:49 (GMT -06:00) MID: 23570342 OST: ESA1-EFT (10.0.202.17) Show Details &=

o) Fe@oie®me. Bed
anvitha@humaaralab.com

Please read as this is very § 900640 009900000 9000900000000 000000000 0000000 000000000 ..

STATE: A new message 23570347 was generated to handle bounce of message 23570:
4 09 Feb 2021 16:59:11 (GMT -06:00) MID: 23570318 HOST: ESA1-EFT (10.0.202.17) Show Details I

3) Utilisez la commande CLI grep ou tail pour afficher "mail_logs" et nous voyons les domaines
IDN dans les journaux



Mon Feb 8 21:47:11 2021 Info: Start MID 23569633 ICID 148853
Mon Feb 8 21:47:11 2021 Info: MID 23569633 ICID 148853 From:

<@.>

Mon Feb 8 21:47:19 2021 Info: MID 23569633 ICID 148853 RID 0 To: <test@lab.com>

Mon Feb 8 21:47:52 2021 Info: MID 23569633 Subject 'Please read as this is very for both the
countries.'

Mon Feb 8 21:47:52 2021 Info: MID 23569633 SDR: Domains for which SDR is requested: reverse DNS
host: sample.host.com, helo: lab.com, env-from: ., header-from: Not Present, reply-to: Not

Present

Mon Feb 8 21:47:53 2021 Info: MID 23569633 SDR: Consolidated Sender Reputation: Tainted, Threat
Category: N/A, Suspected Domain(s) : lab.com. Youngest Domain Age: 3 months 29 days for domain:
lab.com

Mon Feb 8 21:47:53 2021 Info: MID 23569633 SDR: Tracker Header
87dSxFENYdSi10ahrxSUZFOrdpenKiF6J2uKiPf+SFKCtj52hNCpe6LDQ8UFALliGnUDA7FsuXLvHTcaATt 6AKG4APWLpwEeo/d
cIPBUOdxB48=

Mon Feb 8 21:47:53 2021 Info: MID 23569633 ready 605 bytes from

<@.>
Mon Feb 8 21:47:53 2021 Info: MID 23569633 matched all recipients for per-recipient policy
DEFAULT in the inbound table
Mon Feb 8 21:47:53 2021 Info: MID 23569633 interim verdict using engine: CASE spam positive
Mon Feb 8 21:47:53 2021 Info: MID 23569633 using engine: CASE spam positive
Mon Feb 8 21:47:53 2021 Info: ISQ: Tagging MID 23569633 for quarantine
Mon Feb 8 21:47:53 2021 Info: MID 23569633 interim AV verdict using McAfee CLEAN
Mon Feb 8 21:47:53 2021 Info: MID 23569633 interim AV verdict using Sophos CLEAN
Mon Feb 8 21:47:53 2021 Info: MID 23569633 antivirus negative
Mon Feb 8 21:47:53 2021 Info: MID 23569633 AMP file reputation verdict : SKIPPED (no attachment
in message)
Mon Feb 8 21:47:53 2021 Info: MID 23569633 using engine: GRAYMAIL negative
Mon Feb 8 21:47:53 2021 Info: MID 23569633 Custom Log Entry: SDR Age is less than 1 Year
Mon Feb 8 21:47:53 2021 Info: MID 23569633 Outbreak Filters: verdict negative
Mon Feb 8 21:47:53 2021 Info: MID 23569633 Message-ID '<d35764$mf971@esal.lab.com>"'
Mon Feb 8 21:47:53 2021 Info: MID 23569633 queued for delivery
Mon Feb 8 21:47:53 2021 Info: New SMTP DCID 250225 interface 10.0.202.17 address 10.0.201.5
port 6025

Mon Feb 8 21:47:53 2021 Info: DCID 250225 STARTTLS command not supported

Mon Feb 8 21:47:53 2021 Info: Delivery start DCID 250225 MID 23569633 to RID [0] to offbox
IronPort Spam Quarantine

Mon Feb 8 21:47:53 2021 Info: Message done DCID 250225 MID 23569633 to RID [0] (external
quarantine)

Mon Feb 8 21:47:53 2021 Info: MID 23569633 RID [0] Response 'ok: Message 27293054 accepted’
Mon Feb 8 21:47:53 2021 Info: Message finished MID 23569633 done

Mon Feb 8 21:47:58 2021 Info: DCID 250225 close

Informations connexes

. Cisco Email Security Appliance - Guides de l'utilisateur final
- Support et documentation techniques - Cisco Systems



http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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