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Introduction

Ce document décrit comment enregistrer des en-tétes de messages traitées par I'appliance de
sécurité du courrier électronique de Cisco (ESA).

Comment vont-elles les en-tétes de message de log | ?

Dans certains cas, il est utile d'enregistrer la présence et le contenu des en-tétes de message car
ils traversent I'appliance. Vous spécifiez les en-tétes pour enregistrer par l'intermédiaire du
logconfig > des logheaders. L'ESA enregistrera les en-tétes de message spécifiées dans les logs
de messagerie des textes d'lronPort, des logs de la livraison d'lronPort, et des logs de rebond
d'lronPort. Si I'en-téte est présente, le systéeme enregistre le nom de l'en-téte et de la valeur. Les
informations d'en-téte recored apres les informations de livraison.

Est ci-dessous un exemple de la fagon activer se connecter pour enregistrer n'importe quel
message avec les en-tétes X-IPAS-résultat et X-IronPort-poids du commerce :

ny_esa. | ocal > | ogconfig

Currently configured | ogs:

Log Nane Log Type Retrieval Interval

anp AWP Engi ne Logs Manual Downl oad None

anpar chi ve AVP Archive Manual Downl oad None

anti spam Anti - Spam Logs Manual Downl oad None

antivirus Anti-Virus Logs Manual Downl oad None

asarchive Anti-Spam Archive Manual Downl oad None

aut henti cation Authentication Logs Manual Downl oad None
avarchive Anti-Virus Archive Manual Downl oad None
bounces Bounce Logs Manual Downl oad None

cli_logs CLI Audit Logs Manual Downl oad None

encryption Encryption Logs Manual Downl oad None
error_logs IronPort Text Mail Logs Manual Downl oad None
euq_l ogs Spam Quar antine Logs Manual Downl oad None
euqgui _| ogs Spam Quarantine GJ Logs Manual Downl oad None
ftpd_|l ogs FTP Server Logs Manual Downl oad None

gui _| ogs HTTP Logs Manual Downl oad None
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16. mail _logs IronPort Text Ml Logs Manual Downl oad None
17. mail _l ogs_copy lronPort Text Miil Logs SCP Push - Host
192. 168. 0. 200: Port 22None

18. repeng Reputation Engi ne Logs Manual Downl oad None

19. reportd_l ogs Reporting Logs Manual Downl oad None

20. reportqueryd_l ogs Reporting Query Logs Manual Downl oad None
21. scanning Scanni ng Logs Manual Downl oad None

22. slbld_logs Safe/Block Lists Logs Manual Downl oad None
23. snnp_l ogs SNWP Logs Manual Downl oad None

24. sntpd_l ogs NTP | ogs Manual Downl oad None

25. status Status Logs Manual Downl oad None

26. system.|ogs System Logs Manual Downl oad None

27. trackerd_l ogs Tracki ng Logs Manual Downl oad None

28. updater_l ogs Updater Logs Manual Downl oad None

29. upgrade_l ogs Upgrade Logs Manual Downl oad None

Choose the operation you want to perform
- NEW- Create a new | og.

- EDT - Mudify a |l og subscription.

- DELETE - Renove a | og subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to |og.

- HOSTKEYCONFI G - Configure SSH host keys.
[1> | ogheaders

Pl ease enter the list of headers you wish to record in the
log files.

Separate nultiple headers with commas.

[1> X-1PAS-Result, X-lronPort-AV

En revenez a la demande principale CLI, et commettez/toutes les modifications.

Quand vous passez en revue les mail_logs, vous verrez les résultats des en-tétes maintenant
injectées dans les logs comme configureés :

ny_esa. |l ocal > | ogconfig

Currently configured | ogs:

Log Nanme Log Type Retrieval Interval

anp AMP Engi ne Logs Manual Downl oad None

anpar chi ve AVMP Archi ve Manual Downl oad None

anti spam Anti - Spam Logs Manual Downl oad None

antivirus Anti-Virus Logs Manual Downl oad None

asar chive Anti-Spam Archi ve Manual Downl oad None

aut henti cation Authentication Logs Manual Downl oad None
avarchive Anti-Virus Archive Manual Downl oad None
bounces Bounce Logs Manual Downl oad None

cli _logs CLI Audit Logs Manual Downl oad None
encryption Encryption Logs Manual Downl oad None
error_logs IronPort Text Miil Logs Manual Downl oad None
euq_l ogs Spam Quar anti ne Logs Manual Downl oad None
euqgui _I ogs Spam Quarantine GJ Logs Manual Downl oad None
ftpd_|l ogs FTP Server Logs Manual Downl oad None

gui _l ogs HTTP Logs Manual Downl oad None

nmai | _logs IronPort Text Mail Logs Manual Downl oad None
nmai | _| ogs_copy lronPort Text Ml Logs SCP Push - Host
192. 168. 0. 200: Port 22None

18. repeng Reputation Engi ne Logs Manual Downl oad None

19. reportd_l ogs Reporting Logs Manual Downl oad None
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20. reportqueryd_l ogs Reporting Query Logs Manual Downl oad None
21. scanning Scanni ng Logs Manual Downl oad None

22. slbld_logs Safe/Block Lists Logs Manual Downl oad None

23. snnp_l ogs SNWP Logs Manual Downl oad None

24. sntpd_l ogs NTP | ogs Manual Downl oad None

25. status Status Logs Manual Downl oad None

26. system.|ogs System Logs Manual Downl oad None

27. trackerd_l ogs Tracki ng Logs Manual Downl oad None

28. updater_l ogs Updater Logs Manual Downl oad None

29. upgrade_l ogs Upgrade Logs Manual Downl oad None

Choose the operation you want to perform
- NEW- Create a new | og.

- EDT - Mudify a |l og subscription.

- DELETE - Renove a | og subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to |og.

- HOSTKEYCONFI G - Configure SSH host keys.
[1> | ogheaders

Pl ease enter the list of headers you wish to record in the
log files.

Separate nultiple headers with commas.

[1> X-1PAS-Result, X-lronPort-AV

De I'email regu, si vous deviez regarder les en-tétes dans cet email directement, vous verrez le X-
IPAS-résultat et les en-tétes X-lronPort-poids du commerce mis en valeur dans les en-tétes
d'origine avant le saut d'abord recu :

ny_esa. |l ocal > | ogconfig

Currently configured | ogs:

Log Nanme Log Type Retrieval Interval

anp AMP Engi ne Logs Manual Downl oad None

anpar chi ve AMP Archi ve Manual Downl oad None

anti spam Anti - Spam Logs Manual Downl oad None

antivirus Anti-Virus Logs Manual Downl oad None

asar chi ve Anti-Spam Archi ve Manual Downl oad None

aut henti cation Authentication Logs Manual Downl oad None
avarchive Anti-Virus Archive Manual Downl oad None
bounces Bounce Logs Manual Downl oad None

cli_logs CLI Audit Logs Manual Downl oad None

encryption Encryption Logs Manual Downl oad None
error_logs IronPort Text Mail Logs Manual Downl oad None
euq_l ogs Spam Quar antine Logs Manual Downl oad None
euqgui _| ogs Spam Quarantine GJ Logs Manual Downl oad None
ftpd_|l ogs FTP Server Logs Manual Downl oad None

gui _l ogs HTTP Logs Manual Downl oad None

mai | _l ogs IronPort Text Mail Logs Manual Downl oad None
mai | _| ogs_copy lronPort Text Mail Logs SCP Push - Host
192. 168. 0. 200: Port 22None

18. repeng Reputation Engi ne Logs Manual Downl oad None

19. reportd_l ogs Reporting Logs Manual Downl oad None

20. reportqueryd_l ogs Reporting Query Logs Manual Downl oad None
21. scanning Scanni ng Logs Manual Downl oad None

22. slbld_logs Safe/Block Lists Logs Manual Downl oad None
23. snnp_l ogs SNWP Logs Manual Downl oad None

24. sntpd_l ogs NTP | ogs Manual Downl oad None

25. status Status Logs Manual Downl oad None
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26. system.|ogs System Logs Manual Downl oad None

27. trackerd_l ogs Tracki ng Logs Manual Downl oad None
28. updater_l ogs Updater Logs Manual Downl oad None
29. upgrade_l ogs Upgrade Logs Manual Downl oad None

Choose the operation you want to perform
- NEW- Create a new | og.

- EDT - Mudify a |l og subscription.

- DELETE - Renove a | og subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to |og.

- HOSTKEYCONFI G - Configure SSH host keys.
[1> | ogheaders

Pl ease enter the list of headers you wish to record in the
log files.

Separate nultiple headers with commas.

[1> X-1PAS-Result, X-lronPort-AV

Note: Le RFC pour le protocole SMTP se trouve chez http://www.fags.org/rfcs/rfc2821.html
et définit les en-tétes définies par I'utilisateur.

Informations connexes

. Appliance de sécurité du courrier électronique de Cisco - Guides d'utilisateur
. Support et documentation techniques - Cisco Systems



http://www.faqs.org/rfcs/rfc2821.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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