
Guide de référence de dépannage Advanced 
Threat Solutions

Table des matières
Introduction

Conditions préalables

Exigences

Composants utilisés

Informations générales

Liens vers la documentation Cisco Secure Endpoint

Portails de produits

Articles associés

Étiquettes

Cloud public

Connecteur Android

Clarté iOS

Connecteur Windows

Connecteur Linux

Connecteur Mac

Cloud privé

Efficacité/Correction/Conformité

Appareil Cisco Secure Malware Analytics

Portails de produits

Articles associés

Étiquettes

Appareil Cisco Secure Malware Analytics

Cisco SecureX

Portails de produits

Articles associés

Étiquettes

Cisco SecureX

Réponse aux menaces SecureX

SecureX Orchestrator

Articles associés aux intégrations

Portails de produits

Articles associés

Étiquettes

Terminaux sécurisés Cisco

Analyse des programmes malveillants sécurisés Cisco

Analyse cognitive des menaces /

Alertes de menaces globales



Introduction

Ce document décrit les liens de la documentation Advanced Threat Solutions (ATS) pour des 
produits tels que Cisco Secure Endpoint, Cisco Secure Malware Analytics, Cisco Threat 
Response (CTR) et Cisco SecureX.

Conditions préalables

Exigences

Aucune exigence spécifique n'est associée à ce document.

Composants utilisés

Ce document n'est pas limité à des versions de matériel et de logiciel spécifiques.

The information in this document was created from the devices in a specific lab environment. All of 
the devices used in this document started with a cleared (default) configuration. Si votre réseau 
est en ligne, assurez-vous de bien comprendre l’incidence possible des commandes.

Informations générales

L'article suivant est un guide de référence pour la configuration et le dépannage des produits 
Advanced Threat Solutions. Vous pouvez consulter cet article avant d'engager le TAC Cisco.

Liens vers la documentation Cisco Secure Endpoint

Portails de produits Articles associés Étiquettes

Documentation générale 

Installation, configuration et désinstallation 
de Secure Endpoint Connector pour 
Windows
Adresses de serveur requises pour des 
opérations d'analyse sécurisées des 
terminaux et des programmes malveillants
Politique de prise en charge du connecteur 
Secure Endpoint

Méthodologie et bonnes pratiques de 
déploiement des terminaux sécurisés

Autorisation pour Secure Endpoint

Cloud public

nuage US 
nuage de l'UE 
Cloud APJC

https://console.amp.cisco.com/docs
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215704-installation-and-configuration-of-amp-co.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215704-installation-and-configuration-of-amp-co.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215704-installation-and-configuration-of-amp-co.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215704-installation-and-configuration-of-amp-co.html
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215377-amp-for-endpoints-connector-support-poli.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215377-amp-for-endpoints-connector-support-poli.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215377-amp-for-endpoints-connector-support-poli.html
https://www.cisco.com/c/en/us/products/collateral/security/fireamp-endpoints/secure-endpoint-og.html
https://www.cisco.com/c/en/us/products/collateral/security/fireamp-endpoints/secure-endpoint-og.html
https://www.cisco.com/c/en/us/products/collateral/security/fireamp-endpoints/secure-endpoint-og.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215433-entitlement-for-amp-for-endpoints.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215433-entitlement-for-amp-for-endpoints.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215474-amp-for-endpoints-notification-emails.html
https://console.amp.cisco.com
https://console.eu.amp.cisco.com
https://console.apjc.amp.cisco.com


E-mails de notification de terminal sécurisé

Configuration et 
gestion des 
exclusions dans 
Secure Endpoint

Vidéo 

Modifications apportées à la liste d'exclusion 
de Cisco pour Secure Endpoint Console

Meilleures pratiques pour les exclusions de 
terminaux sécurisés
Configurer une liste de détection 
personnalisée simple sur le portail Secure 
Endpoint
Secure Endpoint Console et le dernier filtre 
visible

Exporter une liste de blocage d'application 
depuis Secure Endpoint Portal avec des API

Création d'un flux d'événements avec des 
API Secure Endpoint

Comment envoyer un fichier dans Secure 
Malware Analytics à partir du portail Secure 
Endpoint ?
Opt-In et Enable Orbital Advanced Search 
dans votre déploiement de terminaux 
sécurisés
Dépannage des échecs de mise à jour des 
définitions TETRA
Intégration sécurisée des terminaux avec 
Splunk
Configuration de la notification contextuelle 
dans Secure Endpoint

Dépannage des événements d'analyse de 
fichiers faux positifs dans Secure Endpoint

Terminal sécurisé - Les journaux orbitaux se 
remplissent d'erreurs - CSCwh73163

Secure Endpoint sur les espaces de travail 
AWS - Scripts de démarrage et de 

https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215474-amp-for-endpoints-notification-emails.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215418-configure-and-manage-exclusions-in-cisco.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215418-configure-and-manage-exclusions-in-cisco.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215418-configure-and-manage-exclusions-in-cisco.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215418-configure-and-manage-exclusions-in-cisco.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215418-configure-and-manage-exclusions-in-cisco.html
https://video.cisco.com/detail/video/6038252112001?autoStart=true&q=exclusions
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214809-cisco-maintained-exclusion-list-changes.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214809-cisco-maintained-exclusion-list-changes.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214809-cisco-maintained-exclusion-list-changes.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214809-cisco-maintained-exclusion-list-changes.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/213681-best-practices-for-amp-for-endpoint-excl.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/213681-best-practices-for-amp-for-endpoint-excl.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/213681-best-practices-for-amp-for-endpoint-excl.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215176-configure-a-simple-custom-detection-list.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215176-configure-a-simple-custom-detection-list.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215176-configure-a-simple-custom-detection-list.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215176-configure-a-simple-custom-detection-list.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214893-amp-for-endpoints-console-and-the-last-s.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214893-amp-for-endpoints-console-and-the-last-s.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214893-amp-for-endpoints-console-and-the-last-s.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215175-export-an-application-blocklists-from-th.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215175-export-an-application-blocklists-from-th.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215175-export-an-application-blocklists-from-th.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215212-how-to-create-an-event-stream-with-amp-a.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215212-how-to-create-an-event-stream-with-amp-a.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215212-how-to-create-an-event-stream-with-amp-a.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215212-how-to-create-an-event-stream-with-amp-a.html
https://www.cisco.com/c/en/us/support/docs/security/threat-grid/215177-how-to-submit-a-file-in-threat-grid-from.html
https://www.cisco.com/c/en/us/support/docs/security/threat-grid/215177-how-to-submit-a-file-in-threat-grid-from.html
https://www.cisco.com/c/en/us/support/docs/security/threat-grid/215177-how-to-submit-a-file-in-threat-grid-from.html
https://www.cisco.com/c/en/us/support/docs/security/threat-grid/215177-how-to-submit-a-file-in-threat-grid-from.html
https://www.cisco.com/c/en/us/support/docs/security/threat-grid/215177-how-to-submit-a-file-in-threat-grid-from.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215280-opt-in-and-enable-orbital-advanced-searc.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215280-opt-in-and-enable-orbital-advanced-searc.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215280-opt-in-and-enable-orbital-advanced-searc.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215280-opt-in-and-enable-orbital-advanced-searc.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214787-troubleshooting-tetra-definitions-update.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214787-troubleshooting-tetra-definitions-update.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214787-troubleshooting-tetra-definitions-update.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215973-amp-for-endpoints-integration-with-splun.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215973-amp-for-endpoints-integration-with-splun.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215973-amp-for-endpoints-integration-with-splun.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215995-configure-pop-up-notification-in-amp-for.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215995-configure-pop-up-notification-in-amp-for.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215995-configure-pop-up-notification-in-amp-for.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215993-troubleshoot-false-positive-file-analysi.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215993-troubleshoot-false-positive-file-analysi.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215993-troubleshoot-false-positive-file-analysi.html
https://www.cisco.com/c/en/us/support/docs/troubleshooting/221198-cisco-secure-endpoint-orbital-logs-fil.html
https://www.cisco.com/c/en/us/support/docs/troubleshooting/221198-cisco-secure-endpoint-orbital-logs-fil.html
https://www.cisco.com/c/en/us/support/docs/troubleshooting/221198-cisco-secure-endpoint-orbital-logs-fil.html
https://www.cisco.com/c/en/us/support/docs/instructions-guides/221033-secure-endpoint-on-aws-workspaces-star.html
https://www.cisco.com/c/en/us/support/docs/instructions-guides/221033-secure-endpoint-on-aws-workspaces-star.html
https://www.cisco.com/c/en/us/support/docs/instructions-guides/221033-secure-endpoint-on-aws-workspaces-star.html
https://www.cisco.com/c/en/us/support/docs/security/security-connector/218165-cisco-secure-endpoint-forensic-snapshot.html


configuration pour Golden Images
Informations sur le snapshot de sécurité des 
terminaux
Analyse des analyses Windows de Secure 
Endpoint (CSE)
Identifier les conditions de déclenchement 
des actions automatisées sur les terminaux 
sécurisés

Obtenir des données de dépannage sur un 
appareil Android pour un terminal sécurisé

Connecteur Android
Compatibilité du SE avec Secure Endpoint 
Android Connector

Connecteur de sécurité Cisco Compatibilité 
Apple iOS
Créer un rapport de problème / des données 
de diagnostic à partir de Secure Endpoint 
Cisco Security ConnectorClarté iOS

Comment superviser un périphérique iOS à 
utiliser avec le connecteur de sécurité Cisco 
(CSC) ?

Collecte de données de diagnostic à partir 
d'un connecteur de terminal sécurisé 
exécuté sous Windows

Compatibilité du système d'exploitation du 
connecteur Windows Secure Endpoint

Configuration requise pour le redémarrage 
de Secure Endpoint Windows Connector 
Update

Annonce de fin de prise en charge des 
versions Secure Endpoint Connector

Annonce de fin de prise en charge de 
Windows XP, Windows Vista et Windows 
2003 pour le connecteur de terminal sécurisé

FAQ pour les clients existants à partir du 8 
janvier 2020 concernant les nouveaux 
packages de terminaux sécurisés

Connecteur Windows

Configurer la 
stratégie 

https://www.cisco.com/c/en/us/support/docs/instructions-guides/221033-secure-endpoint-on-aws-workspaces-star.html
https://www.cisco.com/c/en/us/support/docs/security/security-connector/218165-cisco-secure-endpoint-forensic-snapshot.html
https://www.cisco.com/c/en/us/support/docs/security/security-connector/218165-cisco-secure-endpoint-forensic-snapshot.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/220362-review-secure-endpoint-cse-windows-sca.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/220362-review-secure-endpoint-cse-windows-sca.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/220362-review-secure-endpoint-cse-windows-sca.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/220184-identify-conditions-to-trigger-automated.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/220184-identify-conditions-to-trigger-automated.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/220184-identify-conditions-to-trigger-automated.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/220184-identify-conditions-to-trigger-automated.html
https://www.cisco.com/c/en/us/support/docs/security/advanced-malware-protection-endpoints/118713-technote-fireamp-00.html
https://www.cisco.com/c/en/us/support/docs/security/advanced-malware-protection-endpoints/118713-technote-fireamp-00.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/221763-secure-endpoint-android-connector-os-com.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/221763-secure-endpoint-android-connector-os-com.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/221763-secure-endpoint-android-connector-os-com.html
https://www.cisco.com/c/en/us/support/docs/security/security-connector/215337-cisco-security-connector-apple-ios-compa.html
https://www.cisco.com/c/en/us/support/docs/security/security-connector/215337-cisco-security-connector-apple-ios-compa.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215553-collection-of-diagnostic-data-from-amp-f.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215553-collection-of-diagnostic-data-from-amp-f.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215553-collection-of-diagnostic-data-from-amp-f.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215553-collection-of-diagnostic-data-from-amp-f.html
https://www.cisco.com/c/en/us/support/docs/security/security-connector/214748-how-to-supervise-an-ios-device-for-use-w.html
https://www.cisco.com/c/en/us/support/docs/security/security-connector/214748-how-to-supervise-an-ios-device-for-use-w.html
https://www.cisco.com/c/en/us/support/docs/security/security-connector/214748-how-to-supervise-an-ios-device-for-use-w.html
https://www.cisco.com/c/en/us/support/docs/security/security-connector/214748-how-to-supervise-an-ios-device-for-use-w.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/216035-collect-debug-logs-file-in-amp-for-endpo.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/216035-collect-debug-logs-file-in-amp-for-endpo.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/216035-collect-debug-logs-file-in-amp-for-endpo.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214847-amp-for-endpoints-windows-connector-os-c.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214847-amp-for-endpoints-windows-connector-os-c.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214847-amp-for-endpoints-windows-connector-os-c.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214848-amp-for-endpoints-windows-connector-upda.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214848-amp-for-endpoints-windows-connector-upda.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214848-amp-for-endpoints-windows-connector-upda.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214848-amp-for-endpoints-windows-connector-upda.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215376-end-of-support-announcement-for-amp-for.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215376-end-of-support-announcement-for-amp-for.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215376-end-of-support-announcement-for-amp-for.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/211531-End-of-Support-Announcement-for-Windows.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/211531-End-of-Support-Announcement-for-Windows.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/211531-End-of-Support-Announcement-for-Windows.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/211531-End-of-Support-Announcement-for-Windows.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215120-faq-for-existing-customers-regarding-new.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215120-faq-for-existing-customers-regarding-new.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215120-faq-for-existing-customers-regarding-new.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215120-faq-for-existing-customers-regarding-new.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215385-configure-windows-policy-in-amp-for-endp.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215385-configure-windows-policy-in-amp-for-endp.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215385-configure-windows-policy-in-amp-for-endp.html
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-fireamp-endpoints/118587-technote-fireamp-00.html
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-fireamp-endpoints/118587-technote-fireamp-00.html


Windows dans 
Secure Endpoint

Vidéo

[Externe] - Commutateurs de ligne de 
commande pour le programme d'installation 
du connecteur Secure Endpoint
Commutateurs de ligne de commande 
Secure Endpoint

Forcer 
manuellement la 
mise à jour des 
définitions 
TETRA - Secure 
Endpoint

Vidéo

Étapes de configuration du serveur Secure 
Endpoint Update
Comment collecter les journaux ProcMon 
pour résoudre les problèmes liés aux 
terminaux sécurisés au démarrage

Créer une liste de détection personnalisée 
avancée dans Cisco Secure Endpoint

Analyser le bundle de diagnostic Secure 
Endpoint pour une CPU élevée

Comment désinstaller le connecteur 
Windows Secure Endpoint en mode sans 
échec
Procédure de désinstallation du connecteur 
Secure Endpoint si le mot de passe est 
oublié
Processus Windows démarre avant la 
solution de contournement Secure Endpoint 
Connector - Secure Endpoint

Compatibilité du moteur Secure Endpoint 
Exploit Prevention Engine avec EMET

Prévention des exploits

https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215385-configure-windows-policy-in-amp-for-endp.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215385-configure-windows-policy-in-amp-for-endp.html
https://video.cisco.com/detail/video/6147796312001?autoStart=true&q=Windows%20Policy
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-fireamp-endpoints/118587-technote-fireamp-00.html
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-fireamp-endpoints/118587-technote-fireamp-00.html
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-fireamp-endpoints/118587-technote-fireamp-00.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/213690-amp-for-endpoint-command-line-switches.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/213690-amp-for-endpoint-command-line-switches.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/213690-amp-for-endpoint-command-line-switches.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215115-force-manually-the-tetra-definitions-upd.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215115-force-manually-the-tetra-definitions-upd.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215115-force-manually-the-tetra-definitions-upd.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215115-force-manually-the-tetra-definitions-upd.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215115-force-manually-the-tetra-definitions-upd.html
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À propos de cette traduction
Cisco a traduit ce document en traduction automatisée vérifiée par une personne dans le
cadre d’un service mondial permettant à nos utilisateurs d’obtenir le contenu d’assistance
dans leur propre langue.
 
Il convient cependant de noter que même la meilleure traduction automatisée ne sera pas
aussi précise que celle fournie par un traducteur professionnel. 


