Sustitucion de WLAN + VLAN 802.1x con
Mobility Express (ME) 8.2 e ISE 2.1

Contenido

Introduccién

Prerequisites

Requirements

Componentes Utilizados
Configurar

Diagrama de la red
Configuraciones

Configuracién en ME

Declarar ME en ISE

Crear un nuevo usuario en ISE
Crear la regla de autenticacion
Crear la regla de autorizacion
Configuracion del dispositivo final
Verificacion

Proceso de autenticacion en ME
Proceso de autenticacion en ISE

Introduccion

Este documento describe como configurar una WLAN (red de area local inalambrica) con
seguridad empresarial Wi-Fi Protected Access 2 (WPAZ2) con un controlador Mobility Express y un
servidor externo Remote Authentication Dial-In User Service (RADIUS). Identity Service Engine
(ISE) se utiliza como ejemplo de servidores RADIUS externos.

El protocolo de autenticacidon extensible (EAP) utilizado en esta guia es el protocolo de

autenticacion extensible protegido (PEAP). Ademas, el cliente se asigna a una VLAN especifica
(distinta de la asignada a la WLAN y a la predeterminada).

Prerequisites

Requirements
Cisco recomienda que tenga conocimiento sobre estos temas:

- 802.1x

- PEAP

- Autoridad de certificacion (CA)
. Certificados



Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

ME v8.2

ISE v2.1

Portatil Windows 10

The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Configurar

Diagrama de la red



ISE v2.1

ME v8.2
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Configuraciones
Los pasos generales son:

1. Cree el identificador de conjunto de servicios (SSID) en ME y declare el servidor RADIUS
(ISE en este ejemplo) en ME

2. Declarar ME en servidor RADIUS (ISE)

3. Crear la regla de autenticacion en ISE

4. Crear la regla de autorizacién en ISE

5. Configurar el terminal

Configuracién en ME

Para permitir la comunicacion entre el servidor RADIUS y ME, es necesario registrar el servidor
RADIUS en ME vy viceversa. Este paso muestra como registrar el servidor RADIUS en ME.

Paso 1. Abra la GUI de ME y navegue hasta Wireless Settings (Parametros inalambricos) >



WLANSs > Add new WLAN (WLAN > WLAN > Agregar nueva WLAN).
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Paso 2. Seleccione un nombre para la WLAN.
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Paso 3. Especifique la configuracion de seguridad en la pestafia Seguridad WLAN.

Elija WPA2 Enterprise, para el servidor de autenticacion elija External RADIUS. Haga clic en la
opcion edit (editar) para agregar la direccion IP de RADIUS vy elegir una clave secreta compartida.
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<a.b.c.d> corresponde al servidor RADIUS.
Paso 4. Asigne una VLAN al SSID.
Si el SSID necesita ser asignado a la VLAN del AP, este paso puede ser omitido.

Para asignar los usuarios para este SSID a una VLAN especifica (que no sea la VLAN de AP),
habilite Use VLAN Tagging y asigne el ID de VLAN deseado.



Add Mew WL AN

General WWLARN Security WLAMN & Firewall oS

Use VLAN Tagging
VLAN ID =

Enahle Firewall

WLAM and Firewall configuration apply to
all WwLANs

Nota: Si se utiliza Etiquetado de VLAN, asegurese de que el puerto de switch al que se

conecta el punto de acceso esté configurado como puerto troncal y la VLAN de AP esté
configurada como nativa.

Paso 5. Haga clic en Aplicar para finalizar la configuracion.



Add Mew WL AN
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Paso 6. Opcional, configure la WLAN para aceptar la invalidacion de VLAN.

Habilite la anulacién de AAA en la WLAN y agregue las VLAN necesarias. Para ello, debera abrir
una sesion CLI a la interfaz de administracion de ME y ejecutar estos comandos:

>config wlan disable <wlan-id>

>config wlan aaa-override enable <wlan-id>

>config wlan enable <wlan-id>

>config flexconnect group default-flexgroup vlan add <vlan-id>

Declarar ME en ISE

Paso 1. Abra la consola ISE y navegue hasta Administration > Network Resources > Network
Devices > Add.
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Paso 2. Introduzca la informacién.

Opcionalmente se puede especificar un nombre de modelo, una version de software, una



descripcion y asignar grupos de dispositivos de red basados en tipos de dispositivos, ubicacidon o
WLC.

a.b.c.d corresponde a la direccion IP de ME.

Metwark Devices List = New Network Device

Metwork Devices

Mame | WLC-narme

Description ||:|pti|:|nal description |
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* Device Profile sk Cisco | » | 64
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Software Version |yic coftware 7 |
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Para obtener mas informacidn sobre los grupos de dispositivos de red, revise este enlace:

ISE - Grupos de dispositivos de red

Crear un nuevo usuario en ISE

Paso 1. Vaya a Administration > Identity Management > |dentities > Users > Add.
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Paso 2. Introduzca la informacion.

En este ejemplo, este usuario pertenece a un grupo denominado ALL_ACCOUNTS, pero se
puede ajustar segun sea necesario.


http://www.cisco.com/c/es_mx/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_01000.html#reference_2424A156765D42E98207B93A0E0F0CB3

pletwark Access Uzers List = Mew Metworl: Access User
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status Enabled =

Ermiil

* Passwords

Pazzword Type: Internal Uzers ol

Paz=word Fe-Enter Passw

Ernakble Pazsward

» User Information

First Mame

Last Mame

* Account Options

Dezcription

Change pazsword on next login —

» Account Disable Policy
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Crear la regla de autenticacion

Las reglas de autenticacion se utilizan para verificar si las credenciales de los usuarios son
correctas (verifique si el usuario es realmente quien dice ser) y limitar los métodos de



autenticacion que puede utilizar.

Paso 1. Navegar a Politica > Autenticacion.
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Paso 2. Inserte una nueva regla de autenticacion.

Para hacerlo, navegue hasta Politica > Autenticacion > Insertar nueva fila arriba/abajo.
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Paso 3. Introduzca la informacién necesaria

Este ejemplo de regla de autenticacion permite todos los protocolos enumerados en la lista
Acceso de red predeterminado, esto se aplica a la solicitud de autenticacion para clientes
Wireless 802.1x y con Called-Station-ID y termina con ise-ssid.

‘b Identity Services Engine Harme » Context Visibility » Operations ~ Policy » Adrinistration » Wtk Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning  » Policy Elements

Authentication Policy

Define the Authentication Palicy by selecting the protocals that ISE should use to communicate with the netwark devices, and the identity sources that it should use far authentica
For Policy Export go to Administration = System = Backup & Restore = Palicy Export Page
Policy Type () Simple () Rule-Based
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it a Description v
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Ademas, elija el origen de identidad para los clientes que coincidan con esta regla de
autenticacion, en este ejemplo se utiliza Usuarios internos



~ | Rule name | st | wireless_802.1X AND Radius:Cal.. Alow Pretocols : [Default Network Access O] and
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Cuando haya terminado, haga clic en Finalizado y Guardar
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| Reset

Para obtener mas informacién sobre las politicas de permisos de protocolos, consulte este
enlace:

Servicio de protocolos permitidos

Para obtener mas informacién sobre las fuentes de identidad, consulte este enlace:

Crear un grupo de identidad de usuario

Crear la regla de autorizacion

La regla de autorizacion es la encargada de determinar si el cliente puede o no unirse a la red

Paso 1. Vaya a Politica > Autorizacién.
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http://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_auth_pol.html#wp1123345
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Paso 2. Inserte una nueva regla. Vaya a Politica > Autorizacién > Insertar Nueva Regla
Arriba/Abajo.
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Paso 3. Introduzca la informacion.

Primero elija un nombre para la regla y los grupos de identidad donde se almacena el usuario. En
este ejemplo, el usuario se almacena en el grupo ALL_ACCOUNTS.
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Después de eso, elija otras condiciones que hacen que el proceso de autorizacion caiga en esta
regla. En este ejemplo, el proceso de autorizacién llega a esta regla si utiliza 802.1x Wireless y se
denomina ID de estacién termina con ise-ssid.

Status Rule Marme Conditions (identity groups and other conditions) Pertmissions
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Finalmente elija el perfil de autorizacion que permite a los clientes unirse a la red, haga clic en
Finalizado y Guardar.



Stalug Fule Mame Conditions (dentdy groups and other condtions) Permissions
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Opcionalmente, cree un nuevo perfil de autorizacion que asigne al cliente inaldmbrico a una VLAN
diferente:

=

& = o
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( o]
& v

@ Blackhole_Wireless_Access

Il

{é}hdd Mew Standard Profile l

Introduzca la informacion:



Add New Standard Profile X

luthorization Profile 2

*Name | name-of-profie

Description |
*Access Type [AcCESS_ACCEPT -

Metwork Device Profile gk Cisco » G

Senice Template [
Track Movernent ) ;

Passive Identity Tracking [ ;

¥ Common Tasks

[ pACL Mame

O AcL (Fitter0)

B vian TagiD 1 EdEt Tag. | IDMiame | vian-d

[ voice Domain Permission

¥ Advanced Attributes Settings

Select an kem =l

¥ Attributes Details

Access Type = ACCESS_ACCEPT
TunnekPrivate-Group-ID = 1:vian-id
TunnekType = 1:13
TunnekMedum-Type = 1:6

Configuracién del dispositivo final

Configure un portatil Windows 10 para conectarse a un SSID con autenticacion 802.1x mediante
PEAP/MS-CHAPV2 (version de Microsoft del Protocolo de autenticacion por desafio mutuo
version 2).

En este ejemplo de configuracion, ISE utiliza su certificado autofirmado para realizar la
autenticacion.

Para crear el perfil WLAN en el equipo de Windows hay dos opciones:

1. Instale el certificado autofirmado en el equipo para validar y confiar en el servidor ISE para
completar la autenticacion

2. Omitir la validacion del servidor RADIUS y confiar en cualquier servidor RADIUS utilizado
para realizar la autenticacion (no recomendado, ya que puede convertirse en un problema
de seguridad)

La configuracién para estas opciones se explica en End device configuration - Create the WLAN
Profile - Step 7 .

Configuracién del dispositivo final: instalacién del certificado autofirmado de ISE

Paso 1. Exportar certificado autofirmado de ISE.

Inicie sesidn en ISE y navegue hasta Administration > System > Certificates > System
Certificates.



A continuacion, seleccione el certificado utilizado para la autenticacién EAP y haga clic en
Exportar.

‘heey ldentity Services Engine Horme v Contesxt Sisikility v Operations ¥ Palicy = Aclministration b ok

¢ [dentity Management ¥ Metwork Resources ¢ Device Portal Management  pxGrid Services ¥ Feed Service kI
Deploymert  Licensing | = Certificates b Logging b Maintenance  Upograde  Backup & Restore b Admin &ccess b Settir

<]

- Certificate Management System Certificates ) For dizaster recovery it iz recommended to export certificate ar
ChEriEsn | _f' Edit ||—‘::i'~ Generake Self Signed Certificate |}—i:,‘~ Irnpork ¥ Delete | |
System Cerificates Friendly Mame L=zed By Partal group tag I
Endpoint Cerificates
Trusted Cetificates =]
TN T limed FlesFil-

Guarde el certificado en la ubicacion necesaria. Este certificado esta instalado en el equipo de
Windows.
Export Certificate 'EAP-SelfSignedCertificate#EAP-SelfSignedCertificate#00001' .o

) Export Certificate Only

| Export Certificate and Private Key

*Private Kew Password
*Confirm Passwaord
YWarning: Exporking a private key is nok a secure operation, It could lead to possible exposure of the private key,

Cancel |

Paso 2. Instale el certificado en el equipo de Windows.

Copie el certificado exportado antes en el equipo de Windows, cambie la extension del archivo de
.pem a .crt, después de hacer doble clic en él y seleccione Instalar certificado....



an Certificate

General  Details  Certification Path

'i:i'?; Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: EAP-SelfSignedCertificate
Issued by: EAP-SelfSignedCertificate

valid from 23/11/2016 to 23/11)2015

Install Certificate., .. Issuer Skakement

Ik

Elija instalarlo en Local Machine y luego haga clic en Next.



&+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
ksts From yvour disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
() Current User

(®) Local Machine

To continue, click Next.

@Nm Cancel

Seleccione Colocar todos los certificados en el siguiente almacén y, a continuacion, busque y elija
Autoridades de certificacion raiz de confianza. Después de eso, haga clic en Next.



& £ Certificate Import Wizard

Certrfacate Stome
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location For
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the Following store

Certificate store:
Trusted Root Certification Authorities | Browse...

Next Cancel

A continuacioén, haga clic en Finalizar.



« & Cerificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after wou click Finish.,

You have specified the Following settings:

= = (= e == e me s UEET . Trosked Rook Certification Authorities
Conkent Certificate

Finish Cancel

Al final, haga clic en Yes para confirmar la instalacion del certificado.



Security Warning

| You are about to install a certificate from a certification authority
: (CA) claiming to represent:

EAP-SelfSignedCertificate

Windows cannot validate that the certificate is actually from
"EAP-SelfSignedCertificate”. You should confirm its origin by
contacting "EAP-SelfSignedCertificate”. The following number will
assistyou in this process:

Thumbprint (shal)y L0 5 Jul o000 s ol P30T A7nemre

Frt

Warning:

If vou install this root certificate, Windows will automatically trust
any certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. [f you click "Yes" you
acknowledge this risk,

Do wou want to install this certificate?

Yes Mo

Por ultimo, haga clic en Aceptar.



Certificate Import Wizard *

o The import was successtul,

QK

Configuracién del dispositivo final: creacién del perfil WLAN

Paso 1. Haga clic con el botdn derecho del ratén en el icono Inicio y seleccione Panel de control.



Programs and Features
Mobility Center

Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

M Ll & Uownl.. W= Neéetwor... W=

Paso 2. Navegue hasta Red e Internet y luego Centro de Red y Uso Compartido y haga clic en
Configurar una nueva conexion o red.



& Metwork and Sharing Center

« ¥ ‘T‘I-'-_'I' * Control Panel * Metwork and Internet * Metwork and Sharing Centerl

View your basic network information and set up connections

Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing cisco.com Access type: Internet

settings Damain network Connections: =% Ethernet

5. Set up a new connection or network

Set up a broadband, dial-up, or VPN gonnection; or set up a router or access point.

= Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

Paso 3. Seleccione Manually connect to a wireless network y haga clic en Next.

— *
| et Up a Connection or Netwaork
Choose a connection option
H
EQ Connect to the Internet
Set up a broadband or dial-up connection to the Intermet
E". Set up a new netweork
st el Up a new rauter or access point
".‘ anually connect to a wireless network
=l crinect to a hidden network or create a new wirelass profile.
l= Connect to a workplace
Set up a dial-up or VPN connection to your workplace.
Mext Cancel

Paso 4. Introduzca la informacion con el nombre del SSID y el tipo de seguridad WPA2-Enterprise
y haga clic en Siguiente.



& Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: ise-ssid

Security type: WPAZ2-Enterprise o

Encryption type: AES

Security Key: Hide characters

[+7] Start this connection automatically

[l Connect even if the network is not broadeasting

Warning: If you select this option, your computer's privacy might be at risk.

Mext Cancel

Paso 5. Seleccione Cambiar configuraciéon de conexidn para personalizar la configuracién del
perfil WLAN.



&+ Manually connect to a wireless netwark

Successfully added ise-ssid

—» Change connection settings

Open the connection properties so that | can change the settings.

Close

Paso 6. Vaya a la ficha Seguridad y haga clic en Configuracién.




ise-ssid Wireless Network Properties 4

Connection  Security

Security type: WPAZ-Enterprise

Encryption type: AES

Choose a nebwork authentication method:

e

[] Remember my credentials for this connection each
time I'm logged on

Advanced settings

Paso 7. Elija si el servidor RADIUS esta validado o no.

Si la respuesta es afirmativa, habilite Verificar la identidad del servidor validando el certificado y
de Autoridades de certificacion raiz de confianza: seleccione el certificado autofirmado de ISE.

Después de seleccionar Configurar y deshabilitar Usar automaticamente mi nombre de inicio de
sesién y contraseiia de Windows..., luego haga clic en Aceptar



Protected EAP Froperties

When connecting:

.| Verify the server's identity by validating the certificate

|| Connect to these servers (examples:srvl;srv; . *\.srv3\.com):

Trusted BEoot Certification Authorities:
DLH. 1 :' 'd-:!fl-':-' :..;'.i- Tl

DL.‘ oonthebiac na Ll D Dl o
CJe e

EAP-SeliSignedCertificate

ne i [ S R D

g
e e, . LT Lol
I:lll PR PR S < [ T I T .

. T TR T S .
!:!E, A I U ~
ol

€ >

Motifications before connecting:
Tell user if the server name or root certificate isn't specified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) : Configure...

Enable Fast Reconnect
| | Disconnect if server does not present cryptobinding TLV

[ | Enable Identity Privacy

(8] 4 Cancel

EAP MECHAPYE Properties

Whan connecting:

|:| Automatically use my Windows logon name and
passwaord (and domain if any).

| oK Cancal




Paso 8. Configurar las credenciales del usuario

Una vez que vuelva a la ficha Seguridad, seleccione Configuracién avanzada, especifique el

modo de autenticacién como Autenticacion de usuario y guarde las credenciales configuradas en
ISE para autenticar al usuario.

Ise-ssid Wireless Metwork Froperties ot

Connection  Security

Security type: WPAZ-Enterprise

Encryption type: AES

Choose a network authentication method:
Microsoft; Protected EAP (PEAP) w Settings

Remember my credentials for this connection each
time I'm logged on

Ok Cancel




Adwanced settings >

802.1x settings 802,11 settings

Specify authentication mode:

User authentication Save credentials

Delete credentials for all users

[ | Enable single sign on for this network

Perform immediately before user logon
Perform immediately after user kogon

Maximum delay [seconds) 10 =
Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

OK Cancel




Windows security ot
Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

user]

LLL L L L LY

Ok Cancel

Verificacion

El flujo de autenticaciéon se puede verificar desde el WLC o desde la perspectiva de ISE.

Proceso de autenticacion en ME

Ejecute este comando para supervisar el proceso de autenticacion para un usuario especifico:

> debug client <mac-add-client>

Ejemplo de una autenticacién correcta (se ha omitido alguna salida):

*apfMsConnTask_0: Nov 25 16:36:24.333: 08:74:02:77:13:45 Processing assoc-req
station:08:74:02:77:13:45 AP:38:ed:18:c6:7b:40-01 thread:669ba80

*apfMsConnTask_0: Nov 25 16:36:24.333: 08:74:02:77:13:45 Association received from mobile on
BSSID 38:ed:18:c6:7b:4d AP 1852-4

*apfMsConnTask_0: Nov 25 16:36:24.334: 08:74:02:77:13:45 Applying site-specific Local Bridging
override for station 08:74:02:77:13:45 - vapId 3, site 'FlexGroup', interface 'management'
*apfMsConnTask_0: Nov 25 16:36:24.334: 08:74:02:77:13:45 Applying Local Bridging Interface
Policy for station 08:74:02:77:13:45 - vlan 0, interface id 0, interface 'management'
*apfMsConnTask_0: Nov 25 16:36:24.334: 08:74:02:77:13:45 Set Clinet Non AP specific
apfMsAccessVlian = 2400

*apfMsConnTask_0: Nov 25 16:36:24.334: 08:74:02:77:13:45 This apfMsAccessVlan may be changed
later from AAA after L2 Auth

*apfMsConnTask_0: Nov 25 16:36:24.334: 08:74:02:77:13:45 Received 802.111 802.1X key management
suite, enabling dotlx Authentication

*apfMsConnTask_0: Nov 25 16:36:24.335: 08:74:02:77:13:45 0.0.0.0 START (0) Change state to
AUTHCHECK (2) last state START (0)

*apfMsConnTask_0: Nov 25 16:36:24.335: 08:74:02:77:13:45 0.0.0.0 AUTHCHECK (2) Change state to
8021X_ REQD (3) last state AUTHCHECK (2)

*apfMsConnTask_0: Nov 25 16:36:24.335: 08:74:02:77:13:45 0.0.0.0 8021X_REQD (3) DHCP required on



AP 38:ed:18:c6:7b:40 vapId 3 apVapId 3for this client

*apfMsConnTask_0: Nov 25 16:36:24.335: 08:74:02:77:13:45 apfPemAddUser2:session timeout
forstation 08:74:02:77:13:45 - Session Tout 0, apfMsTimeOut '0' and sessionTimerRunning flag is
0

*apfMsConnTask_0: Nov 25 16:36:24.335: 08:74:02:77:13:45 Stopping deletion of Mobile Station:
(callerId: 438)

*apfMsConnTask_0: Nov 25 16:36:24.335: 08:74:02:77:13:45 Func: apfPemAddUser2, Ms Timeout = 0,
Session Timeout = 0

*apfMsConnTask_0: Nov 25 16:36:24.335: 08:74:02:77:13:45 Sending assoc-resp with status 0
station:08:74:02:77:13:45 AP:38:ed:18:c6:7b:40-01 on apVapId 3

*apfMsConnTask_0: Nov 25 16:36:24.335: 08:74:02:77:13:45 Sending Assoc Response to station on
BSSID 38:ed:18:c6:7b:4d (status 0) ApVapId 3 Slot 1

*spamApTask0: Nov 25 16:36:24.341: 08:74:02:77:13:45 Sent dotlx auth initiate message for mobile
08:74:02:77:13:45

*Dotlx_NW_MsgTask_0: Nov 25 16:36:24.342: 08:74:02:77:13:45 reauth_sm state transition 0 ---> 1
for mobile 08:74:02:77:13:45 at 1x_reauth_sm.c:47

*Dotlx NW_MsgTask_0: Nov 25 16:36:24.342: 08:74:02:77:13:45 EAP-PARAM Debug - eap-params for
Wlan-Id :3 is disabled - applying Global eap timers and retries

*Dotlx_NW_MsgTask_0: Nov 25 16:36:24.342: 08:74:02:77:13:45 Disable re-auth, use PMK lifetime.
*Dotlx_NW_MsgTask_0: Nov 25 16:36:24.342: 08:74:02:77:13:45 Station 08:74:02:77:13:45 setting
dotlx reauth timeout = 1800

*Dotlx_NW_MsgTask_0: Nov 25 16:36:24.342: 08:74:02:77:13:45 dotlx - moving mobile
08:74:02:77:13:45 into Connecting state

*Dotlx NW_MsgTask 0: Nov 25 16:36:24.342: 08:74:02:77:13:45 Sending EAP-Request/Identity to
mobile 08:74:02:77:13:45 (EAP Id 1)

*Dotlx NW_MsgTask 0: Nov 25 16:36:24.401: 08:74:02:77:13:45 Received EAPOL EAPPKT from mobile
08:74:02:77:13:45

*Dotlx_NW_MsgTask_0: Nov 25 16:36:24.401: 08:74:02:77:13:45 Received Identity Response (count=1)
from mobile 08:74:02:77:13:45

*Dotlx NW_MsgTask 0: Nov 25 16:36:25.978: 08:74:02:77:13:45 Processing Access-Accept for mobile
08:74:02:77:13:45

*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.978: 08:74:02:77:13:45 Username entry (userl) created in
mscb for mobile, length = 253

*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.978: 08:74:02:77:13:45 Station 08:74:02:77:13:45 setting
dotlx reauth timeout = 1800

*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.978: 08:74:02:77:13:45 Creating a PKC PMKID Cache entry for
station 08:74:02:77:13:45 (RSN 2)

*Dotlx NW_MsgTask 0: Nov 25 16:36:25.979: 08:74:02:77:13:45 Adding BSSID 38:ed:18:c6:7b:4d to
PMKID cache at index 0 for station 08:74:02:77:13:45

*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.979: New PMKID: (16)

*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.979: [0000] 80 3a 20 8c 8f c2 4c 18 7d 4c 28 e7 7f 10 11 03
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.979: 08:74:02:77:13:45 Adding Audit session ID payload in
Mobility handoff

*Dotlx NW_MsgTask_0: Nov 25 16:36:25.979: 08:74:02:77:13:45 0 PMK-update groupcast messages sent
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.979: 08:74:02:77:13:45 PMK sent to mobility group

*Dotlx NW_MsgTask_0: Nov 25 16:36:25.979: 08:74:02:77:13:45 Disabling re-auth since PMK lifetime
can take care of same.

*Dotlx NW_MsgTask 0: Nov 25 16:36:25.979: 08:74:02:77:13:45 Sending EAP-Success to mobile
08:74:02:77:13:45 (EAP Id 70)

*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.979: 08:74:02:77:13:45 Freeing AAACB from DotlxCB as AAA
auth is done for mobile 08:74:02:77:13:45

*Dotlx NW_MsgTask 0: Nov 25 16:36:25.979: 08:74:02:77:13:45 Found an cache entry for BSSID
38:ed:18:c6:7b:4d in PMKID cache at index 0 of station 08:74:02:77:13:45

*Dotlx NW_MsgTask 0: Nov 25 16:36:25.979: 08:74:02:77:13:45 Found an cache entry for BSSID
38:ed:18:c6:7b:4d in PMKID cache at index 0 of station 08:74:02:77:13:45

*Dotlx NW_MsgTask_0: Nov 25 16:36:25.979: Including PMKID in M1 (16)

*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.979: [0000] 80 3a 20 8c 8f c2 4c 18 7d 4c 28 e7 7f 10 11 03
*Dotlx NW_MsgTask _0: Nov 25 16:36:25.979: M1 - Key Data: (22)

*Dotlx NW_MsgTask_0: Nov 25 16:36:25.979: [0000] dd 14 00 0f ac 04 80 3a 20 8c 8f c2 4c 18 7d 4c
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.979: [0016] 28 e7 7f 10 11 03

*Dotlx NW_MsgTask 0: Nov 25 16:36:25.979: 08:74:02:77:13:45 Starting key exchange to mobile



08:74:02:77:13:45,
*Dotlx NW_MsgTask_0:
08:74:02:77:13:45
state INITPMK (message 1),
*Dotlx NW_MsgTask 0: Nov 25 16:36:25.980:
for retransmission to mobile 08:74:02:77
*Dotlx NW_MsgTask 0: Nov 25 16:36:25.980:
(id=70) for mobile 08:74:02:77:13:45
*Dotlx NW_MsgTask 0: Nov 25 16:36:25.980:
Authenticating state for mobile 08:74:02
*Dotlx NW_MsgTask 0: Nov 25 16:36:25.980:

Nov 25 16:36:25.980:

data packets will be dropped

08:74:02:77:13:45

08:

08:

08:

replay counter 00.00

74

:13:45

74

74

.00.00.00.00.
:45

:02

:02

:02

:77:13:45

277

277

277

08:74:02:77

08:74:02:77:13:45 into Authenticated state

*Dotlx NW_MsgTask 0: Nov 25 16:36:25.983:
08:74:02:77:13:45

*Dotlx NW_MsgTask 0: Nov 25 16:36:25.983:

state (message 2) from mobile 08:74:02:77:13:45

*Dotlx NW_MsgTask 0: Nov 25 16:36:25.983:
PMK!!!

*Dotlx NW_MsgTask 0: Nov 25 16:36:25.983:
Message M2!!!!1!

*Dotlx NW_MsgTask 0: Nov 25 16:36:25.984:
00 O.vvmiivneit

*Dotlx NW_MsgTask 0: Nov 25 16:36:25.984:
*Dotlx NW_MsgTask 0: Nov 25 16:36:25.984:
0f .. .

*Dotlx NW_MsgTask 0: Nov 25 16:36:25.984:
*Dotlx NW_MsgTask 0: Nov 25 16:36:25.984:
*Dotlx NW_MsgTask 0: Nov 25 16:36:25.984:
mobile 08:74:02:77:13:45

*Dotlx NW_MsgTask 0: Nov 25 16:36:25.984:

08:74:02:77:13:45
state PTKINITNEGOTIATING (message 3),
*Dotlx NW_MsgTask 0: Nov 25 16:36:25.984:
*Dotlx NW_MsgTask 0: Nov 25 16:36:25.988:
PTKINITNEGOTIATING state
*Dotlx NW_MsgTask_0: Nov
mobile 08:74:02:77:13:45
*Dotlx NW_MsgTask_0:

25 16:36:25.988:

Nov 25 16:36:25.988:

*Dotlx NW_MsgTask 0: Nov 25 16:36:25.988:
L2AUTHCOMPLETE

*Dotlx NW_MsgTask 0: Nov 25 16:36:25.988:
*Dotlx NW_MsgTask 0: Nov 25 16:36:25.988:
*Dotlx NW_MsgTask 0: Nov 25 16:36:25.988:
*Dotlx NW_MsgTask 0: Nov 25 16:36:25.988:
mask 255.255.255.224

*Dotlx NW_MsgTask 0: Nov 25 16:36:25.988:
*Dotlx NW_MsgTask 0: Nov 25 16:36:25.988:
*Dotlx NW_MsgTask 0: Nov 25 16:36:25.988:
*Dotlx NW_MsgTask 0: Nov 25 16:36:25.988:
*Dotlx NW_MsgTask 0: Nov 25 16:36:25.988:

required on AP 38:ed:
*Dotlx NW_MsgTask_0:
00

*Dotlx NW_MsgTask_0:
mobile LWAPP rule on
*Dotlx NW_MsgTask_0: Nov 25 16:36:
state to DHCP_REQD (7) last state

18:¢c6:7b:40 vapId 3
Nov 25 16:36:25.988:

Nov 25 16:36:25.988:

25.988:

*Dotlx NW_MsgTask 0: Nov 25 16:36:25.988:
pemAdvanceState2 6623, Adding TMP rule
*Dotlx NW_MsgTask 0: Nov 25 16:36:25.988:

Path rule
type

Airespace AP - Learn IP address

:13

:13

:13

:13

:45

:45

:45

08:74:02:77:13:45

08:74:02:77:13:45

08:74:02:77:13:45

08:74:02:77:13:45

00000000

00000010
00000000

00000010

Sending EAPOL-Key Message to mobile

00.00
Reusing allocated memory for EAP Pkt

Entering Backend Auth Success state

Received Auth Success while in

dotlx - moving mobile

Received EAPOL-Key from mobile

Received EAPOL-key in PTK_START

Successfully computed PTK from

Received valid MIC in EAPOL Key

30 14 01 00 00 0f ac 04 01 00 00 Of ac 04 01

00 0f ac 01 Oc 00

01 00 00 Of ac 04 01 00 00 Of ac 04 01 00 00

ac 01 Oc 00
08:74:02:77:13:45
08:74:02:77:13:45

08:74:02:77:13:45

replay counter 00.00

08:74:02:77:13:45
for retransmission to mobile 08:74:02:77:13:45
08:74:02:77:13:45

PMK: Sending cache add
Stopping retransmission timer for

Sending EAPOL-Key Message to mobile

.00.00.00.00.00.01
Reusing allocated memory for EAP Pkt

Received EAPOL-key in

(message 4) from mobile 08:74:02:77:13:45

08:74:02:77:13:45 Stopping retransmission timer for

08:74:02:77:13:45
to L2AUTHCOMPLETE (4) last state 8021X_ REQD (3)

08:

08:
08:
08:
08:

08:
08:
08:
08:
08:

74

74 :
74 :
74 :
74 :

74 :
74 :
74 :
74 :
74 :
apVapId 3for

08:74:02:77:

:02:77:13:

02:
02:
02:
02:

02:
02:
02:
02:
02:

77
77
77
77

77
77
77
77
77

13:
13:
13:
13:

13:
13:
13:
13:
13:

45

45
45
45
45

45
45
45
45
45

0.0.0.0 8021X REQD (3) Change state

Mobility query, PEM State:
Building Mobile Announce
Building Client Payload:
Client Ip: 0.0.0.0

Client Vlan Ip: 172.16.0.136, Vlan
Client Vap Security: 16384
192.0.2.1
ise-ssid

Virtual Ip:
ssid:
Building VlanIpPayload.
0.0.0.0 L2AUTHCOMPLETE

(4) DHCP

this client

08:74:02:77:13:45

AP 38:ed:18:c6:7b:40 vapId 3 apVapId 3

08:74:02:77:13:45

L2AUTHCOMPLETE (4)

08:74:02:77:13:45

08:74:02:77:13:45

13:45 Not Using WMM Compliance code gosCap

0.0.0.0 L2AUTHCOMPLETE
flex-acl-name:
0.0.0.0 L2AUTHCOMPLETE (4) Change

(4) Plumbed

0.0.0.0 DHCP_REQD (7)

0.0.0.0 DHCP_REQD (7) Adding Fast



on AP 38:ed:18:c6:7b:40, slot 1, interface = 1, Q0S = 0

IPv4d ACL ID = 255, IPv

*apfReceiveTask: Nov 25 16:36:25.989: 08:74:02:77:13:45 0.0.0.0 DHCP_REQD (7) mobility role
update request from Unassociated to Local

Peer = 0.0.0.0, 0ld Anchor = 0.0.0.0, New Anchor = 172.16.0.136

*apfReceiveTask: Nov 25 16:36:25.989: 08:74:02:77:13:45 0.0.0.0 DHCP_REQD (7) State Update from
Mobility-Incomplete to Mobility-Complete, mobility role=Local, client
state=APF_MS_STATE_ASSOCIATED

*apfReceiveTask: Nov 25 16:36:25.989: 08:74:02:77:13:45 0.0.0.0 DHCP_REQD (7) pemAdvanceState?2
6261, Adding TMP rule

*apfReceiveTask: Nov 25 16:36:25.989: 08:74:02:77:13:45 0.0.0.0 DHCP_REQD (7) Replacing Fast
Path rule

type = Airespace AP - Learn IP address

on AP 38:ed:18:c6:7b:40, slot 1, interface = 1, Q0S = 0

IPv4d ACL ID = 255,

*apfReceiveTask: Nov 25 16:36:25.989: 08:74:02:77:13:45 0.0.0.0 DHCP_REQD (7) Successfully
plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)

*pemReceiveTask: Nov 25 16:36:25.990: 08:74:02:77:13:45 0.0.0.0 Added NPU entry of type 9,
dtlFlags 0x0

*pemReceiveTask: Nov 25 16:36:25.990: 08:74:02:77:13:45 0.0.0.0 Added NPU entry of type 9,
dtlFlags 0x0

*apfReceiveTask: Nov 25 16:36:27.835: 08:74:02:77:13:45 WcdbClientUpdate: IP Binding from WCDB
ip_learn_type 1, add_or_delete 1

*apfReceiveTask: Nov 25 16:36:27.835: 08:74:02:77:13:45 IPv4 Addr: 0:0:0:0

*apfReceiveTask: Nov 25 16:36:27.835: 08:74:02:77:13:45 In apfRegisterIpAddrOnMscb_debug:
regType=1 Invalid src IP address, 0.0.0.0 is part of reserved ip address range (caller
apf_ms.c:3593)

*apfReceiveTask: Nov 25 16:36:27.835: 08:74:02:77:13:45 IPv4 Addr: 0:0:0:0

*apfReceiveTask: Nov 25 16:36:27.840: 08:74:02:77:13:45 WcdbClientUpdate: IP Binding from WCDB
ip_learn_type 1, add_or_delete 1

*apfReceiveTask: Nov 25 16:36:27.841: 08:74:02:77:13:45 172.16.0.16 DHCP_REQD (7) Change state
to RUN (20) last state DHCP_REQD (7)

Para obtener una manera facil de leer los resultados de debug client, utilice la herramienta
Wireless debug analyzer.

Analizador de depuracion inaldmbrica

Proceso de autenticacion en ISE

Navegue hasta Operaciones > RADIUS > Registros en directo para ver qué politica de
autenticacion, politica de autorizacion y perfil de autorizacion se asignan al usuario.

ek Identit ces Engine Hoime v Cort .-' + Pa

~RADIUS | TC-RAC Live Logs b TACACS  Repors + Trouhleshoot b Acaptive Metwoaork Contral

Live Sesszions

Misconfigured Supplicants Misconfigured Hetwork RADIUS Drops & Client Stopped Responding Reped
[:] Devices & L]
Refresh | Mever j Show | Latest 20 record

7 Refresh @ Feset Repeat Counts B Export Taw

Time  Sta.. Details lde...  Endpoint ID Endpoint ... JAuthentication Policy Authaorization Policy Authaorization Profiles

Mo i) a uzerl 08:74:0277:1345 Lpple-Device Default == Rule name == Default  Default == Mameluth Zrule Permittccess

Para obtener mas informacion, haga clic en Detalles para ver un proceso de autenticacion mas
detallado.


https://cway.cisco.com/tools/WirelessDebugAnalyzer/
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