Configuraciéon de Catalyst 9800 WLC con
autenticacion LDAP para 802.1X y autenticacion
Web
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Introduccion

Este documento describe como configurar un Catalyst 9800 para autenticar clientes con un
servidor LDAP como base de datos para credenciales de usuario.

Prerequisites

Requirements
Cisco recomienda que tenga conocimiento sobre estos temas:

- Servidores de Microsoft Windows
- Active Directory o cualquier otra base de datos LDAP

Componentes Utilizados

EWC C9800 en punto de acceso (AP) C9100 que ejecuta la version 17.3.2a de Cisco IOS®-XE



Servidor Microsoft Active Directory (AD) con almacenamiento de acceso a la red (NAS) de QNAP
gue actua como base de datos LDAP

The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. Si tiene una red
en vivo, asegurese de entender el posible impacto de cualquier comando.

Configuracién de LDAP con un SSID de Webauth

Diagrama de la red

Este articulo fue escrito en base a una configuracién muy simple:
Un EWC AP 9115 con IP 192.168.1.15

Un servidor de Active Directory con IP 192.168.1.192

Un cliente que se conecta al AP interno del EWC

Configuracion del controlador

Paso 1. Configuracion del servidor LDAP

Navegue hasta Configuration > Security > AAA> Servers/Groups > LDAP y haga clic en + Add

',':|I'S'é|c;' Cisco Embedded Wireless Controller on Catalyst Access Points
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_ Configuration - > Security -~ > AAA

+ AAA Wizard

Dashboard

Monitoring

Servers [ Groups AAA Method List AAA Advanced

+ Add

.. : RADIUS
Administration Servers Server Groups
TACACS+
Licensing Name
LDAP
NAS

Troubleshooting

Elija un nombre para su servidor LDAP y rellene los detalles. Para obtener una explicacion sobre
cada campo, consulte la seccion "Comprension de los detalles del servidor LDAP" de este
documento.



Edit AAA LDAP Server x

Server Name*

Server Address*

FPort Number*

Simple Bind

Bind User name™

Bind Password *
Confirm Bind Password*
User Base DN*

User Attribute

User Object Type

Server Timeout
(seconds)

Secure Mode

Trustpoint Name

AD

192.168.1.192 (1) Provide a valid Server

address
389

Authenticated v

Administrator@lab.cor

CN=Users,DC=lab,DC:

User Object Type ~  Remove

Person 4

0-65534

Guardar haciendo clic en Actualizar y aplicar al dispositivo

Comandos CLI:

| dap server AD ipv4 192.168.1.192 bind authenticate root-dn Adm nistrator @ab.com password 6
WCGYHKTDQPV] DeaHLSPF_GZ[ E_ MNi _AAB base-dn CN=Users, DC=I ab, DC=com search-filter user-object-type

Per son

Paso 2. Configure un grupo de servidores LDAP.

Navegue hasta Configuration > Security > AAA > Servers/ Groups > LDAP > Server Groups y

haga clic en +ADD



Configuration~ > Security~ > AAA

+ AAA Wizard

Servers [ Groups

AAA Method List

RADIUS
Servers
TACACS+
Name
LDAP
Idapgr

Introduzca un nombre y agregue el servidor LDAP que configur6 en el paso anterior.

AAA Advanced

Server Groups

v~  Server 1

AD

Name*

Idapgr

Group Type

LDAP

Available Servers

NAS

»>

&

Haga clic en Update and apply para guardar.

Comandos CLI:

aaa group server |dap |dapgr server AD

Assigned Servers

AD

Paso 3. Configuracién del método de autenticacion AAA

Navegue hasta Configuration > Security > AAA > AAA method List > Authentication y haga clic en

+Add

>

1<

Ser

N/A



Configuration~ > Security~ > AAA

+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

Authentication
Authaorization
Name ~  Type ~  Group Type ~  Groupl
Accounting
default login local N/A
Idapauth login group Idapgr

Ingrese un nombre, elija el tipo de Login y apunte al grupo de servidores LDAP configurado
previamente.

Quick Setup: AAA Authentication

Method List Name* Idapauth ‘
Type* login v @
Group Type group vy @

Fallback to local

Available Server Groups Assigned Server Groups
radius s Idapgr -
Idap
tacacs+ < -
B v
« >

Comandos CLI:
aaa authentication |ogin | dapauth group | dapgr
Paso 4. Configuraciéon de un método de autorizacion AAA

Navegue hasta Configuration > Security > AAA > AAA method list > Authorization y haga clic en
+Add



Configuration~ > Security~ > AAA

4 AAA Wizard

Servers | Groups Aan Method List

Authentication

Authorization

Accounting

AAA Advanced

Name ~ Type ~ Group Type ~  Groupl
default credential-download group Idapgr

Idapauth credential-download group Idapgr

1 10«

Cree una regla de tipo de descarga de credenciales con el nombre que desee y sefale al grupo
de servidores LDAP creado anteriormente

Quick Setup: AAA Authorization

Method List Name*

Idapauth

Type* credential-download v | (i)
Group Type group v @
Fallback to local
Authenticated
Available Server Groups Assigned Server Groups
radius N ldapgr =
ldap
tacacs+ : o~
B w
&

Comandos CLI:

I¢

aaa authorization credential -downl oad | dapauth group | dapgr
Paso 5. Configuracion de la autenticacion local

Vaya a Configuration > Security > AAA > AAA Advanced > Global Config

Establezca la autenticacion local y la autorizacion local en Lista de métodos y elija el método de
autenticacion y autorizacidén configurado anteriormente.



Configuration -~ > Security~ > AAA

+ AAA Wizard

Servers [/ Groups AAA Method List AAA Advanced

Global Config

Local Authentication Method List v
e Authentication Method List |dapauth v
Attribute List Name Local Authorization Method List v
Device Authentication Authorization Method List Idapauth v
AP Policy Radius Server Load Balance |. DISABLED |
Password Policy Interim Update

AAA Interface Show Advanced Settings >>>

Comandos CLI:

aaa | ocal authentication |dapauth authorization |dapauth
Paso 6. Configure el mapa de parametros de webauth

Navegue hasta Configuration > Security > Web Auth y edite el mapa global

Configuration~ » Security - > Web Auth

Parameter Map Name

global

Asegurese de configurar una direccion IPv4 virtual como 192.0.2.1 (esa IP/subred especifica esta
reservada para la IP virtual no enrutable).



Edit Web Auth Parameter

General Advanced
Parameter-map name | global |
Banner Type © None Banner Text Banner Title File Mame
Maximum HTTP connections | 100 |
Init-State Timeout(secs) | 120 |
Type | webauth v |
Virtual IPv4 Address | 192021 |
Trustpoint | --- Select --- v |

Virtual IPv4 Hostname | |

Virtual IPv6 Address | b |

Web Auth intercept HTTPs

Watch List Enable

Watch List Expiry Timeout(secs) 600

Captive Bypass Portal
Disable Success Window
Disable Logout Window
Disable Cisco Logo

Sleeping Client Status

Sleeping Client Timeout (minutes) 720

Haga clic en Apply para guardar.

Comandos CLI:

paraneter-map type webaut h gl obal type webauth virtual-ip ipvd 192.0.2.1
Paso 7. Configuracion de una WLAN de webauth



Navegue hasta Configuration > WLANs y haga clic en +Add

Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Add To Policy Tags

A Please add the WLANs to Policy Tags for them to broadcast.

Profile Name* | webauth | Radio Policy | Al v |
SsID* | webauth | Broadcast SSID
WLAN ID* | 2 |

Status enalep [}

Configure el nombre, asegurese de que esta en el estado habilitado y, a continuacién, vaya a la
ficha Seguridad.

En la subpestafa Capa 2, asegurese de que no haya seguridad y de que la Transicion rapida esté
inhabilitada.

Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Add To Policy Tags

Layer2 Layer3 AAA

Labby Admin Access

Layer 2 Security Mode None v
Fast Transition Disabled v
MAC Filtering
QOver the DS
OWE Transition Mode —
Reassociation Timeout | 20 ‘

En la pestafia Layer3, habilite la politica web, establezca el mapa de parametro en global y
establezca la lista de autenticacion en el método de inicio de sesion aaa configurado previamente.



Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Add To Palicy Tags

Layer2 Layer3 AAA

show Advanced Settings »>>

Web Policy v
Web Auth Parameter Map global -
Authentication List Idapauth v | (®

For Local Login Method List to work, please make sure
the configuration 'aaa authorization netwoark default local'
exists on the device

Guardar haciendo clic en Aplicar

Comandos CLI:

w an webauth 2 webauth no security ft adaptive no security wpa no security wpa wpa2 no security
wpa wpa2 ci phers aes no security wpa akm dot 1x security web-auth security web-auth
aut hentication-list |dapauth security web-auth paraneter-map gl obal no shutdown

Paso 8. Asegurese de que se transmite el SSID

Navegue hasta Configuration > Tags y asegurese de que el SSID esté incluido en el servicio del
perfil de politica actual por el SSID (la etiqueta de politica predeterminada para una nueva
configuracion si aun no ha configurado etiquetas). De forma predeterminada, default-policy-tag no
difunde los nuevos SSID que cree hasta que los incluya manualmente.

En este articulo no se trata la configuracion de los perfiles de politica y se asume que esta
familiarizado con esa parte de la configuracion.

Configuracion de LDAP con un SSID dot1x (mediante EAP local)

La configuracién de LDAP para un SSID 802.1X en el 9800 generalmente requiere también la
configuracion de EAP local. Si fuera a utilizar RADIUS, seria su servidor RADIUS establecer una
conexién con la base de datos LDAP y eso esta fuera del alcance de este articulo.Antes de
intentar esta configuracién se recomienda configurar EAP local con un usuario local configurado
en el WLC primero, se proporciona un ejemplo de configuracién en la seccion de referencias al
final de este articulo. Una vez hecho esto, puede intentar mover la base de datos de usuarios
hacia LDAP.

Paso 1. Configuracion de un perfil EAP local

Navegue hasta Configuration > Local EAP y haga clic en +Add



‘L'I'gég' Cisco Embedded Wireless Controller on Catalyst Access Points
17.3.2a

_ Conﬁguration- > SE‘CUFil‘f" > Local EAP
Dashboard
Monitoring

Local EAP Profiles EAP-FAST Parameters

-+ Add

Profile Name w

PEAP

Troubleshooting

Elija cualquier nombre para su perfil. Active al menos PEAP y seleccione un nombre de punto de
confianza. De forma predeterminada, su WLC solo tiene certificados autofirmados, por lo que
realmente no importa cual escoja (normalmente TP-self-signed-xxxx es el mejor para este
propésito), pero como las nuevas versiones de SO de los smartphones confian cada vez menos
en los certificados autofirmados, considere instalar un certificado firmado publicamente de
confianza.

Edit Local EAP Profiles

Profile Name* PEAP
LEAP

EAP-FAST

EAP-TLS

PEAP v

Trustpoint Name TP-self-signed-305Y +



Comandos CLI:

eap profile PEAP nethod peap pki-trustpoint TP-self-signed-3059261382
Paso 2. Configuracion del servidor LDAP

Navegue hasta Configuration > Security > AAA> Servers/Groups > LDAP y haga clic en + Add

*é'l's'é[:;' Cisco Embedded Wireless Controller on Catalyst Access Points
17.3.2a

— Configuration - > Security -~ > AAA

+ AAA Wizard

Dashboard
Monitoring

Servers [ Groups AAA Method List AAA Advanced

-+ Add
N RADIUS
Administration Servers Server Groups
TACACS+
Licensing Name
LDAP
NAS

’ Troubleshooting

Elija un nombre para su servidor LDAP vy rellene los detalles. Para obtener una explicacion sobre
cada campo, consulte la seccién "Comprension de los detalles del servidor LDAP" de este
documento.



Edit AAA LDAP Server x

Server Name*

Server Address*

FPort Number*

Simple Bind

Bind User name™

Bind Password *
Confirm Bind Password*
User Base DN*

User Attribute

User Object Type

Server Timeout
(seconds)

Secure Mode

Trustpoint Name

AD

192.168.1.192 (1) Provide a valid Server

address
389

Authenticated v

Administrator@lab.cor

CN=Users,DC=lab,DC:

User Object Type ~  Remove

Person 4

0-65534

Guardar haciendo clic en Actualizar y aplicar al dispositivo

| dap server AD ipv4 192.168.1.192 bind authenticate root-dn Adm ni strator@ ab. com password 6
WCGYHKTDQPV] DeaHLSPF_GZ[ E_WNi _AAB base- dn CN=User s, DC=l ab, DC=com search-filter user-object-type

Per son

Paso 3. Configure un grupo de servidores LDAP.

Navegue hasta Configuration > Security > AAA > Servers/ Groups > LDAP > Server Groups y

haga clic en +ADD



Configuration~ > Security~ > AAA

+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

-+ Add

RADIUS
Servers Server Groups
TACACS+
Name v Server 1 Ser
LDAP
Idapgr AD N/A
1 10 «

Introduzca un nombre y agregue el servidor LDAP que configuré en el paso anterior.

Name* Idapgr ‘
Group Type LDAP ‘

Available Servers Assigned Servers
NAS AD

>

»

&

1<

Haga clic en Update and apply para guardar.

Comandos CLI:

aaa group server |dap | dapgr server AD
Paso 4. Configure un método de autenticacion AAA

Navegue hasta Configuration > Security > AAA > AAA Method List > Authentication y haga clic en
+Add

Configure un método de autenticacion de tipo dot1x y senale solo a local. Seria tentador apuntar
al grupo de servidores LDAP, pero es el propio WLC el que actua como el autenticador 802.1X



aqui (aunque la base de datos de usuarios esta en LDAP, pero ese es el trabajo del método de
autorizacion).

Quick Setup: AAA Authentication

Method List Name* Idapauth
Type* dot1x - C)
Group Type local v (@

Available Server Groups Assigned Server Groups

radius

3l

Idap
LA s
tacacs+

Idapgr »

l¢

Comando CLI:

aaa aut hentication dotlx |dapauth |ocal
Paso 5. Configure un método de autorizacion AAA

Vaya a Configuration > Security > AAA > AAA Method List > Authorization y haga clic en +Add.

Cree un método de autorizacion de tipo credential-download y haga que apunte al grupo LDAP.



Quick Setup: AAA Authorization

Method List Name™ Idapauth
Type* credential-download @
Group Type group v (3

Fallback to local

Authenticated

Available Server Groups Assigned Server Groups

radius ldapgr
Idap

3

sl
tacacs+

I¢

Comando CLI:

aaa aut horization credential -downl oad | dapauth group | dapgr

Paso 6. Configure los detalles de autenticacion local

Vaya a Configuration > Security > AAA > AAA Method List > AAA advanced

Elija Lista de métodos para autenticacion y autorizacién y elija el método de autenticacion dot1x

apuntando localmente y el método de autorizacién de descarga de credenciales apuntando hacia
LDAP



Configuration~ > Security~ > AAA

+ AAA Wizard

Global Config
RADIUS Fallback
Attribute List Name
Device Authentication
AP Policy

Password Policy

AAA Interface

Comando CLI:

Servers [ Groups AAA Method List AAA Advanced

Local Authentication
Authentication Method List
Local Authorization
Authorization Method List
Radius Server Load Balance
Interim Update

Show Advanced Settings >>>

aaa | ocal authentication |dapauth authorization |dapauth

Paso 7. Configuracién de una WLAN dot1x

Navegue hasta Configuration > WLAN y haga clic en +Add

Elija un perfil y un nombre SSID y asegurese de que esta activado.

Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Add To Policy Tags

Method List
|dapauth
Method List

|dapauth

B oisaBLeD

A Please add the WLANSs to Policy Tags for them to broadcast.

| Radio Policy

| Broadcast SSID

Profile Name* | LDAP
SSID* | LDAP
WLAN ID* | 1

Status enaslep [

Vaya a la ficha Seguridad de capa 2.




Elija WPA+WPA2 como modo de seguridad de capa 2

Asegurese de que WPA2 y AES estan activados en los parametros WPA y que se activa 802.1X

Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Add To Policy Tags

Layer2 Layer3 AAA

Layer 2 Security Mode WPA + WPAZ

Lobby Admin Access
MAC Filtering Fast Transition Adaptive Enab... »
Protected Management Frame Over the DS
Reassociation Timeout 20
PMF Disabled v
MPSK Configuration
WPA Parameters
MPSK
WPA Policy
WPA2 Policy v

GTK Randomize
OSEN Policy

WPAZ Encryption « | AES(CCMP128)
CCMP256
GCMP128

GCMP256

Auth Key Mgmt « | B02.1x
PSK
CCKM
FT + B02.1x
FT + PSK
802.1x-SHA256

PSK-SHA256

Vaya a la subpestafia AAA.



Elija el método de autenticacion dot1x creado anteriormente, habilite la autenticacion EAP local y
elija el perfil EAP configurado en el primer paso.

Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Add To Policy Tags

Layer2 Layer3 AAA

Authentication List ldapauth v @
Local EAP Authentication d
EAP Profile Name PEAP v

Guardar haciendo clic en Aplicar

Comandos CLI:

w an LDAP 1 LDAP | ocal -auth PEAP security dot1x authentication-list |dapauth no shutdown
Paso 8. Verifique que se transmita la WLAN

Navegue hasta Configuration > Tags y asegurese de que el SSID esté incluido en el servicio del
perfil de politica actual por el SSID (la etiqueta de politica predeterminada para una nueva
configuracion si aun no ha configurado etiquetas). De forma predeterminada, default-policy-tag no
difunde los nuevos SSID que cree hasta que los incluya manualmente.

En este articulo no se trata la configuracion de los perfiles de politica y se asume que esta
familiarizado con esa parte de la configuracion.

Si usa Active Directory, debe configurar el servidor AD para enviar el atributo "userPassword".
Este atributo debe enviarse al WLC. Esto se debe a que el WLC hace la verificacién, no el
servidor de AD. También puede tener problemas de autenticacion con el método PEAP-
mschapv2, ya que la contrasefia nunca se envia en texto sin formato y, por lo tanto, no se puede
comprobar con la base de datos LDAP; s6lo el método PEAP-GTC funcionaria con ciertas bases
de datos LDAP.

Comprender los detalles del servidor LDAP

Comprender los campos de la interfaz de usuario web del 9800

Este es un ejemplo de un Active Directory muy basico que actua como servidor LDAP configurado



en el 9800

Edit AAA LDAP Server x

Server Name*

Server Address*

Port Number®

Simple Bind

Bind User name*

Bind Password *

Confirm Bind Password*

User Base DN*

User Attribute

User Object Type

Server Timeout
(seconds)

Secure Mode

Trustpoint Name

AD

192.168.1.192 () Provide a valid Server

address
389

Authenticated r

Administrator@lab.cor

CN=Users,DC=lab,DC:

User Object Type ~  Remove

Person »

0-65534

Esperamos que el nombre y la direccion IP se expliquen por si solos.

Puerto: 389 es el puerto predeterminado para LDAP, pero su servidor puede utilizar otro.

Enlace simple: es muy raro tener una base de datos LDAP hoy en dia que soporte un enlace no
autenticado (eso significa que cualquiera puede hacer una busqueda LDAP en ella sin ningun
formulario de autenticacion). El enlace simple autenticado es el tipo de autenticacion mas comun
y lo que Active Directory permite de forma predeterminada. Puede introducir un nombre de cuenta
y una contrasena de administrador para poder realizar busquedas en la base de datos de

usuarios desde alli.



Enlazar nombre de usuario: Debe sefialar a un nombre de usuario con privilegios de
administrador en Active Directory. AD tolera el formato "user@domain" mientras que muchas
otras bases de datos LDAP esperan un formato "CN=xxx,DC=xxx" para el nombre de usuario.
Mas adelante en este articulo se proporciona un ejemplo con otra base de datos LDAP que no
sea AD.

Contrasena de enlace: Introduzca la contraseia que el nombre de usuario del administrador ha
introducido anteriormente.

DN base de usuario: Introduzca aqui la "raiz de busqueda", que es la ubicacion en el arbol LDAP
donde comienzan las busquedas. En este ejemplo, todos nuestros usuarios se encuentran en el
grupo "Usuarios", cuyo DN es "CN=Users,DC=lab,DC=com" (ya que el dominio LDAP de ejemplo
es lab.com). Mas adelante en esta seccidn se proporciona un ejemplo de como averiguar este DN
base de usuario.

Atributo de usuario: Esto puede dejarse vacio, o apuntar a un mapa de atributo LDAP que indica
qué campo LDAP cuenta como nombre de usuario para su base de datos LDAP. Sin embargo,
debido a la ID de bug de Cisco CSCvv11813 , el WLC intenta una autenticacién con el campo CN
no importa qué.

Tipo de objeto de usuario: Esto determina el tipo de objetos que se consideran usuarios.
Normalmente, se trata de "Persona". Podria ser "Computers" (Equipos) si tiene una base de datos
AD y autentica cuentas de computadora, pero nuevamente LDAP provee mucha personalizacion.

El modo seguro habilita LDAP seguro sobre TLS y requiere que seleccione un punto de confianza
en el 9800 para utilizar un certificado para el cifrado TLS.

Autenticacion LDAP 802.1x con el atributo sAMAaccountName.

Esta mejora se introduce en la version 17.6.1.
Configure el atributo "userPassword" para el usuario.

Paso 1. En el servidor de Windows, desplacese hasta Usuarios y equipos de Active Directory


https://tools.cisco.com/bugsearch/bug/CSCvv11813

] Active Directory Users and Computers

File

ke 2F 0 Bc=HmM P RETER

Action

View Help

] Active Directory Users and Com
» | Saved Queries
v j;"g cciew.local

AR

Paso 2. Haga clic con el botdn derecho en el nombre de usuario correspondiente y seleccione las

Builtin

Computers

Domain Controllers
ForeignSecurityPrincipals
Keys

LostAndFound

Managed Service Accour
Program Data

System

Users

NTDS Quotas

TPM Devices

propiedades

Name Type Description
E;Administra‘tor User Built-in account for ad...
%Allowed RO... Security Group... Members in this group c...
%Cer‘t Publish... Security Group... Members of this group ...
%CIuneable D.. Security Group... Members of this group t...
&DefaultAcco... User A user account manage...
%Denied ROD... Security Group... Members in this group c...
%DnsAdmins Security Group... DNS Administrators Gro...
82 DnsUpdateP... Security Group... DNS clients who are per...
%Domain Ad.. Security Group... Designated administrato...
%Domain Co.. Security Group... All workstations and ser...
%Domain Con... Security Group... All domain controllers i...
%Damain Gue... Security Group... All domain guests
%Dnmain Users Security Group... All domain users
%Enterprise A.. Security Group.. Designated administrato...
EEnterprise K. Security Group.. Members of this group ...
%Enterprise R.. Security Group.. Members of this group ...
%Group Polic... Security Group... Members in this group c...
E.;Guest User Built-in account for gue...
E)kanu User

%Keyiadmins Security Group... Members of this group ...
2. krbtgt User Key Distribution Center ...
%Protected Us... Security Group... Members of this group ...
EERAS and IAS ... Security Group... Serversin this group can...
%Read—only D... Security Group.. Members of this group ...
%Schema Ad.. Security Group... Designated administrato...
E;sony s User

E;tejas User

E,test User

D test123 User

E;vk User

&, vk User

E)Yogesh G. User



| Managed Service Accout 4. DnsUpdateP... Security Group... DNS clients who are per...
[] Program Data % Domain Ad... Security Group... Designated administrato...
] System % Domain Co... Security Group... All workstations and ser...
| Users % Domain Con... Security Group... All domain controllers i...
[] NTDS Quotas % Demain Gue... Security Group... All domain guests

] TPM Devices %Dom.“- Usse CesssiineLumecn___klldemngin users

% Enter Copy..

nated administrato...

Add to a group...

% Enter

sers of this group ...

% Enter Name Mappings... sers of this group ...
%Grnm Disable Account sers in this group c...
E;Gueﬂ Racet Paamaoril n account for gue...
%kanu
Move... .

%Keyﬂ sers of this group ...
&krbtg etz istribution Center ...
2 prote Send Mail sers of this group ...
%RAS H All Tasks s 'sinthis group can...
%Read- sers of this group ...

2 Scher Cut
& sony Delete

& tejas

nated administrato...

Rename
& test -
&i’esﬂi Properties
& vk Help

A D e

5Yugesh G. User

Paso 3. Seleccione el editor de atributos en la ventana de propiedades



k1 Properties ? X

Published Certificates Member Of Password Replication Dialin  Object

Securty Environment Sessions Remaote control
General Address  Account Profile Telephon

Remote Desktop Services Profile COM= ‘ Attribute Editor
Attributes:

Attribute Value o)

uid <not set>

uid Mumber <not set>

unicodePwd <not set>

unixHome Directory <not set>

unixUserPassword <not set>

url <not set>

userAccountControl (10200 = ( NORMAL_ACCOUNT | DONT _I

userCert <not set

userCertificate <not set>
_userParameters ot se

userPassword <not set>
—userPKEST2 =0 '

userPrincipalName vic1@cciew local

userSharedFolder <not set> o

€ >

Edit Filter
OK Cancel Apply Help

Paso 4. Configure el atributo "userPassword". Se trata de la contrasefia del usuario, que debe



configurarse en hexadecimal.

vk1 Properties 7 >

Fublished Cedificates Member Of Password Replication Dialin  Objed

Securty Environment Sessions Hemote control
G : -
Multi-valued Octet String Editor X
y  Attribute: userPassword
Values:
Add
Remove
Edit

| oK Cancel




K| Froperties

Published Cerfficates Member Of Password Replication Dialin  Object
Securty Environment Sessions Remote control
I:"____I [, | [ —_—— | P —— Dol e i e | s Ppp—— .
Multi-valued Octet String Editor X
Octet String Attribute Editor X
Attribute: userPassword
Walue format: Hexadedmal ~
alue:
43 &9 73 &3 &F 31 32 33
Clear 0K Cancel
TR | | —drmCeE] |
OK || Cancel Apply Help

Haga clic en Aceptar, compruebe si muestra la contrasefia correcta




Paso 5. Haga clic en Aplicar y luego en Aceptar

| vk1 Properties ? >
Published Cerificates Member Of Password Replication Dialin  Object
Security Environment Sessions Remote control
| — Ada | A - Omle Tl e
1 Multi-valued Octet String Editor X
/ Attribute: userPassword
Values:
Cisco123 Add
F{em_uve
Edit
OK Cancel
OK Cancel Apply Help




vkl Properties ? X

Published Certfficates  Member (f  Password Replication Dialin  Object

Securty Environment Sessions Remote control
General Address Account Profile Telephones Organization
Remote Desktop Services Profile COM=+ Attribute Editor
Attributes:
Attribute Value "
uid <not set>
uidMumber <not set>
unicodePwd <not set>
unetHomeDirectary <not set>
unixUserPassword <not set>
ur <not set>
userAccountControl 10200 = { NORMAL_ACCOUNT | DONT_I
userCert <not set>
userCertfficate <not set>
i userParameters <not set>
userPassword Cisco123
j userPrincipalName vk1@cciew local
userSharedFolder <not set> v
0
< >
1
Edit Filter
3
oK Cancel Apply Help
na. USEr I

Paso 6. Verifique el valor del atributo "sAMAccountName" para el usuario y el nombre de usuario
para la autenticacion.



vkl Properties

Published Cerificates Member Of

? X

Password Replication Dialin  Object

Security Environment Sessions Remote control
General Address  Account Profile Telephones Organization
Remote Desktop Services Profile COM= Attribute Editor
Attributes:
Attribute Value A
sAMAccountName vkokila
sAMAccount Type 805306368 = (NORMAL_USER_ACCOUNT
script Path <not set>
secretary <not set>
securityldentifier <not set>
seeflso <not set>
serialMumber <not set>
servicePrincipalName  <not set>
shadow Expire <not set
shadowHag <not set>
shadowlnactive <not set>
shadowlLastChange <Znot set>
shadowMax <not set>
shadowMin <not set> v
< >
Edit Filter
OK Cancel | Apply | Heb
&, USEr I

Configuraciéon de WLC:




Paso 1. Crear MAPA de atributo LDAP

Paso 2. Configure el atributo "sAMAccountName" y escriba como "username"

Paso 3. Elija el atributo creado MAP en la configuracion del servidor LDAP.

I dap attribute-map VK

map type sAMAccount Nane user name

| dap server |dap

i pv4 10. 106. 38. 195

attribute map WK

bi nd aut henticate root-dn vkl password 7 00271A1507545A545C
base-dn CN=users, DC=cci ew, DC=| oca

search-filter

Verificar desde interfaz Web:

user - obj ect-type Person

sty Cisco Catalyst 9800-40 Wireless Controller
Configuration~ ecurit > AAA
4 Al Wizard
Servers | Groups AAA Method List Ard Advanced
RADIUS
Servers : ¢ 5
TACACS+
Mame T Server Address
LDAP
dap 10.106.38.195

hi

# © O &

Port Number

366

i:]

(2]

T Simple Bind

Authenticated



Edit AAA LDAP Server |

‘ Server Name* Idap
AAA Advanced Server Address 10.106.38.195
Port Mumber* 389
Simple Bind Authenticated v
Server Groups Bind User name* k1
ime Y Server Address Bind Password *
10.106.38.195
i Confirm Bind Password*
1 10 «
User Base DN* CMN=users,DC=cciew,D(
User Attribute VK v
User Object Type +
User Object Type Y Remove
Person
Server Timeout 30
(seconds)
Verificacion

Para verificar su configuracion, verifique los comandos CLI con los de este articulo.

Las bases de datos LDAP no suelen proporcionar registros de autenticacion, por lo que puede
resultar dificil saber qué esta pasando. Visite la seccion Troubleshooting de este articulo para ver
como tomar seguimientos y capturar sabueso para ver si se establece una conexién con la base
de datos LDAP o no.

Troubleshoot

Para solucionar este problema, lo mejor es dividirlo en dos partes. La primera parte es validar la
parte EAP local. La segunda es validar que el 9800 se esta comunicando correctamente con el
servidor LDAP.

Como verificar el proceso de autenticacion en el controlador

Puede recopilar un seguimiento Radioactive para obtener las "depuraciones" de la conexion de
cliente.

Simplemente vaya a Troubleshooting > Radioactive Trace. Agregue la direccién MAC del cliente
(preste atencion a que su cliente puede estar usando una MAC aleatoria y no su propia MAC,
puede verificar esto en el perfil SSID en el dispositivo del cliente) y presione start.

Una vez reproducido el intento de conexion, puede hacer clic en "Generar" y obtener los registros
de los ultimos X minutos. Asegurese de hacer clic en internal, ya que algunas lineas de registro



LDAP no aparecen si no se pueden mantener.

Este es un ejemplo de seguimiento radiactivo de un cliente que se autentica satisfactoriamente en
un SSID de autenticaciéon web. Algunas partes redundantes fueron removidas para mayor claridad

2021/ 01/ 19 21:57:55.890953 {wncd_x_R0-0}{1}: [client-orch-sn] [9347]: (note): MAC

2elf . 3a65. 9c09 Associ ati on recei ved. BSSI D f 80f. 6f 15. 66ae, W.AN webauth, Slot 1 AP

f 80f . 6f 15. 66a0, AP7069- 5A74-933C 2021/ 01/19 21:57:55.891049 {wncd_x_RO-0}{1}: [client-orch-snj
[9347]: (debug): MAC. 2elf. 3a65.9c09 Received Dot11l association request. Processing

started, SSI D. webauth, Policy profile: LDAP, AP Name: AP7069-5A74-933C, Ap Mac Address:

f 80f . 6f 15. 66a0 BSSI D MACO000. 0000. 0000 wl an ID: 2RSSI: -45, SNR 0 2021/01/19 21:57:55. 891282
{wncd_x_R0-0}{1}: [client-orch-state] [9347]: (note): MAC. 2elf.3a65.9c09 Client state
transition: S COINT -> S CO ASSOCI ATI NG 2021/ 01/19 21:57:55.891674 {wncd_x_RO-0}{1}: [dot11-
validate] [9347]: (info): MAC. 2elf.3a65.9c09 WFi direct: Dotl1ll validate P2P IE. P2P | E not
present. 2021/01/19 21:57:55.892114 {wncd_x_RO-0}{1}: [dot1l] [9347]: (debug): MAC

2elf. 3a65. 9c09 dot 11 send associ ation response. Sendi ng associ ati on response with
resp_status_code: 0 2021/01/19 21:57:55.892182 {wncd_x_RO-0}{1}: [dotll-frame] [9347]: (info):
MAC: 2elf.3a65.9c09 WFi direct: skip build Assoc Resp with P2P IE: Wfi direct policy disabled
2021/ 01/ 19 21:57:55.892248 {wncd_x_R0-0}{1}: [dot11l] [9347]: (info): MAC: 2elf.3a65.9c09 dotll
send associ ati on response. Sendi ng assoc response of length: 179 with resp_status_code: O,
DOT11_STATUS: DOT11_STATUS_SUCCESS 2021/01/19 21:57:55.892467 {wncd_x_R0-0}{1}: [dot11] [9347]:
(note): MAC:. 2elf.3a65.9c09 Association success. AID 2, Roaning = False, W& = Fal se, 11r =

Fal se, 11w = Fal se 2021/01/19 21:57:55.892497 {wncd_x_RO-0}{1}: [dot11] [9347]: (info): MAC
2elf. 3a65.9c09 DOT1l state transition: S DOT11_INT -> S DOI11_ASSOClI ATED 2021/01/19
21:57:55.892616 {wncd_x_R0-0}{1}: [client-orch-sn] [9347]: (debug): MAC:. 2elf.3a65.9c09 Station
Dot 11 association is successful. 2021/01/19 21:57:55.892730 {wncd_x_R0-0}{1}: [client-orch-sm
[9347]: (debug): MAC. 2elf.3a65.9c09 Starting L2 authentication. Bssid in state

machi ne: f 80f . 6f 15. 66ae Bssid in request is:f80f.6f15. 66ae 2021/ 01/19 21:57:55.892783 {wncd_x_RO-
0}{1}: [client-orch-state] [9347]: (note): MAC. 2elf.3a65.9c09 Client state transition:

S CO ASSCCI ATING -> S CO L2_AUTH | N PROGRESS 2021/01/19 21:57:55.892896 {wncd_x_R0-0}{1}:
[client-auth] [9347]: (note): MAC. 2elf.3a65.9c09 L2 Authentication initiated. nethod WEBAUTH,
Policy VLAN 1, AAA override = 0 2021/01/19 21:57:55.893115 {wncd_x_RO-0}{1}: [auth-ngr] [9347]:
(info): [2elf.3a65.9c09: capwap_90000004] Session Start event called from SANET-SH M with
conn_hdl 14, vlan: 0 2021/01/19 21:57:55.893154 {wncd_x_R0-0}{1}: [auth-nmgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] Wrel ess session sequence, create context with nmethod WebAuth
2021/ 01/ 19 21:57:55.893205 {wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] - authc_list: |dapauth 2021/01/19 21:57:55.893211 {wncd_x_RO-
0}{1}: [auth-mgr-feat_wireless] [9347]: (info): [2elf.3a65.9c09: capwap_90000004] - authz_list:
Not present under wl an configuration 2021/01/19 21:57:55.893254 {wncd_x_RO-0}{1}: [client-auth]
[9347]: (info): MAC. 2elf.3a65.9c09 Client auth-interface state transition: S AUTHF_ INT ->

S AUTHI F_AVWAI T_L2_WEBAUTH _START_RESP 2021/01/19 21:57:55.893461 {wncd_x_R0-0}{1}: [auth-ngr]
[9347]: (info): [2elf.3a65.9c09: unknown] auth ngr attr change notification is received for attr
(952) 2021/01/19 21:57:55.893532 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] auth mgr attr change notification is received for attr (1263)
2021/ 01/19 21:57:55.893603 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9¢c09: capwap_90000004] auth nmgr attr change notification is received for attr (220)
2021/ 01/19 21:57:55.893649 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9¢c09: capwap_90000004] auth nmgr attr change notification is received for attr (952)
2021/ 01/19 21:57:55.893679 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] Retrieved Cdient 11F I D 0xd3001364 2021/01/19 21:57:55.893731
{wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info): [Z2elf.3a65.9c09: capwap_90000004] Allocated audit
session id 000000000000009C1CA610D7 2021/01/19 21:57:55.894285 {wncd_x_RO-0}{1}: [auth-ngr]
[9347]: (info): [2elf.3a65.9c09: capwap_90000004] Device type found in cache Sansung Gal axy S10e
2021/ 01/ 19 21:57:55.894299 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] Device type for the session is detected as Sansung Gal axy S10e
and ol d device-type not classified earlier &Device nane for the session is detected as Unknown
Devi ce and ol d device-nane not classified earlier & AOd protocol map 0 and new i s 1057

2021/ 01/ 19 21:57:55.894551 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] auth mgr attr change notification is received for attr (1337)
2021/ 01/ 19 21:57:55.894587 {wncd_x_R0-0}{1}: [auth-nmgr-feat_tenplate] [9347]: (info):



[ 2elf. 3a65. 9c09: capwap_90000004] Check aaa acct configured 2021/01/19 21:57:55. 894593
{wncd_x_R0-0}{1}: [auth-ngr-feat_tenplate] [9347]: (info): [0000.0000.0000: capwap_90000004]
access_session_acct_filter_spec is NULL 2021/01/19 21:57:55.894827 {wncd_x_R0-0}{1}: [auth-ngr]
[9347]: (info): [2elf.3a65.9c09: capwap_90000004] auth mgr attr change notification is received
for attr (1337) 2021/01/19 21:57:55.894858 {wncd_x_RO-0}{1}: [auth-ngr-feat_tenplate] [9347]:
(info): [2elf.3a65.9c09: capwap_90000004] Check aaa acct configured 2021/01/19 21:57:55. 894862
{wncd_x_R0-0}{1}: [auth-ngr-feat_tenplate] [9347]: (info): [0000.0000.0000: capwap_90000004]
access_session_acct_filter_spec is NULL 2021/01/19 21:57:55.895918 {wncd_x_RO-0}{1}: [auth-ngr-
feat_wireless] [9347]: (info): [0000.0000.0000: unknown] retrieving vlanid fromnanme fail ed
2021/ 01/ 19 21:57:55.896094 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9¢c09: capwap_90000004] SM Reauth Pl ugi n: Received valid tinmeout = 86400 2021/01/19
21:57:55. 896807 {wncd_x_RO-0}{1}: [webauth-sm [9347]: (info): [ 0.0.0.0]Starti ng Webauth, nac
[2e: 1f:3a:65:9c:09],11F 0 , audit-1D 000000000000009C1CA610D7 2021/01/19 21:57:55.897106
{wncd_x_R0-0}{1}: [webauth-acl] [9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][

0.0.0.0] Applying I Pv4 intercept ACL via SVM nane: |P-Adm V4-Int-ACL-global, priority: 50, IIF-
ID: 0 2021/01/19 21:57:55.897790 {wncd_x_RO-0}{1}: [epmredirect] [9347]: (info):

[ 0000. 0000. 0000: unknown] URL- Redi rect-ACL = | P- Adm V4-1 nt- ACL- gl obal 2021/01/19 21:57:55. 898813
{wncd_x_R0O-0}{1}: [webauth-acl] [9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][

0.0.0.0] Applying I Pv6 intercept ACL via SVM nane: |P-Adm V6-Int-ACL-global, priority: 52, IIF-
ID: 0 2021/01/19 21:57:55.899406 {wncd_x_RO-0}{1}: [epmredirect] [9347]: (info):

[ 0000. 0000. 0000: unknown] URL- Redi rect-ACL = | P- Adm V6- 1 nt - ACL- gl obal 2021/01/19 21:57: 55. 903552
{wncd_x_R0O-0}{1}: [client-auth] [9347]: (info): MAC 2elf.3a65.9c09 Cient auth-interface state
transition: S AUTH F_AWAI T_L2 WEBAUTH START_RESP -> S AUTHI F_L2_WEBAUTH_PENDI NG 2021/ 01/ 19
21:57:55.903575 {wncd_x_R0-0}{1}: [ewW c-infra-evq] [9347]: (note): Authentication Success.

Resol ved Policy bitmap:11 for client 2elf.3a65.9c09 2021/01/19 21:57:55.903592 {wncd_x_RO-0}{1}:
[client-auth] [9347]: (info): MAC. 2elf.3a65.9c09 Cient auth-interface state transition:

S _AUTHI F_L2_WEBAUTH PENDI NG -> S _AUTHI F_L2_WEBAUTH PENDI NG 2021/01/19 21:57:55. 903709
{wncd_x_R0O-0}{1}: [client-auth] [9347]: (info): MAC 2elf.3a65.9c09 Cient auth-interface state
transition: S AUTH F_L2_WEBAUTH PENDI NG - > S AUTH F_L2_WEBAUTH DONE 2021/01/19 21:57:55. 903774
{wncd_x_R0O-0}{1}: [auth-nmgr] [9347]: (info): [2elf.3a65.9c09: capwap_90000004] Device type for
the session is detected as Samsung Gal axy S10e and ol d Sansung Gal axy S10e &Devi ce name for the
session is detected as Unknown Device and old Unknown Device & O d protocol map 1057 and new is
1025 2021/01/19 21:57:55.903858 {wncd_x_RO-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] Device type for the session is detected as Sansung Gal axy S10e
and ol d Sanmsung Gal axy S10e &Device nane for the session is detected as Unknown Device and old
Unknown Device & A d protocol map 1057 and new is 1025 2021/01/19 21:57:55.903924 {wncd_x_RO-
0}{1}: [auth-mgr] [9347]: (info): [2elf.3a65.9c09: capwap_90000004] Device type for the session
is detected as Sansung Gal axy S10e and ol d Sansung Gal axy S10e &Device nane for the session is
det ected as Unknown Device and ol d Unknown Device & A d protocol map 1057 and new is 1025

2021/ 01/ 19 21:57:55.904005 {wncd_x_R0O-0}{1}: [client-orch-sn] [9347]: (debug): MAC

2elf. 3a65.9¢c09 L2 Authentication of station is successful., L3 Authentication : 1 2021/01/19
21:57:55.904173 {wncd_x_R0-0}{1}: [client-orch-sn] [9347]: (note): MAC: 2elf.3a65.9c09 Mbility
di scovery triggered. Client nobde: Flex - Local Switching 2021/01/19 21:57:55.904181 {wncd_x_RO-
0}{1}: [client-orch-state] [9347]: (note): MAC. 2elf.3a65.9c09 Client state transition:

S CO L2_AUTH | N PROGRESS -> S CO MOBI LI TY_DI SCOVERY_| N_PROGRESS 2021/ 01/ 19 21:57:55. 904245
{wncd_x_R0-0}{1}: [mmtransition] [9347]: (info): MAC. 2elf.3a65.9c09 MMF FSMtransition:

S MAINT -> S MA MOBI LI TY_DI SCOVERY_PROCESSED TR on E_MA MOBI LI TY_DI SCOVERY 2021/01/ 19
21:57:55.904410 {wncd_x_RO-0}{1}: [mmclient] [9347]: (info): MAC. 2elf.3a65.9c09 Invalid
transmitter ip in build client context 2021/01/19 21:57:55.904777 {wncd_x_RO-0}{1}: [mmclient]
[9347]: (debug): MAC. 2elf. 3a65.9c09 Recei ved nobil e_announce, sub type: 0 of XID (0) from
(WNCD[{ 0] ) 2021/01/19 21:57:55.904955 {wncd_x_R0-0}{1}: [mmclient] [9347]: (debug): MAC

2elf. 3a65.9c09 Add MCC by tdl mac: client_ifid 0x90000006 is assigned to client 2021/01/19
21:57:55. 905072 {wncd_x_R0O-0}{1}: [mmclient] [9347]: (debug): MAC: 0000.0000. 0000 Sendi ng

nmobi | e_announce_nak of XID (0) to (WNCD[0]) 2021/01/19 21:57:55.905157 {wncd_x_R0-0}{1}: [nrm
client] [9347]: (debug): MAC: 2elf.3a65.9c09 Received nobil e_announce_nak, sub type: 1 of XID
(0) from (WNCD[0]) 2021/01/19 21:57:55.905267 {wncd_x_RO-0}{1}: [mmtransition] [9347]: (info):
MAC: 2elf.3a65.9c09 MMF FSMtransition: S _MA I NI T_WAI T_ANNOUNCE_RSP -> S MA NAK_PROCESSED TR on
E_MA_NAK RCVD 2021/01/19 21:57:55.905283 {wncd_x_RO-0}{1}: [mmclient] [9347]: (info): MAC
2elf. 3a65. 9c09 Roam type changed - None -> None 2021/01/19 21:57:55.905317 {wncd_x_RO-0}{1}:
[mMmclient] [9347]: (info): MAC: 2elf.3a65.9c09 Mbility role changed - Unassoc -> Local

2021/ 01/19 21:57:55.905515 {wncd_x_R0O-0}{1}: [mmclient] [9347]: (note): MAC. 2elf.3a65.9c09
Mobi lity Successful. Roam Type None, Sub Roam Type MV SUB ROAM TYPE_NONE, dient |FID:
0x90000006, Cient Role: Local PoA: 0x90000004 PoP: 0x0 2021/01/19 21:57:55.905570 {wncd_x_RO-
0}{1}: [client-orch-sm [9347]: (debug): MAC: 2elf.3a65.9c09 Processing nobility response from



MMF. dient ifid: 0x90000006, roamtype: None, client role: Local 2021/01/19 21:57:55.906210
{wncd_x_R0-0}{1}: [ew c-qgos-client] [9347]: (info): MAC: 2elf.3a65.9c09 dient QS add nobile cb
2021/ 01/19 21:57:55.906369 {wncd_x_R0O-0}{1}: [ew c-qos-client] [9347]: (info): MAC

2elf. 3a65.9c09 No Q©S PM Nane or QoS Level received from SANet for pmdir:0. Check client is
fastlane, otherwi se set pmnane to none 2021/01/19 21:57:55.906399 {wncd_x_R0-0}{1}: [ew c-(qos-
client] [9347]: (info): MAC 2elf.3a65.9c09 No QoS PM Nane or QoS Level received from SANet for
pmdir:1. Check client is fastlane, otherwi se set pmnane to none 2021/01/19 21:57:55. 906486
{wncd_x_R0-0}{1}: [client-auth] [9347]: (note): MAC: 2elf.3a65.9c09 ADD MBI LE sent. dient
state flags: 0x12 BSSID: MAC:. f80f. 6f15. 66ae capwap | FI D: 0x90000004 2021/01/19 21:57:55.906613
{wncd_x_R0-0}{1}: [client-orch-state] [9347]: (note): MAC. 2elf.3a65.9c09 Client state
transition: S _CO MOBILITY_DI SCOVERY_| N PROGRESS -> S _CO DPATH PLUMB_| N_PROGRESS 2021/01/19
21:57:55.907326 {wncd_x_R0-0}{1}: [dot11l] [9347]: (note): MAC. 2elf.3a65.9c09 Cient datapath
entry paranms - ssid:webauth,slot_id:1 bssid ifid: 0x0, radio_ifid: 0x90000002, W an_ifid:

0xf 0400002 2021/01/19 21:57:55.907544 {wncd_x_RO-0}{1}: [ewl c-qos-client] [9347]: (info): MAC
2elf. 3a65.9¢c09 Cdient QS dpath create paranms 2021/01/19 21:57:55.907594 {wncd_x_R0-0}{1}: [avc-
afc] [9347]: (debug): AVC enabled for client 2elf.3a65.9c09 2021/01/19 21:57:55.907701
{wncd_x_R0-0}{1}: [dpath_svc] [9347]: (note): MAC. 2elf.3a65.9c09 Cient datapath entry created
for ifid 0x90000006 2021/01/19 21:57:55.908229 {wncd_x_RO-0}{1}: [client-orch-state] [9347]:
(note): MAC. 2elf.3a65.9c09 Client state transition: S CO DPATH PLUMB_ | N PROGRESS - >

S CO | P_LEARN | N_PROGRESS 2021/01/19 21:57:55.908704 {wncd_x_R0-0}{1}: [client-iplearn] [9347]:
(info): MAC. 2elf.3a65.9c09 IP-learn state transition: S IPLEARN INIT -> S | PLEARN | N_PROGRESS
2021/ 01/19 21:57:55.918694 {wncd_x_R0-0}{1}: [client-auth] [9347]: (info): MAC: 2elf.3a65.9c09
Client auth-interface state transition: S_AUTH F_L2_ WEBAUTH DONE -> S AUTHI F_L2_ WEBAUTH_ DONE
2021/ 01/ 19 21:57:55.922254 {wncd_x_R0-0}{1}: [dot1l1lk] [9347]: (info): MAC. 2elf.3a65.9c09

Nei ghbor AP fc5b. 3984. 8220 | ookup has failed, ap contextnot available on this instance

2021/ 01/ 19 21:57:55.922260 {wncd_x_R0-0}{1}: [dot1llk] [9347]: (info): MAC. 2elf.3a65.9c09

Nei ghbor AP 88f 0. 3169. d390 | ookup has failed, ap contextnot available on this instance

2021/ 01/ 19 21:57:55.962883 {wncd_x_R0-0}{1}: [client-iplearn] [9347]: (note): MAC

2elf. 3a65.9¢c09 Cient IP learn successful. Method: |P Snooping IP: 192.168.1.17 2021/01/19
21:57:55. 963827 {wncd_x_R0-0}{1}: [client-iplearn] [9347]: (info): MAC 2elf.3a65.9c09 Cient IP
| earn successful. Method: |Pv6 Snooping | P: fe80::2clf:3aff:fe65:9c09 2021/01/19 21:57:55. 964481
{wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info): [2elf.3a65.9c09: capwap_90000004] auth nmgr attr
change notification is received for attr (8) 2021/01/19 21:57:55.965176 {wncd_x_R0-0}{1}:
[client-iplearn] [9347]: (info): MAC: 2elf.3a65.9c09 IP-learn state transition:

S | PLEARN | N_PROGRESS -> S | PLEARN COWPLETE 2021/01/19 21:57:55. 965550 {wncd_x_RO0-0}{1}: [auth-
mgr] [9347]: (info): [2elf.3a65.9c09: capwap_90000004] auth nmgr attr change notification is
received for attr (10) 2021/01/19 21:57:55.966127 {wncd_x_RO-0}{1}: [client-iplearn] [9347]:
(info): MAC. 2elf.3a65.9c09 IP-learn state transition: S_|PLEARN COWLETE -> S | PLEARN_COVPLETE
2021/ 01/19 21:57:55.966328 {wncd_x_R0-0}{1}: [client-orch-sn] [9347]: (debug): MAC

2elf. 3a65. 9c09 Received ip |earn response. method: | PLEARN _METHOD | P_SNOOPI NG 2021/ 01/ 19
21:57:55. 966413 {wncd_x_R0-0}{1}: [client-orch-sm [9347]: (debug): MAC:. 2elf.3a65.9c09
Triggered L3 authentication. status = 0x0, Success 2021/01/19 21:57:55.966424 {wncd_x_RO-0}{1}:
[client-orch-state] [9347]: (note): MAC: 2elf.3a65.9c09 Cient state transition:

S CO | P_LEARN | N PROGRESS -> S CO L3_AUTH | N PROGRESS 2021/01/19 21:57:55.967404 {wncd_x_RO-
0}{1}: [client-auth] [9347]: (note): MAC 2elf.3a65.9c09 L3 Authentication initiated. LWA

2021/ 01/19 21:57:55.967433 {wncd_x_R0O-0}{1}: [client-auth] [9347]: (info): MAC: 2elf.3a65.9c09
Client auth-interface state transition: S_AUTH F_L2_WEBAUTH DONE -> S AUTH F_WEBAUTH_PENDI NG
2021/ 01/19 21:57:55.968312 {wncd_x_R0-0}{1}: [sisf-packet] [9347]: (debug): RX: ARP from
interface capwap_90000004 on vlan 1 Source MAC. 2elf.3a65.9c09 Dest MAC. ffff.ffff.ffff ARP
REQUEST, ARP sender MAC:. 2elf.3a65.9c09 ARP target MAC. ffff.ffff.ffff ARP sender I|P:
192.168.1.17, ARP target IP: 192.168.1.17, 2021/01/19 21:57:55.968519 {wncd_x_RO-0}{1}: [client-
iplearn] [9347]: (info): MAC: 2elf.3a65.9c09 iplearn receive client |earn nethod update. Prev
nmet hod (1P Snoopi ng) Cur nethod (ARP) 2021/01/19 21:57:55.968522 {wncd_x_RO-0}{1}: [client-
iplearn] [9347]: (info): MAC. 2elf.3a65.9c09 Cient IP |earn method update successful. Method:
ARP | P: 192.168.1.17 2021/01/19 21:57:55.968966 {wncd_x_RO-0}{1}: [client-iplearn] [9347]:
(info): MAC. 2elf.3a65.9c09 IP-learn state transition: S_|PLEARN COWLETE -> S | PLEARN_COVPLETE
2021/ 01/19 21:57:57.762648 {wncd_x_R0O-0}{1}: [client-iplearn] [9347]: (info): MAC

2elf. 3a65.9¢c09 iplearn receive client | earn method update. Prev nmethod (ARP) Cur nethod (IP
Snoopi ng) 2021/01/19 21:57:57. 762650 {wncd_x_R0-0}{1}: [client-iplearn] [9347]: (info): MAC
2elf. 3a65.9¢c09 Cient |IP |learn nethod update successful. Method: |P Snooping IP: 192.168.1.17
2021/ 01/19 21:57:57.763032 {wncd_x_R0O-0}{1}: [client-iplearn] [9347]: (info): MAC
2elf.3a65.9c09 | P-learn state transition: S_| PLEARN COWLETE -> S_| PLEARN_COWLETE 2021/ 01/ 19
21:58: 00. 992597 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):

capwap_90000004[ 2e1f . 3a65.9c09] [ 192.168.1.17]GET rcvd when in INIT state 2021/01/ 19



21:58:00.992617 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):

capwap_90000004[ 2elf. 3a65.9c09] [ 192.168. 1. 17] HTTP GET request 2021/01/19 21:58: 00. 992669
{wncd_x_R0O-0}{1}: [webauth-httpd] [9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][

192.168. 1. 17] Parse GET, src [192.168.1.17] dst [192.168.1.15] url
[http://connectivitycheck.gstatic.conlgenerate_204] 2021/01/19 21:58:00.992694 {wncd_x_RO-0}{1}:
[ webaut h-httpd] [9347]: (info): capwap_90000004[ 2elf. 3a65.9¢c09][ 192.168.1.17] Retrieved user-
agent = Mdzilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko)

Chrome/ 60. 0. 3112. 32 Safari/537.36 2021/01/19 21:58:00. 993558 {wncd_x_RO-0}{1}: [auth-ngr]
[9347]: (info): [2elf.3a65.9c09: capwap_90000004] auth mgr attr change notification is received
for attr (1248) 2021/01/19 21:58:00.993637 {wncd_x_RO-0}{1}: [auth-ngr-feat_tenplate] [9347]:
(info): [2elf.3a65.9c09: capwap_90000004] Check aaa acct configured 2021/01/19 21:58: 00. 993645
{wncd_x_R0-0}{1}: [auth-ngr-feat_tenplate] [9347]: (info): [0000.0000.0000: capwap_90000004]
access_session_acct_filter_spec is NULL 2021/01/19 21:58:00.996320 {wncd_x_R0-0}{1}: [auth-nmgr]
[9347]: (info): [2elf.3a65.9c09: capwap_90000004] Device type for the session is detected as

Li nux- Wrkstation and old Sansung Gal axy S10e &Device name for the session is detected as
Unknown Device and ol d Unknown Device & A d protocol map 1057 and new is 1057 2021/01/19

21:58: 00. 996508 {wncd_x_RO-0}{1}: [auth-nmgr] [9347]: (info): [2elf.3a65.9c09: capwap_90000004] DC
Profil e-nane has been changed to Linux-Wrkstation 2021/01/19 21:58:00. 996524 {wncd_x_RO-0}{1}:
[auth-mgr] [9347]: (info): [2elf.3a65.9c09: capwap_90000004] update event: Policy is not applied
for this Handl e 0xB7000080 2021/01/19 21:58:05.808144 {wncd_x_RO-0}{1}: [webauth-httpd] [9347]:
(info): capwap_90000004[ 2elf. 3a65.9c09][ 192.168. 1. 17] HTTP GET request 2021/01/19

21:58: 05. 808226 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):

capwap_90000004[ 2elf. 3a65.9c09] [ 192.168.1.17] Parse GET, src [192.168.1.17] dst [192.168.1.15]
url [http://connectivitycheck. gstatic.com generate_204] 2021/01/19 21:58: 05. 808251 {wncd_x_RO-
0}{1}: [webauth-httpd] [9347]: (info): capwap_90000004[ 2elf.3a65.9c09][ 192.168.1.17] Retri eved
user-agent = Mdzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko)

Chrone/ 60. 0. 3112. 32 Safari/537.36 2021/01/19 21:58: 05.860465 {wncd_x_RO-0}{1}: [webauth-htt pd]
[9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][ 192.168.1.17] GET rcvd when i n GET_REDI RECT
state 2021/01/19 21:58:05.860483 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):
capwap_90000004[ 2elf. 3a65.9c09] [ 192.168. 1. 17] HTTP GET request 2021/01/19 21:58: 05. 860534
{wncd_x_R0O-0}{1}: [webauth-httpd] [9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][

192.168. 1. 17] Parse GET, src [192.168.1.17] dst [192.168.1.15] url
[http://connectivitycheck.gstatic.conlgenerate_204] 2021/01/19 21:58:05. 860559 {wncd_x_RO-0}{1}:
[ webaut h-httpd] [9347]: (info): capwap_90000004[ 2elf. 3a65.9¢c09][ 192.168.1.17] Retrieved user-
agent = Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko)

Chrone/ 60. 0. 3112. 32 Safari/537.36 2021/01/19 21:58: 06. 628209 {wncd_x_RO-0}{1}: [webauth-htt pd]
[9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][ 192.168.1.17] GET rcvd when in GET_REDI RECT
state 2021/01/19 21:58:06.628228 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):
capwap_90000004[ 2elf. 3a65.9c09] [ 192.168. 1. 17] HTTP GET request 2021/01/19 21:58: 06. 628287
{wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][

192. 168. 1. 17] Parse CET, src [192.168.1.17] dst [192.0.2.1] url

[https://192.0.2.1:443/10ogin. htm ?redirect=http://connectivitycheck.gstatic.com generate_204]
2021/ 01/ 19 21:58:06.628316 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):

capwap_90000004[ 2elf . 3a65. 9c09] [ 192.168.1.17] Retri eved user-agent = Mzilla/5.0 (Linux; Android
11; SM P70F) Appl eWebkKit/537.36 (KHTM., |ike Gecko) Chrone/87.0.4280.141 Mbile Safari/537.36
2021/ 01/ 19 21:58:06.628832 {wncd_x_R0-0}{1}: [webauth-page] [9347]: (info):

capwap_90000004[ 2e1f . 3a65. 9c09] [ 192. 168. 1. 17] Sendi ng Webauth login form |en 8077 2021/01/19
21:58: 06. 629613 {wncd_x_RO-0}{1}: [auth-nmgr] [9347]: (info): [2elf.3a65.9c09: capwap_90000004]
auth ngr attr change notification is received for attr (1248) 2021/01/19 21:58:06. 629699
{wncd_x_R0-0}{1}: [auth-ngr-feat_tenplate] [9347]: (info): [2elf.3a65.9c09: capwap_90000004]
Check aaa acct configured 2021/01/19 21:58:06.629709 {wncd_x_RO-0}{1}: [auth-ngr-feat_tenplate]
[9347]: (info): [0000.0000.0000: capwap_90000004] access_session_acct_filter_spec is NULL

2021/ 01/ 19 21:58: 06. 633058 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] Device type for the session is detected as Sansung Gal axy S10e
and ol d Linux-Wrkstation &Device nane for the session is detected as Unknown Device and ol d
Unknown Device & A d protocol map 1057 and new is 1057 2021/01/19 21:58:06. 633219 {wncd_x_RO-
0}{1}: [auth-mgr] [9347]: (info): [2elf.3a65.9c09: capwap_90000004] DC Profil e-nane has been
changed to Sansung Gal axy S10e 2021/01/19 21:58: 06. 633231 {wncd_x_R0-0}{1}: [auth-ngr] [9347]:
(info): [2elf.3a65.9c09: capwap_90000004] update event: Policy is not applied for this Handl e
0xB7000080 2021/01/19 21:58:06. 719502 {wncd_x_RO-0}{1}: [webauth-httpd] [9347]: (info):
capwap_90000004[ 2elf . 3a65.9¢c09] [ 192.168.1.17] GET rcvd when in LOG N state 2021/01/19

21:58:06. 719521 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):

capwap_90000004[ 2elf. 3a65.9c09] [ 192.168. 1. 17] HTTP GET request 2021/01/19 21:58:06. 719591
{wncd_x_R0O-0}{1}: [webauth-httpd] [9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][



192.168. 1. 17] Parse CET, src [192.168.1.17] dst [192.0.2.1] url
[https://192.0.2.1:443/favicon.ico] 2021/01/19 21:58:06. 719646 {wncd_x_R0-0}{1}: [webauth-htt pd]
[9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][ 192.168.1.17] Retrieved user-agent = Mzilla/5.0
(Li nux; Android 11; SM R70F) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/87.0.4280.141 Mobile
Saf ari/537.36 2021/01/19 21:58:06. 720038 {wncd_x_R0-0}{1}: [webauth-error] [9347]: (info):
capwap_90000004[ 2elf . 3a65. 9c09] [ 192.168.1.17] Parse | ogo GET, File "/favicon.ico" not found
2021/ 01/ 19 21:58:06. 720623 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] auth mgr attr change notification is received for attr (1248)
2021/ 01/ 19 21:58:06. 720707 {wncd_x_R0O-0}{1}: [auth-nmgr-feat_tenplate] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] Check aaa acct configured 2021/01/19 21:58:06. 720716
{wncd_x_R0-0}{1}: [auth-ngr-feat_tenplate] [9347]: (info): [0000.0000.0000: capwap_90000004]
access_session_acct_filter_spec is NULL 2021/01/19 21:58:06. 724036 {wncd_x_R0-0}{1}: [auth-ngr]
[9347]: (info): [2elf.3a65.9c09: capwap_90000004] Device type for the session is detected as
Sansung Gal axy S10e and ol d Sansung Gal axy S10e &Device name for the session is detected as
Unknown Device and ol d Unknown Device & A d protocol map 1057 and new is 1057 2021/01/19
21:58:06. 746127 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):

capwap_90000004[ 2e1f . 3a65.9¢c09] [ 192.168.1.17] GET rcvd when in LOG N state 2021/01/19

21:58: 06. 746145 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):

capwap_90000004[ 2elf. 3a65.9c09] [ 192.168. 1. 17] HTTP GET request 2021/01/19 21:58:06. 746197
{wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][

192. 168. 1. 17] Parse CET, src [192.168.1.17] dst [192.0.2.1] url
[https://192.0.2.1:443/favicon.ico] 2021/01/19 21:58: 06. 746225 {wncd_x_R0-0}{1}: [webauth-htt pd]
[9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][ 192.168.1.17] Retrieved user-agent = Mzilla/5.0
(Li nux; Android 11; SM R70F) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/87.0.4280.141 Mobile
Saf ari/537.36 2021/01/19 21:58:06. 746612 {wncd_x_R0-0}{1}: [webauth-error] [9347]: (info):
capwap_90000004[ 2elf . 3a65. 9c09] [ 192.168.1.17] Parse | ogo GET, File "/favicon.ico" not found
2021/ 01/19 21:58:06. 747105 {wncd_x_R0O-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] auth mgr attr change notification is received for attr (1248)
2021/ 01/ 19 21:58:06. 747187 {wncd_x_RO-0}{1}: [auth-nmgr-feat_tenplate] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] Check aaa acct configured 2021/01/19 21:58:06. 747197
{wncd_x_R0-0}{1}: [auth-ngr-feat_tenplate] [9347]: (info): [0000.0000.0000: capwap_90000004]
access_session_acct_filter_spec is NULL 2021/01/19 21:58:06. 750598 {wncd_x_R0-0}{1}: [auth-ngr]
[9347]: (info): [2elf.3a65.9c09: capwap_90000004] Device type for the session is detected as
Sansung Gal axy S10e and ol d Sansung Gal axy S10e &Device name for the session is detected as
Unknown Device and ol d Unknown Device & A d protocol map 1057 and new is 1057 2021/01/19
21:58:15.902342 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):

capwap_90000004[ 2e1f . 3a65.9¢c09] [ 192.168.1.17] GET rcvd when in LOG N state 2021/01/19

21:58:15. 902360 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):

capwap_90000004[ 2elf. 3a65.9c09] [ 192.168. 1. 17] HTTP GET request 2021/01/19 21:58:15.902410
{wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][

192.168. 1. 17] Parse GET, src [192.168.1.17] dst [192.168.1.15] url
[http://connectivitycheck.gstatic.conlgenerate_204] 2021/01/19 21:58:15.902435 {wncd_x_RO-0}{1}:
[ webaut h-httpd] [9347]: (info): capwap_90000004[ 2elf. 3a65.9¢c09][ 192.168.1.17]Retrieved user-
agent = Mdzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko)

Chrome/ 60. 0. 3112. 32 Safari/537.36 2021/01/19 21:58:15.903173 {wncd_x_RO-0}{1}: [auth-ngr]

[9347]: (info): [2elf.3a65.9c09: capwap_90000004] auth mgr attr change notification is received
for attr (1248) 2021/01/19 21:58:15.903252 {wncd_x_RO-0}{1}: [auth-ngr-feat_tenplate] [9347]:
(info): [2elf.3a65.9c09: capwap_90000004] Check aaa acct configured 2021/01/19 21:58: 15. 903261
{wncd_x_R0-0}{1}: [auth-ngr-feat_tenplate] [9347]: (info): [0000.0000.0000: capwap_90000004]
access_session_acct_filter_spec is NULL 2021/01/19 21:58:15.905950 {wncd_x_R0-0}{1}: [auth-nmgr]
[9347]: (info): [2elf.3a65.9c09: capwap_90000004] Device type for the session is detected as

Li nux- Wrkstation and old Sansung Gal axy S10e &Device name for the session is detected as
Unknown Device and ol d Unknown Device & A d protocol map 1057 and new is 1057 2021/01/19
21:58:15.906112 {wncd_x_RO-0}{1}: [auth-nmgr] [9347]: (info): [2elf.3a65.9c09: capwap_90000004] DC
Profil e-nane has been changed to Linux-Wrkstation 2021/01/19 21:58:15.906125 {wncd_x_RO-0}{1}:
[auth-mgr] [9347]: (info): [2elf.3a65.9c09: capwap_90000004] update event: Policy is not applied
for this Handl e 0xB7000080 2021/01/19 21:58:16.357093 {wncd_x_RO-0}{1}: [webauth-httpd] [9347]:
(info): capwap_90000004[ 2elf. 3a65.9c09][ 192.168.1.17] POST rcvd when in LOA@ N state 2021/01/19
21:58:16. 357443 {wncd_x_R0-0}{1}: [sadb-attr] [9347]: (info): Renoving ipv6 addresses fromthe
attr list -1560276753, sm ctx = 0x50840930, num.ipv6 = 1 2021/01/19 21:58:16. 357674 {wncd_x_RO-
0}{1}: [caaa-authen] [9347]: (info): [CAAA: AUTHEN: b7000080] DEBUG mli st=ldapauth for type=0
2021/ 01/ 19 21:58:16. 374292 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] Aut hc success from WebAuth, Auth event success 2021/01/19
21:58:16. 374412 {wncd_x_R0O-0}{1}: [ewW c-infra-evq] [9347]: (note): Authentication Success.



Resol ved Policy bitmap:0 for client 2elf.3a65.9c09 2021/01/19 21:58:16. 374442 {wncd_x_RO-0}{1}:
[client-auth] [9347]: (info): MAC. 2elf.3a65.9c09 Cient auth-interface state transition:

S _AUTHI F_VEBAUTH_PENDI NG - > S _AUTHI F_WEBAUTH_PENDI NG 2021/ 01/ 19 21:58: 16. 374568 {wncd_x_RO-
0}{1}: [aaa-attr-inf] [9347]: (info): << usernane 0 "N co">> 2021/01/19 21:58:16. 374574
{wncd_x_R0-0}{1}: [aaa-attr-inf] [9347]: (info): << samaccount-nane 0 "Nico">> 2021/01/19
21:58:16. 374584 {wncd_x_R0-0}{1}: [aaa-attr-inf] [9347]: (info): << method 0 1 [webauth]>>

2021/ 01/19 21:58:16. 374592 {wncd_x_R0-0}{1}: [aaa-attr-inf] [9347]: (info): << clid-mac-addr O
2e 1f 3a 65 9c 09 >> 2021/01/19 21:58: 16. 374597 {wncd_x_R0-0}{1}: [aaa-attr-inf] [9347]: (info):
<< intf-id 0 2415919108 (0x90000004)>> 2021/01/19 21:58:16.374690 {wncd_x_RO-0}{1}: [auth-ngr]
[9347]: (info): [2elf.3a65.9c09: capwap_90000004] auth mgr attr change notification is received
for attr (450) 2021/01/19 21:58:16.374797 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] Received User-Name N co for client 2elf.3a65.9c09 2021/01/19
21:58:16. 375294 {wncd_x_R0-0}{1}: [webauth-acl] [9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][
192.168. 1. 17] Appl ying 1 Pv4 | ogout ACL via SVM nane: |P-Adm V4-LOGOUT-ACL, priority: 51, IIF-1D:
0 2021/01/19 21:58:16.376120 {wncd_x_R0-0}{1}: [epmredirect] [9347]: (info):

[ 0000. 0000. 0000: unknown] URL- Redi rect-ACL = | P- Adm V4- LOGOUT- ACL 2021/ 01/ 19 21:58: 16. 377322
{wncd_x_R0-0}{1}: [webauth-page] [9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][

192.168. 1. 17]HTTP/ 1.0 200 OK 2021/01/19 21:58:16.378405 {wncd_x_R0-0}{1}: [client-auth] [9347]:
(note): MAC. 2elf.3a65.9c09 L3 Authentication Successful. ACL:[] 2021/01/19 21:58:16. 378426
{wncd_x_R0O-0}{1}: [client-auth] [9347]: (info): MAC 2elf.3a65.9c09 Cient auth-interface state
transition: S _AUTH F_WEBAUTH PENDI NG - > S AUTHI F_WEBAUTH DONE 2021/01/19 21:58:16. 379181
{wncd_x_R0O-0}{1}: [ew c-qgos-client] [9347]: (info): MAC: 2elf.3a65.9c09 Cient QS add nobile cb
2021/ 01/19 21:58:16.379323 {wncd_x_R0O-0}{1}: [ew c-qos-client] [9347]: (info): MAC

2elf. 3a65.9c09 No Q©S PM Nane or QoS Level received from SANet for pmdir:0. Check client is
fastlane, otherwi se set pmnane to none 2021/01/19 21:58:16. 379358 {wncd_x_R0-0}{1}: [ew c-(qos-
client] [9347]: (info): MAC 2elf.3a65.9c09 No QoS PM Nane or QoS Level received from SANet for
pmdir:1. Check client is fastlane, otherwi se set pmnane to none 2021/01/19 21:58: 16. 379442
{wncd_x_R0-0}{1}: [client-auth] [9347]: (note): MAC: 2elf.3a65.9c09 ADD MBI LE sent. dient
state flags: Ox8 BSSID: MAC:. f80f.6f15. 66ae capwap | FI D: 0x90000004 2021/01/19 21:58:16. 380547
{wncd_x_R0O-0}{1}: [errnsg] [9347]: (info): %CLI ENT_ORCH LOG 6- CLI ENT_ADDED TO RUN_STATE:
Usernane entry (Nico) joined with ssid (webauth) for device with MAC. 2elf.3a65.9c09 2021/01/ 19
21:58:16. 380729 {wncd_x_R0-0}{1}: [aaa-attr-inf] [9347]: (info): [ Applied attribute :bsn-vlan-
interface-name 0 "1" ] 2021/01/19 21:58:16.380736 {wncd_x_RO-0}{1}: [aaa-attr-inf] [9347]:
(info): [ Applied attribute : timeout O 86400 (0x15180) ] 2021/01/19 21:58:16.380812 {wncd_x_RO-
0}{1}: [aaa-attr-inf] [9347]: (info): [ Applied attribute : url-redirect-acl 0 "I P-Adm V4-
LOGOUT- ACL" ] 2021/01/19 21:58:16.380969 {wncd_x_R0-0}{1}: [ewl c-qgos-client] [9347]: (info):
MAC: 2elf.3a65.9c09 Cient QoS run state handl er 2021/01/19 21:58:16. 381033 {wncd_x_RO-0}{1}:

[ rog- proxy-capwap] [9347]: (debug): Managed client RUN state notification: 2elf.3a65.9c09

2021/ 01/19 21:58:16.381152 {wncd_x_R0-0}{1}: [client-orch-state] [9347]: (note): MAC

2elf. 3a65.9c09 Cient state transition: S _CO L3_AUTH IN PROGRESS -> S CO RUN 2021/01/19
21:58:16. 385252 {wncd_x_RO-0}{1}: [ewl c-qos-client] [9347]: (info): MAC. 2elf.3a65.9c09 Cdient
QoS dpath run paranms 2021/01/19 21:58: 16. 385321 {wncd_x_R0-0}{1}: [avc-afc] [9347]: (debug): AVC
enabl ed for client 2elf.3a65.9c09

Como verificar la conectividad de 9800 a LDAP

Puede tomar una captura incrustada en el 9800 para ver qué trafico se dirige hacia LDAP.

Para tomar una captura del WLC, navegue hasta Troubleshooting > Packet Capture y haga clic en
+Add. Elija el puerto de enlace ascendente e inicie la captura.
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A continuacion se muestra un ejemplo de autenticacidn correcta para el usuario Nico

Idap
o, Time Source Destination Pratocol Length La Info
22:58:16,412748 192.168.1.15 192.168.1.192 8 bindRequest(1) "Administrator@lab.com" simple
8697 22:58:16.414425 192.168.1.192 192.168.1.15 LDAP &8 bindResponsell) success
8699 22:58:16.419645 192.168.1.15 192.168.1.192 LDAP 128 searchRequest(2) "CN=Users,DC=lab,DC=com" wholeSubtree
8780 22:58:16.420536 192.168.1.192 192.168.1.15 LDAP 1268 searchResEntry(2) "CN=Mico,CN=Users,DC=1ab,DC=cos" | searchResDone(2) success [1 result]
8781 22:58:16.422383 192.168.1.15 192.168.1.192 LDAP 117 bindRequest(3) "CN=Nico,(N=Users,DC=1lab,DC=con" simple
B782 22:58:16.423513 192.168.1.192 192.168.1.15 LDAP B8 bindRespense(3) success

Los primeros 2 paquetes representan el enlace del WLC a la base de datos LDAP, es decir, el
WLC que autentica a la base de datos con el usuario administrador (para poder realizar una
busqueda).

Estos 2 paquetes LDAP representan el WLC haciendo una busqueda en el DN base (aqui
CN=Users,DC=lab,DC=com). El interior del paquete contiene un filtro para el nombre de usuario
(aqui "Nico"). La base de datos LDAP devuelve los atributos de usuario como un resultado
correcto

Los ultimos 2 paquetes representan el WLC que intenta autenticarse con esa contrasefia de
usuario para probar si la contrasefa es la correcta.

1. Recopile EPC y compruebe si "sAMAccountName" se aplica como filtro:

55 16:23:25,359966 10.106,38.195 19, 127.209.57 LDAP _bindAespense(l] success g
57 16:23:25,359966 10.127,209.57 10, 106, 36,195 LoAP | searchRequesti2] "ON=users,DC=ceiew,DC=local” wholeSubtree
58 16:23:25,360973 10.106,38.195 10.127.209.57 LoAP SeArchReSENtry (2] "CH=vhl, (N=Us¢rs,0C=C<iew, (L=Tocal™ | searchResDone(2) success (2 resu.
247 16:23:40,117990 10.127.209.57 10, 106, 38,195 LoAP bindAequest(1) “vkl* simple
248 16:23:40.119%88 19.186.38.195 18.127.209.57 LOAP DAnﬂReﬁpDnH&ll) SUCCESS
3EA18s30e ki AIAGAA L 133 385 KT A LAk ik AOK. i DD, 5 PrETRN Bmni i el S lakains
Frame 57: 151 bytes on wire (1288 bits), 151 bytes captured (1208 bits)

Ethermet II, Src: cciT7fiT6:65:42:6b (cci7ri76:65:42:60), Dsti Cisco_33:28:7F (00:25:45:33:28:11)
802,10 Vvirtual LAN, PRI: @, DEI: @, ID: 263
Internet Protocol Version 4, Src: 18.127.209.57, Dst: 10.106.38.195
Transmission Control Protecol, Src Port: 64371, Dst Port: 389, Seq: 26, Ack: 23, Len: 81
Lightweight Directory Access Protocol
LOAPHessage searchRequest(2) “CMsusers,Bl=cciow,B=local" wholeSubtree
sessageld: 2
protocollp: searchReguest (3)
searchRequest
baseObject: M=users,DC=cciew,{=local
seope: wholeSubtree (2)
derefiliases: neverDerefAliases (@)
sizeLimit: @
timelinit: &
[ typeilaly. False
v Filter: (saM

i and (@)
and: | sAMAccountNasesvkokila)
and: 1 item
Filter: [saMAccounthames=vikokilal
and ites: equalityMatch (3}
equalityMatch
attributelesc: sAMAccountMame
sdsertionValue: wkokila



Si el filtro muestra "cn" y si "sAMAccountName" se esta utilizando como nombre de usuario, la
autenticacion falla.

Vuelva a configurar el atributo de mapa Idap de la CLI del WLC.

2. Asegurese de que el servidor devuelve "userPassword" en texto sin formato; de lo contrario,
la autenticacion fallara.

1197 16:25:95. 788962 19.127.200.57 12,126, 38. 195 LDAP searchRequest (3] "(N=users,DCscciew, Dl=local™ wholeSubtree
1138 18:25:95.T80954 1d. 106.38. 195 18.137. 205.57 Lb&P | searchBiesEntry(3) “(M=vkl, (N=Users, B=cciew,DC=10cal” | searchResDone(3) 1.uc¢£l§. [2 res_

PartialAttributeList item userfassword

vals: 1 item
Attributevalue: Ciscol2l
PartialAttributeList item givenMame
type: giverNase
vals: 1 item
Attributevalue: wkl
PartislAttributeList item distinguishedName
type: distinguishedNase
vals: 1 item
Attributevalue: CM=vkl,(NsUsers,DC=cciew,DC=local
PartialAttributeList item instanceType
type: instanceType
vals: 1 item
Attributevalue: 4
PartialAttributeList item when{reated
type: whenCreated

3. Utilice la herramienta Idp.exe en el servidor para validar la informacion de DN base.
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fh"" Idap://WIN-3JGG3JOCSVC.cciew.local/DC=cciew,DC=local

Connection Browse| View Options Utilities Help
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52 |da p://WIN-3JGG5JOCSVC. cciew.local/DC=cciew,DC=local

Connection Browse View Options Utilities Help

JLICY_HINTS_DEPRECATED );
2.840.113556.1.4.2090 = { DIRSYNC_EX J;
2.840.113556.1.4.2205 = ( UPDATE_STATS
1.2.840.113556.1.4.2204 = (
'EE_DELETE_EX }; 1.2.840.113556.1.4.2206
" SEARCH_HINTS );
2.840.113556.1.4.2211 = (

EXPECTED_ENTRY_COUNT );

1.2.840.113556.1.4.2239 = ( POLICY_HINTS

); 1.2.840.113556.1.4.2255;

1.2.840.113556.1.4.2256;

1.2.840.113556.1.4.2309;

supportedLDAPPolicies (20): MaxPoolThreads;

MaxPercentDirSyncRequests;
MaxDatagramRecv: MaxReceiveBuffer:
InitRecyTimeout, MaxConnections;

MaxConnldleTime; MaxPageSize;
'.‘uvﬂ-:ﬂr-hﬂni’nrn“newan&e-

POLICY _HINTS_DEPRECATED J;
1.2.840.113556.1.4.2080 = ( DIRSYNC_EX );
1.2.540.113556.1.4.2205 = ( UPDATE_STATS
); 1.2.840.113556.1.4 2204 = (
TREE_DELETE_EX ); 1.2.840.113556.1.4.2206
= ( SEARCH_HINTS );
1.2.840.113556.1.42211 = (
EXPECTED_ENTRY_COUNT J;
1.2.840.113556.1.4.2239 = ( POLICY_HINTS
); 1.2.840.113556.1.4 2255,

1.2.840.113556.1.4 2256;
1.2.840.113556.1.4.2309;

supportedLDAPPolicies (20): MaxPoolThreads;

Tree View

Cancel

MaxPercentDirSvncReauests:
54 =Buffer;
s,
EL=0) N C =coiew, DC=local v | tpuration:
HetSize;
oK erConn;
Range;
mmmm—mrem;, MemoryLimit;

SystemiMemoryLimitPercent;

| supportedLDAPVersion (2): 3; 2;



[ Idap://WIN-3JGG5IOCSVC. cciew.local/DC=cciew,DC=local = ]
Connection Browse View Options Utilities Help

4 DC=cciew,DC=local | ~ adminCount: 1;
.. CN=Builtin,DC=cciew,DC=local :':m‘:tﬁ?';‘?3°("e"=fii
- CN=Computers,DC=cciew,DC=local o vkd: o
. OU=Domain Controllers,DC=cciew,DC=local codePage: 0;
- CN=ForeignSecurityPrincipals, DC=cciew,DC=loce countryCode: 0;
. CN=Infrastructure,DC=cciew,DC=local dapsyame. vht;
[ Hi=inmastracture BC=ociew, IRSloca distinguishedName: CN=vk1,CN=Users,DC=cciew,DC=local
+~ CN=Keys,DC=cciew,DC=local dsCorePropagationData (2): 29-09-2021 15:16:40 India Standard Time; 0x0 = ( );
- CN=LostAndFound,DC=cciew,DC=local givenName: vk1;

instanceType: Ox4 = ( WRITE };

CN=Managed Service Acclounts\,DC:cuew,DC:lo lastLogof: 0 (never);
CN=NTDS Quotas, DC=cciew,DC=local lastLogon: 0 (never);
CN=Program Data, DC=cciew,DC=local legonCount: 0;
CN=System, DC=cciew,DC=local memberOf (4): CN=Domain Admins, CN=Users DC=cciew,DC=local, CN=Enterprise Admins,CN=Users DC=cciew DC=local; CN=Schema
s . Admins, CN=Users,DC=cciew DC=local, CN=Administrators, CN=Builtin, DC=cciew DC=local,
PM Devices, DC= DC=|ocal name: vk1:
d=Users,DC=cciew,DC=local objectCategory: CH=Person, CN=Schema, CN=Configuration, DC=cciew, DC=local;
- CN=Administrator, CN=Users, DC=cciew,DC=1 objectClass (4). top; person; organizationalPerson; user;
__ CN=Allowed RODC Password Replication Grot DEIGCHSIN. 101 ST I 1075 Shan GO ITToa T,

- CN=Cert Publishers, CN=Users, DC=cciew,DC=
_ CN=Cloneable Domain Controllers, CN=Users,
- CN=DefaultAccount, CN=Users, DC=cciew,DC:
- CN=Denied RODC Password Replication Grou|
- CN=DnsAdmins,CN=Users,DC=cciew,DC=loc
. CN= DnsUpdateProxy, CN= Users, DC= cciew,DC
CN=Domain Admins,CN=Users, DC=cciew,DC
- CN=Domain Computers,CN=Users,DC=cciew,
CMN=Domain Controllers, CN=Users,DC=cciew,
- CN=Domain Guests,CN=Users, DC=cciew,DC=
. CN=Domain Users, CN=Users, DC=cciew,DC=h
- CN=Enterprise Admins,CN=Users,DC=cciew,C
- CN= Enterprise Key Admins, CN=Users, DC=cciv
CM=Enterprise Read-only Demain Controllers,
- CN=Group Policy Creator Owners,CN=Users,C
- CN=Guest CN=Users,DC= cciew,DC=local

- CN=kanu, CN=Users, DC=cciew,DC=local
CN=Key Admins,CN=Users,DC=cciew,DC=loc
— CM=krbtgt, CN=Users, DC=cciew,DC=local

objectSid: 5-1-5-21-1375146846-274930181-2003521951-1120;
primaryGroupiD: 513 = ( GROUP_RID_USERS J;

pwdlastSet: 27-09-2021 22:56:11 India Standard Time;
sAlAccountName: vkokia;

sAMAccountType: 805306368 = { NORMAL_USER_ACCOUNT );
userAccountControl: 0x10200 = ( NORMAL_ACCOUNT | DONT_EXPIRE_PASSWD );
userPassword: Cisco123;

userPrincipalMame: vk1@cciew.local;

uSNChanged: 160181,

uSNCreated: 94284;

whenChanged: 29-09-2021 15:16:40 india Standard Time;
whenCreated: 25-12-2020 16:25:53 India Standard Time;

Expanding base ‘CN=Users DC=cciew DC=local...

ing-1-entrise-
Dn: CH=Users,DC=cciew,DC=local
description: Default container for upgraded user accounts;
distinguishedName: CN=Users DC=cciew DC=local;
dSCorePropagationData (2): 29-09-2019 01:09:51 India Standard Time; 0x1 = { NEW_SD J;
instanceType: Ox4 = ( WRITE );
isCriticalSystemObject: TRUE;
name: Users;
obiectCategory: CN=Container.CN=5chema.CN=Configuration DC=cciew.DC=local,
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Users,DC=cciew,DC=local

. CN=Administrator, CN=Users, DC=cciew,DC=1

CN=Allowed RODC Password Replication Grou

CN=Cert Publishers, CN=Users,DC=cciew,DC=
CN=Cloneable Domain Controllers, CN=Users,
CN=DefaultAccount, CN=Users,DC=cciew,DC:
.. CN=Denied RODC Password Replication Grou

SINUWIINAUYANICSUV IEWUTHY . TALSC,

systemFlags: 0x3C000000 = ( DISALLOW_DELETE | DOMAIN_DISALLOW _REI
uSNChanged: 5828,

uSNCreated: 5888;

whenChanged: 29-09-2019 01:08:06 India Standard Time;

whenCreated: 29-09-2019 01:08:06 India Standard Time;

Expanding base '‘CN=vk1 CN=Users DC=cciew DC=local...
Getting 1 entries:
Dn: CN=vk1,CN=Users,DC=cciew,DC=local

CN=DnsAdmins,CN=Users,DC=cciew,DC=loc
CN=DnsUpdateProxy, CN=Users,DC=cciew,DC
CN=Domain Admins, CN=Users, DC=cciew,DC
CN=Domain Computers,CN=Users, DC=cciew,
CN=Domain Controllers,CN=Users,DC=cciew,
CN=Domain Guests,CN=Users, DC=cciew,DC=
CN=Domain Users,CN=Users,DC=cciew,DC=1
CN=Enterprise Admins,CN=Users,DC=cciew,C
.. CN=Enterprise Key Admins, CN=Users,DC=ccir
CN=Enterprise Read-only Domain Controllers,
CN=Group Policy Creator Owners,CN=Users,C
CN=Guest,CN=Users,DC=cciew,DC=local
CN=kanu,CN=Users,DC=cciew,DC=local
CN=Key Admins, CN=Users,DC=cciew,DC=loc
CN=krbtgt, CN=Users,DC=cciew,DC=local
CN=Protected Users,CN=Users,DC=cciew,DC=
CN=RAS and IAS Servers,CN=Users,DC=cciew,
CN=Read-only Domain Controllers, CN=Users,
CN=5Schema Admins, CN=Users,DC=cciew,DC
CN=sony s,CN=Users,DC=cciew,DC=local
CN=tejas, CN=Users,DC=cciew,DC=local

.. CN=test,CN=Users,DC=cciew,DC=local
CN=test123,CN=Users,DC=cciew,DC=local
CN=vk, CM=Users,DC=cciew,DC=local

=1 CN=vk1,CN=Users,DC=cciew,DC=local

. - No children

CN=Yogesh G.,CN=Users,DC=cciew,DC=local

accountExpires: 9223372036854775807 (never);
adminCount: 1;
badPasswordﬂme 0 (never);

codePage: 0,
countryCode: 0;
displayName: vk1;
distinguishedName: CN=vk1 CN=Users DC=cciew DC=local,
dSCorePropagationData (2): 29-09-2021 15:16:40 India Standard Time; 0x0 =
givenName: vk1;
instanceType: O0x4 = ( WRITE );
lastLogoff. 0 (never),
lastLogon: 0 (never);
logonCount: 0;
memberOf (4): CN=Domain Adming,CN=Users DC=cciew DC=local, CN=Enterp
Admins,CN=Users, DC=cciew,DC=local; CN=Administrators, CN=Builtin,DC-
name: vk1;
objectCategory: CN=Person,CN=5chema,CN=Configuration, DC=cciew DC=loc
objectClass (4): top; person; organizationalPerson; user,
objectGUID: 18141794-025e-4378-abed-66ff78adadd3;
objectSid: 5-1-5-21-1375146346-2749301381-3003521951-1120; I
pnmaryGrc-up!D 513 = ( GROUP_RID_USERS ),
-£6:11 India Standard Time;

X g 68 = ( NORMAL_USER_ACCOUNT };
userAccou ntControI 0x10200 = ( NORMAL_ACCOUNT | DONT_EXPIRE_PASS
userPassword: Cisco123;

userPrincipalName: vk1@cciew.local;

uSNChanged: 160181;

uSNCreated: 94284,

whenChanged: 28-09-2021 15:16:40 India Standard Time;

whenCreated: 25-12-2020 16:25:53 India Standard Time;

4. Comprobar las estadisticas del servidor y el atributo MAP

C9800-40-K9#show ldap server all

Server Information for |dap

Server nane 1l dap

Server Address :10. 106. 38. 195
Server |istening Port 1389

Bi nd Root -dn tvkl

Server node : Non- Secur e

Ci pher Suite : 0x00

Aut henti cation Seq :Search first.

Then Bi nd/ Conpare password next

Aut henti cation Procedure: Bind with user password



Base- Dn : CN=user s, DC=cci ew, DC=I ocal

Ooj ect O ass : Per son
Attribute map WK
Request tineout 130
Deadtine in Mns 10
State T ALI'VE

* LDAP STATI STICS *
Total messages [Sent:2, Received: 3]
Response del ay(ns) [Average: 2, Maxi mum 2]

Total search [ Request: 1, ResultEntry:1, ResultDone: 1]

Total bind [ Request: 1, Response: 1]
Total extended [Request:O0, Response: 0]
Total conpare [ Request: 0, Response: 0]

Search [Success: 1, Failures: 0]

Bi nd [ Success: 1, Failures: 0]

M ssing attrs in Entry [O]

Connecti on [Coses: 0, Aborts:0, Fails:0, Tineouts:O0]

No. of active connections :0

Referencias

Ejemplo de configuracion de EAP local en 9800



https://www.cisco.com/c/es_mx/support/docs/wireless/catalyst-9800-series-wireless-controllers/215026-local-eap-authentication-on-catalyst-980.html

Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



