Configuracion de la red privada virtual (VPN)
IPsec de sitio a sitio en un router RV132W o
RV134W

Obijetivo

Las redes privadas virtuales (VPN) de sitio a sitio se implementan en funcion de las politicas
IPsec asignadas a las topologias VPN. Una politica IPsec es un conjunto de parametros que
definen las caracteristicas de la VPN de sitio a sitio, como los protocolos de seguridad y
algoritmos que se utilizaran para proteger el trafico en un tunel IPsec.

Los routers RV132W y RV134W admiten VPN IPsec de sitio a sitio para un unico tunel VPN
de gateway a gateway. Después de configurar los parametros basicos de VPN, puede
conectarse de forma segura a otro router habilitado para VPN. Por ejemplo, puede
configurar el dispositivo en una sucursal para que se conecte a un router que conecte
tuneles VPN de sitio a sitio en el sitio corporativo, de modo que el sitio de la sucursal tenga
acceso seguro a la red corporativa.

En este articulo se explica como configurar los parametros basicos de VPN para una
conexion IPsec de sitio a sitio en el router RV132W o RV134W.

Dispositivos aplicables

- RV132W
- RV134W

Version del software

- 1.0.0.17: RV132W
- 1.0.0.21 — RV134W

Configuracion de VPN IPSec de sitio a sitio en un router

Paso 1. Inicie sesion en la utilidad basada en Web y elija VPN > IPSec VPN de sitio a sitio >
Configuracioén basica de VPN.
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Paso 2. En el campo New Connection Name, ingrese un nombre para el tunel VPN. El
nombre soélo puede contener letras, numeros y guiones.

Nota: En este ejemplo, el nombre es Branch1.

Basic VPN Setup

About Basic VPN Setup

The basic VPN setup sets most parameters to defaults as proposad by the VPN Consorium (VPNC),
and assumas a Pre-shared Key, which greally simplifies setup. After creating the policies through the Basic VPN Setup,
| you can abways update the parameters through the Policles menu

| View Default Setings

Connection Name and Remole IP Type

New Connection Name: Branch1

Fre-Shared Key: Cisco1234%

Protocol ESP v

Endpoint Information

Remote Endpoint IP Addrass =

Remote WAN (Intemet) IP Address: 10.11.12.13 (Hint 1.2.3.4 or abc.com)
Local WAM (Internet) IP Address: 192.168.100.121

Secure Connection Remote Accessibility

Remote LAN (Local Mebtwork] IF Address: 10.10.100.162 (Hint 1.2.3.4)

Remotz LAN (Local Network) Subnet Mask 255.0.0.0 (Hint 255.255.255.0)

Local LAN (Local Network) IP Address: 192 168.100.128 (Hint 1.2.3.4)

Local LAN (Local Network) Subnet Mask: 255.25525510 (Hint 255.255 255.0)
[ save || cancel || Back |

Paso 3. En el campo Pre-Shared Key, ingrese la clave o contrasefa previamente
compartida, que se intercambiara entre los dos routers. La contrasefa debe tener entre 8 y
49 caracteres.



Nota: En este ejemplo, la clave previamente compartida es Cisco1234$.

Basic VPN Setup

About Basic VPN Setup

The basic VPN setup sets most parameatens o defaulls as proposad by the VPN Consortium (VPNC),
and assumes a Pre-shared Key, which gréatly simplifies setup. After créating the policies through the Basic VPN Setup,
you can abways update the parameters through the Policles menu

| View Default Setings |

Connection Name and Remole IP Type

New Connection Name Eranchi

Pre-Shared Key:

Protocol ESP *

Endpoint Information

Remate Endpoint IF Address ¥

Remole WAN (Intarnat) IF Addrass; 10.11.12.13 (Hint 1.2.3.4 or abc.com)
Local WAN (Intarnet) IP Address: 192.168.100.121

Secure Connection Remaote Accessibility

Remole LAN (Local Network) IP Address: 10.10.100. 162 {Hint 1.2.3.4)

Femote LAN (Local Network) Subnet Mask 255.0.0.0 (Hint 255.255.255.0)

Local LAN (Local Nebywork) IF Address: 192 168.100.128 {Hink 1.2.3.4)

Lacal LAM (Local Network) Subnet Maslk 255.255.255.0 (Hint 255.255.255.0)
| Save || Cancel || Back |

Paso 4. En la lista desplegable Protocol , elija el nombre del protocolo. Las opciones son:

- ESP: el protocolo Encapsulating Security Payload (ESP) proporciona autenticidad de origen,
integridad y proteccidn de confidencialidad de los paquetes.

- AH: el protocolo de encabezado de autenticacion (AH) autentica el origen de los datagramas
y garantiza la integridad de los datos.

Nota: En este ejemplo, se elige ESP.



Basic VPN Setup

| About Basic VPN Setup

The basic VPN selup sets most parametars o defaults as proposed by the VPN Consortium (VPNC],
and assumes a Pre-shared Key, which greatly simplifies setup. After creating the policies through the Basic VPN Setup,
you can always update the parameters through the Folicies menu

View Default Setings
Connection Name and Remote IP Type

Mew Connection Name: Branchi

Pre-Shared Key: Cisco1234%

Protocol: b

Endpoint Information &

Remote Endpaint: [IF Address »

Remaote WAN (Internet) IP Address: 10.11.12.13 (Hint 1.2.3.4 or abc.com)
Local WAN (Internet) IP Address: 192.168.100.121

Secure Connection Remote Accessibility

Remofe LAN (Local Network) IP Addrass: 10.10.100.162 (Hink 1.2.3.4)

Remofe LAN (Local Metwork) Subnet Mask: 255.0.0.0 (Hint 255.255.255.0)

Local LAN (Local Metwaork) IP Address: 192.168.100.128 (Hint: 1.2.3.4)

Local LAN (Local Matwork) Subnat Mask: 265.255.255.0 (Hint 255255 255.0)
| save || cancel || Back |

Paso 5. Elija el punto final remoto en el menu desplegable. Las opciones son:

- Direccién IP: esta opcidn identificara el router al que se conectara el dispositivo con su
direccion IP.

- FQDN: nombre de dominio completamente calificado (FQDN) identificara el router al que se
conectara el dispositivo con su nombre de dominio.

Nota: En este ejemplo, se elige la direccion IP.



Basic VPN Setup

About Basic VPN Setup

The basic VPN setup sets most parameters o defaulls as proposed by the VPN Consortium (WPNC),
and assumes a Pre-shared Key, which greally simplifies setup. After creating the policies through the Basic VPN Sefup,
you can always update the parameaters through the Policies menu

| View Default Settings |
Connection Name and Remote IP Type

New Connection Name: Branch1
Pre-Shared Key: Clsco12345
Frotocal: |ESP v
Endpoint Information
Remote Endpoint e
IP Address
Remote WAN (Internet) IP Address: (Hint 1.2.3.4 or ab&.com)
Local WAN (Internet) IP Address: 192 168.100.121

Secure Connection Remote Accessibility

Remote LAN (Local Network) IP Address: 10.10.100.162 (Hint: 1.2.3.4)

Remote LAN (Local Network) Subnet Mask: 255,000 (Hint 255.255.255.0)

Local LAN (Local Network) IP Address: _192.163.100.123 (Hint 1.2.3.4)

Local LAN (Local Netwark) Subnet Mask 2552552550 (Hint: 255 255 255.0)
| save || cancel || Back |

Paso 6. Introduzca la direccién IP (Internet) de WAN remota o FQDN en el campo Remote
WAN (Internet) IP Address (Direccion IP de WAN remota).

Nota: En este ejemplo, la direccion IP (Internet) de WAN remota es 10.11.12.13.



Basic VPN Setup

About Basic VPN Setup

| View Default Setings r
Connection Name and Remolte IP Type

New Connection Namea:
Pre-Shared Key:

Frotocol
Endpoint Information

Remote Endpoint
Remot: WAN (Internet) IP Address;

Local WAN (Internel) IP Address:
Sacure Connection Remaote Accessibility

Remote LAN (Local Network) IF Address:
Ramota LAN (Local Network) Subnat Mask:
Local LAN (Local Network) IP Address:

Local LAN (Local Network) Subnet Magic

Branchi

Cisco1234%

ESF ¥

IF Addrass »

The basic VPN setup sats most parameters to defaults as proposed by the VPN Consorium (VPNC),
and assumes a Pre-shared Key, which greatly simplifies setup. After creating the policies through the Basic VPN Setup,
you can always update the parametlers through the Policies menu

10.11,12.13

}-Iinl.‘ 1.2.3.4 or abc.com)

192.168.100.121

10.10.100.162
255.0.0.0
192 168.100.128

255.255.255.0

(Hinkt 1.2.3.4)
(Hint 255.255.255.0)
(Hink 1.2.3.4)

(Hint 255.255.255.0)

| Save ” Cancel || Back

|

Paso 7. Verifique que la direccion IP de origen en el campo Local WAN (Internet) IP Address
(Direccion IP de WAN local) sea correcta. Esto se genera automaticamente.

Nota: En este ejemplo, la direccién IP (Internet) de WAN local es 192.168.100.121.



Basic VPN Setup

About Basic VPN Setup

Thia basic VPN setup sets most parameters to defaults as proposed by the VPN Consortium (VPNC),
and assumes a Pre-shared Key, which greatly simplifies selup. After creating the policies through the Basic VPN Setup,
you can always update the parameters through the Policies menu

| View Defaut Setings |
Connection Name and Remote IP Type

New Connection Name: Branch1

Fre-Shared Key: Cisco1234%

Protecol ESP ¥

Endpaint Information

Remote Endpoint IF Address =

Remote WAN (Internet) IP Address: 10.11.12.13 (Hint 1.2.3.4 or abc.com)
Local WAN (Internel) IP Address: 192.168.100.121

Secure Connection Remote Accessibility

Remote LAN (Local Network) IP Address: 10.10.100.162 (Hint 1.2.3.4)

Ramote LAN (Local Network) Subnat Mask: 255.000.0 (Hint 255,255 255.0)

Local LAN (Local Nebwork) IP Address; 192,168.100.128 (Hint 1.2.3.4)

Local LAN (Local Network) Subnet Mask 255.255.255.0 (Hint 255.255.255.0)
| save || Cancel || Back |

Paso 8. Introduzca la direccion IP de la red privada (LAN) del terminal remoto en el campo
Remote LAN (Local Network) IP Address. Esta es la direccion IP de la red interna en el sitio
remoto.

Nota: En este ejemplo, la direccién IP de LAN remota (red local) es 10.10.100.162.



Basic VPN Setup

About Basic VPN Setup

| View Default Setings
Connaction Name and Remote IP Type

New Connection Name:
FPre-Shared Key:

Protocal
Endpoint Information

Ramoté Endpoint
Remote WAN (Internet) IP Address:

Local WAN (Internel) IP Address.
Secure Connection Remote Accessibility

Remole LAN (Local Network) IF Address:
Remote LAN (Local Network) Subnet Maskc
Lacal LAN (Local Network) IP Address:

Lacal LAM (Local Netaork) Subnet Masikc

The basic VPN setup sets most parameters to defaulls as proposad by the VPN Consorium (VPHNC),
and assumes a Pre-shared Key, which greatly simplifies selup. After creating the policies through the Basic VPN Setup,
you can atways update the parameters through the Policies menu

Branch1
Cisco1234%

ESP ¥

IP Addiass ¥
10.11.12.13 (Hint 1.2.3.4 or abc.com)

192.168.100.121

10.10.100.162 it 123.4)

255.0.0.0 (Hint 255.255.255.0)

192 168.100.128 (Hint 1.2.3.4)

255.255.255.0 (Hint 255.255.255.0)

| save || cCancet || Back

|

Paso 9. Verifique la mascara de subred de la red privada (LAN) del extremo remoto en el
campo Mascara de subred LAN remota (Internet). Esto se genera automaticamente.

Nota: En este ejemplo, la mascara de subred LAN remota (red local) es 255.0.0.0.



Basic VPN Setup

About Basic VPN Setup

| View Dafault Setings f
Connection Name and Remolte IP Type

New Connection Nama:
Pre-Shared Key:

Protocol
Endpoint Information

Remote Endpoint
Remotx WAN (Internet) IP Address:

Local WAN (internel) IP Address:
Secure Connection Remote Accessibility

Remole LAN (Local Network) IF Address:
Remote LAN (Local Network) Subnet Mask:
Local LAN (Local Metwork) IP Address:

Local LAM (Local Metwork) Subnet Maghc

Branch1
Cisco1234%

ESF »

IP Addrass =
10.11.12.13

192.168.100.121

10.10.100.162

Thie basic VPN setup sets maost parameters to defaulls as proposed by the VPN Consorium (VPNC),
and assumes a Pre-shared Key, which greatly simplifies setup. After creating the policies through the Basic VPN Setup,
you can atways update the parameters through the Policies menu

(Hink 1.2.3.4 or abc.com)

(Hint 1.2.3.4)

255.0.0.0

lHInl: 255.255.255.0)

192 168.100.128

255.255.255.0

(Hint 1.2.3.4)

(Hint 255.255.255.0)

| Save ” Cancel || Back

Paso 10. Introduzca la direccién IP de la red privada (LAN) de la red local en el campo
Local LAN (Local Network) IP Address. Esta es la direccion IP de la red interna en el

dispositivo.

Nota: En este ejemplo, la direccion IP LAN local (red local) es 192.168.100.128.



Basic VPN Setup

About Basic VPN Setup

The basic VPN setup sets most parameters to defaults as proposed by the VPN Consorium (VPNC),
and assumes a Pre-shared Key, which greatly simplifies setup. After creating the policies through the Basic VPN Setup,
you can ahways update the parameters through the Policles menu

| View Default Setings
Connection Name and Remobe IP Ty pe

New Connection Name: Branchi

Pre-Shared Key: Cisco1234%

Protocol ESP v

Endpoint Information

Remote Endpoint IP Address v

Remote WAN (Internet) IP Address: 10.11.12.13 (Hint 1.2.3.4 or abc.com)
Local WAN (Internel) IP Address. 192.168.100.121

Secure Connection Remote Accessibility

Remote LAN (Local Network) IP Address: 10.10.100.162 (Hint 1.2.3.4)

Ramota LAN (Local Metwork) Subnet Maskc 255.000.0 (Hint 255.255.255.0)

Lecal LAMN (Local Nebvork) IP Address: 192 168.100.128 lHInI.' 12.3.4)

Local LAM (Local Network) Subnet Mask: 2552552550 (Hint 255.255.255.0)
| save || Cancel || Back |

Paso 11. Verifique la mascara de subred de la red privada (LAN) del extremo local en el
campo Local LAN (Local Network) Subnet Mask. Esto se genera automaticamente.

Nota: En este ejemplo, la mascara de subred LAN local (red local) es 255.255.255.0.



Basic VPN Setup

About Basic VPN Setup

The basic VPN setup sets most parameters to defaults as proposed by the VPN Consortium (VPNC),
and assumeas a Pre-shared Key, which greatly simplifies setup. After creating the policies through the Basic VPN Setup
you can always update the parameters through the Policies menu

| View Default Settings |

Connection Name and Remole IP Type

Hew Conngction Name Branch1
FPre-Shared Key: Cisco1234%
Frotocaol ESP »

Endpoint Information

Remaote Endpoint IF Addrass v
Remote WAN (Internet) IP Address: 10.11.12.13 (Hint 1.2.3.4 or abc.com)
Lacal WAN (Internel) IP Addrass: 192.168.100.121

Secure Connection Remote Accessibility

Remote LAN (Local Network) IP Address: 10.10.100.162 (Hint 1.2.3.4)

Remota LAN (Local Network) Subnet Mask 255.0.0.0 (Hint 255.255.255.0)

Local LAM (Local Network) IF Address: 192 168.100.128 (Hink 1.2.3.4)

Local LAN (Local Network) Subnet Mask: 255.2556.255.0 lu-linl' 255.255.255.0)
[ save || Cancel || Back |

Nota: Las direcciones IP de WAN remota y LAN remota no pueden estar en la misma
subred. Por ejemplo, una direccién IP LAN remota de 192.168.1.100 y una direccion IP LAN
local de 192.168.1.115 causan un conflicto cuando el trafico se rutea a través de la VPN. El
tercer octeto debe ser diferente para que las direcciones IP estén en subredes diferentes.
Por ejemplo, es aceptable una direccién IP LAN remota de 192.168.1.199 y una direccion IP
LAN local de 192.168.2.100.

Paso 12. Click Save.

Ahora deberia haber configurado correctamente la VPN IPsec de sitio a sitio en el router
RV132W o RV134W.
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