IPSec entre dos Concentradores Cisco VPN
3000 con Redes Privadas Superpuestas
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Introduccién

Este documento describe como configurar el Cisco VPN 3000 Concentrator en una VPN IPSec de
sitio a sitio con direcciones de red superpuestas detras de los gateways VPN. La funcion de
traduccién de direcciones de red (NAT) mejorada introducida en la versién 3.6 del concentrador
VPN 3000 se utilizé en este ejemplo para traducir las redes superpuestas en cada lado del tunel
VPN IPSec para cambiar las direcciones en el rango no superpuesto.

Prerequisites

Requirements

Antes de utilizar esta configuracidn, asegurese de que cumple con estos requisitos:

. Conocimiento del Cisco VPN 3000 Concentrator
. Conocimiento de VPN IPSec

Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y



hardware.

- Cisco VPN 3000 Concentrator versiéon 3.6 o posterior

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Diagrama de la red

En este documento, se utiliza esta configuracién de red:

14,38 80.x 14.38.100.%
14.38.100.100 172.18.124.132 172.18.124. 131 14.38.100.3
- Cohiiid - =
Frivale LAN % % rivate LAN
Cisco VPN 3000 Cisco VPN 3000
Concantrator Concanratos
1438, 100 14 38 200 x

Tanto la LAN 1 privada como la LAN 2 privada tienen una subred IP de 14.38.100.0/24. Esto
simula el espacio de direccidn superpuesto detras de cada lado del tunel IPSec.

En este ejemplo, el concentrador VPN 3000 realiza una traduccion NAT bidireccional para que las
dos LAN privadas puedan comunicarse a través del tunel IPSec. La traduccion significa que la
LAN privada 1 "ve" la LAN privada 2 como 14.38.200.0/24 a través del tunel IPSec, y la LAN
privada 2 "ve" la LAN privada 1 como 14.38.80.0/24 a través del tunel IPSec.

Convenciones

For more information on document conventions, refer to the Cisco Technical Tips Conventions.

Configuracién del concentrador A VPN 3000

Utilice el siguiente procedimiento para configurar el VPN 3000 Concentrator A.

1. Configure las propuestas de sesion de LAN a LAN y los parametros para LAN a LAN en el
Concentrador VPN A bajo Configuracion > Sistema > Protocolos de Tunelizacion > IPSec >
LAN a LAN > Modificar.En la seccion Local Network (Red local), introduzca 14.38.80.0/24 en
el campo IP Address (Direccién IP).En la seccién Red remota, ingrese 14.38.200.0/24 en el
campo Direccion IP.Haga clic en Aplicar cuando haya
terminado.
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Modify an [PSec LAN-to-LAN comection

Samme VPN TURNSEL Enter the same for this LAN 0 LAN comection
[t e | thermet 2 (Pubie ) (172 B2} =] Select the mserface for this LAN-10-LAN connection.
Fﬂm Enter the IF address of ihe remote peer lor fhis LANS0-LAN comeoiion
Digitad Certificate |Hors (Lo Presharsd Keys) =) Select the digitall certificate ro wee

Certlfcate © Enlre cortilicule chaim

i " # ety cectif saly Chsose how 1o send e digital cenificale 1o the IKE peer,

Preshared Koy figwpn Ender the presbared key for this LAN-15-1AN connection.
Authemtieution [FSPMOSHMAC 178 =] Specify the packost mibeaiicaton mechaniom e o
Encryplisn 3005 158 = Specify the emorypiion mechmism (o use,
IKE Proposal [KE3DES MDS =) Select ibe IE Proposal to use for this LASN-te-LAN commeciion.
Filies | Mo =| Chacse the filter to apply to the eraffic that is sineled throogh tis LAN-to-LAN comection
[PSec NAT-T | L‘Ihtr_‘t o bet NAT-T compatible [PSec peers establizh this LAN-to-1AN comme ction throwsh a NAT device.
¥ ou must aleo emabde [PSec over NAT-T mder NAT Trosparency.
Bandwidh Palicy | None =) Chiscse the bandwidth palicy to apply o this LAN-to-LAK comection
Rowting | Mo = (hionse the rouing swtch 10 st Par % hebow are kgnored iF Yetwork Amtediscovery b chosen.

Lacal Network: I§a LAN-fo-LAN MAT rele is aeed, this is the Trans lsbed Metwork: sddress
Metwark Lint [Uss 5 Addrass Wakdcard mask bokre =] Specily the kool sepaork address 15 or the [P address and wildeard mask for this LAN-te-LAN comection

Ly -I-i-l'rnl'll-“ BO.0 Note: Enter & wikdeand k. wiklch is the reverse of @ subset maak. A waldoard mask har Lo in bid
i Bind b giaie, D6 @ bl painhions 0 melch, For cosmple, 101000000000 255 = all 10101, mni
Wildomrd Muk 00,0358 aadidrgsses

Remate Network: 1Fa LAN-e-LAM NAT rele iz werd, this is the Rermobe Metwork addeess
Hu-ul.;[.mllhrl*m-nMi k brk jﬁ.rn'if}'lhh_ﬁ—I'hni.-unl|li.:rhE“mﬁlnhﬂ*iw-ﬂ!-‘.fwﬁi:[a\."idhdhﬂ.\i
e lm

IF Address 1438 2000
Mote: Enter w wikdrand k. which is the reverse ol m subsel muak. A valdosrd ek b 1som b

Wikdcard Munk 028 poaEitions b ignore, 0 in bil positions to mach, For exsmple, 10,1001.0/00000255 = all 10.10,1.500

mbbrisrs
_Agply | Comeal |

2. Cree la NAT estatica para la LAN privada 2 destinada a la LAN privada 1 mediante
Configuration > Policy Management > Traffic Management > NAT > LAN-to-LAN Rules >
Modify.En la fila Direccion IP, ingrese 14.38.100.0/24 en el campo Red de Origen,
14.38.80.0/24 en el campo Red Traducida, 14.38.200.0/24 en el campo Red Remota y haga
clic en

Aplicar.

R o

Mlodkly n LAN-te-LAN NAT rule

= Sintic Statlc: maps source [P addresses to translated 1P addresses on n one-fo-one basiz. Shafic mappings ngply to both ishcand and
outbspamid traffic.
MAT Typs © Drymamic Dywmenlc . maps soarce [T addresses 1o one of a pool of seasloble Fanslated [ sddresses, Dynamic mappngs gply bo ot
traffic enly.
* PAT

PAT: Dvesamic mappang with Pom Address Translation. PAT applies 1o cathamnd maffic caly

Seurce Netwark: specifies the cource [P sddiness amd wibdcard mask 1o be trancladed

Trmnalated Metwork: specifies the trmmlated 1P sddress and wildennd masl for the Lacal Netwerle 11 in the locnl sddress of the LAN do-LAN commection

Remote Nedwork: speaifies the destimation [P sddross amd wildeard mask for which $his rale appliss. To allow any remote network, set [P sddress wildoard nsask 1o
000U0V2ES 285 299 285 1t is the remode address of the LAN-S0-LAMN conseciion

Seurre Netwark Trumxlated Netwark Femote Netwark
IF Address |14.39,3000 T 1T =R 200D
Wikdewrd Mask 000265 T ~  [Dnnzss

_Aeply | Comcul |

3. Seleccione Configuration > Policy Management > Traffic Management > NAT > Enable y
seleccione Check para habilitar las reglas NAT en los tuneles de LAN a LAN. Haga clic en
Apply
(Aplicar).



Thiz section lets vou enable svstem-wide NAT rules.

Interface NAT Bules Enabled © Check to enabhle MAT rules on interfaces.
LAN-to-LAN Tunnel NAT Rule Enabled ¥ Check to eénable NAT rules on LAN-to-LAN tunnels.

Apply | Cancel |

Configuracién del concentrador B de Cisco VPN 3000

Utilice el siguiente procedimiento para configurar Cisco VPN 3000 Concentrator B.

1. Configure las propuestas de sesiones de LAN a LAN y los parametros para LAN a LAN en el
concentrador VPN B seleccionando Configuration > System > Tunneling Protocols > IPSec >
LAN a LAN > Modify.En la seccién Local Network (Red local), introduzca 14.38.200.0/24 en
el campo IP Address (Direccién IP).En la seccidn Red remota, ingrese 14.38.80.0/24 en el
campo Direccion IP.Haga clic en Aplicar cuando haya
terminado.

Moty @ P LAMN=I0=LAMN ©omCuion

———

Magme FITPRAT TUNNEL Esiter the i lof tes LAN-Ao=LAN comcton
Ieterface |Ethernet 7 (Public] (17218 I?-l.1'.||rﬂ Select the mierface for dhis LANstoel AN commection
Pesr[IF 010 Enter the [P nddress of the remote peer for this LAN-I0-LAN comection
Digival Certificate [Mone (se Preshared Keys) =) Select the digital cerfificaie fo use

Certificate © Fabire cenificae chsn

Trumcmisdden = ldentity certificate anly Chooss how 1o sead the digal certiiscals o the IKE peer

Prwaliied Key .rth'Fl Ender the preihared key for dai LAN-1-LAN conssctisn
Amthrntica e [ESP MOGHMAC 178 »] Specidy the packet nuderntication mechnss em 1o use
Emcrypiien (1005168 =] Specify e encryplion meckanizm o we.
[KE Proposal [IKE 306 5 M6 = Sglect the TKE Proposal bo e for s LAN-n-LAN comssction
Filier |- Mane =| Chooss e filter 1o apply o e eaffie g i nmesled drough this LAN40-LAN temnection
e NAT.T ¢ Check b e NAT-T compatible [PSec peers rr‘ld]:||lﬂ.|.‘l.||: 1AM LAN comsttion troush o NAT device.
Yoou st wlso emalvle [FSec over MAT-T mder MAT Trasspmrency.
Bandwidih Felicy | Horm = Chooss the handwidth policy to spply o this LAN-0-LAN coanection
Ei-hg-hhm T| Choosxe the romtmg mechanisam bo ue Farsmeters below are pnared if Network Amisdiscovery is chaven

Lasal Metwork. I o LAN-io=LAM NAT rule v used, ihis e the Trasloed Neivwerk adilies.
Magwark Lt [Use IP Addresa Wikdcand mask I-.In.-ﬂ Specify the local wetwork nddress list or fhe [P address snd wil doard mask for thas LAN-i0-LAN comection

P Adidré 14382000 Note: Enter & wikdnmrs mask, which is the reverse of 8 sbaei maske. A wildoard mask bas 12 n b
- il il iglu: [ ] mhil]mvilim poswileh Fer lrhi'l:pl: D010, D000 255 = alll 10,101 sm6
Wildeard Mask 00255 pirir—

Remoie Metwork: I o LAN-lo-LAN NAT rule is used. ihis is the Bemote Network sddress
Setwark List [Use IF Address Wildcard m.uun.ul-u-wﬂ Speculy B remode mebwork sddres it or the [P asddrese and whldoard mask {or thee LAMN-S0-LAN
. comection

IF Address |14 500
* Mote: Enler a widkdror mask, which bs the reverse of a subaed maske. A i ldoard mosk bas 15 m bl

positions to ignore, Ds in bt positions to match. For example, 10.10.1.00.0.0.23% = all 10.10.1.am

Wildeard Mask (000555
“ nddrecses.

2. Cree la NAT estatica para la LAN privada 1 destinada a la LAN privada 2 seleccionando
Configuration > Policy Management > Traffic Management > NAT > LAN-to-LAN Rules >
Modify.En la fila Direccion IP, ingrese 14.38.100.0/24 en el campo Red de Origen,
14.38.200.0/24 en el campo Red Traducida, 14.38.80.0/24 en el campo Red Remota y haga
clicen
Aplicar.



Modly o LAN-pe=LAN MAT mele

PAT: Dynamic magping with Pon Address Translation. PAT apgles o oathomnd omffic only

Senrce Netwerk: specafies the sowrce TP sddress and waldoard mask 1o be ranslaged
Trunslwied Metwork: specifics the ranslsted 1P scldreas and wildessd mask for the Logal Medwerle It 1 the locnl sddoem of the LAN0<LAN comection

0.0.0007238, 233 2485 2% 1 is the remoie nddress of te LAMN-00L AN comeciion

Saree Merwark Transkued Merwark Remare Metwark
IF Address [14.38.1000 : [azszoon T
Wikdeard Mask 000556 T o s
Fgply | Cancel |

Remoie Netwerk: specifies the destination [P address md wil dewrd mask for whacls this rule spplies. To allow ey remete network, sel [P sddress'wildeord mask o

T Smdic Siutic- maps e [P addresses fo troans lated [P addresees on n one-to-one basie. Stabhc mappings apply fo both ibound and
oo traffic
MNAT Type © Crmpnmic Dmainks maps scwce [ addrosses do one of @ pool af evalshls Fanslaged [P addrossgs, Dn o] apgly o oull '
irallic anly.
FPAT

3. Seleccione Configuration > Policy Management > Traffic Management > NAT > Enable y
seleccione Check para habilitar las reglas NAT en los tuneles de LAN a LAN. Haga clic en

Apply
(Aplicar).

Thiz section letz vou enable svztem-wide MAT rules.

Interface NAT Rules Enabled ™ Check to enable WAT rules on interfaces.
LAN-to-LAN Tunnel NAT Rule Enabled ¥ Check to enable NAT rules on LAN-to-LAN tunnels.

Apply | Cancel

Verificacion

Verifique la configuracién del concentrador A VPN 3000

En esta seccidn encontrara informacion que puede utilizar para confirmar que su configuracion

esté funcionando correctamente.

La herramienta Output Interpreter (s6lo para clientes registrados) permite utilizar algunos
comandos “show” y ver un analisis del resultado de estos comandos.

- Para iniciar el tunel, envie un ping desde un dispositivo LAN 2 privado (14.38.200.10) a una

direccién IP en una LAN 1 privada
(14.38.80.200).



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

Ble Edt Wew Cal Transfer Help

D|&| 58] 0|5 =
PrivatelLANZH -]
Privatel AN2#
Privatel AN2H
Privatel AN2#
Privatel AN2H
PrivatelAN2#
Privatel AN2H
PrivatelLAN2#
Privatel AN24H
PrivatelLANZ2#
Privatel ANMping 14,38, 80.200

Iype escape sequence to abor

§$T?}nq 9, 100-byte ICHP EEhDE to 14.38.80.200, timeout is 2 seconds:
Success rate 1s 100 percent (5/9), round-trip min/avg/max = &/5/8 ms
Privatel AN2H

Privatel AN2H

Privatel AN2H

Privatel AN2H

Privatel AN2H

Privatel ANZH

Privatel AN2H

Privatel AN24_ :I

IConrected 0:20:24 AUt detect  TCPIP ROLL [CAPS o are Pt y

- Confirme que las sesiones de Intercambio de claves de Internet (IKE) e IPSec muestren LAN
1 privada y LAN 2 privada con NAT seleccionando Administraciéon > Administrar sesiones >

Detalle.
L vnifle
Pack ia Sessions
it £ o1 M aine IF Addiwas Prastidal Enciypiisn Lagin Tmae Thiag-al o Byiea Tx Bytes Hx
VI TUNNEL 1T IR 124,131 PSec LAN-fo-1AN IES-168 Aang 06 153-20:24 25840 1456 (R =10}
IRE Sesulons: |
IFher Sevvdon; |
IKE Session
Sewslon 11D 1 Encrypilon Alperitban SDES-168
lusking ‘lgeeithm W1 Do Helmun CGrosp Croap 2 {1004 i)
Amibentication Made Pre-Shared Keys [LE Megotlstisn Mode Mun
Bekey Thue Inferyval 26000 sreonds
IFSec Sesshon
Sesslon [ 2 Remoie Address 14 78 2000000255
Lacal Addrees 14 38 800000, 152 Encrypiisn Algarithon A0ES-168
Iushing Adgsedihm VI? SEP |
Encapsslation Made Tmnel Rekey T Interval 23800 orconds
Bytes Recelved 1040 Bytes Transusliied 1436

Verifique la configuraciéon del concentrador B VPN 3000

En esta seccidn encontrara informacion que puede utilizar para confirmar que su configuracion
esté funcionando correctamente. Para obtener informacion sobre la configuracion y revision de
registros al resolver problemas de conexién con el concentrador VPN 3000, refiérase a
Resolucién de Problemas de Conexion en el Concentrador VPN 3000.

La herramienta Output Interpreter (s6lo para clientes registrados) permite utilizar algunos
comandos “show” y ver un analisis del resultado de estos comandos.

Confirme que las sesiones IKE e IPSec muestren la LAN privada 2 y la LAN privada 1 con la NAT
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seleccionando Administration > Administre Sesiones > Detail.

Fiigapamlation Yads T ot |
Bytes Receiod 1456

Rikiey Thiiie lndeqval 500 seconds
Bytes Trasumitted 1000

Ui Ui M adiee I Address FPradacal Emcrypllon Lagin 1isne Dyl B Byies Ix Eyies Hx
RTF MAT TUNNE] 173 08.0134.133 IPSee LAM 20-LAN ITHES-168 Aiag 0F 1F:17:22 23 19:15 10D 456
IEE Seusinan: 1
[FSex Soessboms: |

IKE Session
Seqsban 10 | Emeryprion Algsrihm 310ES-168
Fluisking Algoiibes W00 IMMe- Helmss Greap Srosp 2 (1024-kit)
Awibvewilemiion Wade Pre-Shared Feys IKE Segoarion Mede Man
Rekey Thne Interval 6100 seoonds
[PSec Sessbon
Seaxion I 2 Remate Address 14 38 80000 000 133
Lacal Adedress 1438 100.000.0.0,233 Encrvpilon Algesdihm J1HES-168
Hushking Algorithes %04 SEF |1

Troubleshoot

Solucién de problemas de configuracion del concentrador A VPN 3000

En el concentrador VPN, active el registro, seleccione Configuration > System > Events > Classes
> Modify. Las opciones disponibles son las siguientes:

- IKE

- IKEDBG

- IKEDECODE

- IPSEC

- IPSECDBG

- IPSECDECODE

- Gravedad de registro = 1-13

- Gravedad en la consola = 1-3
Puede recuperar el registro del evento seleccionando Monitoring (Monitoreo) > Event Log
(Registro de evento)

Para obtener informacion adicional sobre la configuracion y revision de registros al resolver
problemas de conexién con el concentrador VPN 3000, refiérase a Resolucién de Problemas de
Conexion en el Concentrador VPN 3000.

1 08/09/2002 13:14:22.690 SEV=8 | KEDBG 0 RPT=52040 172.18.124.132
RECEI VED Message (nsgi d=0) with payl oads :
HDR + SA (1) + VENDOR (13) + NONE (0)

total length : 108

3 08/09/2002 13:14:22.690 SEV=9 | KEDBG 0 RPT=52041 172.18.124.132
processi ng SA payl oad

4 08/09/2002 13:14:22.690 SEV=8 | KEDBG 0 RPT=52042


//www.cisco.com/warp/customer/471/vpn3k-conn.html
//www.cisco.com/warp/customer/471/vpn3k-conn.html

Proposal # 1, Transform# 1, Type | SAKMP, Id | KE
Parsi ng received transform
Phase 1 failure against global |KE proposal # 1:
M smat ched attr types for class Auth Method:
Rcv' d: Preshared Key
Cfg'd: XAUTH with Preshared Key (lnitiator authenticated)

10 08/ 09/ 2002 13:14:22.690 SEV=7 | KEDBG 0 RPT=52043 172.18.124.132
Cakl ey proposal is acceptable

11 08/09/2002 13:14:22.690 SEV=9 | KEDBG 47 RPT=28 172.18.124.132
processi ng VID payl oad

12 08/ 09/ 2002 13:14:22.690 SEV=9 | KEDBG 49 RPT=24 172.18.124.132
Recei ved Fragnmentation VID

13 08/ 09/ 2002 13: 14:22.690 SEV=5 | KEDBG 64 RPT=6 172.18.124.132
| KE Peer included |IKE fragnmentation capability flags:

Mai n Mode: True

Aggr essi ve Mbde: True

15 08/ 09/ 2002 13:14:22.690 SEV=9 | KEDBG 0 RPT=52044 172.18.124.132
processi ng | KE SA

16 08/09/2002 13:14:22.690 SEV=8 | KEDBG 0 RPT=52045
Proposal # 1, Transform# 1, Type | SAKMP, |Id | KE
Parsi ng received transform
Phase 1 failure against global |KE proposal # 1:
M smat ched attr types for class Auth Method:
Rcv' d: Preshared Key
Cfg'd: XAUTH with Preshared Key (lnitiator authenticated)

22 08/09/2002 13:14:22.690 SEV=7 | KEDBG 28 RPT=5 172.18.124.132
I KE SA Proposal # 1, Transform# 1 acceptable
Mat ches gl obal I KE entry # 2

23 08/09/2002 13:14:22.690 SEV=9 | KEDBG 0 RPT=52046 172.18.124.132
constructing | SA_SA for isakmp

24 08/09/2002 13:14:22.690 SEV=9 | KEDBG 46 RPT=26 172.18.124.132
constructing Fragnmentation VID + extended capabilities payl oad

25 08/09/2002 13:14:22.690 SEV=8 | KEDBG 0 RPT=52047 172.18.124.132
SENDI NG Message (nsgi d=0) with payl oads :
HDR + SA (1) + VENDOR (13) ... total length : 108

27 08/09/2002 13:14:22.700 SEV=8 | KEDBG 0 RPT=52048 172.18.124.132

RECEI VED Message (nsgi d=0) with payl oads :

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13
) + NONE (0) ... total length : 256

30 08/09/2002 13:14:22.700 SEV=8 | KEDBG 0 RPT=52049 172.18.124.132
RECEI VED Message (nsgi d=0) with payl oads :



HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13
) + NONE (0) ... total length : 256

33 08/09/2002 13:14:22.700 SEV=9 | KEDBG 0 RPT=52050 172.18.124.132
processi ng ke payl oad

34 08/09/2002 13:14:22.700 SEV=9 | KEDBG 0 RPT=52051 172.18.124.132
processing | SA KE

35 08/09/2002 13:14:22.700 SEV=9 | KEDBG 1 RPT=83 172.18.124.132
processi ng nonce payl oad

36 08/09/2002 13:14:22.700 SEV=9 | KEDBG 47 RPT=29 172.18.124.132
processi ng VID payl oad

37 08/09/2002 13:14:22.700 SEV=9 | KEDBG 49 RPT=25 172.18.124.132
Received Cisco Unity client VID

38 08/09/2002 13:14:22.700 SEV=9 | KEDBG 47 RPT=30 172.18.124.132
processi ng VID payl oad

39 08/09/2002 13:14:22.700 SEV=9 | KEDBG 49 RPT=26 172.18.124.132
Recei ved xauth V6 VID

40 08/09/2002 13:14:22.700 SEV=9 | KEDBG 47 RPT=31 172.18.124.132
processi ng VID payl oad

41 08/09/2002 13:14:22.700 SEV=9 | KEDBG 38 RPT=9 172.18.124.132
Processi ng VPN 3000 spoofing | OS Vendor |ID payload (version: 1.0.0, capabilities
20000001)

43 08/09/2002 13:14:22.700 SEV=9 | KEDBG 47 RPT=32 172.18.124.132
processi ng VID payl oad

44 08/09/2002 13:14:22.700 SEV=9 | KEDBG 49 RPT=27 172.18.124.132
Received Altiga GNWNVID

45 08/09/2002 13:14:22.730 SEV=9 | KEDBG 0 RPT=52052 172.18.124.132
constructing ke payl oad

46 08/09/2002 13:14:22.730 SEV=9 | KEDBG 1 RPT=84 172.18.124.132
constructing nonce payl oad

47 08/09/2002 13:14:22.730 SEV=9 | KEDBG 46 RPT=27 172.18.124.132
constructing C sco Unity VID payl oad

48 08/09/2002 13:14:22.730 SEV=9 | KEDBG 46 RPT=28 172.18.124.132
constructing xauth V6 VID payl oad

49 08/09/2002 13:14:22.730 SEV=9 | KEDBG 48 RPT=10 172.18.124.132
Send 10S VID

50 08/09/2002 13:14:22.730 SEV=9 | KEDBG 38 RPT=10 172.18.124.132
Constructing VPN 3000 spoofing |I0S Vendor |ID payload (version: 1.0.0, capabiliti
es: 20000001)

52 08/09/2002 13:14:22.730 SEV=9 | KEDBG 46 RPT=29 172.18.124.132
constructing VID payl oad

53 08/09/2002 13:14:22.730 SEV=9 | KEDBG 48 RPT=11 172.18.124.132
Send Altiga GNVID

54 08/09/2002 13:14:22.730 SEV=9 | KEDBG 0 RPT=52053 172.18.124. 132
Generating keys for Responder...



55 08/09/2002 13:14:22.730 SEV=8 | KEDBG 0 RPT=52054 172.18.124.132
SENDI NG Message (nsgi d=0) with payl oads :
HDR + KE (4) + NONCE (10) ... total length : 256

57 08/09/2002 13:14:22.770 SEV=8 | KEDBG 0 RPT=52055 172.18.124. 132
RECEI VED Message (nsgi d=0) with payl oads :

HDR + I D (5) + HASH (8) + |1 0OS KEEPALI VE (14) + VENDOR (13) + NONE (0)
length : 92

60 08/09/2002 13:14:22.770 SEV=9 | KEDBG 1 RPT=85 172.18.124.132
Goup [172.18.124.132]
Processing 1D

61 08/09/2002 13:14:22.770 SEV=9 | KEDBG 0 RPT=52056 172.18.124.132
Goup [172.18.124.132]
processi ng hash

62 08/09/2002 13:14:22.770 SEV=9 | KEDBG 0 RPT=52057 172.18.124.132
Goup [172.18.124.132]
conputing hash

63 08/09/2002 13:14:22.770 SEV=9 | KEDBG 34 RPT=9 172.18.124.132
Processing |1 OS keep alive payl oad: proposal =32767/ 32767 sec.

64 08/09/2002 13:14:22.770 SEV=9 | KEDBG 47 RPT=33 172.18.124.132
Goup [172.18.124.132]
processi ng VID payl oad

65 08/ 09/ 2002 13:14:22.770 SEV=9 | KEDBG 49 RPT=28 172.18.124.132
Group [172.18.124.132]
Recei ved DPD VI D

66 08/09/2002 13:14:22.770 SEV=9 | KEDBG 23 RPT=6 172.18.124.132
Goup [172.18.124.132]
Starting group | ookup for peer 172.18.124.132

67 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 1 RPT=7
AUTH Open() returns 9

68 08/09/2002 13:14:22.770 SEV=7 AUTH 12 RPT=7
Aut henti cati on session opened: handle = 9

69 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 3 RPT=9
AUTH Put Attr Tabl e(9, 8c6274)

70 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 6 RPT=6
AUTH_GroupAut henti cate(9, 2f1c798, 599818)

71 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 59 RPT=9
AUTH_Bi ndSer ver (511c62c, 0, 0)

72 08/ 09/ 2002 13:14:22.770 SEV=9 AUTHDBG 69 RPT=9
Aut h Server dbl1704 has been bound to ACB 511c62c, sessions = 1

73 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 65 RPT=9
AUTH_Creat eTi mer (511c62c, 0, 0)

74 08/09/2002 13:14:22.770 SEV=9 AUTHDBG 72 RPT=9
Reply timer created: handle = 66001B

75 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 179 RPT=9
AUTH_SyncToServer (511c62c, 0, 0)

t ot al



76 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 180 RPT=9
AUTH_SendLockReq(511c62c, 0, 0)

77 08/ 09/ 2002 13:14:22.770 SEV=8 AUTHDBG 61 RPT=9
AUTH_ Bui | dMsg(511c62c, 0, 0)

78 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 64 RPT=9
AUTH_Start Ti mer (511c62c, 0, 0)

79 08/09/2002 13:14:22.770 SEV=9 AUTHDBG 73 RPT=9
Reply timer started: handle = 66001B, timestanp = 17178934, timeout = 30000

80 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 62 RPT=9
AUTH_SndRequest (511c62c, 0, 0)

81 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 50 RPT=17
| nt DB_Decode(37f 1908, 149)

82 08/ 09/ 2002 13:14:22.770 SEV=8 AUTHDBG 47 RPT=17
| nt DB_Xnt (511c62c)

83 08/09/2002 13:14:22.770 SEV=9 AUTHDBG 71 RPT=9
xmt_cnt =1

84 08/ 09/ 2002 13:14:22.770 SEV=8 AUTHDBG 47 RPT=18
| nt DB_Xnt (511c62c)

85 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 49 RPT=9
I nt DB_Mat ch(511c62c, 5119cc4)

86 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 63 RPT=9
AUTH_RcvRepl y(511c62c, 0, 0)

87 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 50 RPT=18
I nt DB_Decode(5119cc4, 835)

88 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 48 RPT=9
Int DB_Rcv(511c62c)

89 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 66 RPT=9
AUTH_Del et eTi mer (511c62c, 0, 0)

90 08/09/2002 13:14:22.870 SEV=9 AUTHDBG 74 RPT=9
Reply timer stopped: handle = 66001B, timestanp = 17178944

91 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 58 RPT=9
AUTH_Cal | back(511c62c, 0, 0)

92 08/09/2002 13:14:22.870 SEV=6 AUTH/41 RPT=8 172.18.124.132
Authentication successful: handle = 9, server = Internal, group = 172.18.124.132

93 08/09/2002 13:14:22.870 SEV=7 IKEDBG/0 RPT=52058 172.18.124.132
Group [172.18.124.132]
Found Phase 1 Group (172.18.124.132)

94 08/ 09/ 2002 13: 14: 22. 870 SEV=8 AUTHDBG 4 RPT=8
AUTH Get Attr Tabl e(9, 8c6520)

95 08/09/2002 13:14:22.870 SEV=7 | KEDBG 14 RPT=7 172.18.124.132
Goup [172.18.124.132]
Aut henti cation configured for Internal

96 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 2 RPT=7
AUTH_Cl ose(9)



97 08/09/2002 13:14:22.870 SEV=9 | KEDBG 1 RPT=86 172.18.124.132
Goup [172.18.124.132]
constructing 1D

98 08/09/2002 13:14:22.870 SEV=9 | KEDBG 0 RPT=52059
Goup [172.18.124.132]
construct hash payl oad

99 08/09/2002 13:14:22.870 SEV=9 | KEDBG 0 RPT=52060 172.18.124.132
Goup [172.18.124.132]
conputing hash

100 08/09/2002 13:14:22.870 SEV=9 | KEDBGE 34 RPT=10 172.18.124.132
Constructing | 0CS keep alive payl oad: proposal =32767/ 32767 sec.

101 08/09/2002 13:14:22.870 SEV=9 | KEDBGE 46 RPT=30 172.18.124.132
Goup [172.18.124.132]
constructing dpd vid payl oad

102 08/09/2002 13:14:22.870 SEV=8 | KEDBG 0 RPT=52061 172.18. 124. 132
SENDI NG Message (nsgi d=0) with payl oads :
HDR + ID (5) + HASH (8) ... total length : 92

104 08/09/2002 13:14:22.870 SEV=4 IKE/119 RPT=8 172.18.124.132
Group [172.18.124.132]
PHASE 1 COMPLETED

105 08/ 09/ 2002 13:14:22.870 SEV=6 | KE/ 121 RPT=6 172.18.124.132
Keep-alive type for this connection: DPD

106 08/09/2002 13:14:22.870 SEV=7 | KEDBG 0 RPT=52062 172.18. 124. 132
Goup [172.18.124.132]
Starting phase 1 rekey timer: 73440000 (ms)

107 08/09/ 2002 13:14:22.870 SEV=4 AUTH 22 RPT=38
User 172.18.124.132 connected

108 08/ 09/ 2002 13:14:22.870 SEV=8 AUTHDBG 60 RPT=9
AUTH_Unbi ndServer (511c62c, 0, 0)

109 08/09/ 2002 13:14:22.870 SEV=9 AUTHDBGE 70 RPT=9
Aut h Server dbl1704 has been unbound from ACB 511c62c, sessions = 0

110 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 10 RPT=7
AUTH_| nt _FreeAut hCB(511c62c)

111 08/09/ 2002 13:14:22.870 SEV=7 AUTH 13 RPT=7
Aut henti cati on session closed: handle = 9

112 08/09/2002 13:14:22.970 SEV=8 | KEDBG 0 RPT=52063 172. 18. 124. 132

RECEI VED Message (nsgi d=56fdca09) with payl oads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0)
total length : 180

115 08/ 09/ 2002 13:14:22.970 SEV=9 | KEDBG 0 RPT=52064 172.18.124.132
Goup [172.18.124.132]
processi ng hash

116 08/09/2002 13:14:22.970 SEV=9 | KEDBG 0 RPT=52065 172.18. 124. 132
Goup [172.18.124.132]
processi ng SA payl oad

117 08/09/2002 13:14:22.970 SEV=9 | KEDBG 1 RPT=87 172.18.124.132



Goup [172.18.124.132]
processi ng nonce payl oad

118 08/ 09/ 2002 13:14:22.970 SEV=9 | KEDBG 1 RPT=88 172.18.124. 132
Goup [172.18.124.132]
Processing ID

119 08/09/2002 13:14:22.970 SEV=5 IKE/35 RPT=4 172.18.124.132
Group [172.18.124.132]

Received remote IP Proxy Subnet data in ID Payload:

Address 14.38.80.0, Mask 255.255.255.0, Protocol 0, Port 0

122 08/09/2002 13:14:22.970 SEV=9 | KEDBG 1 RPT=89 172.18.124.132
Goup [172.18.124.132]
Processing 1D

123 08/09/2002 13:14:22.970 SEV=5 IKE/34 RPT=6 172.18.124.132
Group [172.18.124.132]

Received local IP Proxy Subnet data in ID Payload:

Address 14.38.200.0, Mask 255.255.255.0, Protocol 0, Port O

126 08/09/2002 13:14:22.970 SEV=9 | KEDBG 0 RPT=52066 172.18.124. 132
Goup [172.18.124.132]
Processing Notify payl oad

127 08/09/ 2002 13:14:22.970 SEV=8 | KEDBG 0 RPT=52067
QM | sRekeyed ol d sa not found by addr

128 08/ 09/ 2002 13:14:22.970 SEV=5 | KE/ 66 RPT=8 172.18.124. 132
Goup [172.18.124.132]
| KE Renpte Peer configured for SA: L2L: RTP NAT TUNNEL

129 08/ 09/ 2002 13:14:22.970 SEV=9 | KEDBG 0 RPT=52068 172.18. 124. 132
Goup [172.18.124.132]
processi ng | PSEC SA

130 08/09/2002 13:14:22.970 SEV=7 | KEDBG 27 RPT=6 172.18.124.132
Goup [172.18.124.132]
| PSec SA Proposal # 1, Transform# 1 acceptable

131 08/09/2002 13:14:22.970 SEV=7 | KEDBG 0 RPT=52069 172.18.124. 132
Goup [172.18.124.132]
I KE: requesting SPI!

132 08/ 09/ 2002 13:14:22.970 SEV=6 | KE/ 0 RPT=5
Recei ved unexpected event EV_ACTI VATE_NEW SA in state MM ACTI VE

133 08/09/2002 13:14:22.970 SEV=9 | PSECDBG 6 RPT=41

| PSEC key nessage parse - nmsgtype 6, len 208, vers 1, pid 00000000, seq 12, err
0, type 2, node 0, state 32, |abel 0, pad 0, spi 00000000, encrKeyLen 0, hashKey
Len 0, ivlen O, alg O, hnmacAlg O, lifetype 0, lifetimel 21, lifetime2 0, dsld 30
0

137 08/ 09/ 2002 13:14:22.970 SEV=9 | PSECDBG 1 RPT=155
Processi ng KEY_GETSPI nsg!

138 08/ 09/2002 13:14:22.970 SEV=7 | PSECDBGE 13 RPT=9
Reserved SPI 840508266

139 08/09/2002 13:14:22.970 SEV=8 | KEDBG 6 RPT=9
I KE got SPI from key engine: SPI = 0x3219236a

140 08/ 09/ 2002 13:14:22.970 SEV=9 | KEDBG 0 RPT=52070 172.18.124.132
G oup [172.18.124.132]



oakl ey constucting qui ck node

141 08/09/2002 13:14:22.970 SEV=9
Goup [172.18.124.132]
constructing bl ank hash

142 08/ 09/ 2002 13:14:22.970 SEV=9
Goup [172.18.124.132]
constructing | SA SA for ipsec

143 08/ 09/ 2002 13:14:22.970 SEV=9
Goup [172.18.124.132]
constructing i psec nonce payl oad

144 08/ 09/ 2002 13:14:22.970 SEV=9
Goup [172.18.124.132]
constructing proxy ID

145 08/09/2002 13:14:22.970 SEV=7
Group [172.18.124.132]
Transmitting Proxy Id:

| KEDBG 0 RPT=52071 172.18.124.132

| KEDBG 0 RPT=52072 172.18.124.132

| KEDBG 1 RPT=90 172.18.124.132

| KEDBG 1 RPT=91 172.18.124.132

IKEDBG/0 RPT=52073 172.18.124.132

Remote subnet: 14.38.80.0 Mask 255.255.255.0 Protocol 0 Port 0

Local subnet: 14.38.200.0 mask 255.255.255.0 Protocol 0 Port 0
149 08/09/2002 13:14:22.970 SEV=9 | KEDBG 0 RPT=52074 172.18.124.132
Goup [172.18.124.132]
constructing gm hash
150 08/09/2002 13:14:22.970 SEV=8 | KEDBG 0 RPT=52075 172.18.124.132
SENDI NG Message (nsgi d=56fdca09) with payl oads :
HDR + HASH (8) + SA (1) total length : 152
152 08/09/2002 13:14:22.980 SEV=8 | KEDBG 0 RPT=52076 172.18.124.132
RECEI VED Message (nsgi d=56fdca09) w th payl oads :
HDR + HASH (8) + NONE (0) total length : 48
154 08/09/2002 13:14:22.980 SEV=9 | KEDBG 0 RPT=52077 172.18.124.132
Goup [172.18.124.132]
processi ng hash
155 08/09/2002 13:14:22.980 SEV=9 | KEDBG 0 RPT=52078 172.18.124.132
Goup [172.18.124.132]
| oading all |PSEC SAs
156 08/09/2002 13:14:22.980 SEV=9 | KEDBG 1 RPT=92 172.18.124.132
Goup [172.18.124.132]
Generating Quick Mde Key!
157 08/09/2002 13:14:22.980 SEV=9 | KEDBG 1 RPT=93 172.18.124.132
Goup [172.18.124.132]
Generating Quick Mbde Key!
158 08/09/2002 13:14:22.980 SEV=7 | KEDBG 0 RPT=52079 172.18.124.132

Goup [172.18.124.132]
Loadi ng subnet:
Dst :
Src:

161 08/09/2002 13:14:22.980 SEV=4
Goup [172.18.124.132]

Security negotiation conplete for
Responder, | nbound SPI

164 08/09/2002 13:14:22.980 SEV=9

14.38.200.0 nmsk: 255.255.
14.38.80.0 nask: 255.255.255.0

= 0x3219236a, Qutbound SPI

255.0

| KE/ 49 RPT=12 172.18.124.132

LAN-t o- LAN Group (172.18.124.132)
= 0x3607c2f 4

| PSECDBG 6 RPT=42



| PSEC key nessage parse - nmsgtype 1, len 622, vers 1, pid 00000000, seq O, err O

, type 2, node 1, state 64, |abel 0, pad 0, spi 3607c2f4,

encr KeyLen 24, hashKey

Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype O, lifetinel 21, lifetine2 0, dsld O

167 08/09/2002 13:14:22.980 SEV=9 | PSECDBG 1 RPT=156
Processi ng KEY_ADD nsg!

168 08/ 09/ 2002 13:14:22.980 SEV=9 | PSECDBG 1 RPT=157
key_msghdr 2secassoc(): Enter

169 08/09/2002 13:14:22.980 SEV=7 | PSECDBG 1 RPT=158
No USER filter configured

170 08/09/2002 13:14:22.980 SEV=9 | PSECDBG 1 RPT=159
KeyProcessAdd: Enter

171 08/09/2002 13:14:22.980 SEV=8 | PSECDBG 1 RPT=160
KeyProcessAdd: Addi ng out bound SA

172 08/09/2002 13:14:22.980 SEV=8 | PSECDBG 1 RPT=161

KeyProcessAdd: src 14.38.200.0 mask 0.0.0.255, dst 14.38.80.0 mask 0.0.0. 255

173 08/ 09/ 2002 13:14:22.980 SEV=8 | PSECDBG 1 RPT=162
KeyProcessAdd: FilterlpsecAddl keSa success

174 08/09/2002 13:14:22.980 SEV=9 | PSECDBG 6 RPT=43

| PSEC key nessage parse - nmsgtype 3, len 335, vers 1, pid 00000000, seq O, err O

, type 2, node 1, state 32, label 0, pad 0, spi 3219236a,

encr KeyLen 24, hashKey

Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype O, lifetinel 21, lifetine2 0, dsld O

177 08/09/2002 13:14:22.980 SEV=9 | PSECDBG 1 RPT=163
Processi ng KEY_UPDATE nsg!

178 08/ 09/ 2002 13:14:22.980 SEV=9 | PSECDBG 1 RPT=164
Updat e i nbound SA addresses

179 08/09/2002 13:14:22.980 SEV=9 | PSECDBG 1 RPT=165
key_msghdr 2secassoc(): Enter

180 08/09/2002 13:14:22.980 SEV=7 | PSECDBG 1 RPT=166
No USER filter configured

181 08/09/2002 13:14:22.980 SEV=9 | PSECDBG 1 RPT=167
KeyProcessUpdat e: Enter

182 08/09/2002 13:14:22.980 SEV=8 | PSECDBG 1 RPT=168
KeyProcessUpdat e: success

183 08/ 09/ 2002 13:14:22.980 SEV=8 | KEDBG 7 RPT=9
| KE got a KEY_ADD nsg for SA: SPI = 0x3607c2f4

184 08/ 09/ 2002 13:14:22.980 SEV=8 | KEDBG 0 RPT=52080
pitcher: rcv KEY_UPDATE, spi 0x3219236a

185 08/09/2002 13:14:22.980 SEV=4 IKE/120 RPT=12 172.18.124.132

Group [172.18.124.132]
PHASE 2 COMPLETED (msgid=56£fdca09)

186 08/ 09/ 2002 13: 14:24.690 SEV=7 | PSECDBG 1 RPT=169
| PSec | nbound SA has recei ved data!

187 08/ 09/ 2002 13:14:24.690 SEV=8 | KEDBG 0 RPT=52081
pitcher: recv KEY_SA ACTI VE spi 0x3219236a



188 08/ 09/ 2002 13:14:24.690 SEV=8 | KEDBG 0 RPT=52082
KEY_SA ACTIVE no old rekey centry found with new spi 0x3219236a, ness_id 0x0

Solucién de problemas de la configuracién del concentrador B VPN 3000

Para obtener informacion sobre la configuracién y revisién de registros al resolver problemas de
conexién con el concentrador VPN 3000, refiérase a Resolucién de Problemas de Conexion en el
Concentrador VPN 3000. Antes de ejecutar un comando debug, consulte Informacién Importante
sobre Comandos Debug.

1 08/07/2002 13:27:13.970 SEV=7 | PSECDBGE 10 RPT=4
| PSEC i psec_out put () can call key_acquire() because 590 seconds have el apsed sin
ce last | KE negotiation began (src 0x0e265065, dst 0x01b99224)

3 08/07/2002 13:27:13.970 SEV=7 | PSECDBG 14 RPT=5
Sendi ng KEY_ACQUI RE to I KE for src 14.38.80.101, dst 14.38.200.3

4 08/07/2002 13:27:13.970 SEV=8 | KEDBG 0 RPT=52300
pitcher: received a key acquire message!

5 08/07/2002 13:27:13.970 SEV=4 | KE/ 41 RPT=5 172.18.124.131

IKE Initiator: New Phase 1, Intf 2, |KE Peer 172.18.124.131

| ocal Proxy Address 14.38.80.0, renpte Proxy Address 14.38.200. 0,
SA (L2L: VPN TUNNEL)

8 08/07/2002 13:27:13.970 SEV=9 | KEDBG 0 RPT=52301 172.18.124.131
constructing | SA_SA for isakmp

9 08/07/2002 13:27:13.970 SEV=9 | KEDBG 46 RPT=26 172.18.124.131
constructing Fragnentation VID + extended capabilities payl oad

10 08/07/2002 13:27:13.970 SEV=8 | KEDBG 0 RPT=52302 172.18.124.131
SENDI NG Message (nsgi d=0) with payl oads :
HDR + SA (1) + VENDOR (13) ... total length : 108

12 08/07/2002 13:27:13.970 SEV=8 | KEDBG 0 RPT=52303 172.18.124. 131
RECEI VED Message (nsgi d=0) with payl oads :
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 108

14 08/07/2002 13:27:13.970 SEV=8 | KEDBG 0 RPT=52304 172.18.124.131
RECEI VED Message (nsgi d=0) with payl oads :
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 108

16 08/07/2002 13:27:13.970 SEV=9 | KEDBG 0 RPT=52305 172.18.124.131
processi ng SA payl oad

17 08/07/2002 13:27:13.970 SEV=7 | KEDBG 0 RPT=52306 172.18.124.131
Cakl ey proposal is acceptable

18 08/07/2002 13:27:13.970 SEV=9 | KEDBG 47 RPT=31 172.18.124.131
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processi ng VID payl oad

19 08/07/2002 13:27:13.970 SEV=9 | KEDBG 49 RPT=26 172.18.124.131
Recei ved Fragnmentation VID

20 08/07/2002 13:27:13.970 SEV=5 | KEDBG 64 RPT=7 172.18.124.131
| KE Peer included |IKE fragnmentation capability flags:

Mai n Mode: True

Aggr essi ve Mode: True

22 08/07/2002 13:27:13.970 SEV=9 | KEDBG 0 RPT=52307 172.18.124.131
constructing ke payl oad

23 08/07/2002 13:27:13.970 SEV=9 | KEDBG 1 RPT=70 172.18.124.131
constructing nonce payl oad

24 08/07/2002 13:27:13.970 SEV=9 | KEDBG 46 RPT=27 172.18.124.131
constructing C sco Unity VID payl oad

25 08/07/2002 13:27:13.970 SEV=9 | KEDBG 46 RPT=28 172.18.124.131
constructing xauth V6 VID payl oad

26 08/07/2002 13:27:13.970 SEV=9 | KEDBG 48 RPT=11 172.18.124.131
Send 10S VID

27 08/07/2002 13:27:13.970 SEV=9 | KEDBG 38 RPT=11 172.18.124.131
Constructing VPN 3000 spoofing | 0S Vendor |ID payload (version: 1.0.0, capabiliti
es: 20000001)

29 08/07/2002 13:27:13.970 SEV=9 | KEDBG 46 RPT=29 172.18.124.131
constructing VID payl oad

30 08/07/2002 13:27:13.970 SEV=9 | KEDBG 48 RPT=12 172.18.124.131
Send Altiga GNVID

31 08/07/2002 13:27:13.970 SEV=8 | KEDBG 0 RPT=52308 172.18.124.131
SENDI NG Message (nsgi d=0) with payl oads :
HDR + KE (4) + NONCE (10) ... total length : 256

33 08/07/2002 13:27:14.010 SEV=8 | KEDBG 0 RPT=52309 172.18.124.131

RECEI VED Message (nsgi d=0) with payl oads :

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13
) + NONE (0) ... total length : 256

36 08/07/2002 13:27:14.010 SEV=8 | KEDBG 0 RPT=52310 172.18.124.131

RECEI VED Message (nsgi d=0) with payl oads :

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13
) + NONE (0) ... total length : 256

39 08/07/2002 13:27:14.010 SEV=9 | KEDBG 0 RPT=52311 172.18.124.131
processi ng ke payl oad

40 08/07/2002 13:27:14.010 SEV=9 | KEDBG 0 RPT=52312 172.18.124.131
processing | SA KE

41 08/07/2002 13:27:14.010 SEV=9 | KEDBG 1 RPT=71 172.18.124.131
processi ng nonce payl oad

42 08/07/2002 13:27:14.010 SEV=9 | KEDBG 47 RPT=32 172.18.124.131
processi ng VID payl oad



43 08/07/2002 13:27:14.010 SEV=9
Received Cisco Unity client VID

44 08/07/2002 13:27:14.010 SEV=9
processi ng VID payl oad

45 08/ 07/2002 13:27:14.010 SEV=9
Recei ved xauth V6 VID

46 08/07/2002 13:27:14.010 SEV=9
processi ng VID payl oad

47 08/07/2002 13:27:14.010 SEV=9

Processi ng VPN 3000 spoofing | OS Vendor

20000001)

49 08/07/2002 13:27:14.010 SEV=9
processi ng VID payl oad

50 08/07/2002 13:27:14.010 SEV=9
Received Altiga GWNVID

51 08/07/2002 13:27:14.040 SEV=9
Generating keys for Initiator...

52 08/07/2002 13:27:14.040 SEV=9
Goup [172.18.124.131]
constructing 1D

53 08/07/2002 13:27:14.040 SEV=9
Goup [172.18.124.131]
construct hash payl oad

54 08/07/2002 13:27:14.040 SEV=9
Goup [172.18.124.131]
conputing hash

55 08/07/2002 13:27:14.040 SEV=9

Constructing |1 CS keep alive payl oad:

56 08/07/2002 13:27:14.040 SEV=9
Goup [172.18.124.131]
constructing dpd vid payl oad

57 08/07/2002 13:27:14. 040 SEV=8

| KEDBG 49 RPT=27 172.18.124.131

| KEDBG 47 RPT=33 172.18.124.131

| KEDBG 49 RPT=28 172.18.124.131

| KEDBG 47 RPT=34 172.18.124.131

| KEDBG 38
1D

RPT=12 172.18.124.131

| KEDBG 47 RPT=35 172.18.124.131

| KEDBG 49 RPT=29 172.18.124.131
| KEDBG 0 RPT=52313 172.18.124. 131

| KEDBG 1 RPT=72 172.18.124.131

| KEDBG 0 RPT=52314

| KEDBG 0 RPT=52315 172.18.124. 131

| KEDBG 34 RPT=11 172.18.124.131
pr oposal =32767/ 32767 sec.

| KEDBG 46 RPT=30 172.18.124.131

| KEDBG 0 RPT=52316 172.18.124.131

SENDI NG Message (nsgi d=0) with payl oads :

HDR + ID (5) + HASH (8)

59 08/07/2002 13:27:14.140 SEV=8

t ot al

length : 92

| KEDBG 0 RPT=52317 172.18.124. 131

RECEI VED Message (nsgi d=0) with payl oads :

HDR + ID (5) + HASH (8) + | OS KEEPALIVE (14) + VENDOR (13) + NONE (0)

length : 92

62 08/07/2002 13:27:14.140 SEV=9
Goup [172.18.124.131]
Processing ID

63 08/07/2002 13:27:14.140 SEV=9
Goup [172.18.124.131]
processi ng hash

64 08/07/2002 13:27:14.140 SEV=9
G oup [172.18.124.131]

| KEDBG 1 RPT=73 172.18.124.131

| KEDBG 0 RPT=52318 172.18.124. 131

| KEDBG 0 RPT=52319 172.18.124. 131

payl oad (version: 1.0.0,

capabilities

t ot al



conputing hash

65 08/07/2002 13:27:14.140 SEV=9 | KEDBG 34 RPT=12 172.18.124.131

Processing |1 OS keep alive payl oad: proposal =32767/ 32767 sec.

66 08/07/2002 13:27:14.140 SEV=9 | KEDBG 47 RPT=36 172.18.124.131

Goup [172.18.124.131]
processi ng VID payl oad

67 08/07/2002 13:27:14.140 SEV=9 | KEDBG 49 RPT=30 172.18.124.131

Group [172.18.124.131]
Recei ved DPD VI D

68 08/07/2002 13:27:14.140 SEV=9 | KEDBG 23 RPT=6 172.18.124.131

Goup [172.18.124.131]
Starting group | ookup for peer 172.18.124.131

69 08/07/2002 13:27:14.140 SEV=8 AUTHDBG 1 RPT=2
AUTH Open() returns 6

70 08/07/2002 13:27:14.140 SEV=7 AUTH 12 RPT=2
Aut henti cati on session opened: handle = 6

71 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 3 RPT=2
AUTH Put Attr Tabl e(6, 8c6274)

72 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 6 RPT=2
AUTH_Gr oupAut henti cat e(6, 50097dc, 599818)

73 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 59 RPT=2
AUTH_Bi ndSer ver (9a05c60, 0, 0)

74 08/ 07/2002 13:27:14. 150 SEV=9 AUTHDBG 69 RPT=2
Aut h Server 15dd704 has been bound to ACB 9a05c60,

75 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 65 RPT=2
AUTH_Cr eat eTi mer (9a05c¢60, 0, 0)

76 08/07/2002 13:27:14.150 SEV=9 AUTHDBG 72 RPT=2
Reply timer created: handle = 4F0019

77 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 179 RPT=2

AUTH_SyncToSer ver (9a05c60, 0, 0)

78 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 180 RPT=2

AUTH_SendLockReq(9a05c60, 0, 0)

79 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 61 RPT=2
AUTH_Bui | dMsg(9a05c¢60, 0, 0)

80 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 64 RPT=2
AUTH_St art Ti mer (9a05c¢60, 0, 0)

81 08/07/2002 13:27:14.150 SEV=9 AUTHDBG 73 RPT=2
Reply timer started: handle = 4F0019, timestanp =

82 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 62 RPT=2
AUTH_SndRequest (9a05c60, 0, 0)

83 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 50 RPT=3
I nt DB_Decode( 62ea4f 8, 149)

84 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 47 RPT=3
| nt DB_Xnt (9a05¢60)

sessi ons

17231134,

=1

ti meout

30000



85 08/07/2002 13:27:14.150 SEV=9 AUTHDBG 71 RPT=2
xmt_cnt =1

86 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 47 RPT=4
| nt DB_Xnt (9a05¢60)

87 08/07/2002 13:27:14. 250 SEV=8 AUTHDBG 49 RPT=2
| nt DB_Mat ch(9a05c60, 9a09658)

88 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 63 RPT=2
AUTH_RcvRepl y(9a05c60, 0, 0)

89 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 50 RPT=4
I nt DB_Decode(9a09658, 636)

90 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 48 RPT=2
I nt DB_Rcv(9a05c60)

91 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 66 RPT=2
AUTH_Del et eTi mer (9a05c60, 0, 0)

92 08/07/2002 13:27:14.250 SEV=9 AUTHDBG 74 RPT=2
Reply timer stopped: handle = 4F0019, timestanp = 17231144

93 08/07/2002 13:27: 14. 250 SEV=8 AUTHDBG 58 RPT=2
AUTH_Cal | back(9a05c60, 0, 0)

94 08/ 07/ 2002 13:27:14. 250 SEV=6 AUTH 41 RPT=2 172.18.124.131
Aut henti cation successful: handle = 6, server = Internal, group = 172.18.124.131

95 08/07/2002 13:27:14.250 SEV=7 | KEDBG 0 RPT=52320 172.18.124.131
Goup [172.18.124.131]
Found Phase 1 Group (172.18.124.131)

96 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 4 RPT=2
AUTH Get Attr Tabl (6, 8c6520)

97 08/07/2002 13:27:14.250 SEV=7 | KEDBG 14 RPT=6 172.18.124.131
Goup [172.18.124.131]
Aut henti cation configured for Internal

98 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 2 RPT=2
AUTH_Cl ose( 6)

99 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52321 172.18.124.131
Goup [172.18.124.131]
Cakl ey begin qui ck node

100 08/07/2002 13:27:14.250 SEV=4 IKE/119 RPT=7 172.18.124.131
Group [172.18.124.131]
PHASE 1 COMPLETED

101 08/07/2002 13:27:14.250 SEV=6 | KE/ 121 RPT=6 172.18.124.131
Keep-alive type for this connection: DPD

102 08/07/2002 13:27:14.250 SEV=7 | KEDBG 0 RPT=52322 172.18.124. 131
Goup [172.18.124.131]
Starting phase 1 rekey timer: 82080000 (ms)

103 08/ 07/ 2002 13:27: 14. 250 SEV=4 AUTH 22 RPT=27
User 172.18.124.131 connected

104 08/07/2002 13:27:14.250 SEV=9 | PSECDBG 6 RPT=36



| PSEC key nessage parse - msgtype 6, |len 208, vers 1, pid 00000000,

, type 2, node 0, state 32, label 0, pad 0, spi 00000000, encrKeyLen O,

err 0
hashKeyL

en 0, ivlen O, alg O, hmacAlg O, lifetype O, lifetimel 21, lifetime2 0, dsld 300

107 08/07/2002 13:27:14.250 SEV=9 | PSECDBG 1 RPT=135
Processi ng KEY_GETSPI nsg!

108 08/ 07/2002 13:27:14.250 SEV=7 | PSECDBGE 13 RPT=8
Reserved SPI 651287217

109 08/07/2002 13:27:14.250 SEV=8 | KEDBG 6 RPT=8
I KE got SPI from key engine: SPI = 0x26dldabl

110 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52323 172.18. 124. 131
Goup [172.18.124.131]
oakl ey constucting qui ck node

111 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52324 172.18.124.131
Goup [172.18.124.131]
constructing bl ank hash

112 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52325 172.18. 124. 131
Goup [172.18.124.131]
constructing | SA SA for ipsec

113 08/07/2002 13:27:14.250 SEV=9 | KEDBG 1 RPT=74 172.18.124.131
Goup [172.18.124.131]
constructing i psec nonce payl oad

114 08/07/2002 13:27:14.250 SEV=9 | KEDBG 1 RPT=75 172.18.124.131
Goup [172.18.124.131]
constructing proxy ID

115 08/07/2002 13:27:14.250 SEV=7 IKEDBG/0 RPT=52326 172.18.124.131
Group [172.18.124.131]
Transmitting Proxy Id:
Local subnet: 14.38.80.0 mask 255.255.255.0 Protocol 0 Port 0
Remote subnet: 14.38.200.0 Mask 255.255.255.0 Protocol 0 Port 0

119 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52327 172.18.124. 131
Goup [172.18.124.131]
constructing gm hash

120 08/07/2002 13:27:14.250 SEV=8 | KEDBG 0 RPT=52328 172.18. 124. 131
SENDI NG Message (nsgi d=201d0d40) with payl oads :
HDR + HASH (8) + SA (1) ... total length : 180

122 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 60 RPT=2
AUTH_Unbi ndSer ver (9a05c60, 0, 0)

123 08/ 07/ 2002 13:27:14. 250 SEV=9 AUTHDBGE 70 RPT=2
Aut h Server 15dd704 has been unbound from ACB 9a05c60, sessions = 0

124 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 10 RPT=2
AUTH_| nt _Fr eeAut hCB( 9a05c60)

125 08/ 07/ 2002 13:27:14. 250 SEV=7 AUTH 13 RPT=2
Aut henti cati on session closed: handle = 6

126 08/07/2002 13:27:14.250 SEV=8 | KEDBG 0 RPT=52329 172.18. 124. 131
RECEI VED Message (nsgi d=201d0d40) with payl oads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
th : 152

I eng



129 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52330 172.18.124. 131
Goup [172.18.124.131]
processi ng hash

130 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52331 172.18.124. 131
Goup [172.18.124.131]
processi ng SA payl oad

131 08/07/2002 13:27:14.250 SEV=9 | KEDBG 1 RPT=76 172.18.124.131
Goup [172.18.124.131]
processi ng nonce payl oad

132 08/07/2002 13:27:14.250 SEV=9 | KEDBG 1 RPT=77 172.18.124.131
Goup [172.18.124.131]
Processing 1D

133 08/07/2002 13:27:14.250 SEV=9 | KEDBG 1 RPT=78 172.18.124.131
Goup [172.18.124.131]
Processing 1D

134 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52332 172.18. 124. 131
Goup [172.18.124.131]
| oading all |PSEC SAs

135 08/07/2002 13:27:14.250 SEV=9 | KEDBG 1 RPT=79 172.18.124.131
Goup [172.18.124.131]
Generating Qui ck Mbde Key!

136 08/07/2002 13:27:14.260 SEV=9 | KEDBG 1 RPT=80 172.18.124.131
Goup [172.18.124.131]
Generating Qui ck Mbde Key!

137 08/07/2002 13:27:14.260 SEV=7 IKEDBG/0 RPT=52333 172.18.124.131
Group [172.18.124.131]
Loading subnet:

Dst: 14.38.200.0 mask: 255.255.255.0

Src: 14.38.80.0 mask: 255.255.255.0

140 08/07/2002 13:27:14.260 SEV=4 | KE/ 49 RPT=9 172.18.124.131
Goup [172.18.124.131]

Security negotiation conplete for LAN-to-LAN Group (172.18.124.131)
Initiator, |nbound SPI = 0x26dldabl, Qutbound SPI = 0x2f285111

143 08/ 07/2002 13:27:14.260 SEV=9 | KEDBG 0 RPT=52334 172.18.124. 131
Goup [172.18.124.131]
oakl ey constructing final quick node

144 08/07/2002 13:27:14.260 SEV=8 | KEDBG 0 RPT=52335 172.18. 124. 131
SENDI NG Message (nsgi d=201d0d40) with payl oads :
HDR + HASH (8) + NONE (0) ... total length : 72

146 08/07/2002 13:27:14.260 SEV=9 | PSECDBG 6 RPT=37

| PSEC key nessage parse - nmsgtype 1, len 622, vers 1, pid 00000000, seq O, err O
, type 2, node 1, state 64, |label 0, pad 0, spi 2f285111, encrKeyLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype O, lifetinel 21, lifetine2 0, dsld O

149 08/07/2002 13:27:14.260 SEV=9 | PSECDBG 1 RPT=136
Processi ng KEY_ADD nsg!

150 08/07/2002 13:27:14.260 SEV=9 | PSECDBG 1 RPT=137
key_msghdr 2secassoc(): Enter

151 08/07/2002 13:27:14.260 SEV=7 | PSECDBG 1 RPT=138
No USER filter configured



152 08/ 07/ 2002
KeyPr ocessAdd:

13:27:14. 260 SEV=9
Ent er

153 08/ 07/ 2002
KeyPr ocessAdd:

13:27: 14. 260 SEV=8
Addi ng out bound SA

154 08/ 07/ 2002
KeyPr ocessAdd:

13:27:14. 260 SEV=8

155 08/ 07/ 2002
KeyPr ocessAdd:

13:27:14. 260 SEV=8

156 08/07/2002 13:27:14.260 SEV=9
| PSEC key nessage parse - mnsgtype
, type 2, node 1, state 32, |abel

Len 16, ivlen 8, alg 2, hnmacAl g 3,

159 08/07/2002 13:27:14.260 SEV=9
Processi ng KEY_UPDATE nsg!

160 08/07/2002 13:27:14.260 SEV=9
Updat e i nbound SA addresses

161 08/07/2002 13:27:14.260 SEV=9
key_msghdr 2secassoc(): Enter

162 08/07/2002 13:27:14.260 SEV=7
No USER filter configured

163 08/07/2002 13:27:14.260 SEV=9
KeyProcessUpdat e: Enter

164 08/07/2002 13:27:14.260 SEV=8
KeyProcessUpdat e: success

165 08/07/2002 13:27:14.260 SEV=8
| KE got a KEY_ADD nsg for SA: SPI

166 08/07/2002 13:27:14.260 SEV=8
pitcher: rcv KEY_UPDATE, sp

src 14.38.80.0 nmsk 0.0.0. 255, dst

| PSECDBG 1 RPT=139

| PSECDBG 1 RPT=140

| PSECDBG 1 RPT=141

| PSECDBG 1 RPT=142

Filterl psecAddl keSa success

| PSECDBG 6 RPT=38

3, len 335, vers 1, pid 00000000
0, pad 0, spi 26dldabi,
lifetype 0, lifetimel 21,

| PSECDBG 1 RPT=143

| PSECDBG 1 RPT=144

| PSECDBG 1 RPT=145

| PSECDBG 1 RPT=146

| PSECDBG 1 RPT=147

| PSECDBG 1 RPT=148

| KEDBG 7 RPT=8
= 0x2f 285111

| KEDBG 0 RPT=52336

Ox26dldabl

14.38.200.0 mask 0.0.0. 255

seq 0, err O

encr KeyLen 24, hashKey

lifetine2 0, dsld O

167 08/07/2002 13:27:14.260 SEV=4 IKE/120 RPT=9 172.18.124.131

Group [172.18.124.131]
PHASE 2 COMPLETED (msgid=201d40d440)

168 08/07/2002 13:27:15.970 SEV=7

| PSECDBG 1 RPT=149

| PSec | nbound SA has recei ved data!

169 08/07/2002 13:27:15.970 SEV=8
pitcher: recv KEY_SA ACTI VE spi

170 08/07/2002 13:27:15.970 SEV=8
KEY_SA ACTI VE no ol d rekey centry

| KEDBG 0 RPT=52337

0x26dldabl

| KEDBG 0 RPT=52338
found with new sp
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