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Introduccion

Este documento describe como configurar y solucionar problemas de integracién de Identity
Services Engine (ISE) 2.7 con Cisco Cyber Vision (CCV) 3.1.0 sobre Platform Exchange Grid v2
(pxGrid). CCV se registra con pxGrid v2 como editor y publica informacion sobre atributos de
terminales en ISE para IOTASSET Dictionary.

Prerequisites

Requirements
Cisco recomienda que tenga conocimientos basicos sobre estos temas:

- ISE
- Cisco Cyber Vision

Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

. Cisco ISE version 2.7 parche 1
- Cisco Cyber Vision versiéon 3.1.0
- Switch Ethernet industrial IE-4000-4TC4G-E con s/w 15.2(6)E

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Si tiene una red
en vivo, asegurese de entender el posible impacto de cualquier comando.

Configurar

Diagrama de flujo de alto nivel



Manufacturing Device Cisco Cyber Vision ISE PAN ISE pxGrid  ISE PSN with pxGrid Probe

D =

. CCV pxGrid Registration

. Bulk Download of endpoints via https://<CCV hostname=>:8910/pxgrid/ind/asset/

If new endpoints are detected, ISE
will create those endpoints

. B Endpoints are created/updated in ISE

. New Endpoint is discovered on CCV database (Oracle)

>
>

. Endpoint asset data is shared via pxGrid

« Connections at Steps 1 and 5 are . PSN gets (tih%asset; data
protected by ISE pxGrid certificate Vvia pxtaria Frobe

+ Connection at Step 2 is protected by . )
CCV certificate . . Endpoints are created/updated in ISE

database (Oracle)

Endpoint gets profiled. CoA can be automatically sent
to change the authorization context if configured

Esta implementacion de ISE se utiliza en la configuracion.

Deployment Nodes

J Edit Register = &) Syncup [ Deregister

[] Hostname ~  Personas Role(s) Services
0 1sE27-1ek Administration, Monitoring, Policy Service, pxGrid PRI(A), PRI(M) ALL
O 1sE27-2ek Administration, Monitoring, Policy Service SEC(A), SEC(M) SESSION,PROFILER

ISE 2.7-1ek es el nodo principal de administrador (PAN) y el nodo pxGrid.
ISE 2.7-2ek es un nodo de servicio de politicas (PSN) con la sonda pxGrid habilitada.
Estos son los pasos que corresponden al diagrama mencionado anteriormente.

1. CCV se registra en assetTopic en ISE a través de pxGrid version 2. Registros correspondientes
de CCV:

Nota: Para revisar los registros de pxGrid en CCV, ejecute el siguiente comando journalctl -u
pxgrid-agent.

root @enter: ~# journalctl -u pxgrid-agent -f

Jun 24 13:31:03 center pxgrid-agent-start.sh[1310]: pxgrid-agent RPC server |istening to:
"/ tp/ pxgri d- agent. sock' [caller=main.go:102]

Jun 24 13:31:03 center pxgrid-agent-start.sh[1310]: pxgrid-agent Request

pat h=/ pxgri d/ control / Account Acti vat e body={}

[cal | er=control.go:127]

Jun 24 13:31:03 center pxgrid-agent-start.sh[1310]: pxgrid-agent Account activated

[cal | er=pxgrid.go: 76]

Jun 24 13:31:03 center pxgrid-agent-start.sh[1310]: pxgrid-agent Request

pat h=/ pxgri d/ control / Servi ceRegi st er



body={"nane":"com ci sco. endpoi nt. asset", "properti es": { "assetTopic":"/topic/com.cisco.endpoint.as
set

Jun 24 13:31:03 center pxgrid-agent-start.sh[1310]: pxgrid-agent Service registered, |ID:

4b9af 94b- 9255- 46df - b5ef - 24bdbba99f 3a

[cal | er=pxgrid. go: 94]

Jun 24 13:31:03 center pxgrid-agent-start.sh[1310]: pxgrid-agent Request

pat h=/ pxgri d/ control / Servi ceLookup

body={"nane":"com ci sco. i se. pubsub"} [caller=control.go:127]

Jun 24 13:31:03 center pxgrid-agent-start.sh[1310]: pxgrid-agent Request

pat h=/ pxgri d/ control / AccessSecr et

body={" peer NodeNane": "com ci sco. i se. pubsub”} [cal |l er=control.go: 127]

Jun 24 13:31:03 center pxgrid-agent-start.sh[1310]: pxgrid-agent Wbsocket connect

url =wss:// ISE27-1lek.example.com:8910/pxgrid/ise/pubsub [ cal | er =endpoi nt. go: 102]

Jun 24 13:31:03 center pxgrid-agent-start.sh[1310]: pxgrid-agent STOMWP CONNECT host =10. 48.17. 86
[ cal | er=endpoi nt. go: 111]

Jun 24 13:33:27 center pxgrid-agent-start.sh[1310]: pxgrid-agent API: getSyncStatus

[cal | er=sync_st at us. go: 34]

Jun 24 13:33:28 center pxgrid-agent-start.sh[1310]: pxgrid-agent Cyber Vision is in sync with
I SE [cal | er=assets. go: 67]

Jun 24 13:36:03 center pxgrid-agent-start.sh[1310]: pxgrid-agent Request

pat h=/ pxgri d/ control / Servi ceRer egi st er

body={"i d": " 4b9af 94b- 9255- 46df - b5ef - 24bdbba99f 3a"} [cal | er=control . go: 127]

2. ISE PSN con la sonda pxGrid habilitada realiza una descarga masiva de los recursos pxGrid
existentes (profiler.log):

2020- 06- 24 13:41:37,091 DEBUG [Profil erl NDSubscri berPol | er-56-thread-1][]

cisco.profiler.infrastructure. probengr. | NDSubscriber -::::- Looking for new publishers ...
2020- 06- 24 13:41: 37,104 DEBUG [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::::- Existing services are:

[ Servi ce [name=com ci sco. endpoi nt. asset, nodeNane=cv-j ens,
properties={asset Topi c=/t opi c/ com ci sco. endpoi nt. asset,

rest BaseUr | =https://Center:8910/pxgrid/ind/asset/,

wsPubsubSer vi ce=com ci sco. i se. pubsub}]]

2020- 06- 24 13:41:37,104 I NFO [Profilerl NDSubscri ber Pol | er-56-thread-1][]

cisco.profiler.infrastructure. probengr. | NDSubscriber -::::- New services are: []
2020- 06- 24 13:41:37,114 I NFO [Profil erl NDSubscri ber Pol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::::- NODENAME:cv-jens

2020- 06- 24 13:41:37,114 I NFO [Profil erl NDSubscri ber Pol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::::- REQUEST

BODY{"of fset":"0","limt":"500"}

2020- 06- 24 13:41:37,158 I NFO [Profil erl NDSubscri ber Pol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::::- Response status={}200
2020- 06- 24 13:41:37,159 I NFO [Profilerl NDSubscri ber Pol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscriber -::::- Content: {OUT_OF_SYNC}
2020- 06- 24 13:41:37,159 I NFO [Profilerl NDSubscri ber Pol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscriber -::::- Status is :{OUT_OF_SYNC

2020- 06- 24 13:41: 37,159 DEBUG [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::::-

Static set after adding new services: [Service [nanme=com ci sco. endpoi nt. asset,
nodeNanme=cv-j ens, properties={asset Topi c=/topic/com cisco.endpoi nt. asset,
restBaseUrl=https://Center:8910/pxgrid/ind/asset/, WsPubsubServi ce=com ci sco. i se. pubsub}]]
2020- 06- 24 13:41:37,169 I NFO [Profil erl NDSubscri ber Bul kRequest Pool - 77-t hread- 1] []

cisco.profiler.infrastructure. probengr.|NDSubscriber -::::- NOCDENAME: cv-jens
2020- 06- 24 13:41:37,169 I NFO [Profilerl NDSubscri ber Bul kRequest Pool - 77-t hread- 1] []
cisco.profiler.infrastructure. probengr.|NDSubscriber -::::- REQUEST

BODY{"of fset":"0","limt":"500"}

2020- 06- 24 13:41:37,600 | NFO [ Profilerl NDSubscri ber Bul kRequest Pool - 77-t hread- 1] []
cisco.profiler.infrastructure. probengr.|NDSubscriber -::::- Response status={}200
2020- 06- 24 13:41:37,604 | NFO [ Profilerl NDSubscri ber Bul kRequest Pool - 77-t hread- 1] []
cisco.profiler.infrastructure. probengr.|NDSubscriber -::::- Content:

{"assets":[{"assetId":"88666e21-6eba-5cle-b6a9-930c6076119d", "assetName" : "Xerox



0:0:0", "assetIpAddress":"",
"assetMacAddress":"00:00:00:00:00:00", "assetVendor" : "XEROX

3. Los terminales se agregan al PSN con la sonda pxGrid habilitada y PSN envia un evento
persistente al PAN para guardar estos terminales (profiler.log). Los terminales creados en ISE se
pueden ver en los detalles de los terminales en Visibilidad de contexto.

2020- 06- 24 13:41: 37,677 DEBUG [ Profil erl NDSubscri ber Bul kRequest Pool - 77-t hread- 1] [ ]
cisco.profiler.infrastructure. probengr. | NDSubscriber -::::- mac address is :28:63:36: 1le: 10: 05i p
address is :192.168. 105. 150

2020- 06- 24 13:41: 37,677 DEBUG [ Profil erl NDSubscri ber Bul kRequest Pool - 77-t hread- 1] [ ]
cisco.profiler.infrastructure. probengr. | NDSubscriber -::::- sending endpoint to
forwarder{"asset | d":

"01c8f 9dd- 8538- 5eac- a924- d6382ce3df 2d", "asset Nane": " Si enmens
192. 168. 105. 150", "asset | pAddress”: "192. 168. 105. 150",

"asset MacAddress": " 28:63: 36: 1e: 10: 05", "asset Vendor ": " Si enens
AG', "asset Product !l d":"", "asset Seri al Nunber":"",

"asset Devi ceType":"", "asset SwRevi sion":"", "asset HamRevi si on":
S7Pl us", "asset CustomAttri butes":[],

"asset Connect edLi nks":[]}

2020- 06- 24 13:41: 37,677 I NFO [Profil erl NDSubscri ber Bul kRequest Pool - 77-t hread- 1] []
cisco.profiler.infrastructure. probengr. Forwarder -::::- Forwarder Mac 28: 63: 36: 1E: 10: 05
MessageCode null epSource pxGid Probe

2020- 06- 24 13:41: 37,677 DEBUG [ Profil erl NDSubscri ber Bul kRequest Pool - 77-t hread- 1] [ ]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::::- Endpoint is
proccessedEndPoi nt [ i d=<nul | >, name=<nul | >]

MAC: 28:63:36: 1E: 10: 05

Attribute: BYODRegi strati on val ue: Unknown

Attribute: Devi ceRegi strationStatus val ue: Not Regi st ered

Attri bute: EndPoi nt Pol i cy val ue: Unknown

Attri bute: EndPoi nt Pol i cyl D val ue:

At tri but e: EndPoi nt Sour ce val ue: pxGid Probe

Attribute: MACAddress val ue: 28: 63: 36: 1E: 10: 05

Attribute: Mat chedPol i cy val ue: Unknown

Attribute: Mat chedPol i cyl D val ue:

Attribute: NmapSubnet Scanl D val ue: 0

Attribute: QU val ue: Si enens AG

Attribute: PolicyVersion val ue:0

Attribute: Portal User val ue:

Attribute: PostureApplicabl e val ue: Yes

Attribute: Stati cAssi gnnent val ue: fal se

Attribute: Stati cG oupAssi gnment val ue: fal se

Attribute: Total Certainty Factor value:0

Attribute: asset Devi ceType val ue:

Attribute: asset HwRevi si on val ue:

Attribute: assetld val ue: 01c8f 9dd- 8538- 5eac- a924- d6382ce3df 2d

Attribute: assetl pAddress val ue: 192. 168. 105. 150

Attribute: asset MacAddress val ue: 28: 63: 36: 1e: 10: 05

Attribute: asset Name val ue: Si enens 192. 168. 105. 150

Attribute: asset Productld val ue:

Attri bute: asset Protocol val ue: ARP, S7Pl us

Attribute: asset Seri al Nunber val ue:

Attribute: asset SwRevi si on val ue:

Attribute: asset Vendor val ue: Si enens AG

Attribute:ip val ue:192. 168. 105. 150

Attribute: Ski pProfiling val ue:fal se

4. Después de colocar un punto final en un grupo, CCV envia el mensaje STOMP a través del
puerto 8910 para actualizar el punto final con los datos de grupo en atributos personalizados.
Registros correspondientes de CCV:

,"asset Prot ocol ": " ARP,



root @enter: ~# journalctl -u pxgrid-agent -f

Jun 24 14:32:04 center pxgrid-agent-start.sh[1216]: pxgrid-agent STOW SEND

desti nati on=/topi c/ com ci sco. endpoi nt. asset

body={"opType": " UPDATE", "asset": {"asset | d":"ce0lade2- eb6f-53c8- a646-9661b10c976e",
"asset Nanme":"Ci sco

a0: 3a: 59", "asset | pAddress": """, "asset MacAddr ess": "00: f 2: 8b: a0: 3a: 59", "asset Vendor": " Ci sco
Systens, Inc",

"asset Product1d":"", "asset Seri al Nunber":"", "asset Devi ceType":"", "asset SwRevi sion":"", "asset HwRev
ision":"","asset Protocol ":"",

"assetCustomAttributes": [{"key":"assetGroup", "value”:"Groupl"}, {"key":"asset CCVG p", "val ue":"G o

upl”}],
"asset Connect edLi nks":[]}} [call er=endpoint. go: 118]

5. PxGrid Node recibe la actualizacion STOMP y reenvia este mensaje a todos los suscriptores,
incluye PSN con la sonda pxGrid habilitada. pxgrid-server.log en pxGrid Node.

2020- 06- 24 14:40: 13, 765 TRACE [ Thread-1631][] cpm pxgri dwebapp. ws. pubsub. St ompPubsubEndpoi nt -

st onp=SEND: { cont ent - | engt h=453, desti nati on=/topi c/com ci sco. endpoi nt. asset}
2020- 06- 24 14:40: 13,766 TRACE [ Thread-1631][] cpm pxgri dwebapp. ws. pubsub. St ompPubsubEndpoi nt -

session [2b,cv-jens, OPEN] is permtted (cached) to send to

t opi c=/topi ¢/ com ci sco. endpoi nt. asset:

2020- 06- 24 14:40: 13,766 TRACE [ Thread-1631][]

cpm pxgri dwebapp. ws. pubsub. Subscri pti onThreadedDi stributor -:::::-

Di stributing stonp frame fron¥[2b, cv-jens, OPEN], topic=/topic/comcisco.endpoint. asset,
true:true

2020- 06- 24 14:40: 13,766 TRACE [ Thread-1631][]

cpm pxgri dwebapp. ws. pubsub. Subscri pti onThreadedDi stributor -:::::-

Distributing stonmp frame fron¥[2b, cv-jens, OPEN],

t opi c=/topi c/com ci sco. endpoi nt. asset,to0=[19,i se-adm n-ise27-2ek, OPEN]

2020- 06- 24 14:40: 13,766 TRACE [ Thread-1631][]

cpm pxgri dwebapp. ws. pubsub. Subscri pti onThreadedDi stributor -:::::-

Distributing stonp frame fron¥[2b, cv-jens, OPEN], topic=/topic/w ldcard,to=[2a,ise-fanout-ise27-
lek, OPEN|

6. PSN con la sonda pxGrid habilitada como suscriptor en tema de recursos recibe el mensaje del
nodo pxGrid y actualiza el punto final (profiler.log). Los terminales actualizados de ISE se pueden
ver en los detalles de los terminales en Context Visibility.

2020- 06- 24 14:40: 13,767 DEBUG [Gizzly(2)][]

cisco.profiler.infrastructure. probengr. | NDSubscriber -::::-

Par si ng push notification response: {"opType":"UPDATE", "asset":{"assetld":"ceOlade2- eb6f-53c8-
a646- 9661b10c976e",

"asset Nanme":"Ci sco

a0: 3a: 59", "asset | pAddress": "", "asset MacAddr ess": " 00: f 2: 8b: a0: 3a: 59", "asset Vendor ": " Ci sco

Systens, Inc",

"asset Product1d":"","asset Seri al Nunber":"", "asset Devi ceType":"", "asset SwRevi sion":"", "asset HwRev
ision":"",

"assetProtocol ":"", "assetCustomAttributes": [{"key" :"assetGroup", "value":"Groupl"}, {"key": "assetC

CVG p", "val ue": "G oupl"}],

"asset Connect edLi nks":[]}}

2020- 06- 24 14:40: 13,767 DEBUG [Gizzly(2)][]

cisco.profiler.infrastructure. probengr.|NDSubscriber -::::-

sendi ng endpoint to forwarder{"assetld":"ceOlade2- eb6f-53c8-a646-

9661b10c976e", "asset Nane": " Ci sco a0: 3a: 59", "asset | pAddress": "",

"asset MacAddress": " 00: f2: 8b: a0: 3a: 59", "asset Vendor ": "Ci sco Systens,

I nc", "asset Product | d":"", "asset Seri al Nunmber":"",

"asset Devi ceType":"", "asset SwRevi sion":"", "asset HwWRevi sion":"", "asset Protocol ":"",

"asset CustomAttri butes":[{"key":"asset G oup"”, "val ue": "G oupl"}, {"key":"asset CCVG p", "value":"Go
upl"}], "asset Connect edLi nks":[]}

2020- 06- 24 14:40: 13,768 INFO [Gizzly(2)][] cisco.profiler.infrastructure.probengr. Forwarder -



Forwar der Mac 00: F2: 8B: AO: 3A: 59 MessageCode null epSource pxGid Probe

2020- 06- 24 14:40: 13,768 DEBUG [forwarder-9][]

cisco.profiler.infrastructure. probengr. Forwarder Hel per -:

00: F2: 8B: A0: 3A: 59: 87026690- b628- 11ea- bdb7- 82edacd9a457: Profil erCol | ecti on: - sequenci ng Radi us
nmessage for mac = 00: F2: 8B: AO: 3A: 59

2020- 06- 24 14:40: 13,768 INFO [forwarder-9][] cisco.profiler.infrastructure. probengr. Forwarder -:
00: F2: 8B: AO: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profil er Col | ecti on: -

Processi ng endpoi nt: 00: F2: 8B: A0: 3A: 59 MessageCode null epSource pxGid Probe

2020- 06- 24 14:40: 13, 768 DEBUG [forwarder-9][] com cisco.profiler.imEndPoint -:

00: F2: 8B: AO: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profil er Col | ecti on: -

filtered customattributes are:{asset G oup=G oupl, asset CCVG p=G oupl}

2020- 06- 24 14:40: 13,768 DEBUG [forwarder-9][] cisco.profiler.infrastructure. probengr. Forwarder -

00: F2: 8B: AO: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profil erCol | ection: - Radi us
Filtering: 00: F2: 8B: AO: 3A: 59
2020- 06- 24 14:40: 13,768 DEBUG [forwarder-9][] cisco.profiler.infrastructure. probengr. Forwarder -

00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profil erCol | ecti on: - Endpoi nt
Attributes: EndPoi nt [ i d=<nul | >, name=<nul | >]

MAC: 00: F2: 8B: AO: 3A: 59

Attribute: 2309ae60-693d- 11ea- 9che- 02251d8f 7c49 val ue: G oupl
Attribute: BYODRegi strati on val ue: Unknown

Attribute: Devi ceRegi strationStatus val ue: Not Regi st ered
Attribute: EndPoi nt Profil er Server val ue: | SE27- 2ek. exanpl e. com
Attri but e: EndPoi nt Source val ue: pxGid Probe

Attribut e: MACAddr ess val ue: 00: F2: 8B: AO: 3A: 59

Attribute: NmapSubnet Scanl D val ue: 0

Attribute: QU value:C sco Systens, Inc

Attribute: PolicyVersion val ue:0

Attribute: Portal User val ue:

Attribute: PostureApplicabl e val ue: Yes

Attribute: asset Devi ceType val ue:

Attribute:assetGroup value:Groupl

Attribute: asset HMRevi si on val ue:

Attribute: assetld val ue: ce0lade2- eb6f-53c8- a646- 9661b10c976e
Attribute: asset| pAddress val ue:

Attribute: asset MacAddress val ue: 00: f 2: 8b: a0: 3a: 59

Attribute: asset Name val ue: G sco a0: 3a: 59

Attribute:asset Productld val ue:

Attribute: asset Protocol val ue:

Attribute: asset Seri al Nunber val ue:

Attribute: asset SmRevi si on val ue:

Attribute: asset Vendor val ue: G sco Systens, Inc

Attribute: Ski pProfiling val ue:fal se

7. PSN con la sonda pxGrid habilitada vuelve a asignar perfiles al terminal cuando se compara
una nueva politica (profiler.log).

2020- 06- 24 14:40: 13,773 INFO [forwarder-9][]
cisco.profiler.infrastructure.profiling.Profiler©Mnager -:

00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profiling: - Classify Mc

00: F2: 8B: A0: 3A: 59 MessageCode null epSource pxGrid Probe

2020- 06- 24 14:40: 13,777 DEBUG [forwarder-9][]
cisco.profiler.infrastructure.profiling.ProfilerMnager -:

00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profiling: - Policy C sco-Device matched
00: F2: 8B: A0: 3A: 59 (certainty 10)

2020- 06- 24 14:40: 13,777 DEBUG [forwarder-9][]
cisco.profiler.infrastructure.profiling.ProfilerMnager -:

00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profiling: - Policy ekorneyc_ASSET Groupl
matched 00:F2:8B:A0:3A:59 (certainty 20)

2020- 06- 24 14:40: 13,778 DEBUG [forwarder-9][]
cisco.profiler.infrastructure.profiling.ProfilerMnager -:



00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profiling: - After analyzing policy

hi erarchy: Endpoint:

00: F2: 8B: A0: 3A: 59 Endpoi nt Pol i cy: ekorneyc_ASSET_Groupl for: 20 ExceptionRul eMat ched: f al se

2020- 06- 24 14:40: 13,778 DEBUG [forwarder-9][]

cisco.profiler.infrastructure. profiling.Profil erManager -:

00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profil i ng: - Endpoi nt 00: F2: 8B: AO: 3A: 59
Mat ched Pol i cy Changed.

2020- 06- 24 14:40: 13,778 DEBUG [forwarder-9][]

cisco.profiler.infrastructure. profiling.Profil erManager -:

00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profil i ng: - Endpoi nt 00: F2: 8B: AO: 3A: 59

I dentityG oup Changed.

2020- 06- 24 14:40: 13,778 DEBUG [forwarder-9][]

cisco.profiler.infrastructure. profiling.Profil erManager -:

00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profiling:- Setting identity group ID on
endpoi nt

00: F2: 8B: AO: 3A: 59 - 91b0f d10-al81-1lea-ala3-fe7d097d8c61

2020- 06- 24 14:40:13,778 DEBUG [forwarder-9][]

cisco.profiler.infrastructure. profiling.Profil erManager -:

00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profiling: - Calling end point cache with
profiled end point

00:F2:8B:A0:3A:59, policy ekorneyc ASSET Groupl, matched policy ekorneyc_ ASSET Groupl

2020- 06- 24 14:40: 13,778 DEBUG [forwarder-9][]

cisco.profiler.infrastructure. profiling.Profil erManager -:

00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profiling: - Sending event to persist end
poi nt

00: F2: 8B: A0: 3A: 59, and ep nessage code = nul |

2020- 06- 24 14:40: 13,778 DEBUG [forwarder-9][]

cisco.profiler.infrastructure. profiling.Profil erManager -:

00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profili ng: - Endpoi nt 00: F2: 8B: AO: 3A: 59
IdentityGroup / Logical Profile Changed. Issuing a Conditional CoA

Configuraciones

Nota: Los pasos 1 a 4 son obligatorios aunque solo desee tener visibilidad de assetGroup y
en Context Visibility.

1. Habilitar sonda pxGrid en una de las redes PSN

Vaya a Administration > System > Deployment, seleccione el nodo ISE con PSN Persona.
Cambie a la pestana Configuracién de perfiles. Asegurese de que la sonda pxGrid esté habilitada.



‘tsey  ldentity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

w System » Identity Management » Network Resources ¢ Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings

Deployment Deployment Nodes List > ISE27-2ek
v = - S Edit Node
» «'s Deployment General Settings Profiling Configuration
=% PAN Failover
O » NETFLOW
» DHCP
Ll » pHcpsPaN
O » HrTP
» RADIUS
O b Network Scan (NMAP)
O »ons
» SNMPQUERY
L) » sNMPTRAP
» Active Directory
w pxGrid

Description | The PXgrid probe to fetch
attributes of MAC or IP-Address
as a subscriber from PXGrid
Queue Yy

2. Configurar atributos personalizados de terminal en ISE

Vaya a Administration > Identity Management > Settings > Endpoint Custom Attributes. Configure
los atributos personalizados (assetGroup) de acuerdo con esta imagen. CCV 3.1.0 sélo admite el
atributo assetGroup personalizado.



'duth: Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System + Identity Management » Network Resources  » Device Portal Management  pxGrid Services » Feed Service  » Threat Centric NAC
» Identities  Groups  External Identity Sources  Identity Source Sequences  ~ Settings
o
User Custom Attributes Endpoint Custom Attributes

User Authentication Settings

Endpokit Purgs Endpoint Attributes (for reference)

Endpoint Custom Attributes Mandatory Attribute Name Data Type

PostureApplicable STRING
LogicalProfile STRING
EndPointPolicy STRING
AnomalousBehaviour STRING
OperatingSystem STRING
BYODRegistration STRING
PortalUser STRING
LastAUPAcceptanceHours INT

Endpoint Custom Attributes

Attribute Name Type

assetGroup String v | ™ °

Reset Save

3. Configurar la politica del generador de perfiles mediante atributos personalizados

Vaya a Centros de trabajo > Generador de perfiles > Politicas de perfiles. Haga clic en Agregar.
Configure la politica del generador de perfiles de forma similar a esta imagen. La expresién de
condicion utilizada en esta politica es CUSTOMATTRIBUTE:assetGroup EQUALS Group1.

:.'s'.';'a" Identity Services Engine Home » Context Visibility » Operations i + Administration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning  » Policy Elements

Profiling Profiler Policy List > ekorneyc_ASSET_Groupl
Profiler Poli
( £) o
viE=" v * Name | ekorneyc_ASSET_Group1 Description
» | Profiling Policies
» [ Logical Profies fioHcy Eneties 2
* Minimum Certainty Factor | 20 (Valid Range 1 to 65535 )
* Exception Action NONE v
* Network Scan (NMAP) Action  NONE ol

Create an Identity Group for the policy (8 Yes, create matching Identity Group

) Mo, use existing Identity Group hierarchy

* Parent Policy NONE =

* Associated CoA Type  Global Settings v

System Type Administrator Created

Rules

If Condition | CUSTOMATTRIBUTE_assetGroup_EQUA... Then Certainty Factor Increases - i v

Save Reset



4. Habilitar atributos personalizados para la aplicacion de perfiles

Vaya a Centros de trabajo > Generador de perfiles > Politicas de perfiles. Haga clic en Agregar.
Configure la politica del generador de perfiles de forma similar a esta imagen. Asegurese de que
Habilitar atributo personalizado para la aplicacién de perfiles esté habilitado.

el Identity Services Engine Home  » ContextVisibility  » Operaions  » Policy  » Administration [RGNE EE

» Network Access  » Guest Access  » TrustSec » BYOD  ~Profiler » Posture  » Device Administration  » PassivelD

Overview Extld Sources MNetwork Devices Endpoint Classification MNode Config Feeds » Manual Scans » Policy Elements Profiling Policies Policy Sets  »

(<]
Profiler Settings Profiler Configuration
NMAP Scan Subnet Exclusions * CoA Type: | Reauth -
Current custom SNMP community strings: ~ essess Sh&
Change custom SNMP community strings: | | (For NMAP, comma separated.
Confirm changed custom SNMP community strings: | | (For NMAP, comma separated.

EndPoint Attribute Filter: Enabled

Enable Anomalous Behaviour Detection: Enabled

Enable Anomalous Behaviour Enforcement: Enabled
Enable Custom Attribute for Profiling Enforcement: Enabled
Enable profiling for MUD: Enabled

Enable Profiler Forwarder Persistence Queue: Enabled

Enable Probe Data Publisher : Enabled

Save Reset

5. Configuracion de la aprobacién automatica para clientes pxGrid

Vaya a Administration > pxGrid Services > Settings. Seleccione Aprobar automaticamente nuevas
cuentas basadas en certificados y haga clic en Guardar. Este paso garantiza que no tendra que
aprobar CCV una vez que se haya realizado la integracion.

‘Uit Identity Services Engine Home  » ContextVisibiity  » Operaions  » Policy TV * Work Centers

b System » ldentity Management  » Network Resources  » Device Portal Management  pxGrid Services ¢ Fand Service  » Threat Centric NAC

All Clients Web Clients Capabilities Live Log Seltings Cerlificates Permissions
—

PxGrid Settings

Automatically approve new certificate-based accounts
[} Allow password based account creation

Use Default m

6. Exportar certificado CCV

Vaya a Admin > pxGrid. Haga clic en DESCARGAR CERTIFICADO. Este certificado se utiliza
durante el registro de pxGrid, por lo que ISE debe confiar en él.



@

[ System 2
Platform Exchange Grid

B Data management Cisco Platform Exchange Grid (pxGrid) is an open, scalable data-sharing and threat control platform that allows seamless integration between multivendor identity, network, security
and asset management systems.

0 sensors - Filling and submitting the fields below activates the sharing of endpoint assets discovered by this system with a Cisco Identity Services Engine (ISE) pxGrid controller. This information
can then be leveraged by upstream security systems to monitor security, detect threats, and set network policy. Learn morehere.

& Users ~
Center Certificate Authority

<] Ewvents

& AP
| & DOWNLOAD CERTIFICATE

W License

% LDAP Settings ISE Server

7. Cargar certificado de identidad de CCV en almacén de confianza de ISE

Vaya a Administracion > Certificados > Administracion de certificados > Certificados de confianza.
Haga clic en Importar. Haga clic en Examinar y seleccione el certificado de CCV en el Paso 5.
Haga clic en Submit (Enviar).

‘ol Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

+ System » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing ~ Certificates » Logging » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings

(<]
~ Certificate Management Import a new Certificate into the Certificate Store
System Certificates * Certificate File  growse..  center-ca(1).crt
Trusted Certificates
Friendly Name
OCSP Client Profile
Certificate Signing Requests Trusted For: ;
Certificate Periodic Check Setti... o "
Trust for authentication within ISE
» Certificate Authori
ty [] Trust for client authentication and Syslog
Trust for certificate based admin authentication
("] Trust for authentication of Cisco Services
[] validate Certificate Extensions
Description ‘

s QS

8. Generar certificado para CCV

Durante la integracion y las actualizaciones de pxGrid, CCV necesita el certificado de cliente.
Debe ser emitido por la CA interna de ISE, usando PxGrid_Certificate_Template.

Vaya a Administration > pxGrid Services > Certificates. Rellene los campos segun esta imagen. El
campo Nombre comun (CN) es obligatorio, ya que el objetivo de ISE CA es emitir un certificado
de identidad. Debe introducir el nombre de host de CCV, el valor del campo CN es critico. Para
verificar el nombre de host de CCV, ejecute el comando hostname. Seleccione PKCS12 como
Formato de descarga de certificados.

root @ent er: ~# host nane
center



root @ent er: ~#

sthali. |dentity Services Engine Home  » ContextVisibility  » Operations  » Policy IR C Ml * Work Centers

» System » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services » Feed Service  » Threat Centric NAC

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions

Generate pxGrid Certificates

| want to * Generate a single certificate (without a certificate signing request) j
Common Name (CN) * center

Description

Certificate Template PxGrid_Certificate_Template @

Subject Alternative Name (SAN) j
Certificate Download Format * PKCS512 format (including certificate chain; one file for both the certificate chain and key) j i ]
Certificate Password * b i ]

Confirm Password *

9. Descargar cadena de certificado en formato PKCS12

Cuando instala el certificado en formato PKCS12, junto con el certificado de identidad de CCV, la
cadena de CA interna ISE se instala en CCV para asegurarse de que CCV confia en ISE cuando
se inicia la comunicacién pxGrid desde ISE, por ejemplo, los mensajes de keepalive de pxGrid.

@ Opening 1593001351889 _cert.zip

You have chosen to open:

| 1593001351889 _cert.zip

which is: ZIP archive
from: https://10.48.17.86

What should Firefox do with this file?
Open with Archive Utility (default)

@Sav& File

Do this automatically for files like this from now on.



10. Configurar los detalles de integracion de ISE en CCV

Vaya a Admin > pxGrid. Configure Node Name, este nombre se mostrara en ISE como Client
Name at Administration > pxGrid Services > Web Clients. Configure Hosthame y IP Address del
Nodo PxGrid de ISE. Asegurese de que CCV pueda resolver el FQDN de ISE.

@

A aa2Ey ianagEN Gy 3y
@ Ssystem Filling and submitting the fields below activates the sharing of endpoint assets discovered by this systemwith a Cisco Identity Services Engine (ISE) pxGrid controller. This information

can then be leveraged by upstream security systems to monitor security, detect threats, and set network policy. Learn morehere.
B Datamanagement

Center Certificate Authority

O Sensors -
A Users -
& DOWNLOAD CERTIFICATE
<] Events
£ AP ISE Server
W License
- Update the configuration Client certificate
% LDAP Settings
Mode Name: * B Acert
cv-jens X Change Certificate
© SNORT
Hostname:
=5 Integrations v 1

1SE27-1ek.example.com
B8 Extensions
IP Address:

10.48.17.86

B Delete

11. Cargar cadena de certificados en CCV e integraciéon de lanzamiento

Vaya a Admin > pxGrid. Haga clic en Cambiar certificado. Seleccione el certificado emitido por
ISE CA de los pasos 8-9. Introduzca la contrasefia del paso 8. y haga clic en Aceptar.

Do you want to enter a password?

Ok Cancel

Haga clic en Update, que activa la integracion real de CCV e ISE.

Verificacion

Use esta seccidn para confirmar que su configuracion funciona correctamente.



Verificacidn de la integracién de CCV

Una vez finalizada la integracion, puede confirmar que es exitosa navegando a Admin > pxGrid.
Deberia ver El mensaje de conexién esta activa en ISE Server.

M System

B Datamanagement

L] Sensors v
B Users v
=l Events

& AP

W License

B LDAP Settings

Verificacidn de la integracién de ISE

Platform Exchange Grid

Cisco Platform Exchange Grid (pxGrid) is an open, scalable ¢
asset management systems.

Filling and submitting the felds below activates the sharing
then be leveraged by upstream security systems to monitor

Center Certificate Authority
& DOWHNLOAD CERTIFICATE

ISE Server

The connection is ac ::','-

Vaya a Administration > pxGrid Services > Web Clients. Confirme que el estado de CCV Client

(cv-jens) esté ACTIVADO.

Nota: Se espera ver el estado del cliente pxGrid de CCV como Offline en el mend Todos los
clientes, ya que muestra solamente el estado de pxGrid v1.



Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy [EEFVIIUETTY

» System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services ~ » Feed Service  » Threat Centric NAC

Click he
Al Clients ~ WebClients  Capabilies  Livelog  Seftings  Certificates  Permissions
Rows/Page 35 hd

< Refresh

Client Name Connect To Session Id Certificate Subscriptions Publications IP Address Status Start time Duratio...
x ~ 4 H

ise-fanout-ise27-1ek ISE27-1ek SE27-1ek:15 CN=ISE27-1ek.e... ftopic/distributed ftopic/distributed 10.48.17.88 ON 2020-06-24 09:56:50 UTC ~ 00:04:37:18

ise-bridge-ise27-1ek ISE27-1ek ISE27-1ek:23 CN=ISE27-1ek.0... Ntopic/com.cisco.ise.co... 127.0.0.1 ON 2020-06-24 10:06:52 UTC  00:04:27:18

ise-mnt-ise27-2ek ISE27-1ek SE27-1ek:24 No Certificate ftopi m.cisco.ise.se... fopic/com.ciscolise.se... 10.48.17.88 ON 2020-06-24 10:18:25 UTC  00:04:15:43

Ise-admin-ise27-2ek ISE27-1ek ISE27-1ek:25 No Certificate fcom.cisco.endpo. .. 10.48.17.88 ON 2020-06-24 10:18:26 UTC  00:04:15:43

Ise-admin-ise27-1ek ISE27-1ek SE27-1ek:34 CN=I1SE27-1ek.e... Ropic/com.csco lse.en. 10.48.17.86 OFF @ 2020-06-24 12:00:50 UTC  00:02:19:00

ise-fanout-ise27-1ek ISE27-18k ISE27-18k:37 CN=ISE27-1ek.8 ftopiciwildcard 127.0.0.1 OFF @ 2020-06-24 13:02:51 UTC  00:01:08:00

cv-jens ISE27-1ek SE27-1ek:38 CN=center 10.48.43.241 ON 2020-06-24 13:3%:12 UTC  00:00:54:56

ise-mnt-ise27-1ek ISE27-1ek ISE27-1ek:39 CN=ISE27-1ek.0... ftopic/icom.cisco.ise.se... 10.48.17.86 ON 2020-06-24 13:53:51 UTC  00:00:40:17

ise-fanout-ise27-1ek ISE27-1ek SE27-1ek:40 CN=ISE27-1ek.e ftopiciwildcard 127.0.0.1 OFF @ 2020-06-24 14:11:51 UTC  00:00:18:00

Ise-admin-ise27-1ek ISE27-1ek ISE27-1ek:41 CN=ISE27-1ek.e... 10.48.17.86 ON 2020-06-24 14:20:51 UTC  00:00:04:17

ise-fanout-ise27-1ek ISE27-1ek SE27-1ek:42 CN=ISE27-1ek.e... fopiciwildcard 127.0.0.1 ON 2020-06-24 14:30:51 UTC  00:00:03:17

Nota: Debido a CSCvt78208 no vera de inmediato a CCV que tenga
[topic/com.cisco.ise.endpoint.asset, se mostrara solamente en la primera publicacion.

Verificar el cambio de grupo de CCV

Vaya a Explorar > Todos los datos > Lista de componentes. Haga clic en uno de los componentes
y Agréguelo al grupo.

allie EYBER VISION Ie v - st ¥ v
il CYBER VISION @ Explore All data Component list | 0
& el Jun 24, 20203:36:22 PM - Jun 24, 2020 4:36:22 PM (1hr) ®LIVE Companent X
Alldata 3 5Components ol Cisco a0:3a:59 Addtogroup .
alvaln o
Basics CISCO| | c.00:12:8ba000 (3 Createanew group
3 Groupl
Component Group First activity Lastactivity ;  IP ME _ Firstactivity
Description: B jun24.2020247.540M B Group2
All components and activities are listed in this preset. KJK |E4000 100KJK
This preset should not be used and other more well |E4000. 10 s Jun 24, 2020 Jun 24, 2020 s 00
defined presets would be preferred for mare 00:t6:63:4d:d6:85 LST47PM “ErH LI
accurate findings. ty Lags: Host Config , # Broadeast

May 11, 2020 Jun 24,2020

Active baseline: No active baseline r 00 - - i .
L iv i ¥ 01:00:0¢:00:00:00 Ak =B e 01 Cisco Systems, Inc
Cisco a@:3a:59
Criteria Seleckai | iacisll | Babmi = Mar 13,2020 Jun 24,2020 - 0: f2:8b:a0:3a:59
iteria ectall  Rejecta 3 01:00:0cce-ces : :
' CI0NGGRGE 1:52:23PM 427:19PM
£ COMPONENTTAGS v
Mar 13,2020 Jun 24,2020
" — y & . 255.255. ]
v ACTVITYTAGS y O 255.255.255.255 ekt it ern 255.255.255.255
GROUPS
Y ) ) i Jun 24,2020 Jun 24,2020 o
RS N EERELEEEY 2:47:34 PM 4:25:45PM
=1 B3
3

Verifique que /topic/com.cisco.ise.endpoint.asset ahora esté listado como Publications contra
CCV.


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt78208

Identity Services Engine Home » Conlext Visibility + Operations + Policy

» System  » Identity M » Network Ri » Device Portal Management  pxGrid Services

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions.

£ Refresh
Client Name Connect To Session Id Certificate

x cl e j
ise-fanout-ise27-1ek ISE27-10k ISE27-1ek:15 CN=ISE27-1ek0. ..
Ise-bridge-ise27-1ek ISE27-18k ISE27-18k:23 CN=ISE27-1ek.0...
ise-mnt-ise27-2ek ISE27-1ek ISE27-1ek:24 No Certificate
Ise-admin-ise27-2ek ISE27-1ek ISE27-1ek:25 No Certificate
ise-mnt-ise27-1ek ISE27-1ek ISE27-1ek:38 CN=ISE2T-1ek.e...
ise-admin-ise27-1ek ISE27-1ek ISE27-1ek:41 CN=ISE2T-1ek.e...
ise-fanout-ise27-1ek ISE27-1ek ISE27-1ek:42 CN=ISEZ27-1ek.e...
cvjans ISE27-18k ISE27-18k:43 CN=canter
ise-fanout-ise27-1ek ISE27-1ek ISE27-1ek:44 CN=ISE2T-1ek.e...
ise-mnt-ise27-1ek ISE27-18k ISE27-1ek:45 CN=ISE27-1ek.e
ise-fanout-ise27-1ek ISE27-1ek ISE27-1ek:46 CN=ISE27-1ek.8.
ise-fanout-ise27-1ek ISE27-1ek ISE27-1ek:47 CN=ISE27-1ek.e...
ise-tancut-ise27-1ek ISE27-18k ISE27-1ek:48 CN=ISE27-1ek.e
ise-mnt-ise27-2ek ISE27-1ek ISE27-1ek:48 Mo Certificate

= Administration

» Feed Service

Subscriptions

» Work Centers
» Threat Centric NAC

Publications

Nopicicom cisco.ise se..
Mopicfcom cisco.endpo...

Mopic/com cisco.ise.se..

Hopichwikdcard

Mopichwildcard

Itopic/com cisco.ise.se

Ropicicom.cisco.ise.config.profiler

Nopicleom.cisco.ise session.intermal

Mopic/com.cisco.ise endpoint

Nopicicom.cisco.endpoint.assat

Mopiciwildcard

isco.ise.5e.

isco.ise session.intemal

IP Address

10.48.17.86
127.0.0.1
10.48.17.88
10.48.17.88
10.48.17.86
10.48.17.86
127.001
10.48.43.241
127.001
10.48.17.86
10.48.17.86
10.48.17.86
127.0.0.1

10.48.17.28

Status

g

Click here to do wired

RowsPage 25 j

Start time

2020-06-24 09:56:50 UTC
2020-06-24 10:06:52 UTC
2020-06-24 10:18:25 UTC
2020-06-24 10:18:26 UTC
2020-06-24 13:53:51 UTC
2020-06-24 14:28:51 UTC
2020-06-24 14:30:51 UTC
2020-06-24 14:38:47 UTC
2020-06-24 14:45:52 UTC
2020-06-24 14:52:51 UTC
2020-06-24 14:53:53 UTC
2020-06-24 14:55:53 UTC
2020-06-24 14:57:52 UTC

2020-06-24 15:01:26 UTC

Duratio...

00:04:57:00
00:05:03:06
00:04:42:00
00:04:51:31
00:00:58:00
00:00:40:06
00:00:14:00
00:00:31:10
00:00:11:00
00:00:17:00
00:00:02:00
00:00:14:03
00:00:12:05

00:00:08:31

Confirme que el grupo 1 asignado a través de CCV se refleje en ISE y que la politica de definicion
de perfiles haya entrado en vigor navegando hasta Visibilidad de contexto > Terminales.
Seleccione el terminal actualizado en el paso anterior. Cambie a la ficha Attributes (Atributos). La
seccion atributos personalizados debe reflejar el grupo recientemente configurado.



il |dentity Services Engine ey « Context Visibility

Endpoints = Users  Network Devices  Application
Filters: | * 00:F2:8B:A0:3A:59 |
Endpoints 00:F2:8B:A0:3A:59

00:F2:8B:A0:3A:59 oz B

MAC Address: 00:F2:8B:A0:3A:59
| Username:

Endpoint Profile: ekorneyc_ASSET_Group1
:E Current IP Address:

Location:

Applications Attributes

General Attributes

Description

» Operations

Authentication Threats

Static Assignment
Endpoint Policy
Static Group Assignment

Identity Group Assignment

Custom Attributes

Attribute String

x Attribute String

assetGroup

false
ekorneyc_ASSET_Group1
false

ekorneyc_ASSET_Group1

Attribute Value
Attribute Value

Group1

Vulnerabilities

» Policy » Administration

» Work Centers

Y Filter =

&~

La seccion Otros atributos muestra todos los demas atributos de activos recibidos de CCV.



Other Attributes
BYODRegistration
DeviceRegistrationStatus
ElapsedDays
EndPointPalicy
EndPointProfilerServer
EndPcintSource
EndPointVersion
IdentityGroup
InactiveDays
MACAddress
MatchedPolicy

oul

PolicyVersion
PostureApplicable
StaticAssignment
StaticGroupAssignment

Total Certainty Factor

Unknown

NotRegistered

0
ekorneyc_ASSET_Group1
ISE27-2ek.example.com
pxGrid Probe

14
ekorneyc_ASSET_Group1
0

00:F2:8B:A0:3A:59
ekorneyc_ASSET_Group1
Cisco Systems, Inc

9

Yes

false

false

20

assetld cel1ade2-eb6f-53c8-a646-9661b10c976e

assetMacAddress 00:f2:8b:a0:3a:59

assetName Cisco a0:3a:59

assetVendor Cisco Systems, Inc
Troubleshoot

En esta seccidon encontrara informacion que puede utilizar para solucionar problemas de
configuracion.

Habilitar depuraciones en ISE

Para habilitar las depuraciones en ISE, navegue hasta Administration > System > Logging >
Debug Log Configuration. Establezca los niveles de registro en los siguientes:

Persona Nombre del componente  Nivel de registro Archivo a comprobar
PAN (opcional) generador de perfiles DEPURAR profiler.log

PSN con sonda pxGrid , ,

habilitada generador de perfiles DEPURAR profiler.log

PxGrid pxgrid TRACE pxgrid-server.log

Habilitar depuracién en CCV

Para habilitar las depuraciones en CCV:



- Cree un archivo /datal/etc/sbs/pxgrid-agent.conf con el comando /data/etc/sbs/pxgrid-
agent.conf

- Pegue este contenido en el archivo pxgrid-agent.conf con el editor vi con el comando vi
/data/etc/sbs/pxgrid-agent.conf

# [/ dat a/ et c/ sbs/ pxgri d-agent. conf
base:
| ogl evel : debug

- Reinicie pxgrid-agent ejecutando el comando systemctl restart pxgrid-agent
- Ver registros con el comando journalctl -u pxgrid-agent

La descarga masiva falla

CCV publica la URL de descarga masiva a ISE durante la integracion. ISE PSN con la sonda
pxGrid activada realiza la descarga masiva con el uso de esta URL. Asegurese de lo siguiente:

- El nombre de host en la URL se puede resolver correctamente desde la perspectiva de ISE
- Se permite la comunicacion de PSN en el puerto 8910 a CCV
profiler.log en PSN con la sonda pxGrid habilitada:

I NFO [Profil erl NDSubscri berPol | er-58-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscriber -::::- New services are

[ Servi ce [name=com ci sco. endpoi nt. asset, nodeName=cv-j ens4,

properti es={asset Topi c=/topi c/ com ci sco. endpoi nt. asset,

rest BaseUr| =https://Center:8910/pxgrid/ind/asset/, WsPubsubServi ce=com ci sco. i se. pubsub}]]

La descarga masiva puede fallar debido a CSCvt75422, deberia ver este error en profiler.log en
ISE para confirmarlo. El defecto se corrige en CCV 3.1.0.

2020- 04-09 10:47: 22,832 ERROR [Profil erl NDSubscri ber Bul kRequest Pool - 212-t hread- 1] []
cisco.profiler.infrastructure. probengr. | NDSubscri ber

-::i:- ProfilerError while sending bul krequest to cv-jens4:This is not a JSON Cbj ect.
java.lang. |11 egal StateException: This is not a JSON Obj ect.

at com googl e. gson. JsonEl ement . get AsJsonChj ect (JsonEl enent . j ava: 83)

at

com ci sco.profiler.infrastructure. probengr.| NDSubscri ber. parseJsonBul kResponse(| NDSubscri ber.jav
a: 161)

at

comci sco. profiler.infrastructure.probengr.!|NDSubscri ber $Bul kRequest Wor ker Thr ead. run( | NDSubscri b
er.java: 532)

at java.util.concurrent. ThreadPool Execut or. runWr ker ( Thr eadPool Execut or. j ava: 1149)

at java.util.concurrent. ThreadPool Execut or $Wor ker . run( Thr eadPool Execut or . j ava: 624)

at java.lang. Thread. run(Thread.java: 748)

No todos los terminales se crean en ISE

Algunos terminales de CCV pueden tener demasiados atributos adjuntos, por lo que la base de
datos de ISE no podra gestionarla. Se puede confirmar si ve estos errores en profiler.log en ISE.

2020- 05- 29 00: 01: 25, 228 ERROR [admi n-http-pool 1][] com ci sco. profil er. api . EDFEndPoi nt Handl er -

Fail ed to create endpoint 00:06: F6: 2A: C4: 2B ORA- 12899:
val ue too large for colum "CEPM ."EDF_EP_MASTER'."EDF_ENDPO NTI P* (actual : 660, maxi mum 100)


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt75422

2020- 05- 29 00: 01: 25,229 ERROR [adm n-http-pool 1][] com ci sco. profil er. api . EDFEndPoi nt Handl er -

Unabl e to create the endpoint.: ORA- 12899:

val ue too large for colum "CEPM ."EDF_EP_MASTER'."EDF_ENDPO NTI P* (actual: 660, maxi mum 100)
com ci sco. epm edf 2. except i ons. EDF2SQ.Except i on: ORA-12899:

val ue too large for colum "CEPM ."EDF_EP_MASTER'."EDF_ENDPO NTI P* (actual: 660, maxi mum 100)

AssetGroup no esta disponible en ISE

Si AssetGroup no esta disponible en ISE, lo mas probable es que la politica de generacién de
perfiles no esté configurada utilizando Atributos personalizados (consulte los pasos 2-4). en la
parte Configuraciones del documento). Incluso para la visibilidad de contexto, s6lo para mostrar
atributos de grupo, politicas de definicion de perfiles y otras configuraciones de los pasos 2 a 4
son obligatorios.

Las actualizaciones de grupos de terminales no se reflejan en ISE

Debido a CSCvu80175, CCV no publica actualizaciones de terminales en ISE hasta que CCV se
reinicie inmediatamente después de la integracion. Puede reiniciar CCV una vez que la
integracion se realice como solucion alternativa.

La eliminacion del grupo de CCV no lo esta eliminando de ISE

Este problema se ve debido al defecto conocido en CCV CSCvu47880. La actualizacion pxGrid
enviada durante la eliminacion del grupo de CCV con un formato diferente del esperado, por lo
que el grupo no se elimina.

CCV se descarta de clientes web

Este problema se ve debido al defecto conocido en ISE CSCvu47880 donde los clientes pasan al
estado OFF seguido de la eliminacion completa de los clientes web. El problema se resuelve en el
parche 2.6 7 y el parche 2.7 2 de ISE.

Puede confirmarlo si ve estos errores en pxgrid-server.log en ISE:

2020- 06- 26 09:42: 28, 772 DEBUG [ Pxgri d- Sessi onManager - LookupAccount sTask] []

cpm pxgri dwebapp. ws. pubsub. St onmpPubsubEndpoint -:::::-

onCd ose: session=[14f, CLOSED], sessi onl nf o=W5Sessi onlnfo [i d=336, nodeName=cv-jens,
addr =10. 48. 43. 241, sessionl D=14f, status=OFF,

creationTi mne=2020- 06-26 08: 19: 28. 726, cl oseTi ne=2020-06-26 09: 42: 28. 772,
reason=VIOLATED_ POLICY:Did not receive a pong: too slow ...,

subscriptions=[], publications=[/topic/com.cisco.endpoint.asset]]

Integracion de ISE con el caso practico de CCV TrustSec

Esta configuracion muestra como la integracion de ISE con CCV puede beneficiar la seguridad de
extremo a extremo cuando TrustSec esta en funcionamiento. Este es s6lo uno de los ejemplos de
coémo se puede utilizar la integracion, una vez que se ha hecho.

Nota: La explicacion de la configuracion del switch TrustSec esta fuera del alcance de este
articulo, sin embargo, se puede encontrar en el Apéndice.


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu80175
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu47880
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu47880

Topologia y flujo
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Configurar

1. Configuracién de etiquetas de grupo escalables en ISE

Para lograr el caso de uso mencionado anteriormente, IOT_Group1_Asset y IOT_Group2_Asset
de la etiqueta TrustSec se configuran manualmente para diferenciar los recursos de CCV de
Group1 de Group2 respectivamente. Vaya a Centros de trabajo > TrustSec > Componentes >
Grupos de seguridad. Haga clic en Agregar. Nombre las SGT como se muestra en la imagen.

‘b Identity Services Engine Home b ContextVisbiity  » Operaions  » Policy  » Administration [DRBUCRE L

b Metwork Access b Guest Access  ~TrustSec  » BYOD  » Profiler  » Posture  » Device Administration  » PassivelD
v Overview ~Components  » TrustSec Policy Policy Sets  » SXP » Troubleshoot Reports  » Settings
[
Security Groups Security Groups
IP SGT Static Mapping For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
Security Group ACLs

Network Devices

Edit + Add A |mport 2 Export * W Trash ~ © Push © \erify Deploy
A Icon Name l& SGT (Dec [ Hex) Description Learned from
@ Auditors 9/0009 Auditor Security Group
(x:::r) BYOD 15/000F BYOD Security Group
@ Contractors 5/0005 Contractor Security Group
(@) Developers 8/0008 Developer Security Group
@ Development_Servers 12/000C Development Servers Security Group
@ Employees 40004 Employee Security Group
@ Guests 6/0006 Guest Security Group
) I0T_Group1_Asset 16/0010
e 10T_Group2_Asset 17/0011

2. Configuracion de la politica de perfiles con atributos personalizados para el grupo 2



Nota: La configuracion de perfiles para el grupo 1 se realiz6 en el paso 3. en la primera
parte del documento.

Vaya a Centros de trabajo > Generador de perfiles > Politicas de perfiles. Haga clic en Agregar.
Configure la politica del generador de perfiles de forma similar a esta imagen. La expresion de
condicion utilizada en esta politica es CUSTOMATTRIBUTE:assetGroup EQUALS Group?2.

shali. Identity Services Engine Home  » ContextVisibiity  » Operations (RSBl » Administraion  » Work Centers

Policy Sets ~ Profiling ~ Posture  Client Provisioning  » Policy Elements

Profiling Profiler Policy List > ekorneyec_ASSET_Group2
[ D ] Profiler Policy
= e} * Name |eknrne\u: ASSET Group2 | Description
= i
» | Profiling Policies Policy Enabled A
| Logical Profiles
* Minimum Certainty Factor | 20 | (valid Range 1 to 65535 )

* Exception Action | NONE '|

* Network Scan (NMAP) Action | NONE '|

Create an Identity Group for the policy (®) Yes, create matching Identity Group
(O Mo, use existing Identity Group hierarchy

* Parent Policy | NONE = ]

* Associated CoA Type | Global Settings v |

System Type Administrator Created

Rules

If Condition | CUSTOMATTRIBUTE _assetGroup_EQUA... & <> |Then| Certainty Factor Increases =] [20 -

3. Configuracién de Politicas de Autorizacién para Asignar SGTs Basadas en Grupos de Identidad
de Extremo en ISE

Navegue hasta Politica > Conjuntos de Politicas. Seleccione Policy Set y configure Authorization
Policies segun esta imagen. Tenga en cuenta que, como resultado, la SGT se configura en el
Paso 1. estan asignados.

Nombre de regla Condiciones Perfiles Grupos de seguridad
Grupos de identidad de

Politica del grupo 1 de terminales con el_nom_bre .

cCV de - de grupo de identidad PermitAccess IOT_Group1_Asset
IGUALES:Perfil:ekorneyc_
ASSET_Group1
Grupos de identidad de

Politica del grupo 2 de terminales con el.nom.bre .

cev de - de grupo Qe identidad PermitAccess IOT_Group2_Asset
IGUALES:perfiles:ekorney
Cc_ASSET_Group2



e —m————

Staws  Policy St Name Description Cangsens Alowed Frotocols / Sarver Sequance

Verificacion

Use esta seccidn para confirmar que su configuracién funciona correctamente.

1. Autenticacién de terminales basada en el grupo 1 de CCV

En Switch, puede ver que los datos del entorno incluyen 16-54:10T_Group1_Asset de SGT y 17-
54:10T_Group2_Asset.

KJK_| E4000_10#show cts environnent - dat a
CTS Envi ronment Data

Current state = COVPLETE

Last status = Successful

Local Device SGT:

SGT tag = 0-00: Unknown

Server List Info:

Installed list: CTSServerlList1l-0001, 1 server(s):

*Server: 10.48.17.86, port 1812, A-1D 11A2F46141FO0DC8F082EFBCAC49D217E

Status = ALIVE

auto-test = TRUE, keywrap-enable = FALSE, idle-tine = 60 nmins, deadtine = 20 secs

Mul ti cast Group SGI Tabl e:

Security G oup Nane Tabl e:

0- 54: Unknown

2-54: Trust Sec_Devi ces

3-54: Net wor k_Ser vi ces

4-54: Enpl oyees

5-54: Contractors

6- 54: Cuest s

7-54: Production_Users

8- 54: Devel opers

9-54: Audi tors

10- 54: Poi nt _of _Sal e_Syst ens

11- 54: Producti on_Servers

12- 54: Devel opnent _Servers

13-54: Test _Servers

14-54: PCl _Servers

15- 54: BYOD
16-54:I0T_Groupl_Asset
17-54:I0T_Group2_Asset

255-54: Quar anti ned_Syst ens

Envi ronnent Data Lifetime = 86400 secs

Last update tine = 16:39:44 UTC Wed Jun 13 2035

Env-data expires in 0:23:59:53 (dd: hr: mm sec)

Env-data refreshes in 0:23:59:53 (dd: hr: mm sec)

Cache data applied = NONE

State Machine is running



KJIK_| E4000_10#

Los terminales se autentican y, como resultado, la politica del grupo 1 de CCV se coteja, se
asigna SGT IOT_Group1_Asset.

il Identity Services Engine Home b ComtextVisbity Bl Poicy s Administmton  » Work Centers
-RADIUS  TAVeSl.Cantrc NAGLVELOGS  + TACACS b Troublsncol b ASSpIVe Network Contil  Repons

Live Logs  Live Sessions

Misconfigured Suppiicants @ Miscanfigured Hetwork Devices @ RADIUS Drops © Gllent Stopped Responding ©

1 0 0 0

O Rakesh  © ResetRepsstiCounts 2 ExportTo=
Time Status Details Repeat C... Identity Endpoint 1D Endpoint Profile Authentication Pol...  Authorization Policy Authorization Profiles IP Address

00¢2.8b30.3a58 x

Jun 25, 2020 10:37-32.590 AM o a 0 DOFZBB:ADAASS 00 F 2- 8B M5 ekomayc_ASSET_Group1 Oetault >> MAB CV Group 1 Policy 10T_Grow

Jun 25, 2020 10:37:31.557 AM a DOF2:BB:AD3ASS OO0:F2BB:AME3ASY ekomuye_ASSET_Group Defarult >> MAB Detault > CCV Group 1 Policy

El switch show authentication sessions interface fa1/7 detail confirma que los datos de Access-
Accept se aplicaron correctamente.

KJK | E4000_10#show aut henti cati on sessions interface fal/7 detai
Interface: FastEthernetl/7

MAC Address: 00f2.8ba0.3a59

| Pv6 Address: Unknown

| Pv4 Address: 172.16.0.100

User - Nanme: 00- F2- 8B- AO- 3A-59

Status: Authorized

Domai n: DATA

Qper host node: singl e-host

Qper control dir: both

Session tineout: NA

Restart tineout: N A

Periodic Acct tinmeout: NA

Session Uptine: 128s

Common Session | D 0A302BFDO000001B02BEL1ESC
Acct Session I D 0x00000010

Handl e: 0x58000003

Current Policy: POLICY_Fall7

Local Policies:

Service Tenpl ate: DEFAULT_LI NKSEC POLI CY_SHOULD SECURE (priority 150)
Security Policy: Should Secure

Security Status: Link Unsecure

Server Policies:
SGT Value: 16

Met hod status |ist:
Met hod State

mab Authc Success

KJK | E4000_10#
2. El administrador cambia el grupo

Vaya a Basqueda. Pegue la direccion Mac del terminal, haga clic en él y Adicién al grupo 2.

Nota: En CCV, no puede cambiar el grupo de 1 a 2 de una vez. Por lo tanto, primero debe
quitar el punto final del grupo y asignar el grupo 2 siguiente.



to. CYBER VISION Q, Search «
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Component
Explore F

Ciscoa0:3a:59

ah B Jun24,2020 247:34 PM
alvaln] e

Reports
2 rast CIEED MAC: 00:12:8b:a0:32:59 g Last activity sivity tags
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i 2 Edit [ Add to group - Host Config, # Broadcast
Events
Co [} Create a new group
2 Basics @ Secu Group1 & Automation
Properties  Tags b G
Ll
eis
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vendor-name: Cisco Systems, Inc wendor:C15Co Systems, Inc
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o name: Cisco a@:3a:59 name-mac: Cisco ad:3a:59
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3-6. Efecto del cambio de grupo de terminales en CCV

Pasos 4, 5. y 6. se reflejan en esta imagen. Gracias a la creacion de perfiles, el terminal cambio el
grupo de identidad a ekorneyc_ASSET_Group2 que se muestra en el paso 4.2, lo que hizo que
ISE enviara CoA al switch (paso 5) y finalmente la reautenticacion del terminal (paso 6).

-RADNS | ThestCentc NACLwa Lot # TACACS  » Troutiesnodt b Adaglive Neteork Contol  Ragorts
Livelogs  Live Sessions
o = o ADIS Dreps © = o o
Refresh Show
 Resvwsh © ResstPupeat Cowes B Bxpem
Time Sans Cetais  Repeat...  Kdenty Encipaint I Endpoint Prodle Authersication Pol...  Aushorization Poicy Authorization Profiles 1P Address hemwork Device  Device Port Kentity Geoup

- N
[
®

El show authentication sessions interface fa1/7 detail confirma que la nueva SGT esta asignada.

KJIK_| E4000_10#show aut henticati on sessions interface fal/7 detail
Interface: FastEthernetl/7

MAC Address: 00f2.8ba0.3a59

| Pv6 Address: Unknown

| Pv4 Address: 172.16.0.100

User - Name: 00- F2- 8B- A0- 3A-59

Status: Authorized

Donmai n: DATA

Oper host node: singl e-host

Qper control dir: both

Session tineout: NA

Restart tineout: NA

Periodic Acct timeout: NA

Session Uptine: 664s

Common Session | D 0A302BFDO000001B02BE1E9SC
Acct Session | D: 0x00000010

Handl e: 0x58000003

Current Policy: PCLICY_Fal/7

Local Policies:

Service Tenpl ate: DEFAULT_LI NKSEC_POLI CY_SHOULD_SECURE (priority 150)
Security Policy: Should Secure

Security Status: Link Unsecure



Server Policies:
SGT Value: 17

Met hod status list:
Met hod State

mab Authc Success

KJIK_| E4000_10#

Appendix

Configuracion relacionada con Switch TrustSec

Nota: Las credenciales de Cts no forman parte de running-config y deben configurarse con
el uso del comando cts credentials id <id> password <password> en el modo de exec de
privilegios.

aaa new node

!

aaa group server radius |ISE

server nanme | SE-1

!

aaa aut hentication dotlx default group |SE
aaa aut horization network default group |ISE
aaa aut horization network | SE group | SE
aaa accounting dotlx default start-stop group |SE
!

dot 1x systemauth-contro

!

aaa server radius dynam c-author

client 10.48.17.86

server-key cisco

!

aaa session-id comon

!

cts authorization list ISE

cts rol e-based enforcenent

!

interface FastEthernetl/7

description --- ekorneyc TEST machine ---
swi tchport access vlan 10

swi tchport node access

aut hentication port-control auto

mab

!

radi us server |SE-1

address ipv4 10.48.17.86 auth-port 1645 acct-port 1646
pac key cisco

!

end

KJK_I E4000_10#
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