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Introduccion

Este documento describe como configurar y resolver problemas de la integracion de Identity
Services Engine (ISE) 2.4 y Industrial Network Director 1.6.1-4 sobre pxGrid (Platform Exchange
Grid). Cisco IND se registra con pxGrid como editor y publica informacion sobre los atributos de
los terminales en ISE para IOTASSET Dictionary.

Prerequisites

Requirements



Cisco recomienda que tenga conocimientos basicos sobre estos temas:

- Cisco Identity Service Engine
. Director de red industrial de Cisco

Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

- Cisco ldentity Service Engine version 2.4 p6
- Director de red industrial 1.6.1-4

Configurar
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1. IND se registra con ISE a través de la version 2 de pxGrid en el nodo PxGrid de ISE. Registros
correspondientes de IND (application.log):

2019-05-22 14:31:17,770: 1 NFO gt p281049997-52711: Pxgri dPubl i sher:: Connect start

2019- 05-22 14:31:17,770: | NFO gt p281049997-52711: Pxgri dPubl i sher:: Host name: W N2012- AAA

| pAddr ess: 10. 62. 145. 130

2019- 05-22 14:31:17,770: | NFO gt p281049997-52711: Pxgri dPubl i sher:: pxGid

Rest BaseUr | : https://W N2012- AAA: 8910/ pxgri d/i nd/ asset/

2019- 05-22 14:31:17,770: I NFO gt p281049997-52711: PxgridControl l er:: Send Request ServiceRegister
invoked with pxGidServer(s) [|SE24-1lek.exanple.coni

2019- 05-22 14:31:17,770: | NFO gt p281049997-52711: Pxgri dControl | er:: Sending Servi ceRegi ster
request to pxGidServer |SE24-1ek. exanpl e.com

2019- 05-22 14:31:17,786: | NFO gt p281049997-52711: Pxgri dControl | er::

Request ={" nane": "com ci sco. endpoi nt. asset", "properties": {"wsPubsubServi ce":"com ci sco. i se. pubsub
","restBaseUrl":"https://WN2012-

AAA: 8910/ pxgrid/ind/asset/", "asset Topi c":"/topic/com cisco. endpoint.asset"}}



2019- 05-22 14:31:17,911: 1 NFO gt p281049997-52711: Pxgri dControl |l er:: Response={"id":"76d4abaf -
9ef d- 4c68- a046- 79e049564902", "reregi sterTineM I | i s": "300000"}

2019- 05-22 14:31:17,911: 1 NFO gt p281049997-52711: Pxgri dControl l er:: Send Request ServicelLookup
invoked with pxGidServer(s) [|SE24-1ek. exanpl e. conj

2019- 05-22 14:31:17,911: 1 NFO gt p281049997-52711: Pxgri dControl |l er:: Sendi ng Servi ceLookup request
to pxGidServer |SE24-1ek. exanpl e.com

2019- 05-22 14:31:17,911: I NFO gt p281049997-52711: PxgridControl l er::

Request ={ " nanme": "com ci sco. i se. pubsub"}

2019- 05-22 14:31:17,911: I NFO gt p281049997-52711: PxgridControl l er::

Response={"servi ces":[{"name":"com ci sco. i se. pubsub”, "nodeNane": "i se- pubsub-i se24-
lek","properties": {"wsUrl":"wss://| SE24- 1ek. exanpl e. com 8910/ pxgri d/i se/ pubsub”}}]}

2019- 05-22 14:31:17,911: 1 NFO gt p281049997-52711: Pxgri dPubl i sher:: wsUrl =wss://| SE24-

lek. exanpl e. com 8910/ pxgri d/ i se/ pubsub

2019- 05-22 14:31:17,911: 1 NFO gt p281049997-52711: PxgridControl l er:: Send Request AccessSecr et
invoked with pxGidServer(s) [|SE24-1ek. exanpl e. coni

2019- 05-22 14:31:17,911: 1 NFO gt p281049997-52711: Pxgri dControl |l er:: Sendi ng AccessSecret request
to pxGidServer |SE24-1ek. exanpl e.com

2019- 05-22 14:31:17,926: 1 NFO gt p281049997-52711: Pxgri dControl | er:: Request={"peer NodeNane":"i se-
pubsub-i se24- 1ek"}

2019- 05-22 14:31:17,926: | NFO gt p281049997-52711: PxgridControl l er:: Access Secret recieved

2019- 05-22 14:31:17,926: | NFO gt p281049997-52711: Pxgri dPublisher:: dient created

Como se ve en los registros, IND se ha registrado para assetTopic

2. ISE PSN con la sonda pxgrid habilitada realiza una descarga masiva de los recursos pxGrid
existentes (profiler.log):

2019- 05- 22 14:39: 25,817 INFO [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- New services are: [Service

[ nane=com ci sco. endpoi nt. asset, nodeNanme=i nd2, properties={wsPubsubServi ce=com ci sco. i se. pubsub,
rest BaseUr| =htt ps://WN2012- AAA: 8910/ pxgri d/ i nd/ asset/,

asset Topi c=/t opi ¢/ com ci sco. endpoi nt. asset}]]

2019- 05-22 14:39: 26,011 I NFO [Profil erl NDSubscri berPol | er-56-thread-1][]

cisco.profiler.infrastructure. probengr.| NDSubscri ber -::- NODENAME: i nd2

2019- 05-22 14:39: 26,011 I NFO [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- REQUEST

BODY{"of fset":"0","limt":"500"}

2019- 05- 22 14:39: 26,046 I NFO [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- Response status={}200
2019- 05- 22 14:39: 26,046 I NFO [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::- Content: "OUT_OF_SYNC'
2019- 05- 22 14:39: 26,047 I NFO [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscriber -::- Status is :"OUT_OF_SYNC'
2019- 05- 22 14:39: 26, 047 DEBUG [ Profil erl NDSubscri ber Pol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr.| NDSubscriber -::- Static set after addi ng new services:

[ Servi ce [name=com ci sco. endpoi nt. asset, nodeName=i nd,

properti es={wsPubsubSer vi ce=com ci sco. i se. pubsub, restBaseUrl=https://WN2012-

AAA: 8910/ pxgrid/ind/ asset/, assetTopic=/topic/com cisco.endpoint.asset}], Service

[ nane=com ci sco. endpoi nt. asset, nodeNanme=i nd2, properties={wsPubsubServi ce=com ci sco. i se. pubsub,
rest BaseUr| =htt ps://WN2012- AAA: 8910/ pxgri d/ i nd/ asset/,

asset Topi c=/t opi c/ com ci sco. endpoi nt. asset}]]

2019- 05-22 14:39: 26,052 I NFO [Profil erl NDSubscri ber Bul kRequest Pool - 80-t hread- 1] []

cisco.profiler.infrastructure. probengr.| NDSubscri ber -::- NODENAME: i nd2

2019- 05-22 14:39: 26,052 I NFO [Profil erl NDSubscri ber Bul kRequest Pool - 80-t hread- 1] []
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- REQUEST

BODY{"of fset":"0","limt":"500"}

2019- 05-22 14:39: 26,111 INFO [Profil erl NDSubscri ber Bul kRequest Pool - 80-t hread- 1] []
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- Response status={}200
2019- 05-22 14:39: 26,111 INFO [Profil erl NDSubscri ber Bul kRequest Pool - 80-t hread- 1] []
cisco.profiler.infrastructure. probengr.|NDSubscri ber -::- Content:

{"assets":[{"assetld":"100", "asset Name": "W N2012-
CHI LD", "asset | pAddress”: "10. 62. 145. 131", "asset MacAddr ess": " 00: 50: 56: b6: 46: 87", "asset Vendor ": " VMv



are", "asset Product | d": " Unknown", "asset Seri al Nunber":"", "asset Devi ceType": "Server", "asset SwRevi si
on":"" "asset HMRevi sion":"", "asset Protocol ": "Net Bl OS", "asset Connect edLi nks":[], "asset Cust omAt tri
butes":[{"key":"asset G oup", "val ue":"Root"}, {"key": "asset Tag", "val ue":"SEC TAQ"}]},{"assetld":"
101", "asset Name": "wi n2012. exanpl e. conf', "asset | pAddress": " 10. 62. 145. 72", "asset MacAddr ess": " 00: 50:

56: 9c: 3f: 92", "asset Vendor " : "VMnar e", "asset Product 1 d": " Unknown", "asset Seri al Nunber":"", "asset Devi
ceType":"Server", "asset SwRevi sion":"", "asset HwRevi sion":"", "asset Prot ocol ": " Net Bl 0S", "asset Conne
ctedLi nks":[],"asset CustomAttri butes":[{"key":"asset G oup", "val ue":"Root"}, {"key":"asset Tag", "va
lue":""}1}1}

2019- 05-22 14:39: 26, 111 DEBUG [ Profil erl NDSubscri ber Bul kRequest Pool - 80-t hread- 1] [ ]
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- Parsing bul k response

{"assets":[{"assetld":"100", "asset Name": "W N2012-

CHI LD", "asset | pAddress": "10. 62. 145. 131", "asset MacAddr ess": "00: 50: 56: b6: 46: 87", "asset Vendor ": " VMwv
are", "asset Product | d": " Unknown", "asset Seri al Nunber":"", "asset Devi ceType": "Server", "asset SwRevi si
on":"" "asset HMRevi sion":"", "asset Protocol ": "Net Bl OS", "asset Connect edLi nks":[], "asset Cust omAt tri
butes":[{"key":"asset G oup", "val ue":"Root"}, {"key": "asset Tag", "val ue":"SEC TAQ"}]},{"assetld":"
101", "asset Name": "wi n2012. exanpl e. conf', "asset | pAddress": " 10. 62. 145. 72", "asset MacAddr ess": " 00: 50:
56: 9c: 3f: 92", "asset Vendor " : "VMnar e", "asset Product 1 d": " Unknown", "asset Seri al Nunber":"", "asset Devi
ceType":"Server", "asset SwRevi sion":"", "asset HwWRevi sion":"", "asset Prot ocol ": " Net Bl 0S", "asset Conne
ctedLi nks":[],"asset CustomAttri butes":[{"key":"asset G oup", "val ue":"Root"}, {"key":"asset Tag", "va
lue":""}1}1)

3. Se detecta un nuevo terminal en IND (el terminal debe detectarse con un protocolo; de lo
contrario, el terminal no se identifica como un activo pxGrid y no se comparte a través de pxGrid

con ISE).

wliaile, INDUSTRIAL

cisco NETWORK DIRECTOR Operate 3 Inventory

< Back H win2012.example.com

DEVICE OVERVIEW

Name  win2012example.com Device Type  Server
IP Address 10.62.145.72 Protocol NetBIOS
MAC Address  00-50:56:0c:34:02 Group  Root
Vendor  Viware Connected to
puGrid Asset Yos Tag(s) +

4. IND publica esta informacién en el nodo pxGrid de ISE

5. PSN a través de la sonda pxGrid recibe estos datos (profiler.log):

2019- 05-22 15:20:40,616 DEBUG [Gizzly(2)][]

cisco.profiler.infrastructure. probengr.|NDSubscri ber -::- Parsing push notification response:
{"asset":{"assetld":"101", "asset Nane": "wi n2012. exanpl e. conl', "asset | pAddr ess": " 10. 62. 145. 72", "ass
et MacAddr ess": "00: 50: 56: 9c: 3f: 92", "asset Vendor " : " VMnar e", "asset Product | d": " Unknown", "asset Seri al
Number":"", "asset Devi ceType": " Server", "asset SwRevi sion":"", "asset HWRevi sion":"", "asset Prot ocol ":
"Net Bl CS", "asset Connect edLi nks":[], "asset CustomAttri butes": [{"key":"asset G oup", "val ue": "Root"},
{"key":"asset Tag", "val ue":"SEC TAR"}]}, "opType": " UPDATE"}

2019- 05-22 15:20:40,616 DEBUG [Gizzly(2)][]

cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- sending endpoint to
forwarder{"assetld":"101", "asset Name": "w n2012. exanpl e. cont', "asset | pAddr ess": " 10. 62. 145. 72", "ass
et MacAddr ess": "00: 50: 56: 9c: 3f: 92", "asset Vendor " : " VMnar e", "asset Product | d": " Unknown", "asset Seri al
Number":"", "asset Devi ceType": " Server", "asset SwRevi sion":"", "asset HWRevi sion":"", "asset Prot ocol ":
"Net Bl CS", "asset Connect edLi nks":[], "asset CustomAttri butes": [{"key":"asset G oup", "val ue": "Root"},
{"key":"asset Tag", "val ue": "SEC TAR"}]}

2019- 05-22 15:20: 40,617 INFO [Grizzly(2)][] cisco.profiler.infrastructure. probengr. Forwarder -
;.- Forwarder Mac 00: 50: 56: 9C: 3F: 92 MessageCode nul | epSource PXGRI DPROBE

2019- 05- 22 15:20: 40,617 DEBUG [forwarder-2][]



cisco.profiler.infrastructure. probengr. ForwarderHel per -:ProfilerCollection:- sequencing Radius
nmessage for mac = 00: 50: 56: 9C: 3F: 92

2019- 05- 22 15:20: 40,617 DEBUG [forwarder-2][] cisco.profiler.infrastructure. probengr. Forwarder -
:ProfilerCollection:- Processing endpoint:00:50: 56: 9C: 3F: 92

2019- 05- 22 15:20: 40, 618 DEBUG [forwarder-2][] comcisco.profiler.imEndPoint -
:ProfilerCollection:- filtered customattributes are: {asset G oup=Root, asset Tag=SEC TAG}

2019- 05- 22 15:20: 40, 618 DEBUG [forwarder-2][] cisco.profiler.infrastructure. probengr. Forwarder -
:ProfilerCollection:- Filtering:00:50:56:9C: 3F: 92

2019- 05- 22 15:20: 40, 618 DEBUG [forwarder-2][] cisco.profiler.infrastructure.probengr. Forwarder -
:ProfilerCollection:- Endpoint Attributes: EndPoi nt[i d=<nul | >, name=<nul | >]

MAC: 00: 50: 56: 9C: 3F: 92

Attribute: BYODRegi strati on val ue: Unknown

Attribute: Devi ceRegi strationStatus val ue: Not Regi st ered

Attribute: EndPoi nt Profil er Server val ue: | SE24- 1ek. exanpl e. com

Attribute: EndPoi nt Sour ce val ue: PXGRI DPROBE

Attribute: MACAddr ess val ue: 00: 50: 56: 9C: 3F: 92

Attribute: NmapSubnet Scanl D val ue: 0

Attribute: QU val ue: VMvare, |nc.

Attribute: PolicyVersion val ue: 0

Attribute: Portal User val ue:

Attribute: PostureApplicabl e val ue: Yes

Attribute: asset Devi ceType val ue: Server

Attribute: asset Goup val ue: Root

Attribute: asset HwRevi si on val ue:

Attribute: assetld val ue: 101

Attribute: assetl pAddress val ue: 10. 62. 145. 72

Attribute: asset MacAddress val ue: 00: 50: 56: 9c: 3f: 92

Attribute: asset Name val ue: wi n2012. exanpl e. com

Attribute: asset Productld val ue: Unknown

Attribute: asset Protocol val ue: Net Bl OS

Attribute: asset Seri al Nunber val ue:

Attribute: asset SwRevi si on val ue:

Attribute: asset Tag val ue: SEC TAR

Attribute: asset Vendor val ue: VMhar e

Attribute: b310a420- 78a5- 11e9- a1l89- 9ac8f 4107843 val ue: Root

Attribute: b8e73d50- 78a5- 11e9- a1l89- 9ac8f 4107843 val ue: SEC TAR

Attribute:ip val ue:10.62.145.72

Attribute: Ski pProfiling val ue:fal se

6. La visibilidad del contexto se actualiza con los datos correctos



il |dentity Services Engine Home ~ Context Visibility » Operations » Palicy » Administration » Work Centers

Endpoints = Users  Network Devices  Application

00:50:56:9C:3F:92 oz B

MAC Address: 00:50:56:9C:3F:92
1 Username:
g Endpoint Profile: IOT_DEVICE2

o Current IP Address: 10.62.145.72
Location:

(&) Applications Attributes Authentication Threats Vulnerabilities

General Attributes

Description
Static Assignment false
Endpoint Policy I0T_DEVICE2

Static Group Assignment false

Identity Group Assignment  Profiled

Custom Attributes
Y Filter v 0~
Afttribute Name Afttribute Value
x Aftribute Name Attribute Value
assetGroup Root

LogicalProfile

assetTag SEC_TAG2

Other Attributes

Configuraciones

Nota: Los pasos 1 a 3 son obligatorios aunque s6lo desee tener visibilidad de assetGroup y
assetTag en la visibilidad del contexto

Paso 1. Configurar atributos personalizados de terminal en ISE

Vaya a Administration > Identity Management > Settings > Endpoint Custom Attributes. Configure
los atributos personalizados (assetGroup y assetTag) de acuerdo con la siguiente imagen.



hetli Identity Services Engine Home  » ContextVisbilty  » Operations  » Policy [EERIC M * Work Centers

b System | - Identity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

b Identities  Groups  External Identity Sources  Identity Source Sequences  ~ Settings

——
[ <]
User Custom Attributes Endpoint Custom Attributes
User Authentication Settings
Endpoint Purge Endpoint Attributes (for reference)
Endpoint Custom Attributes Mandatory Attribute Name Data Type
PostureApplicable STRING
EndPointPolicy STRING
AnomalousBehaviour STRING
OperatingSystem STRING
BYODRegistration STRING
PortalUser STRING
LastAUPAcceptanceHours INT
LogicalProfile STRING
Endpoint Custom Attributes
Attribute name Type
assetGroup String Y |-
assetTag String - - Q
Reset Save

Paso 2. Configurar la politica del generador de perfiles mediante atributos personalizados

Vaya a Centros de trabajo > Generador de perfiles > Politicas de perfiles. Haga clic en Agregar.
Configure la politica del generador de perfiles de forma similar a la siguiente imagen.



Identity Services Engine Home + Context Visibility » Operations + Policy

b Network Access  » Guest Access  » TrustSec  » BYOD  ~Profiler  » Posture

+ Administration

+ Device Administration

~Work Centers
» PassivelD

Overview Ext id Sources Network Devices Endpoint Classification Mode Confly Feeds » Manual Scans  » Policy Elements  Profiling Policies  Policy Sets  » Troubleshoot Reports  » Setiings  Dictionaries
——
Profiling Profiler Policy List > I0T_DEVICEL
[ 5) Profiler Policy
= (i & *Name |IOT DEVICE1 | Description
= = hd %
v [ Profiling Policles Policy Enabled
» [ Logical Profiles
o * Minimum Certainty Factor |_2c| | {Valid Range 1 to 65535)
. jan Action | NONE -]
* Network Scan (NMAP) Action | NONE -]
Creale an Identity Group for the policy () ¥es, create matching Identity Group
(®) No, use existing ldentity Group hierarchy
* Parent Policy | NONE -]
* Associated CoA Type | Global Settings -]
System Type Administrator Created
Rules
If Condition | CUSTOMATTRIBUTE_assetTag_EQUALS... = | Tllen| Certainty Factor Increases v| | 20 | ol v
o
| Condition Name Expression
Save | [Resq ( [cusToMaTTRIB.. )] [EQUALlS  ~| [secTacr |

Paso 3. Habilitar atributos personalizados para la aplicacién de perfiles

Vaya a Centros de trabajo > Generador de perfiles > Configuraciéon > Configuracién del generador
de perfiles. Garantizar Habilitar atributo personalizado para la aplicacion de perfiles esta activada.

Identity Services Engine

Homae » Contaxt Visibility + Operations } Policy

+ Administration

~ Work Centers

» Network Access  » Guest Access  » TrusiSec  » BYOD  ~Profiler  » Posture  » Device Adminisiration  » PassivelD
Overview Ext|d Sources MNetwork Devices Endpoint Classification MNode Config Feeds » Manual Scans  » Policy Elements  Proflling Policies  Policy Sets  » Troubleshoot Reports = Setings  Dictionaries
[}
Profiler Settings Profiler Configuration
NMAP Scan Subnet Exclusions *CoAType:  Reauth -

Curmrent custom SNMP community strings: ~ ssssse

Change custom SNMP community strings:

Show |
] (For NMAP, comma separated. Field will be cleared on successful saved change.)

Confirm changed custom SNMP community strings:

| (For NMAP, comma separated. Field will be cleared on successful saved change.)

EndPoint Attribute Filter: Enabled i

Enable A lous Behaviour Dy Enabled i
Enable A Behaviour Enft Enabled
Enable Custom Aftribute for Profiling Enforcement: Enabled

Save Reset

Paso 4. Exportar certificado de identidad IND

Vaya a Settings > pxGrid. Haga clic en Descargar certificado .pem IND. Este certificado se utiliza
durante el registro de pxGrid, por lo que ISE debe confiar en él.

+ INDUSTRIAL
NETWORK DIRECTOR

Settings

pxGrid

Crsers Prasiorm Excrunge G (palad) i 57 0pen. Calabis dat-Sharng Snd Ieat control pLarionm Tl Bows Semierks IHiegriton Dtmbin Mulivendor KIentty, network. SCuly 4 BLSS Managerment Syitems. Erabing the beatust Delow SCHalrs T 1ring of ercpant B1S6ts C8ctvened by 11 Syitem wih & Cisco kieeaty
Servicns Engine (ESE) parlind controfier, This information can hen b keviragid by UpIFBAT Securly SYSISMS 10 MONSGr Securty, Sect Thhats, and 561 netwon: polcy. Leam mons haro.

Downioad pem IND certicats



Paso 5. Cargar el certificado de identidad IND en el almacén de confianza de ISE

Vaya a Administracién > Certificados > Administracién de certificados > Certificados de confianza.
Haga clic en Importar. Haga clic en Examinar y seleccione el certificado IND en el Paso 3. Haga
clic en Submit (Enviar).

“thutls:  Identity Services Engine Home  » ContextVisibility  » Operations  » Policy [EEFNGIENEIEN  » Work Centers

v System | » ldentity Management  » Network Resources  » Device Portal Management  pxGrid Services ¢ Feed Service  » Threat Centric NAC

Deployment  Licensing - Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings

[}
~ Certificate Management Import a new Certificate into the Certificate Store
System Certificates * Certificate File  growse..  ind(1).pem
Trusted Certificates
Friendly Name
OCSP Client Profile
Certificate Signing Requests Trusted For: ;
Certificate Periodic Check Seti... o o
Trust for authentication within ISE
» Certificate Authority i o
[] Trust for client authentication and Syslog
[] Trust for authentication of Cisco Services
[ wvalidate Certificate Extensions
Description |
st JETEN

Paso 6. Generar certificado para IND

IND no utiliza el certificado de cliente que emite la CA de ISE. En su lugar, el objetivo es rellenar
el almacén de confianza IND, de modo que cuando ISE envia su certificado pxGrid (durante el
intercambio de TLS), IND confia en él.

Vaya a Administration > pxGrid Services > Certificates. Rellene los campos de acuerdo con la
imagen siguiente. El campo CN es obligatorio, ya que el objetivo de ISE CA es emitir el certificado
de identidad. Lo ideal es que introduzca el FQDN de IND, pero dado que IND no utiliza el
certificado de identidad, el valor del campo CN no es critico.



"ieh  Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services  » Feed Service  » Threat Centric NAC

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions
—

Generate pxGrid Certificates

| want to * Generate a single certificate (without a certificate signing request) j
Common Mame (CN) * ind.example.com
Description

Certificate Template PxGrid_Certificate_Template @

Subject Alternative Name (SAN) j
Certificate Download Format * PKCS12 format (including certificate chain; one file for both the certificate chain and key) j e
Certificate Password * o

Confirm Password *

Paso 7. Descargar cadena de certificados en formato PKCS12

@ Opening 1558534704560 _cert.zip

You have chosen to open: |

| 1558534704560_cert.zip

which is: ZIP archive
from: https://10.62.145.140

What should Firefox do with this file?
Open with  Archive Utility (default)

' oSaue File

Do this automatically for files like this from now on.

(o)

cancel (L

Paso 8. Cargar cadena de certificados en IND

Vaya a Settings > pxGrid > Trusted Certificates. Haga clic en Nuevo. Introduzca el nombre (se
mostrara la cadena con este nombre en IND). La contrasefia es la del paso 1.



Upload Trusted Cerlificate

MName* IND
Password T
Certificate Browse  Cifakepathiind.example.com_3.pi2 ol X

Upload Cancel

Paso 9. Configurar el servidor de politicas en IND

Vaya a Settings > Policy Servers, haga clic en New. Introduzca el FQDN ISE vy la direccion IP del
nodo pxGrid de ISE.

slils. INDUSTRIAL Seftings > Policy Servers

"cisco’ NETWORK DIRECTOR

£ Back to Servers New Server

Protocols
RADIUS @ pxGrid

Host Nama* P Addross Description

ISE24-1ek. example.com o 10.62.145.140

Paso 10. Configuracién de la integracién de pxGrid en IND

Navegue hasta Settings > pxGrid y habilite la integracion pxGrid. Haga clic en el botén de alternar.
Introduzca el nombre del nodo; este nombre de host es el nombre del cliente pxGrid en ISE.
Seleccione el ISE configurado anteriormente en el menu desplegable del campo Servidor 1. Haga

clic en Registro.

arlvenlee INDUSTRIAL

cisco NETWORK DIRECTOR Ballings|” > pednid

Enalo pucGrid- Saings

Dewnload parm IND cortcaty

Connect Using the Existing Node

© Reglsswer a Hew Node

ISE Server

Mode Hame* Server 1 Server 2

IND o 1524165 exampie.com J o Select  sorver J o



Nota: Los pasos 11 - 12 se pueden ignorar si la configuracién de nuevas cuentas basadas
en certificados automaticamente esta habilitada en ISE.

El siguiente mensaje se muestra en IND tras el registro correcto:

Message =

pxGrid Node Approval Pending on the pxGrid Server

OK

Paso 11. Aprobar IND en ISE

Vaya a Administration > pxGrid Services > All Clients. Abrir el menu desplegable Total pendiente
de aprobacion(1). Haga clic en Aprobar todo.

‘il Identity Services Engine Home  » ContextVisbility  » Operations  » Policy [RINLIECIE M * Work Centers

v System ¢ |dentity Management  » Network Resources ¢ Device Portal Management = pxGrid Services =~ » Feed Service v Threat Centric NAC

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions

o Enable @Disahle @Approve @ Group , Decline gnehgte - @Refresh Total Pending Approval(1) «
Ca: Approve All

] Client Name Client Description p " Status Client Group(s)
O » ise-fanout-ise24-1ek Capagﬁ?rg::ulrl-lw, USuny Online (XMPP) Internal
O » ise-pubsub-ise24-1ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
a» ise-pubsub-ise24-2ek Capabilities{0 Pub, 0 Sub) Online (XMPP) Internal
O » ise-fanout-ise24-2ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
O » ise-admin-ise24-3ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
O » ise-mnt-ise24-2ek Capabilities(2 Pub, 1 Sub) Online (XMPP) Internal
O » ise-mnt-ise24-1ek Capabilities(2 Pub, 1 Sub) Online (XMPP) Internal
[0 » ise-bridge-ise24-1ek Capabilities(0 Pub, 4 Sub) Online (XMPP) Internal
O » ise-admin-ise24-1ek Capabilities(5 Pub, 2 Sub) Online (XMPP) Internal
O » ise-admin-ise24-2ek Capabilities(1 Pub, 1 Sub) Online (XMPP) Internal
O » ind Capabilities(0 Pub, 0 Sub) Pending

Paso 12. Activar el servicio pxGrid en IND

Vaya a Settings > pxGrid. Haga clic en Activar.



ifiai]e. INDUSTRIAL

cisco NETWORK DIRECTOR Settings >  pxGrid

pxGrid
Enable pxGrid- Activate

ISE Server

Download .pem IND certificate
MNode Name * Server 1*

IND ISE24-1ek.example.com

Disable Activate
El siguiente mensaje se muestra en IND tras la activacion correcta:
Message X

pxGrid Service is active

OK

Verificacion

Verificacion de ISE

Vaya a Administration > pxGrid Services > All Clients. Se espera ver el cliente IND como Offline
(XMPP) en Todos los Clientes, IND utiliza pxGrid version 2.



Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  » |dentity Management  » Metwork Resources  » Device Portal Management = pxGrid Services  » Feed Service  » Threat Centric MAC

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions

o/ Enable @Disable {JApprove @ Group W Decline @Delete v | ¥ Refresh | Total Pending Approval(D) ~

O Client Name Client Description Capabilities Status Client Group(s)
ise-fanout-ise24-1ek Capabilities(Q Pub, 0 Sub’ Online (XMPP Internal
O » isefa b [
O » ise-pubsub-ise24-1ek | Client Name: Not Sortabla Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
] P ise-pubsub-isa24-2ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
ise-fanout-ise24-2ek Capabilities(0 Pub, 0 Sub! Online (XMPP Internal
0 » isefa b [
ise-admin-ise24-3el pabilitie ub, nline emna
0 » ise-admin-ise24-3ek Capabilities(0 Pub, 0 Sub Online (XMPP It |
ise-mnt-ise24-2e pabilitie ub, nline ema
e nt-ise24-2ek Capabilities(2 Pub, 1 Sub Online (XMPP Init |
ise-mnt-ise24-1ek Capabilities(2 Pub, 1 Sub Online (XMPP Internal
O » b !
] » ise-bridge-ise24-1ek Capabilities(0 Pub, 4 Sub) Online (XMPP) Internal
ise-admin-ise24-1el pabilitie ub, nline ema
O » ise-admin-ise24-1ek Capabilities(S Pub, 2 Sub Online (XMPP Init |
ise-admin-ise24-2el Capabilities{1 Pub, 1 Sub Online (XMPP Internal
O » ise-ad k b [
ind Capabilities(0 Pub, 0 Sub Offline (XMPP
O » b ffi

Haga clic en Clientes Web, confirme que el cliente IND tiene el estado ON y que
/topic/com.cisco.endint.asset forma parte de las suscripciones.

‘hita’ Identity Services Engine Home  » ContextVisbity b Operations  » Policy [EEFTIWIETSTSNE » Work Centers

» System  » Identity Management  » Network Resocurces  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

All Clignts Web Clients Capabilities Live Log Settings Certificates Permissions
—

Rows/Page 25 j 1 3 | Go 12 Total Rows

 Refresh Y Fiter~ O
Client Name Connect To Session Id Certificate Subscriptions Publications IP Address Status Start time

x Client Name j IP Address j
IND ISE24-1ek ISE24-1ek:181 CN=WIN2012-AAA, ... 10.62,145.130 ON 2019-05-23 08:27
Ise-mni-ise24-1ek ISE24-1ek ISE24-1ek:182 CN=ISE24-1ek.exa .. fopicicom.cisco.ise.session.intemal 10.62.145.140 ON 2019-05-23 08:28
Ise-fanout-ise24-1ek ISE24-1ek ISE24-1ek:183 CN=1SE24-1ek.exa .. Nopic/distributed Nopic/distributed 10.62.145.140 ON 2019-05-23 08:28
ise-admin-ise24-1ek ISE24-1ek ISE24-Tek:184 CN=ISE24-1ek.exa ... Nopicicom.cisco.endpoint.asset 10.62.145.140 OFF @ 2019-05-23 08:28
ise-mnt-ise24-2ek ISE24-1ek ISE24-1ek:185 No Certificate Nopic/com.cisco ise.session.intemal Nopicicom.cisco.ise session.internal 10.62.145.141 OFF @ 2019-05-23 08:59
ise-admin-ise24-2ek ISE24-1ek ISE24-1ek:188 No Certificate 10.62.145.141 ON 2019-05-23 08:30
ise-bridge-ise24-Tek ISE24-1ek ISE24-1ek:189 CN=ISE24-1ek.exa ... 127.0.01 OFF @ 2019-05-23 08:30
ise-fanout-ise24-1ek ISE24-1ek ISE24-1ek:180 CN=ISE24-1ek.exa ... Nopiciwidcard 127.0.01 ON 2019-05-23 08:30
ise-mnt-ise24-2ek ISE24-1ek ISE24-1ek:191 No Certificate 4 Mopic/com cisco ise session.intemal Nopicicom.cisco.ise session intemal 10.62.145.141 ON 2019-05-23 09:43
ise-admin-ise24-1ek ISE24-1ek ISE24-1ek:182 CN=ISE24-1ek.exa ... Mopicicom.cisco.endpoint.asset 10.62.145.140 ON 2019-05-23 08:43
ise-bridge-ise24-Tek ISE24-1ek ISE24-1ek:193 CN=ISE24-1ek.exa ... 127.0.0.1 OFF @ 2019-05-23 10:04
ise-bridge-ise24-1ek ISE24-1ek ISE24-1ek:194 CN=1SE24-Tek.exa ... 127.0.0.1 ON 2019-05-23 10:09

Verificacion IND

IND debe pasar al estado En sincronizacién. Se realiza si la descarga masiva es exitosa en ISE,
si no es asi, IND permanecera en estado Out of Sync.



wiliarle. INDUSTRIAL

cisco NETWORK DIRECTOR Sottings >

ISE Server

Mode Hame * Server 1 Server 2

IND ISE24-1 0 oxampie.com

Statistics

Sync. Status n Syne Last Syne. Status Probe Time

Mumber of Assets Shared via Last Bulk Request 2 Last Bulk Request Time
Last Updste Opavation.  Update Last Updste Thme  2019-05-22 20:17:38

Total putirid Asset Count

Troubleshoot

El estado de sincronizacion se ha detenido sin sincronizar en IND

La transicidon de Out of Sync a In Sync se produce si la descarga masiva se realiza correctamente
en ISE. IND application.log a continuacion.

2019- 05- 22 22:09: 06, 902: | NFO. gt p281049997- 53444: Pxgri dConfigMgr:: Pxgrid Statistics Start:: Bulk
Request : bul kRegAsset Count: 2 add: false

2019- 05-22 22:09: 06, 902: | NFO. qt p281049997- 53444: Pxgri dConfigMyr:: Pxgrid Statistics updated::

Bul k Request : Asset Count: 2

2019- 05-22 22:09: 06, 902: | NFO. gt p281049997- 53444: Pxgri dConfigMgr:: Sync Status transition to

I N_SYNC

2019- 05- 22 22:09: 06, 918: | NFO. gt p281049997- 53444: PxG i dServi ceRest Control l er:: getAssets

Conpl et ed

Es fundamental que ISE pueda resolver el nombre de host IND que comparte IND. De lo
contrario, ISE no puede realizar descargas masivas y IND nunca pasara al estado En
sincronizacion. Puede ver la siguiente excepcion en profiler.log si falla la descarga masiva (ISE no
pudo resolver WIN2012-AAA). Para activar la descarga masiva, puede desmarcar y verificar la
sonda pxGrid en PSN.

2019- 04- 30 13:59:50,708 I NFO [Profil erl NDSubscri ber Pol | er-60-thread-1][]

cisco.profiler.infrastructure. probengr. | NDSubscriber -::- New services are: []

2019- 04-30 13:59:50,714 I NFO [Profil erl NDSubscri ber Pol | er-60-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::- NODENAME: i nd

2019- 04-30 13:59:50,714 INFO [Profil erl NDSubscri ber Pol | er-60-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscri ber -::- REQUEST

BODY{"of fset":"0","limt":"500"}

2019- 04- 30 13:59:50,716 ERROR [Profil erl NDSubscri berPol | er-60-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscriber -::- Unable to get sync statusWN2012-

AAA: W N2012- AAA

j ava. net . UnknownHost Excepti on: W N2012- AAA

at java.net. AbstractPl ai nSocket | npl . connect (Abstract Pl ai nSocket | npl . j ava: 184)
at java. net. SocksSocket | npl . connect ( SocksSocket I npl . j ava: 392)

at java. net. Socket.connect ( Socket .| ava: 589)

at sun.security. ssl.SSLSocket | npl.connect (SSLSocket | npl.java: 673)



at sun.security.ssl.BaseSSLSocket | npl.connect (BaseSSLSocket | npl .java: 173)

at sun.net. Networkd i ent.doConnect (NetworkC ient.java: 180)

at sun.net.ww. http. HtpCient.openServer(HtpCient.java: 463)

at sun.net.ww. http. HtpCient.openServer(HttpCient.java: 558)

at sun.net.ww. protocol . https. HitpsClient.<init>(HtpsCdient.java: 264)

at sun.net.ww. protocol . https. HitpsClient. New( H tpsCient.java: 367)

at

sun. net. ww. prot ocol . htt ps. Abst ract Del egat eHt t psURLConnect i on. get NewHt t pCl i ent (Abst ract Del egat eH
tt psURLConnecti on. j ava: 191)

at sun.net.ww. protocol . http. H t pURLConnect i on. pl ai nConnect O( Ht t pURLConnect i on. j ava: 1156)

at sun.net.ww. protocol . http. Ht pURLConnecti on. pl ai nConnect ( Ht t pURLConnect i on. j ava: 1050)

at

sun. net. www. prot ocol . htt ps. Abst ract Del egat eHt t psURLConnect i on. connect ( Abst r act Del egat eHt t psURLCo
nnection.java: 177)

at sun.net.ww. protocol . http. H t pURLConnect i on. get Qut put St r eanD( Ht t pURLConnect i on. j ava: 1334)

at sun.net.ww. protocol . http. H t pURLConnect i on. get Qut put St ream( Ht t pURLConnect i on. j ava: 1309)

at

sun. net. www. prot ocol . htt ps. Ht t psURLConnect i onl npl . get Qut put St r eam( Ht t psURLConnect i onl npl . j ava: 25
9)

at comcisco.profiler.infrastructure. probengr.| NDSubscri ber. get Request (1 NDSubscri ber. java: 362)

at comcisco.profiler.infrastructure. probengr.|NDSubscri ber.islnSync(lNDSubscri ber.java: 500)

at

com ci sco.profiler.infrastructure. probengr. | NDSubscri ber. popul at el OTSer vi ceLi st (1 NDSubscri ber.ja
va: 462)

at

com ci sco.profiler.infrastructure. probengr.|NDSubscri ber $Wr ker Thr ead. run(1 NDSubscri ber. java: 441
)

at java.util.concurrent. Execut or s$Runnabl eAdapt er. cal | (Executors. java: 511)

at java.util.concurrent. FutureTask. runAndReset ( Fut ureTask. j ava: 308)

at

java.util.concurrent. Schedul edThr eadPool Execut or $Schedul edFut ur eTask. access$301( Schedul edThr eadP
ool Execut or. j ava: 180)

at

java.util.concurrent. Schedul edThr eadPool Execut or $Schedul edFut ur eTask. r un( Schedul edThr eadPool Exec
utor.java: 294)

at java.util.concurrent. ThreadPool Execut or. runWr ker ( Thr eadPool Execut or. j ava: 1149)

at java.util.concurrent. ThreadPool Execut or $Wor ker . run( Thr eadPool Execut or . j ava: 624)

at java.l ang. Thread. run(Thread. j ava: 748)

No todos los terminales se comparten con ISE

Los terminales de IND se comparten con ISE sélo si el indicador de activos de pxGrid es Si, la
direccién MAC también deberia estar disponible, de lo contrario ISE no dispone de datos
suficientes para crear un terminal.

o |us INDUSTRIAL

sl a Y ary
Ei5e0 NETWORK DIRECTOR Operate >  Inventory

. WINZ2012-CHILD

DEVICE OVERVIEW
Name  WINZOIZ-CHLD Davice Typs
P ASSeEE 1062145131 Prsloes
MAC Address  COSOSEDEASNT Giroup
Wendor  Vhwase Comnuctid 10

prGrid Assst  Yes Teals)

assetTag y AssetGroup no estan disponibles en ISE



Si assetTag solamente no esta disponible, puede ser el caso cuando se utiliza un tipo TAG
incorrecto. Debe utilizar la etiqueta de seguridad (no la etiqueta normal) cuando actualice el
terminal.

Associated Device Tags b

No Tags Associated with this device

Add Regular Tag

Select a tag -

Add Security Tag

SEC_TAG1
SEC_TAG2

Si no estan disponibles tanto AssetTag como AssetGroup, puede haber varias razones detras

1. La politica de generacion de perfiles no se ha configurado utilizando atributos personalizados
(consulte el paso 1-3 en Configuraciones, parte del documento)

2. Debido al defecto CSCvn66106 Filtro de atributos de EndPoint: debe estar desactivado. De lo
contrario, filtra los atributos personalizados del clasificador. El siguiente registro se puede ver en
profiler.log.

2019-05-22 11:20: 11, 796 DEBUG [ Per si st ent Wr ker-8-18-thread-1][] com ci sco. profiler.i m EndPoi nt
-:Profiling:- filtered customattributes are: {asset G oup=Root, asset Tag=SEC TAR, b310a420- 78a5-
11e9- a189-9ac8f 4107843=Root, b8e73d50- 78a5- 11e9- a189- 9ac8f 4107843=SEC_TAR?}


https://tools.cisco.com/bugsearch/bug/CSCvn66106
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