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Introduccion

Este documento describe como proteger y ocultar los IP Address internos o los nombres de host
de los encabezados de correo salientes para los correos electronicos que se procesan a través de
un dispositivo de seguridad del correo electronico (ESA).

¢ Cémo paro el ESA de agregar una encabezado recibida a mis
correo electronico saliente mensajes?

Un mddulo de escucha modifica el correo electronico que retransmite agregando una encabezado
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‘recibida” a cada mensaje antes de que el mensaje se procese del ESA. Inhabilitar la encabezado
recibida es una manera de asegurarse de que su topologia de red no es expuesta revelando los
IP Addresses o los nombres de host de los servidores internos en ninguna mensajes que viajan
fuera de su infraestructura.

El siguiente ejemplo muestra como inhabilitar la adicion de la encabezado recibida para todo el
correo saliente:

nyesa. |l ocal > |istenerconfig

Currently configured |isteners:
1. InboundMail (on Managenent, 172.16.6.165) SMIP TCP Port 25 Public

Choose the operation you want to perform
- NEW- Create a new |listener.

- EDT - Mudify a listener.

- DELETE - Renove a listener.

- SETUP - Change gl obal settings.

[1> edit

Enter the name or nunmber of the listener you wish to edit.
[1>1

Name: | nboundMai |

Type: Public

Interface: Managenent (172.16.6.165/24) TCP Port 25
Protocol : SMIP

Def aul t Dommi n: <none confi gured>

Max Concurrent Connections: 50 (TCP Queue: 50)
Domai n Map: Di sabl ed

TLS: No

SMIP Aut henti cation: Disabl ed

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Headi ng: None

SMIP Cal | - Ahead: Di sabl ed

LDAP: O f

Choose the operation you want to perform

- NAME - Change the nanme of the |istener.

- I NTERFACE - Change the interface.

- CERTI FI CATE - Choose the certificate.

- LIMTS - Change the injection limts.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Tabl e.

- RCPTACCESS - Modify the Recipient Access Tabl e.

- BOUNCECONFI G - Choose the bounce profile to use for nessages injected
on this listener.

- MASQUERADE - Configure the Donmai n Masqueradi ng Tabl e.
- DOVAI NVAP - Configure domai n nappi ngs.

[1> setup

Li stener | nboundMail Options
Def aul t Dommi n: <none confi gured>

Add "Received:" Header: Yes
Cl ean nessages of bare CR/LF: Yes



Enabl e SenderBase Reputation Filters and IP Profiling: Yes
Sender Base query timeout: 5

Sender Base per-connection tineout: 20

Footer Attachnment: <none configured>

Headi ng Attachnent: <none configured>

Addr ess Parser Type: Loose

Choose the operation you want to perform

- DEFAULTDOMAI N - Configure a default domain name.

- RECEI VED - Set whether or not a Received: header is added.

- CLEANSMIP - Set whether or not to repair bare CR and LF in nmessages.
- SENDERBASE - Set SenderBase options.

- FOOTER - Configure to add a footer to every message.

- HEADI NG - Configure to add a heading to every message.

- ADDRESS - Configure email address restrictions.

[1> received

Woul d you like the systemto add a "Received:" header to each nmessage received
on this listener? [Y]> n

Li stener | nboundMail Options

Def aul t Dommi n: <none confi gured>

Add "Recei ved:" Header: No

Cl ean nessages of bare CR/LF: Yes

Enabl e SenderBase Reputation Filters and IP Profiling: Yes
Sender Base query timeout: 5

Sender Base per-connection tinmeout: 20

Footer Attachnment: <none configured>

Headi ng Attachnent: <none configured>

Addr ess Parser Type: Loose

Choose the operation you want to perform

- DEFAULTDOMAI N - Configure a default domain name.

- RECEI VED - Set whether or not a Received: header is added.

- CLEANSMIP - Set whether or not to repair bare CR and LF in nmessages.
- SENDERBASE - Set SenderBase options.

- FOOTER - Configure to add a footer to every message.

- HEADI NG - Configure to add a heading to every message.

ADDRESS - Configure email address restrictions.

(1>

Name: | nboundMai |

Type: Public

Interface: Managenent (172.16.6.165/24) TCP Port 25
Protocol : SMIP

Def aul t Dommi n: <none confi gured>

Max Concurrent Connections: 50 (TCP Queue: 50)
Domai n Map: Di sabl ed

TLS: No

SMIP Aut henti cation: Disabl ed

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Headi ng: None

SMIP Cal | - Ahead: Di sabl ed

LDAP: O f

Choose the operation you want to perform
- NAME - Change the nanme of the |istener.
- I NTERFACE - Change the interface.

- CERTI FI CATE - Choose the certificate.



- LIMTS - Change the injection limts.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Tabl e.

- RCPTACCESS - Modify the Recipient Access Tabl e.

- BOUNCECONFI G - Choose the bounce profile to use for nessages injected
on this listener.

- MASQUERADE - Configure the Donai n Masqueradi ng Tabl e.

- DOVAI NVAP - Configure domai n nmappi ngs.

(1>

Currently configured |isteners:
1. InboundMail (on Managenent, 172.16.6.165) SMIP TCP Port 25 Public

Choose the operation you want to perform
- NEW- Create a new |listener.

- EDT - Mudify a listener.

- DELETE - Renove a listener.

- SETUP - Change gl obal settings.

[1>
nyesa. |l ocal > commi t

Pl ease enter some coments describing your changes:
[1> listenerconfig, renmoved received header configuration

Do you want to save the current configuration for rollback? [Y]>

Verificacion

Durante el procesamiento de mensajes saliente o de la retransmision, antes de que el
procesamiento de mensajes se complete en el ESA, usted notara que la primera encabezado
“recibida” del salto esta insertada en los encabezados de correo completos de un mensaje, segun
lo resaltado abajo:

X-lronPort-Anti-SpamFiltered: true

X-1ronPort-Anti-Spam Resul t: Ap8BAHDK41OsEAYB/ 2dsh2JhbAANTbI vAwWaBD4YI | yGIE4Ual SJ
DAl yl egG OoJpj VAKGYEahREXhXyJbYMZgRWBBJ! Li hCHTZEW

X- 1 PAS- Resul t:  Ap8BAHDK41QOs EAYB/ 2dsb2JhbAANTbI vAwWaBD4Y! | yGIE4Ual SIDAl yl egG OoJpj
VAKGYEahREXhXy JbYMZgRWBBJI Li hCHTZEW

X-1ronPort-AV: E=Sophos;i="5.01, 819, 1400040000";

d="scan' 208"; a="215"

Recei ved: from unknown (HELO [172.16.6.1]) ([172.16.6.1]) by nyesa_ 2.1 ocal
with ESMIP; 07 Aug 2014 14:54:46 -0400

From End User <end_user @onai n. conp

Subj ect: HELLO - received header [BEFORE |i stenerconfig]

Message- | D. <C78097B1- BDO5- 48BE- 902C- 9D692D344D5B@ i | . conp

Date: Thu, 7 Aug 2014 14:54:50 -0400

To: <end_reci pi ent @onai n. con>

M ME-Version: 1.0 (Mac OGS X Mail 7.3 \(1878.6\))

X-Mailer: Apple Miil (2.1878.6)

Ret ur n- Pat h: end_user @onai n. com

X- M5- Exchange- Or gani zat i on- Aut hSour ce: xxx-yyy-000. domai n. com

X- M5- Exchange- Or gani zat i on- Aut hAs: | nternal

X- M5- Exchange- Or gani zat i on- Aut hMechani sm 10

Content-type: text/plain;

charset ="US- ASClI | "

Content -transfer-encodi ng: 7bit

BEFORE | i stenerconfig



Una vez que esto se configura en el médulo de escucha llano para no agregar la encabezado
“recibida”, no estara presente en los encabezados de correo completos de un mensaje:

X-lronPort-Anti-SpamFiltered: true

X-1ronPort-Anti-Spam Resul t: Ap8BAHDK41OsEAYB/ 2dsh2JhbAANTbI vAwWaBD4YI | yGIE4Ual SJ
DAl yl egG OoJpj VAKGYEahREXhXyJbYMZgRWBBJ| Li hCHTZEW

X- 1 PAS- Resul t :  Ap8BAHDK41QOsEAYB/ 2dsb2JhbAANTbI vAwWaBD4Y! | yGIE4Ual SIDAl yl egG OoJpj
VAKGYEahREXhXy JbYMZgRWBBJI Li hCHTZEW

X-1ronPort-AV: E=Sophos;i="5.01, 819, 1400040000";

d="scan' 208"; a="215"

Recei ved: from unknown (HELO [172.16.6.1]) ([172.16.6.1]) by nyesa_ 2.l oca
with ESMIP; 07 Aug 2014 14:54:46 -0400

From End User <end_user @onai n. con>

Subj ect: HELLO - received header [BEFORE |i stenerconfig]

Message- | D. <C78097B1- BDO5- 48BE- 902C- 9D692D344D5B@nwi | . con®

Date: Thu, 7 Aug 2014 14:54:50 -0400

To: <end_reci pi ent @onai n. con>

M ME-Version: 1.0 (Mac OS X Mail 7.3 \(1878.6\))

X-Mailer: Apple Miil (2.1878.6)

Ret ur n- Pat h: end_user @omai n. com

X- M5- Exchange- Or gani zat i on- Aut hSour ce: xxx-yyy-000. donai n. com

X- M5- Exchange- Or gani zat i on- Aut hAs: I nterna

X- M5- Exchange- Or gani zat i on- Aut hMechani sm 10

Content-type: text/plain;

charset ="US- ASCl | "

Content -transfer-encodi ng: 7bit

BEFORE | i stenerconfig

Informacién Relacionada

- Dispositivo de seguridad del correo electronico de Cisco - Guias del usuario final
- Soporte Técnico y Documentacion - Cisco Systems

¢ Era este documento util? Si ningun
Gracias por su feedback.

Abra un caso de soporte (requiere un contrato de servicios con Cisco.)

Discusiones relacionadas de la comunidad del soporte de Cisco

La comunidad del soporte de Cisco es un foro para que usted haga y conteste a las preguntas,
las sugerencias de la parte, y colabora con sus pares.

Refiera a los convenios de los consejos técnicos de Cisco para la informacion sobre los convenios

usados en este documento.
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