Resolucion de problemas de informes en tiempo
real No se puede iniciar en CVVB
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Introduccion

Este documento describe cémo resolver problemas de la aplicacion Cisco Virtualized Voice
Browser (CVVB) Real Time Reporting.

Prerequisites

Requirements
Cisco recomienda que tenga conocimiento sobre estos temas:

. CVVB
. Microsoft Windows Server

Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

- CVVB version 11.0(1)
- Windows Internet Explorer (IE) version 8, IE versiéon 11
- Java version 7 Update 40, Java version 7 Update 51 y posteriores

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Si tiene una red
en vivo, asegurese de entender el posible impacto de cualquier comando.

La aplicacion de informes en tiempo real no se inicia



Sintoma

Cuando selecciona la opcion Real Time Reporting en el menu Herramientas de la pagina
Administraciéon de CVVB, la aplicacion Informes en tiempo real no se inicia.

ahali,  Cisco Virtualized Voice Browser Administration
CISCO  For Cisco Virtualized Voice Browser

Systern  Applications  Subsystems  Tools  Help
Plug-in |

Real Time Reporting

Cisco Virtualized Voice Browser Administration

Este mensaje se muestra si la version Java es anterior a la version Java 7 update 4.0 esta
instalada:

"I_."Cisco Virtualized Voice Browser Administration - Windows Internet Explorer
pr—— -
SiL |g https://10.201.198. 27 /appadmin/RTRrequest_type=reporting j @ Certificate Error @ X I Bing 2=

.7 Favorites | 9 # | CVP Callback Diagnostic CVP... @ Suggested Sites @ | Web Slice Gallery =

/& Cisco Virtualized Voice Browser Administration | | & L S | g%; - Page - Safety » Tools » I@Iv
'@' This website wants to install the following add-on: 'Java SE Runtime Environment 7 Update 40' from 'Oracle America, Inc.'. If you trust the website and the add-on and want to install it, dick here. .. X
ahuln  Cisco Virtualized Voice Browser Administration NEVLEUIT Cisco VVB Administration ~|f o

cisco

For Cisco Unified Communications Solutions Administrator About Logout

["#) Done [ [ [ [ [ [ Trusted sites | Protected Mode: off 73 v [R100% - 4

Paso 1. Haga clic en el mensaje y seleccione Instalar este complemento para todos los usuarios
en Este equipo. Se muestra una ventana de advertencia de seguridad.

Internet Explorer - Security Warning |

Do you want to install this software?

@ Mame: Java SE Runtime Environment 7 Update 40

Publisher: Oracle America, Inc.

¥ |Mnre options Install Don't Install

| g8 While files from the Internet can be useful, this file type can potentially harm
"% your computer. Only install software from publishers you trust. What's the risk?

Paso 2. Actualice la versiéon de Java. Seleccione Install.

Paso 3. En la siguiente ventana Java Setup - Welcome seleccione Install >.



Java Setup - Welcome

ORACLE

Welcome to Java

Jawa provides safe and secure access to the world of amazing Jawva content.
Fram business solutions ta helpful utilities and entertainment, Jawva makes
wour internet experience come ta life.

Mote: Mo personal infarmation is gathered as pant of our install process.
Click here for mare information onwhatwe do collect.

Chck Install to acceptthe license agreement and install Jawva now.

[ Change destination falder Cancel Irgtall »

Paso 4. Una vez finalizada la instalacion, en el Configuracion de Java - Finalizado ventana
seleccionar Cerrar.



Java Setup - Complete

ORACLE

+/ You have successfully installed Java

When Jawa updates are available, vou will be prompted to download and
install. e recommend vou always do soto ensure wour system has the
latest perfarmance and security improvements.

oee the instructions ifwouwantto change this behawior.

YWhen wou click close, vour browser will he opened so wou can werify that
Jawva iz working.

Cloze I

Paso 5. Seleccione Add en la ventana mostrada.

Internet Explorer Ed

e Content from the website listed below is being Close I

blocked by the Intemet Explorer Enhanced
Security Configuration.

http://java.com

¥ Continue to prompt when website content is blocked

Leam more about Intemet Explorer’s Enhanced Securty Corfiguration...

if you trust this website, you can lower securty settings for Add.
the site by adding it to the Trusted sites zone. If you know
this website is on your local intranet, review help for
instructions on adding the site to the local intranet zone
instead.

Impartant: adding this website to the Trusted sites zone will lower the security
settings for all content from this web site for all applications, including Intemet

Explorer.



Aparece una nueva ventana para verificar la versidn de Java. Esto es opcional y no es necesario
verificar la version de Java.

Paso 6. Proceda a reiniciar el explorador (cierre todas las ventanas del explorador y vuelva a
abrirlo).

Paso 7. Seleccione Real Time Reporting en el menu Herramientas de la pagina Administracién de
CVVB.

Se muestra la ventana Java Update Needed (Actualizacion de Java necesaria).

Java Update Needed

RL, Your Java version is out of date.

<3 Update (recommended)
Get the latest security update from java.com.

<3 Block
Block Java content from running in this browser session.

=% Later
Continue and you will be reminded to update again later.

[ Do not ask again until the next update is avaiable,

Paso 8. Haga clic en la casilla de verificacion situada junto a No volver a preguntar hasta que esté
disponible la siguiente actualizacién y, a continuacion, seleccione Mas tarde.

La siguiente ventana muestra que el sitio no es de confianza:

Security Warning

Do you want to Continue?
The connection to this website is untrusted.

Website: htips://10.201. 198. 27:443

Mote: The certificate is not valid and cannot be used to verify the identity of this website.

Maore Information

Continue i Cancel

Paso 9. Seleccione Continuar.



La configuracidén de seguridad bloquea la aplicacion.

Application Blocked

Application Blocked by Security Settings

MName: reportApplet
Location: https://10.201, 198, 27 /appadmin /freporting

Your security settings have blocked a self-signed application from running with an out-of-date or
expired version of Java.

Paso 10. Seleccione Aceptar, se muestra un error.

& Cisco Virtualized Voice Browser Administration | |

Jlml Cisco Virtualized Voice Browser Administration

CIsco For Cisco Unified Communications Solutions

&1 Error. Click for details

Solucion

Para resolver este problema, desde el equipo en el que inicia el explorador realice estos pasos:

Paso 1. Seleccione Inicio > Todos los Programas > Java > Configurar Java, luego seleccione la
pestana Seguridad.

Paso 2. Reduzca el nivel de seguridad a Medio para permitir que se ejecuten todas las
aplicaciones Java.




I 1ava Control Panel _ (O]

Generall L.lpdatel Java Security | Advancedl

[¥ Enable Java content in the browser

Security Level

(il - Very High

_~ High {minimum recommended)

- Medium

...........................................................................................................

Unsigned and self-signed Java applications will not be allowed to run on older
versions of Java.

Manage Certificates... |

oK I Cancel | Apply |

Paso 3. Seleccione Real Time Reporting en el menu Herramientas de la pagina Administraciéon de
CVVB.

Paso 4. Seleccione Continuar en la ventana Advertencia de Seguridad:



Security Warning |

Do you want to Continue?
The connection to this website is untrusted.

! ': Website: https://10.201.198.27:443

Mote: The certificate is not valid and cannot be used to verify the identity of this website.,

Mare Information

Continue | [ Cancel ]

Se muestra una nueva ventana de advertencia de seguridad:

Security Warning E I
Do you want to run this application?

Name: reportApplet

' Publisher: UNKMNOWHN
. 3

Location: https:/f10.201.198.27/.. . [sWFReportingCommon. jar

Running applications by UNKNOWN publishers will be blocked in a future
release because it is potentially unsafe and a security risk.

Risk: This application will run with unrestricted access which may put your computer and personal
information at risk. The information provided is unreliable or unknoven so it is recommended
not to run this application unless you are famiiar with its source

Mare Information

Select the box below, then click Run to start the application

[~ I accept the risk and want to run this application. =11

Paso 5. Haga clic en la casilla de verificacion Acepto el riesgo y deseo ejecutar esta aplicacion y
seleccionar Ejecutar.

La aplicacion Real Time Reporting comienza ahora:



,(_'-'Usco Virtualized Voice Browser Administration - Windows Internet Explorer

o, I

[E hitps: /10,201 198, 27/appadmin /R TR frequest_type=raporting jtd Certificate Error | B || || X | Bing |-
i Favodites | 25 2| CWP Calback DiagnosBic CVP... [ | Suggested Sites ~ & | Wieb Sice Galery =
# Cisco Virtuslized Voice Erowser Administration | J - g = - Page - Safety ~ Tools~ i)~

+halie Cisco Virtualized Voice Browser Administration

EISC0 For Cisco Unified Communications Solutions
Report Tools Settngs Help

administrator  About  Logout

Application Reporting

Copyright & 1999-3014 Cisco Systems, Inc. All Rights Reserved.

Data Host='10.201, 138.27| 1|['; Data Part="500

Done [T T T T T [ [ Trustedsites | Protected Mode: OFF v (W 00% -

Seguridad de Java bloquea la aplicacion de informes en tiempo
real

Sintoma

La aplicacion de informes en tiempo real con Java version 7, actualizacion 51 y posterior, esta
bloqueada por la seguridad de Java.




|"

Java Application Blocked 28

Application Blocked by Java Security o

For security, applications must now mest the requirerments for the High or Very
High security settings, or be part of the Exception Site List, to be allowed to run,

More Infor mation

Your security settings have blocked a self-signed application from

Reason: .
FLUNNing

[oc ]

Solucién
Agregue la URL de CVVB a la Lista de excepciones de Java.

A continuacion se enumeran los casos que permiten ejecutar aplicaciones cuando agrega la URL
de la aplicacion a la Lista de sitios de excepciones:

- El certificado de la aplicacion no esta firmado por la autoridad de certificados de confianza.
- El certificado de la aplicaciéon se aloja localmente.

- Los archivos Jar no tienen el atributo de manifiesto de permiso.

- El certificado de la aplicacion ha caducado.

- No se puede comprobar la revocacion del certificado de aplicacion.

Nota: El nivel de seguridad alto (predeterminado) no permite ejecutar aplicaciones Java sin
firma ni autofirmadas en una versién anterior de Java.

Puede encontrar mas informacion sobre la lista de excepciones aqui.

Para solucionar este problema, cierre el explorador y agregue la URL del nombre de host de
CVVB a la lista de excepciones desde el equipo donde inicie el explorador y realice estos pasos:


https://www.java.com/en/download/faq/exception_sitelist.xml

Paso 1. Seleccione Inicio > Todos los Programas > Java > Configurar Java.

Paso 2. Seleccione la pestafia Seguridad en el Panel de Control de Java. En la parte inferior de
la ventana, seleccione Editar lista de sitios

o e ——

| General | Update | ava | Security | Advanced|

| Enable Java conterit in the browser

Sacurity kevel for applications not on the Exception Site list

) Wery High

Only Java applications identified by a certificate from a trusted authority are
allowed to run, and only if the certificate can be verified as not revaked.

@) High
Java applications identified by a certificate from a trusted authority are allowed to
run, even if the revocation status of the certificate cannot be verified.

—  — ——————

Exception Site List
Applications launched from the sites listed below will ba allowed to run after the

appropriate security prompts.
~ Edtsmelst. | ||
_—l-l""""

[Click Edlit Site List.,
Restore Seourity Prompls [ Manage Certificates... 1

e add items o this list

Ok, || Cancel ] apphy

Paso 3. Seleccione el botén Agregar de la ventana Lista de sitios de excepciones.



£ st it I —

Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts,

Click Add to add an item to this list.

Add | Remove
e FILE and HTTP protocals are considered a security risk.
We recommend using HTTPS sites where available.

Paso 4. Haga clic en el campo vacio bajo Location e ingrese la URL.

Nota: La URL debe comenzar por http:// o https://
Examples:

http://myexample.com o https://myexample.com



http://myexample.com
https://myexample.com

£ | Exception Site List 28

Applications launched from the sites listed below will be allowed to run after the I
appropriate security promgpts,

Location
hithps o /f10.201,198.27/

“la FILE and HTTP protocols are considered a security risk,
We recommend using HTTPS sites where available.

oc ) (o)

Paso 5. Seleccione Aceptar para guardar la URL que ha introducido. Si selecciona Cancelar, las
URL no se guardan.

Paso 6. Seleccione Continuar en el dialogo Advertencia de seguridad si se muestra.

La aplicacion de informes en tiempo real ya no esta bloqueada por la seguridad de Java
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