Configuracion del Acceso a la Consola APP para
Cisco 10x
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Introduccion

Este documento describe como configurar el acceso a la consola APP para Cisco |0Ox. Para tener
acceso sin contrasefa al SO invitado (GOS), es necesario configurar el acceso a la consola de
aplicaciones para las claves que ya se proporcionan en Cisco |Ox Local Manager.

Prerequisites

Requirements
Cisco recomienda que tenga conocimiento sobre estos temas:

- Es necesario instalar 10x;
http://www.cisco.com/c/en/us/td/docs/routers/access/800/829/software/configuration/quide/IR8
00config/guest-os.html

- APP instalado;
http://www.cisco.com/c/en/us/td/docs/routers/access/800/software/quides/iox/fog-
director/reference-quide/1-2-0/fog_director_ref quide/apps_page.html#78926

Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

- Administrador local 10x
- PC cliente Windown
- putty.exe
- puttygen.exe
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.


http://www.cisco.com/c/es_mx/td/docs/routers/access/800/829/software/configuration/guide/IR800config/guest-os.html
http://www.cisco.com/c/es_mx/td/docs/routers/access/800/829/software/configuration/guide/IR800config/guest-os.html
http://www.cisco.com/c/es_mx/td/docs/routers/access/800/software/guides/iox/fog-director/reference-guide/1-2-0/fog_director_ref_guide/apps_page.html#78926
http://www.cisco.com/c/es_mx/td/docs/routers/access/800/software/guides/iox/fog-director/reference-guide/1-2-0/fog_director_ref_guide/apps_page.html#78926

Configurar
1. En la pagina Admin del administrador de la APP, haga clic en Manage.

e 02020

Cartridges Systeen Info Systen Setting Middleware Service

d Type Name Status Actions Description Version
nettest 1463120466110 pass neftest RUNMING stop manage to address different ports used by different apps 1
[add/eioy || Refresh |

2. Haga clic en Tab App-info.

Applications Cantridges System Info System Setting Middleware Senvice nettest 1463120486110

Resouirces AppConfiy  App-DataDit  Logs

Application information Requested Resource
] nettest_ 1963129486110 Cpu: 150 cpu-units
Stater RUNNING Memory: 150 M8
Name; nettest Profile: custom
Disk: M8
Cartidge Required: = python 2.7
Version: 1 Network information
athis Cisco Systems Imterface-name: #ho
Author link: hitp:/ fwwew.cisco.com
Application type: pazs Bioweea=go
Description: ta address different ports used by different apps o oL
Toolkit service: HA Misory! A0sco ke
Dick: 0.02 M8
Network: 11197704 bytes
App Access
S ssh -p {SSH_PORT} + nettest_1463120486110.pem

appeonsale® 192.0.2.1

[ Refresh |

3. Haga clic en el archivo .pem para mostrar la clave pvt en el navegador.
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4.Copie el contenido de la clave pvt y guardelo en el escritorio del equipo cliente como archivo txt.

5. Ejecute el archivo puttygen.exe e importe la clave que acaba de descargar, navegue hasta
Conversiones e Importar.
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Actions

(zenerate a public/private key pair i (aenerate i

Load an existing private key file | Load |

Save the generated key | Save public key 11 Save prvate key ]

Farameters

Type of key to generate:

(71 55H-1 (RSA) @ S5H-2 RSA ("1 55H-2 DSA

Mumber of bits in a generated key: 2048

Una vez que se importa el archivo, debera guardar la clave privada, con la extensién .ppk.



E PuTTY Key Generator l X ]
File Key Conversions Help

Key
Public key for pasting into Open55H authorized _keys file:

ssh+sa -
AAAABINzaClyc 2ZEAAAADAGQABAAAAGD DppPhuERE3MDTIGAIRy UpneRv/laPm7iu [ |
. vEc Tk HMpxedE/Csz 2nzDalicydqbbzlgDesw HXWsyuv UEPVMYPHnNsebrMN/325ggN | =
| BmgkFQv4rBME12wFGp T
+3UalkvtysShv BIZZ9Gzd TAGKWOWD4p UTWF RamMNAWICMEvzlc )Y #jQ== -

Key fingerprint : sshrsa 1024 12:62:6efa:5:11:cabd:5d:26:afZ22:cc:51:54:5

Key comment: imported-opensshtey

Key passphrase:
Confirm passphrase:

Actions

Generate a public/private key pair 3enerate

Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
(71 §5H-1 (RSA) @ 55H-2 RSA (71 55H-2 DSA

Mumber of bits in a generated lkey: 2048

L -

Abra putty.exe ahora para establecer la conexion. Debera presentar la clave privada putty.exe
que se acaba de generar.
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Utilice el usuario appconsole.

‘ Category:

----- Keyboard Options controlling 55H authentication
..... Bell

ks Eobrigiis || Bypass authentication entirely (SSH-2 only)

EI Window Display pre-authentication banner (SSH-2 only)

L Fﬂpea@nce Authentication methods
----- Behaviour
_____ Tesikt Attempt authentication using Pageant

|| Attempt TIS or CryptoCard auth (SSH-1)
Attempt “keyboarddinteractive” auth (S5H-2)

Authentication parameters

(| Allow agent forwarding
|| Allow attempted changes of usemame in 55H-2
Private key file for authentication:

=\Desktop“appconsole’ 0309 ot ana g | Browse... |

il
%

.I
[
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Appearance
Behaviour

Translation

T ".-':\.h' =

- Data to send to the server
Login details
... Autodogin usemame appconsole]
When usemame iz not specified:
@ Prompt () Use system usemame (sciric)
Teminal details
Teminaltype string aterm
Teminal speeds ?'33-14]1]3341]1]
= Environment varables
Variable | Add
Value @
- I
Open Cancel | !
-

Utilice el numero de puerto que haya configurado previamente para loX GOS.
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Categary:
=- Sgassinn - | Basic options for your PuTTY session |
S I_.uglging Specify the destination you want to connect to
e Host Name (or P address) Pot
. Bell 192.0.2.1 22227
- Features Connection type:
=- Window “yRaw () Telnet () Rlogin @ SSH () Seral
FGPEEF”EE Load, save or delete a stored session
- Behawviour
- Translation 2 Saved Sessions
- Selection
- Colours -
Default Settings -
=) Connection |—| i
Data = SE'UE'
- Telnet Delete
- Rlogin -
=-55H
o il Close window on exit:
" Auth (T Mways () MNever @ Only on clean exit [
L TTY I
..... %11 -
About | Open || Canesl

Debe poder iniciar sesion en la consola.

Verificacion

Utilize esta seccidn para confirmar que su configuracion funcione correctamente.

Ejecute este comando en el router instalado con GOS.

#sh ip nat translations

| RB29GW SJ_desk#sh ip nat translations

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
tcp 192.0.2.1:2222 192.0.6.1:22 203.0.113. 1: 57551 203.0.113.1: 57551
tcp 192.0.2.1:2222 192.0.6.1:22 -- ---

tcp 192.0.2.1:8443 192.0.6. 1: 8443

Troubleshoot

En esta seccién se brinda informacion que puede utilizar para resolver problemas en su



configuracion.

Comience la resolucion de problemas desde el lado del cliente con un clic derecho en putty.exe y
vaya al registro de eventos.

201703-1007:13:51  ssh1sa 2048 d7:49:07-47.66:77-0e:ca:37:89bd:31:79:81:3e:31 .
2017403-1007:13:581 Initialised AES-256 SDCTR client->server encryption
201703-1007:13:81  Initialised HMAC-5HAT client-:server MALC algorithm
201703-1007:13:51  Intialised AES-256 SDCTR server-=cliert encryption

201740310 07:13:51  Inttialised HMAC-5HAT server-=client MAC algorthm

201740310 07:13:52 ing keyboard-nteractive authentication

0170310071354  Opening session as main channel
20174031007:13:54  Opened main channel

201703-1007:13:54  Allocated pty (ospeed 33400bps, ispeed 38400bps)
2017031007:13:.54 Started a shell/command

Copy | | Cloze

Para verificar los errores, descargue auth.log desde I0Sx Local Manager. Puede encontrar en la
pagina Informacién del sistema en Local IOx Manager en la seccion Registros.

w Logs

| Logging Management |

Log name Timestamp Log Size View

caf.log Fri Mar 10 13:31:13 2017 26006 download
obd.log Fri Mar 10 13:31:08 2017 3127751 download
dma.log Wed Mar 8 00:11:59 2017 636 download
tpme.log Fri Mar 10 13:25:32 2017 317548 download
Messages Wed Mar 8 19:11:46 2017 37626 download
debug Wed Mar B 00:12:41 2017 5103 download
news.notice Wed Mar & 00:11:15 2017 0 download
MEWS. 8IT Wed Mar 8 00:11:15 2017 0 download
news.crit Wed Mar 8 00:11:15 2017 0 download
mail.err Wed Mar 8 00:11:15 2017 0 download
mail.wam Wed Mar 8 00:11:15 2017 0 download
mail.info Wed Mar & 00:11:15 2017 0 download
user.log Wed Mar 8 19:12:16 2017 4736 download
mail.log Wed Mar 8 00:11:15 2017 ] download
Ipr.log Wed Mar 8 00:11:15 2017 i download
kemn.log Wed Mar 8 00:13:06 2017 38174 download
daemon.log Fri Mar 10 13:11:47 2017 13916 download
syslog Fri Mar 10 13:11:47 2017 57250 download
auth.log Fri Mar 10 12:24:32 2017 478 download
dmesg Wed Mar 8 00:10:29 2017 24780 download
lastlog Fri Mar 10 13:24:32 2017 2025684 download
wtmp Fri Mar 10 13:24:32 2017 4992 download

boot Wed Mar 8 00:11:37 2017 2396 download



Mar 10 13:24:32 | RB29GW SJ_desk-G0S-1 sshd[ 26112] :

Accepted publickey for appconsole from 203.0.113.1 port 57551 ssh2:
RSA SHA256: MLSv45EJf xmhd66dkZ&4ZKULTaCh5DpXYsSyLyj A8k

Mar 10 13:24:32 | RB29GW SJ_desk-G0S-1 sshd[ 26112] :

pam uni x(sshd: sessi on): session opened for user appconsol e by (uid=0)
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