Como utilizar Kibana en el centro de arquitectura
de red digital (DNA)
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Introduccién

Este documento describe como utilizar Kibana para buscar mensajes especificos o registros entre
los diferentes servicios del Centro de DNA.

Colaborado por Alexandro Carrasquedo, Ingeniero del TAC de Cisco.

Prerequisites

Requirements

- Que se ejecute un cluster del centro de ADN.
- Familiaricese con los nombres y el uso de los servicios del centro de ADN.

Antecedentes

Kibana es un complemento de visualizacién de datos de codigo abierto para Elasticsearch.
Proporciona capacidades de visualizacién ademas del contenido indexado en un cluster de
Elasticsearch que estan disponibles en el centro DNA. Puede acceder a él de dos maneras:

- https://<DNA Center ip>/kibana
- System Settings -> System 360 -> Tools -> Log Exporter
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Descripcion general de la pagina web predeterminada de Kibana

Kibana tiene varios campos predeterminados, que se resaltan en la siguiente imagen:

85,317 hits New Save Open Share € O Last15minutes »*

July 18th 2018, 13:09:10.118 - July 18th 2018, 132410118 —  Auto

Selected Fields

& kuberngteslabels.serdoeia.

& level

leg

Available Fields o

Stimestamp — log kubernetes Iabels serviceName level

L v July 18th 2018, 13:24:04.00@ [httpd] 172.16.5.203 - root [18/Jul/2018:18:24:04 +2008] "POST Jwrite?dbmkBskp=%58REDACTEDRSOGuU=root influxdb
HTTP/1.0™ 284 @ "-" "Jetty/9.2.2-SNAPSHOT" c@13133@-8ab7-11e8-b212-000000000000 2866

t _index

- Hora: hora en la que se vio el mensaje.

- Registro: contenido sin procesar del registro.

- Kubernetes.label.serviceName - Servicio que muestra el registro especifico.
- Nivel: Urgencia de ese registro especifico.

Puede utilizar estos campos para proporcionar un resultado completo que le ayude a diagnosticar
problemas dentro del cluster de DNA Center. A continuacion se muestran algunos ejemplos de
casos practicos que le ayudaran a empezar con Kibana.

Nota: Este documento proporciona ejemplos de servicios especificos. Sin embargo, puede
probar estas busquedas en los servicios que se ajustan a sus necesidades de resolucion de
problemas.

Casos de uso

Obtenga todos los registros que forman parte del servicio de incorporacion.

kuber net es. | abel s. servi ceNane: onboar di ng- servi ce
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‘ lubernetes labels.serviceName:onboarding-service Uses lucene query syntax n

kub labels.

&
legierror AND kubernetes labels serviceName:onboarding-service
logerror AND kubernetes labels serviceName:onboarding-service AND time:july 18th 2018
Selected Fields ) e =

Count 1

t kuberneteslabels serviceNa._. - 0
H @timestamp per 30 seconds |
A e LI : 3
ok I |
: 13:19:00 13200 13:21:00 12220 122400 132500 13:26:00 132700 13:28:0 132900 13300 13N 33240
Available Fields @
@timestamp per 30 seconds
T Time log kubernetes.abels serviceName level
- » July 18th 2018, 13:32:17.00@ 2018-07-18 18:32:17,803 | ERROR | schedulerThreadPool-5 | 1| c.c.p.a.s.impl.InventoryServicelrpl  [iBGORGINGRSEIVICE
i | No SHPY3 Credentials found |
_index
) » July 18th 2018, 13:31:47.000 2018-@7-1% 18:31:47,791 | ERROR | schedulerThreadPoal-5 |1 c.c.p.o.5.impl.InventoryServicelepl  GRBGOROINGRESETVIEE
- | Mo SHMPV3 Credentials found |
t _type
» July 18th 2018, 13:31:17.800 2018-87-18 18:31:17,805 | ERROR | schedulerThreadPool-4 I 1 coc.p.a.s.impl.InventoryServicelnpl  GRBOGROINGESERVICE
t docker.containes_id | No SHMPY3 Credentials found |
© kubermnetes.container_name b July 18th 2018, 13:32:47.000 2018-07-18 18:30:47,884 | ERROR | schedulerThreadPool-4 |1 e.c.p.a.s impl InventoryServicelspl  BABGORONRGESEPVIER
| No SNMPV3 Credentials found |
t kubernetes.host
t kubermats labels pod-template- » July 18th 2018, 13:30:17.80¢ 2018-07-15 18:30:17,793 | ERROR | schedulerThreadPool-6 I 1 c.c.poa.s. impl. InventoryServicelnpl  DRDOORINGRSERVICE

| Mo SHMPY3 Credentials found |

Obtener todos los registros que contienen la cadena "error"

Consejo: Las entradas de registro mas comunes que indican problemas contienen "Error”,
"Error" y "Excepcidn”, se sienten libres de modificar la cadena para que sea cualquier otra
cadena comun que pueda guiarle en la resolucion de problemas.

| og: error

265 hits New Save Open Share <€ O Last15 minutes »
Add afier +
logstash-* o July 18th 2018, 13:15:54.899 - July 18th 2018, 13:30:54599 — Auto B
Selected Fields “ . =
t kuberneteslabels serviceNa... -

5
i level §? on.

i Bl @timestamp per 30 seconds Jul
t log . . 2 . g . T
) — [ i [ - |
1317:00 13:18:00 121900 13:20:00 12:21:00 132700 1323:00 132400 330100

Available Fields o

) @timestamp per 30 seconds
O/ gtimestamp Time . log kubernetes labels serviceName level
£ » July 18th 2018, 13:30:32.080 EG718 18:39:32.891432 7 nanny_lib.go:95] ERFBE nhile querying apiserver for resources: resource - error
t _index name may mot be espty
# _score s July 1Bth 2018, 13:30:22.800 E@718 18:30:22. 091089 7 nanny_lib_ge:95] ERRGH while querying apiserver for resources: resource - error

- name may not be empty

t ope

» July 18th 2018, 13:30:17.800 2018-87-18 18:30:17,793 | |ERAON | schedulerThreadPool-6 I 1 c.c.p.a.s.impl. InventoryServicelmpl  onboarding-service -
t asetime | No SNMPY3 Credentials found |
& docker.container_id » July 1Bth 2018, 13:30:16.800 2018-87-18 18:30:16,2¢1 - EERON - Request to server http://eted. kube-system.sve.cluster.local:2379 glusterfs-server -
- . : “HTTPC host='eted. .sve.cluster.local’, port=2379):

endOfBate

Read timed out.",)

Combinar y hacer coincidir la busqueda

Puede buscar entradas que coincidan con una combinacién de cadenas utilizando AND (o &&)
entre las cadenas.

| og: error AND kubernetes. | abel s. servi ceNane: onboar di ng- servi ce
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log:zerror AND kuberr

Selected Fields
t kubernetes labels serdceNa_
& leve

t log

Available Fields o
© @timestamp

t _d

t _ndex

# _score

t _ype

t docker.container_id

&t kubernetes.contalnes_name

t huberneteshost

t hubernetes abels.pod template...

¢ bishamatas |ahale smreinn

Count

Time

* July 18th 2013

» July 1Bth 2013

» July 18th 2813

s July 1Bth 2812

» July 18th 2818

» 13:34:17.009

» 13:33:47.000

» 1333176 9

, 13:32:49.000

, 13:32:17. 000

logerror AND kubernates.labels. servicen ice
log-error AND kubernetes label i
labels. ceN & ice AND timezjuly 18th 2018

Stimestamp per 30 seconds

log

2018-97-18 18:34:17,805 | |[ERAON | schedulerThreadPool-5
| No SMMPV3 Credentials found |

2818-97-18 18:33:47,895 | [ERAOR | schedulerThresdPool-5
| No SMMPV3 Credentiols found |

2818-97-18 18:33:17,992 | |[ERAON | schedulerThreodPool-2
| No SMWPV3 Credentiols found |

20818-97-18 18:32:49,093 | [ERRAOR | schedulerThreadPool-2
| No SMWPV3 Credentiols found |

2818-97-18 14:32:17,803 | |[ERAON | schedulerThrecdPool-5
| No SMWPV3 Credenticls found |

Nota: No se pueden buscar todos los campos.

kubernetes.labels serviceName level
I | c.c.p.e.s.impl.InventoryServicelrpl  GRBOORdINg=Service -
I 1 coc.p.g.s.impl. InventoryServicelrpl  [ORBGORAINg-SEPVIEE
I | c.c.p.g.s. impl. InventoryServicelmpl  GREGGRAINGSSErvicE
I 1 c.c.p.o.s.impl.InventoryServicelnp] [GRBOORETNGSSRRVIER
I | c.c.p.g.s.impl.InventoryServicelrpl  [ORBOORAINGSErVICE

Si desea ver sélo los campos en los que se puede buscar en el panel Campos disponibles,
seleccione la rueda del programa y personalice la vista. También puede definir el tipo de
busqueda que desea utilizar, por ejemplo, cadena, Boolean, numero, etc.

Available Fields

Aggregatable

any

Searchable
yes
Type

v any

date
string
number
_source
boolean
conflict
unknown

4k

4k

—['Il'1

=

Obtener todos los registros de una fecha especifica

Puede agregar un elemento de tiempo a los criterios de busqueda. Utilice una de las siguientes
opciones del campo Rango de tiempo:
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Time Range e
Today vesterday Last1Sminutes  Last 30 days
This week Day before yesterday  Last 30 minutes  Last 60 days
) This month This day last week Last 1 hour Last 90 days
Ak This year Previous week Last 4 hours Last & months
Thedaysofar  Previous month Last 12 hours Last 1 year
Absolute Week to date Previous year Last 24 hours Last 2 years
Manth to date Last 7 days Last 5 years
Year to date
Search... (e.g. status:200 AND extension:PHP) Uses lucene query syntax n

- Rapido: desde los ultimos X minutos, horas, dias o semanas.
- Relativo: desde los ultimos X minutos, horas, dias 0 semanas hasta una fecha especifica.
- Absoluto: de una fecha especifica a otra fecha especifica.

Agregar campos a la busqueda o vista

Puede agregar mas campos a la vista predeterminada para obtener mas informacion sobre sus
registros. Vaya al panel Campos disponibles, seleccione Agregar y seleccione los campos que
desea mostrar. Después de guardar las selecciones, los campos aparecen en la vista principal.

kubernetes host10.1.1.3 Uses lucene query syntax n |
|
Add afilter +
logstash-* @ July 18th 2018, 13:39:35.636 - July 18th 2018, 13:54:35.636 —  Auto
Selected Fields
t kubernetes labels serviceNa.. .
4 el S o0 1 .
Ein mil EERR | [ [ [] I
O aane0 134100 134200 13:43:00 13:44:00 134500 12:36:00 13:47:00 134800 12:4900 13:5000 135100 135200 13:5300 135400
Available Fields o N
@timestamp per 30 seconds
@ @timestamp Time tog Kubernetes labels serviceName tevel
£ v July 18th 2018, 13:54:35.000 172.16.3.37 - - [18/1ul/2018:18:54:35 +2000] "POST /write?dbekstprecisiones HTTP/1.1° 204 @ *-* influxds
o Python-urllin/3.5
# _score v July 1Bth 2018, 13:54:35.000 ([httpd] 172.16.0.135 - - [18/Jul/2018:18:54:35 +0000] "POST /write?db-kBshprecision=s HTTP/L.0" 204 8  influxds
- =-" "Python-urllib/3.5° @36ecllo-Bobc-1le8-aclf-000000000000 646
t _type
»  July 1Bth 2018, 13:54:35.000 (httpd) 172.16.3.23 - - [18/)ul/2018:18:54:35 +0008] "POST /write?dbekBsbprecisiones HTTP/1.0" 488 326 influxd
t agent ==" "Python-urllibr3.5" @3FB15ff-Bobc-1le8-ac21-000000000000 1972
t asctime v July 18th 2018, 13:54:35.000 ([httpd] 172.16.5.203 - root [18/Jul/2018:18:54:35 +B000] “POST T influxds
— HTTP/1.8™ 204 @ "-" "Jutty/9.2.2-SHAPSHOT" -11e8-ac; 1194
e » July 16th 2018, 13:54:34.000 ([httpd] 172.16.8.135 - - [18/Ju1/2018:18:54:34 +000A) "POST /write?dbekdshprecisionss HTTP/L.0" 284 @  influxds
: b =-" “Python-urllib/3.5" 033e26b6-Bobc-1le8-acle-200000000000 918
@ endOfBatch
» July 18th 2018, 13:54:34.000 2018-07-18T18:54:34.532+0000 1 NETWORK [conn7@50] received client metodato from 127.0.0.1:40884 mongody
t fliename conn@5@: { driver: { nome: “nodejs”, version: "2.2.357 }, osi { type: "Linux", name: “linux”,
grehitecture: "w647, version: "4.4.@-128-generic” }, plotform: “Node.js v6.9.2, LE, mangodo-core:
t first_request line 2.1.19" }
t funchame v July 1Bth 2018, 13:54:34.000 2018-07-18T18:54:34.541.00900 1 - [conn7@50] end connection 127.0.0.1:40884 (431 connections now mongodh
i 3
kubernetes host:10.1.1.3 Uses lucene query syntax n
Add a filter +
logstash-* o July 18th 2018, 13:36:35.636 - July 18th 2018, 13:54:35.636 — Auto
Selected Fields
t host »
3
t kuberneteslabels serviceNa,,, S o .
Ak mim il =in R AEnEnnEE
& log 4000 134100 13:42:X 134310 a0 4500 34600 13:47:00 13:48 00 5100
@timestamp per 30 seconds
Avallable Flelds o
Time - log kubernetes.labels.serviceName * %<3 level host

O @tmestamp » July 18th 2818, 13:54:35.088 172.16.3.37 - - [18/]u1/2018:18:54:35 +0008] "POST /write?dbekBshprecisionss HTTP/1.1" 204  influxdb
Wi

-* "Python-urllib/3.5"

t W

Buscar errores de dos servicios diferentes al mismo tiempo

Incluya dos 0 mas servicios en los criterios de busqueda. Asegurese de que los nombres de los
servicios se introducen entre paréntesis y separarlos con OR.

l og: error && (kubernetes.|abels.servi ceNane: onboar di ng- service OR
kuber net es. | abel s. servi ceNane: tel enetry-agent)
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kiban
bana logserror && (kubernetes.abel g-service OR labels, agent) uses lucene query symax [JER)
@ Aeid a filter +
] o July 23rd 2018, 08:52:59.895 - July 23rd 2018, 09:07:59.895 — Auto %
@ Selected Fields
L © kubernetes labels serviceNa .
* i level
o e
ilable Field: e
A : @ ) ‘Grimestamp per 30 seconds
Popular Time - log Kkubernetes labels serviceMame level
t index » July 23rd 2018, €9:07:24.000 2018-87-23 14:07:24,245 | [ERHDR | schedulerThreedPool-3 I | c.c.p.0.5.impl. InventoryServicelrpl  |GbOGROINGSErVICE -
. | No SNMPV3 Credentials found |
kubernetes hest
& » July 23rd 2018, 09:07:00.800 {asctime’: "2018-97-23 14:07:€0,743", "eimeMillis": 1532354820.7431946, "Filename”: ‘telemetry-ogent ERROR
mattamp “talemetry_nanager.py™, "Funchame™: ".start_services®, "levelname": - “levelno”: 49, “Lineno™:
- 101, “module™: “telemetry_manoger™, "msecs™: 743.194580878125, “messag
tethering host: You ore not Mborlzod to pcpl'm this operation™, "name™: “telemetry-monager”,
# _score “pathname”: “/fopt/maglev/Lib/pythond. 5/site- Mmel!telewtw_oﬂmllﬂweﬂteluetfymﬂef Py,
“process”: 24, “processhome”: “MainProcess”, "relativeCreated’: 433813335 45684814, “thread®
. 140658652190464, "threadhame®: "StarterThread”, "level™: “Troceback (most recent
¢ asctime v July 23rd 2018, 99:06:54.000 2018-27-23 14:@6:54,173 | [EMADR | schedulerThreodPool-4 | .irpl.InventoryServicelrpl  BRBOGPOUNGRSERVICE -
| Mo SNMPV3 Credentials found |
t docker.cortaines_iki
» July 23rd 2008, 09:06:24.000 2018-87-23 14:06:24,159 | [RHDR | schedulerThresdfool-& | | e.c.p.a.s.impl. InventoryServicelrpl  GRBSEPBIAGESERVIEE -
t encinfo | No SNMPV3 Credentiels found |
e + July 23rd 2018, 00:06:15.000 {“asctime: "2018-87-23 14:06:15,644", "timeillis": 1532354775 7, "Filename": ‘telemetry-agent ERAOR
T “Lelemetry_sanager.py”, "funcame™: "_start_services®, "level , “levelne™: 4@, “Linena™:
e 101, "module™: "telemetry_manoger”, "msecs”: G44.B56697B45459, "message”: “Unable to conmect to
tethering host: You are not mhurlud to perforn this operation”, "name": "telemetry-monager”,
| —e— oretanst: 24, Carocasame. tod i reibrinin g bt i
barmats. ' "precess”: 24, "proces: " 9 rocess”, "rel 8 s "
ot bk pod Mmpiath:— 140658652100464, “threadMame” : “StarterThread”, ~Level “exe_infu": “Traceback (mest recent

Referencia

Opciones comunes de busqueda elastica
Apache Lucene - Sintaxis del analizador de consultas



https://www.elastic.co/guide/en/elasticsearch/reference/5.5/common-options.html#date-math
https://lucene.apache.org/core/2_9_4/queryparsersyntax.html
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