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Introduction

This document describes how to deploy a Cisco Flex Connect AP. The purpose of this document is to:

e Explain various network elements of the Cisco FlexConnect solution, along with their
communication flow.

¢ Provide general deployment guidelines for designing the Cisco FlexConnect wireless branch
solution.

The Cisco WLCs can manage Flex Connect wireless access points in up to 2000 branch locations and

allows IT managers to configure, manage, and troubleshoot up to 6000 access points (APs) and 64,000
clients from the data center. The Cisco Flex Connect deployments support secure guest access, rogue
detection for Payment Card Industry (PCI) compliance, and in-branch (locally switched) Wi-Fi voice

and video.

The following table highlights the FC scalability differences between the Flex 3504, 5520, 8540,
Mobility Express and vVWLC controllers:
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B Supported Access Points

Additional Scale

. . WLC 3504 |WLC5520 WLC8540 ME C-Small | VWWIC-Large

Specifications
Maximum Access Points 150 1500 6000 100 200 3000
Maximum Clients 3000 20000 54000 2000 6000 32000
Maximum # of AP Groups 150 1500 6000 50 200 3000
Max Flex Connect Groups 100 1500 2000 1 100 1500
Max # of VLAN S 4094 4095 4095 16
Max WLANS 512 512 512 16
Max # interfaces 512 1500 1500 nfa
Maximum RFIDs 1500 25000 50000 2000 6000 25000
Maximum Rogue APs 600 24000 24000 200 200 12000
Maximum Rogue Clients 150 32000 32000 400 3000 16000
Maximum AP = in one RRMRF group 1000 3000 6000 100 400 5000
HBAR Max Profiles 16 16 16 nfa
HBAR Max Rules single profile 32 32 32 nfa
HBAR Max # FlowTable Entries 160000 320000 320000 nfa
Maximum L2 ACL rules per L2 ACL 16 16 16 nfa
Maximum L2 ACL = allowed G4 G4 64 n/fa
Max # L3 ACLs (ipvaiipvé) 64/64 64/64 64/64 nfa
Max # of Rules in L3 ACL IP/IDN 5 64/64 6464 64/64 64/32
Max # of Radius servers supported (unique) 16 16 16 6
Max Bonjour Service Providers 16000 16000 16000 nfa
Max FC groups with max APs per group 100 100 100 1 100 100

Supported Access Points

Access Points
e Wave-1 APs: 3700, 2700, 1700, 702, 702W, 1530, 1570
e Wave-2 APs: 1800 series, 2800 series, 3800 series, 4800 series (starting rel 8.7.5); 1540, 1560
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FlexConnect Architecture

FlexConnect Architecture

Figure 1 Typical Wireless Branch Topology

FlexConnect Architecture
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FlexConnect is a wireless solution for branch office and remote office deployments.
The FlexConnect solution enables the customer to:

e Centralize control and manage traffic of APs from the Data Center.

e Distribute the client data traffic at each Branch Office.

— Each traffic flow is going to its final destination in the most efficient manner.

Controllers Supporting FlexConnect Mode

e Cisco WLC 3504, 5520, 8500 Series, vWLC

Advantages of Centralizing Access Point Control Traffic

¢ Single pane of monitoring and troubleshooting.

e Ease of management.

e Secured and seamless mobile access to Data Center resources.
¢ Reduction in branch footprint.

¢ Increase in operational savings.
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Advantages of Distributing Client Data Traffic

e No operational downtime (survivability) against complete WAN link failures or controller
unavailability.

e Mobility resiliency within branch during WAN link failures.

¢ Increase in branch scalability. Supports branch size that can scale up to 100 APs and 250,000 square
feet (5000 sq. feet per AP).

The Cisco FlexConnect solution also supports Central Client Data Traffic, but it is limited to Guest data
traffic only. This next table describes the restrictions on WLAN L2 security types only for non-guest
clients whose data traffic is also switched centrally at the Data Center.

Table 1 L2 Security Support for Centrally Switched Non-Guest Users
WLAN L2 Security Type Result
None N/A Allowed
WPA + WPA2 802.1x Allowed
CCKM Allowed
802.1x + CCKM Allowed
PSK Allowed
802.1x WEP Allowed
Static WEP WEP Allowed
WEP + 802.1x WEP Allowed
CKIP - Allowed

A

Note  These authentication restrictions do not apply to clients whose data traffic is distributed at the

branch.

Table 2 L3 Security Support for Centrally and Locally Switched Users

WLAN L3 Security Type Result

Web Authentication Internal Allowed
External Allowed
Customized Allowed

Web Pass-Through Internal Allowed
External Allowed
Customized Allowed

Conditional Web External Allowed

Redirect

Splash Page Web External Allowed

Redirect

FlexConnect Wireless Branch Controller Deployment Guide
d I



FlexConnect Architecture 1l

For more information on Flexconnect external webauth deployment, please refer to Flexconnect External
WebAuth Deployment Guide

For more information on HREAP/FlexConnect AP states and data traffic switching options, refer to
Configuring FlexConnect.

FlexConnect Modes of Operation

FlexConnect Mode Description

Connected A FlexConnect is said to be in Connected Mode
when its CAPWAP control plane back to the
controller is up and operational, meaning the
WAN link is not down.

Standalone Standalone mode is specified as the operational
state the FlexConnect enters when it no longer has
the connectivity back to the controller.
FlexConnect APs in Standalone mode will
continue to function with last known
configuration, even in the event of power failure
and WLC or WAN failure.

For more information on FlexConnect Theory of Operations, refer to the H-Reap/FlexConnect Design
and Deployment Guide.

WAN Requirements

FlexConnect APs are deployed at the Branch site and managed from the Data Center over a WAN link.
The maximum transmission unit (MTU) must be at least 500 bytes.

WAN WAN RTT
Deployment Bandwidth Latency Max APs per Max Clients
Type (Min) (Max) Branch per Branch
Data 64 Kbps 300 ms 5 25
Data 640 Kbps 300 ms 50 1000
Data 1.44Mbps 1 sec 50 1000
Data + Voice 128 Kbps 100 ms 5 25
Data + Voice |1.44Mbps 100 ms 50 1000
Monitor 64 Kbps 2 sec 5 N/A
Monitor 640 Kbps 2 sec 50 N/A

FlexConnect Wireless Branch Controller Deployment Guide
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S

Note Itis highly recommended that the minimum bandwidth restriction remains 12.8 Kbps per AP
with the round trip latency no greater than 300 ms for data deployments and 100 ms for data +
voice deployments.

For large deployments with scale for max APs per branch = 100 and max clients per branch = 2000.

Key Features

Adaptive wIPS, Context Aware (RFIDs), Rogue Detection, Clients with central 802.1X auth and
CleanAir.

Test Results

For 100 APs, 2000 Clients, 1000 RFIDs, 500 Rogue APs, and 2500 Rogue Clients (Features above
turned on):

Recommended BW = 1.54 Mbps
Recommended RTT latency = 400 ms

Test Results
For 100 APs, 2000 Clients, no rogue, and no RFIDs. (Features above turned off).

Recommended BW = 1.024 Mbps

Recommended Latency = 300 ms

Wireless Branch Network Design

The rest of this document highlights the guidelines and describes the best practices for implementing
secured distributed branch networks. FlexConnect architecture is recommended for wireless branch
networks that meet these design requirements.

Primary Design Requirements

e Branch size that can scale up to 100 APs and 250,000 square feet (5000 sq. feet per AP)
¢ (Central management and troubleshooting

e No operational downtime

¢ Client-based traffic segmentation

e Seamless and secured wireless connectivity to corporate resources

e PCI compliant

e Support for guests
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Features Addressing Branch Network Design

Figure 2 Wireless Branch Network Design
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Overview

Branch customers find it increasingly difficult and expensive to deliver full-featured scalable and secure
network services across geographic locations. In order to support customers, Cisco is addressing these
challenges by introducing the FlexConnect deployment mode.

The FlexConnect solution virtualizes the complex security, management, configuration, and
troubleshooting operations within the data center and then transparently extends those services to each
branch. Deployments using FlexConnect are easier for I'T to set up, manage and, most importantly, scale.

Advantages

¢ Increase scalability with 6000 AP support.
¢ Increased resiliency using FlexConnect Fault Tolerance.
¢ Increase segmentation of traffic using FlexConnect (Central and Local Switching).

e Ease of management by replicating store designs using AP groups and FlexConnect groups.

Features Addressing Branch Network Design

The rest of the sections in the guide captures feature usage and recommendations to realize the network
design shown in Figure 2.

FlexConnect Wireless Branch Controller Deployment Guide
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Table 3

Features

Primary Features

Highlights

AP Groups

Provides operational/management
ease when handling multiple branch
sites. Also, gives the flexibility of
replicating configurations for similar
branch sites.

FlexConnect Groups

FlexConnect Groups provide the
functionality of Local Backup
Radius, CCKM/OKC fast roaming,
and Local Authentication.

Fault Tolerance

Improves the wireless branch
resiliency and provides no
operational downtime.

ELM (Enhanced
Local Mode for
Adaptive wiIPS)

Provide Adaptive wIPS functionality
when serving clients without any
impact to client performance.

Client Limit per
WLAN

Limiting total guest clients on branch
network.

AP Pre-image
Download

Reduces downtime when upgrading
your branch.

Auto-convert APs in
FlexConnect

Functionality to automatically
convert APs in FlexConnect for your
branch.

Guest Access

Continue existing Cisco’s Guest
Access Architecture with
FlexConnect.

~

Note

Flexconnect APs implemented with WIPS mode can increase bandwidth utilization significantly

based on the activity being detected by the APs. If the rules have forensics enabled, the link
utilization can go up by almost 100 Kbps on an average.

Feature Matrix

Refer to FlexConnect Feature Matrix for a feature matrix for the FlexConnect feature.

AP Groups

After creating WLANSs on the controller, you can selectively publish them (using access point groups)
to different access points in order to better manage your wireless network. In a typical deployment, all
users on a WLAN are mapped to a single interface on the controller. Therefore, all users associated with
that WLAN are on the same subnet or VLAN. However, you can choose to distribute the load among
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AP Groups W

several interfaces or to a group of users based on specific criteria such as individual departments (such
as Marketing, Engineering or Operations) by creating access point groups. Additionally, these access
point groups can be configured in separate VLANSs to simplify network administration.

This document uses AP groups to simplify network administration when managing multiple stores
across geographic locations. For operational ease, the document creates one AP-group per store to
satisfy these requirements:

e Centrally Switched SSID Data center across all stores for Local Store Manager administrative

access.
e Locally Switched SSID Store with different WPA2-PSK keys across all stores for hand-held
scanners.
Figure 3 Wireless Network Design Reference Using AP Groups
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Configurations from WLC

Step 1

Complete the following steps:

On the WLANSs > New page, enter Storel in the Profile Name ficld, enter store in the SSID field, and
choose 17 from the ID drop-down list.

S

Note WLAN IDs 1-16 are part of the default group and cannot be deleted. In order to satisfy our
requirement of using same SSID store per store with a different WPA2-PSK, you need to use
WLAN ID 17 and beyond because these are not part of the default group and can be limited to
each store.
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W AP Groups
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Step3  Click WLAN > General, verify the Security Policies change, and check the Status box to enable the
WLAN.
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Step 5 Create and enable the WLAN profile with Profile Name DataCenter, SSID DataCenter and ID 1.

S

Note On creation, WLAN IDs from 1-16 are automatically part of the default-ap-group.

Step 6 Under WLAN, verify the status of WLAN IDs 1, 17 and 18.
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Step7  Click WLAN > Advanced > AP group > Add Group.

Step8  Add AP Group Name as Storel, same as WLAN profile Storel, and Description as the Location of the
Store. In this example, California is used as the location of the store.

Step9  Click Add when done.
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Step 10
Step 11

Step 13
Step 14
Step 15
Step 16
Step 17

Step 18
Step 19
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Click Add Group and create the AP Group Name as Store2 and the description as New York.
Click Add.
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Click AP Group Name Storel to add or edit the WLAN.

Click Add New to select the WLAN.

Under WLAN, from the WLAN SSID drop-down, choose WLAN ID 17 store(17).
Click Add after WLAN ID 17 is selected.

Repeat steps (14 -16) for WLAN ID 1 DataCenter(1). This step is optional and needed only if you want

to allow Remote Resource access.

WLANs = Mark

Ap Groups > Edit 'Storel’

WILANY

Geapral | WLANS | APs

- Advanced

Addd N

WLAN 31D STV Sode 1, "]

Interface DataCenter(l}

finrtsos stare(17) Stom 1

Greunta) stare(18]) Steee 2

MAC Bate DClenstiea

_héd | _tancel | =

WLAN  WILAN Interf e Interf sce AL g
(1] s5I0 Greup(t) “tate =

Go back to the WLAN > Advanced > AP Groups screen.
Click AP Group Name Store2 to add or edit WLAN.
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Step20 Click Add New to select the WLAN.

Step21  Under WLAN, from WLAN SSID drop-down, choose WLAN ID 18 store(18).
Step22 Click Add after WLAN ID 18 is selected.

Step23 Repeat steps 14 -16 for WLAN ID 1 DataCenter(1).

figuration Bing  Lageut Eefresh

SMAGEMENT  COMMANDS HELP  FEEDBACK

WLANS Ap Groups > Edit "Store2’ < Back
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Add New
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WLAN 5510 SR (S0 2 x
Irterisce DataCartarfl)
fintertsce stern(17) ok 1
S storn(18) Stoes 2
NAC State Denasted
Add | _tancel ¢
g
3
WLAN  WLAN Interface/Interface MAL €
0 510 Group(G) State H]

S

Note Adding multiple WLAN profiles with the same SSID under a single AP group is not permitted.

The page at https://172.20.227.174 says:  [X|

' Failed to add interface entry management

Note  Adding APs to the AP group is not captured in this document, but it is needed for clients to
access network services.

Summary

e AP groups simplify network administration.
¢ Troubleshooting ease with per branch granularity

e Increased flexibility

FlexConnect Groups

In most typical branch deployments, it is easy to foresee that client 802.1X authentication takes place
centrally at the Data Center. Because the above scenario is perfectly valid, it raises these concerns:

¢ How can wireless clients perform 802.1X authentication and access Data Center services if WLC
fails?

FlexConnect Wireless Branch Controller Deployment Guide
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e How can wireless clients perform 802.1X authentication if WAN link between Branch and Data
Center fails?

e [s there any impact on branch mobility during WAN failures?
¢ Does the FlexConnect Solution provide no operational branch downtime?

FlexConnect Group is primarily designed and should be created to address these challenges. In addition,
it eases organizing each branch site, because all the FlexConnect access points of each branch site are
part of a single FlexConnect Group.

~

Note  FlexConnect Groups are not analogous to AP Groups.

Primary Objectives of FlexConnect Groups

Backup RADIUS Server Failover

You can configure the controller to allow a FlexConnect access point in standalone mode to perform full
802.1X authentication to a backup RADIUS server. In order to increase the resiliency of the branch,
administrators can configure a primary backup RADIUS server or both a primary and secondary backup
RADIUS server. These servers are used only when the FlexConnect access point is not connected to the
controller.

~

Note  Backup RADIUS accounting is not supported.

Local Authentication

Before the 7.0.98.0 code release, local authentication was supported only when FlexConnect is in
Standalone Mode to ensure client connectivity is not affected during WAN link failure. With the
7.0.116.0 release, this feature is now supported even when FlexConnect access points are in Connected

Mode.
Figure 4 Central Dot1X Authentication (FlexConnect APs Acting as Authenticator)
Central Authentication — AP Authenticator
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AP New Client
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As shown in Figure 4, branch clients can continue to perform 802.1X authentication when the
FlexConnect Branch APs lose connectivity with the WLC. As long as the RADIUS/ACS server is
reachable from the Branch site, wireless clients will continue to authenticate and access wireless
services. In other words, if the RADIUS/ACS is located inside the Branch, then clients will authenticate
and access wireless services even during a WAN outage.

S

Note  With Local Authentication turned on, the AP will always authenticate the clients locally, even
when it is in connected mode. When Local Authentication is disabled, the controller will
authenticate clients to the Central RADIUS server when the FlexConnect AP is in connected
mode. When the AP is in Standalone mode, the AP will authenticate clients to the Local
RADIUS / Local EAP on AP configured on the FlexConnect Group.

Note  This feature can be used in conjunction with the FlexConnect backup RADIUS server feature.
If a FlexConnect Group is configured with both backup RADIUS server and local authentication,
the FlexConnect access point always attempts to authenticate clients using the primary backup
RADIUS server first, followed by the secondary backup RADIUS server (if the primary is not
reachable), and finally the Local EAP Server on FlexConnect access point itself (if the primary
and secondary are not reachable).

Local EAP (Local Authentication Continuation)

Figure 5 Dot1X Authentication (FlexConnect APs Acting as Local-EAP Server)

Local Branch Authentication — AP as Radius Server

/’
ACS 5.2

-1@' o \ P Dot1X Auth Req

Success

Flex 7500
- ,/

¢ You can configure the controller to allow a FlexConnect AP in standalone or connected mode to
perform LEAP or EAP-FAST authentication for up to 100 statically configured users. The controller
sends the static list of user names and passwords to each FlexConnect access point of that particular
FlexConnect Group when it joins the controller. Each access point in the group authenticates only
its own associated clients.

330464

¢ This feature is ideal for customers who are migrating from an autonomous access point network to
a lightweight FlexConnect access point network and are not interested in maintaining a large user
database, or adding another hardware device to replace the RADIUS server functionality available
in the autonomous access point.
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As shown in Figure 5, if the RADIUS/ACS server inside the Data Center is not reachable, then
FlexConnect APs automatically acts as a Local-EAP Server to perform Dot1X authentication for
wireless branch clients.

CCKM/OKC Fast Roaming

N

FlexConnect Groups are required for CCKM/OKC fast roaming to work with FlexConnect access
points. Fast roaming is achieved by caching a derivative of the master key from a full EAP
authentication so that a simple and secure key exchange can occur when a wireless client roams to
a different access point. This feature prevents the need to perform a full RADIUS EAP
authentication as the client roams from one access point to another. The FlexConnect access points
need to obtain the CCKM/OKC cache information for all the clients that might associate so they can
process it quickly instead of sending it back to the controller. If, for example, you have a controller
with 300 access points and 100 clients that might associate, sending the CCKM/OKC cache for all
100 clients is not practical. If you create a FlexConnect Group comprising a limited number of
access points (for example, you create a group for four access points in a remote office), the clients
roam only among those four access points, and the CCKM/OKC cache is distributed among those
four access points only when the clients associate to one of them.

This feature along with Backup Radius and Local Authentication (Local-EAP) ensures no
operational downtime for your branch sites.

Note = CCKM/OKC fast roaming among FlexConnect and non-FlexConnect access points is not
supported.
Figure 6 Wireless Network Design Reference Using FlexConnect Groups
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FlexConnect Group Configuration from WLC

Step 1
Step 2
Step 3

Step 4

Step 5

Complete the steps in this section in order to configure FlexConnect groups to support Local
Authentication using LEAP, when FlexConnect is either in Connected or Standalone mode. The

configuration sample in Figure 6 illustrates the objective differences and 1:1 mapping between the AP

Group and FlexConnect group.

Click New under Wireless > FlexConnect Groups.

Assign Group Name Store 1, similar to the sample configuration as shown in Figure 6.

Click Apply when the Group Name is set.

CISCO MONITOR WILANS CONTROLLER WIRELESS

Wireless FlexConnect Groups > New

¥ Access Points
All BPs
» Radios
802.11a/n
g02.11b/a/n
Global Configuration

# Advanced
Mesh
RF Profiles
FlexConnect %

Group Mame Store 1

Groups

Click the Group Name Store 1 that you just created for further configuration.

CISCO MONITOR WLANS CCNTROLLER  WIRELESS  SECURITY

Wireless FlexConnect Groups

¥ Access Points
All AP=
+* Radio= .
802.11a/n Store 1 &4
AN 1 thigln

Global Configuration
¥ Advanced

Mesh

RF Profiles

FlexConnect
Groups

Group Mame

350467

Click Add AP.
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Step 6

Step 7
Step 8
Step 9
Step 10

CISCO MONITOR  WILANs CONTROLLER WIRELESS  SECURI
Wireless FlexConnect Groups > Edit 'Store 1’

¥ Access Points

All APs General |J- ' Local Authentication | Image Upgrade |
» Radios Local AULnentcauon | image Upgrage |

802.11a/n
802.11h/g/n Group Name Store 1

Global Configuration

* Advanced FlexConnect APs

MESh O T T 5 et e oS T

RF Profiles Add AP

FlexConnect AP MAC Address AP Name Status

P R e i o e s o e
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FlexConnect ACLs

Check the Enable AP Local Authentication box in order to enable Local Authentication when the AP
is in Standalone Mode.

N

Note Step 20 shows how to enable Local Authentication for Connected Mode AP.

Check the Select APs from current controller box in order to enable the AP Name drop-down menu.
Choose the AP from the drop-down that needs to be part of this FlexConnect Group.
Click Add after the AP is chosen from the drop-down.

Repeat steps 7 and 8 to add all the APs to this FlexConnect group that are also part of AP-Group Store
1. See Figure 6 to understand the 1:1 mapping between the AP-Group and FlexConnect group.

If you have created an AP-Group per Store (Figure 3), then ideally all the APs of that AP-Group should
be part of this FlexConnect Group (Figure 6. Maintaining 1:1 ratio between the AP-Group and
FlexConnect group simplifies network management.

r FlexConnect Wireless Branch Controller Deployment Guide



CISCO

MONITOR

FlexConnect Groups

WLANs =~ CONTROLLER  WIRELESS ~ SECURITY

Wireless

W Access Points

FlexConnect Groups > Edit

'Store 1

All APs General |Localn.ntltenlicaliun !magelmgmde}
802.11a/n
802.11b/a/n Group Name Store @
Global Configuration
* Advanced FlexConnect APs
MESh e s o T foene v
RF Profiles Add AP
FlexConnect
Groups Select APs from current controller
FlewCannect 4CI = AP Naine AF'-SEGU v
» B021ia/n Ethernet MAC o
b 802.11b/g/n Addl Cancel i
¥ Media Stream -
Country AP MAC Address AP Name Status %
Step11  Click Local Authentication > Protocols and check the Enable LEAP Authentication box.
Step12 Click Apply after the check box is set.

N

Note

If you have a backup controller, make sure the FlexConnect groups are identical and AP MAC

address entries are included per FlexConnect group.

FlexConnect Groups > Edit

'Store 1°

= Back | Apply |

Protocols |

Local Authentication | Image Upgrade | VLAN-ACL mapping |

Server Key (in hex)

Authority ID (in hex)

Authority Info

PAC Timeout (2 to 4095 days)

LEAP
Enable LEAP =
Authentication2
EAP Fast
Enable EAP Fast Authentication®

436973636f0000000000000000000000

C|SCG_A_ID A e A S P T R P G

(&

350470
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Step 13
Step 14

Step 15

Step 16

Step 17
Step 18

Step 19
Step 20

Under Local Authentication, click Local Users.

Set the UserName, Password and Confirm Password fields, then click Add in order to create user entry
in the Local EAP server residing on the AP.

Repeat step 13 until your local user name list is exhausted. You cannot configure or add more than 100
users.

Click Apply after step 14 is completed and the No of Users count is verified.

FlexConnect Groups > Edit 'Store 1'

Mo of Users 0 Add User

User Name

File Neme
UserMame cisco
Passwaord R

Confirm Password  esses|

350471

Add
From the top pane, click WLANSs.

Click WLAN ID 17. This was created during the AP Group creation. See Figure 3.

CISCO MONITOR WlaNs CORTROLLER  WIRELEE:E  SECURITY  MANAGE
WLANs WLANS
* WI AN< Current Cilter: Non= [Chann= Flter] [Cear Filter]
WILANS

F Advanced
[T WLANID Type Prulile Hame WLAN SSID
2z WLAN Guact Guees "
1z WLAN Stor=-1 Stare 3

Under WLAN > Edit for WLAN ID 17, click Advanced.

Check the FlexConnect Local Auth box in order to enable Local Authentication in Connected Mode.

Note  Local Authentication is supported only for FlexConnect with Local Switching.

Note  Always make sure to create the FlexConnect Group before enabling Local Authentication under
WLAN.
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WLANSs > Edit 'Store-1'

FlexConnect Groups

General | Security | QoS E Advanced

PZFP Blocking Action

Client Exclusion 2

Maximum Allowed Clients &

Cisabled

a0

¥| Enabled
e Timeout VWalue (secs)

0000 FEF F

Scan Defer Time

(m=ecs) 100

FlexConnect

Static IP Tunneling 42 [”] Enabled
i Wi-Fi Direct Clients Policy Disabled
: Maximum Allowed Clients 500
5 Per AP Radio
Off Channel Scanning Defer
Scan Defer Priority § G B e ey TR M)

FlexConnect Local Switching
2

FlexConnect Local Auth 12

Learn Client IP Address 2

¥ Enabled

¥ Enabled

] Enabled %

NCS and Cisco Prime also provides the FlexConnect Local Auth check box in order to enable Local
Authentication in Connected Mode as shown here:
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WLAN Configuration Details ¢ 1

Propeties »

Corfigare = Controllers - [ — = WLAM: = WLAM Configuration
System » =
WLARNs v General Security Qos Advanced

& WLAN Configuration

&_. AP Groups HexConnect Locel Switching Enable
FlexConnect » FlexConnect Lozl Auth @ Enable
Securty N Learn Client IP Address Enable
P 2 Session Timeout E Enzable
Coverage Hole Detection Enable
a802.11 >
Alronet IE Enable
802.11a/n b IPue & 1 Enable
802.11b/g/n » Diagnostic Channz| 2 £ Enable
Mesh » Override Interface ACL [Pv4 |HONE
e : Peer to Peer Blocking ¥ [ Disable [l
WiFi Direct Clients Policy | Disabled [=]
Manacement »
Client Exclision £ Enable

350474

Eaai ? Timeout Value {secs)

NCS and Cisco Prime also provides facility to filter and monitor FlexConnect Locally Authenticated
clients as shown here:

ll'*lih _' : Ciseo FHme
cisco  Metwork Control System
Monitcr Configure v  Servoes  w Reports w  Admnistetor  w

Clients and Users

e@lrrlhﬁ:hnnr & IFst w EIIHFHF El-!amwn @\"h'n - ﬁ Irark 0 lrne ilﬂFm:\; Hnkroam §IsFrs
| MAUAddress | kaddess W iwe | Usemame | e Vercer | Daveetame
) [C:2200:b:17:12 bl Unlkmown @ Cisco . WCS_SW 2.1.0.22
1 1cdf:)he6:86:50 P4 Unknowmn B s WS 5W-3,1.0,22
1 CCi2Li6e:aTabibe Py husivikalle..  Hp  Tolel vedp-ld vidr-2
) LL=22:00°1he06as g Linknowsn E Lieco S T
) 22001k 7:8c e Unknowen @ Cizco WCE_SW D.1.0,22
(1 cCi2o:0hadTce Pvd Unknown L e WC5 5W-3.1.0,22
O caTdAfRSS Pud LInkmirwsen ﬂ Clerm WWCS_S¥U-3 1 037
) CC:21=0:d5:03:08 P Unknawn @ Cieco WWCS SW-3.1.0.22
) fheof2:67:76:50 Pvd Unknown B G WCS_5W-3,1.0.22
Clorcalabuatbe Pvd Uik B cuw WIC5_5W0=0.1.0.22
) seea2ieldlzdfuz g Linknossn ﬂ Lisco WS _SWU-21.0.22
[ CC:2xbdabic2:bs BRI Unknowrn Bl G WCS_SW 0.1.0,22
) f:66:F2mbi 269 Ped Unknowen B Ciso WS _5W-3,1.0.22
D oo O R Fv4 Lk (v E CisLu WC5_5V-3,1.0.22 ¢
) LLtlaizalmd Pyg e _b Ligco DaIp-TRVar-2 5
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FlexConnect Groups

Location

Unknown
Unknown
Root Area
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknewn
Unknown
Unknown
Unknown
Unknown
Roof Area

VAN

109
109
310
109
109
109
109
109
109
109
109
109
109
109
311

status

Associated
Associated
Associated
Associated
Associated
Associated
Associated
Associated
Associated
Associated
Associated
Associated
Associted
Associated
Associated

T{}tE|2’B’9“.@ ﬂ:' @ -
Show | Assodated Qlents || B

| Intarfaca Quick Fiter
Gi/0/34| fdvanced Fiter
Gil/of26 Al
data | 13nMage Preset Fifters
Gil/0/36 2.4GHz Clients

i 5GHz Clients

GIL/0/32) o} Lightweight Clients
Sl All Autonomous Clients

GiL/0/13| ) wired Clients

Gil/0/27| associated Clients

Gil/0/12| Clients known by ISE

Gil/0/15| Clients detected by MSE

Gil/0/28| Clents detected in the last 24 hours

Gil/0/14| Clients with Problemns

Giljofe Excluded Clients
Gil/0/20 FlexConnect Locally Authenticated

voice Mew clients detected in last 24 hours ¢

On Metwork Clients
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Verification Using CLI

Client authentication state and switching mode can quickly be verified using this CLI on the WLC:

(Cisco Controller) >show client detail 00:24:d7:2b:7c:0c

Client MAC AdAreSS. ..ttt tinenneennn 00:24:d7:2b:7c:0c
Client USEIrname ..........uiuiniiniininnnenenenennns N/A

AP MAC AdAresSS . i vttt ittt ettt ettt e d0:57:4c:08:e6:70
Client State. .. ...ttt Associated
H-REAP Data Switching............iiiiieneennn. Local

H-REAP Authentication............. ... .. .. .. .. .. .. Local

FlexConnect VLAN Override

In the current FlexConnect architecture, there is a strict mapping of WLAN to VLAN, and thus the client
getting associated on a particular WLAN on FlexConnect AP has to abide by a VLAN which is mapped
to it. This method has limitations, because it requires clients to associate with different SSIDs in order
to inherit different VLAN-based policies.

From 7.2 release onwards, AAA override of VLAN on individual WLAN configured for local switching
is supported. In order to have dynamic VLAN assignment, AP would have the interfaces for the VLAN
pre-created based on a configuration using existing WLAN-VLAN Mapping for individual FlexConnect
AP or using ACL-VLAN mapping on a FlexConnect group. The WLC is used to pre-create the
sub-interfaces at the AP.

st Tt L -
TTTIL | Tonns Medum Tt Tigged Brur  [T1[000
BT | Tonvat T Tigged Erum | [T1|VLAN
e TPt e 0 Tigge ey 113

WLANS > EdR “Stome 1

Coneral | Securlty | QoS | Advesced

Mw BAK rvwmide w“
e

FlexConnect broups » Edit "Slor

interface Gig
description ]

switchport trunk encapsulation dotlq
switchport trunk HEEIVERIEID
suitchpart trunk allowed vlan |8, 100

axitchport node trunk A e Create Sub-nterface on

e 14 3 - FlexConnect AP

Igrani ML fare W

Gewersl | Local Authenfication  Image Upgrade VLN ACL mapping

Fgrwis AL sare
Add |

ARAATT
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Summary

e AAA VLAN override is supported from release 7.2 for WLANs configured for local switching in
central and local authentication mode.

e AAA override should be enabled on WLAN configured for local switching.
¢ The FlexConnect AP should have VLAN pre-created from WLC for dynamic VLAN assignment.

e If VLANSs returned by AAA override are not present on AP client, they will get an IP from the
default VLAN interface of the AP.

Procedure

Complete these steps:

Step 1 Create a WLAN for 802.1x authentication.

WLANs > Edit 'Store 1’

General | Security | Qos lu_dwmced

Layer2 | Laver3 | AAAServers

Layer 2 Security & | WPA+WPA2 |
[] sMAC Filtering
WPA+WPAZ Paramelers

wWPaA Policy Fl

WPAZ Paolicy

WPAZ Encryption AES O Tize
Auth Key Mgmt BD2.1X bl
WPA gtk-randomize [y ]
State Disable s |

Step2 Enable AAA override support for local switching WLAN on the WLC. Navigate to WLAN GUI >
WLAN > WLAN ID > Advance tab.
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WLANSs > Edit "Store 1"

General | Securlty | QoS | Advanced

[¥] Enabied I
[ Enabied

Enasble Sasmion Timeout E] 1890
Tagsion Timeout (secs)

[ldlcnu AdA Overnide
Coverags Hale Detactasn

Aironet 1€ Erabled
Duagnostic Channel [ Enabied
Owarrida Interface ACL s

tena
2P Blocking Action Cesabled -
Client Exclusion 4 Fl Enabled (50

DHOP

DHEE Sarver O overrde

DHCP Addr, Assignment [ Reguired
Hanagement F rame Protection {HFP)

]
- HNone =

P Clers Protecton 4 Ophonal |~

OTIM Period (in beacon imtervals)

802.11a/n (1 - 285) i

Timeout Valus {secs)

Maomum Allewed Clents -]

Static [P Tunneling L1 [ Enabied
Wi-Ffi Direct Clients Policy Oaabled W
Mamirmurm Allgwed Clhants 64
Per AP Radio
i Channel Scanning Deler
Scan Defer Priorty 6 1 2 3 4 5 & 7

OO00oOEBED

Scan Defer Tirme 100
(rrasaca)

FlexConnect

Elzmtcﬂl

|Flncaruc= Local
it i

#0X.1ib/eln (1 = 255) |1

MALC
NALC State | None -
Load Balancing snd Band Select
Chent Load Balancing 0
Clarit Band Select £ O
Passive Client
Passive Cliart B
Voice
Hedia Session Snooping O Enabled
Re-anchor Roamed Voice Clents  [] Enabled| &
KTS based CAC Palicy O ensbied

Step3  Add the AAA server details on the controller for 802.1x authentication. In order to add the AAA server,
navigate to WLC GUI > Security > AAA > Radius > Authentication > New.
Sacurity RADIUS Authentication Servers > Edit
Server Irdex 1
s -
Shared Secrel Formiat ASCI »
Shared Secret o
Confirm Shared Secret [T
Key Wra O (Designed for FI7S custamers and requines & key wrap complisnt RADIUS server)
Fort Namber 1612
Server Status Eradied A
¥ Local EAP Suppart for RFC 1576 Erabisd ¥
¥ Priority Order Server Timeout 1| geroeds
b Certificate Network User [ Enatie
¥ Access Control Lists Hansgement O Ensbie
b msmmm Poec O  Eneble f
Step 4 The AP is in local mode by default, so covert the mode to FlexConnect mode. Local mode APs can be

converted to FlexConnect mode by going to Wireless > All APs, and click the Individual AP.
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FlexConnect VLAN Override 1l

IAll APs > Details for AP3500

General Versians

AP Name AP3S00 Primary Software Version 7.2.1.68

Lacation default locaticn | Backup Software Version 7.2.1.72

AP MAL Address coref48:c2:35:57 Predownload Status Nane

Base Radw MAC 236 30:F6:58:b0 Predownloaded Versan Nane

Admin Status Enable » Predownload Next Retry Time  NA

AP Mods {FiexConnec B Predowrload Retry Count  NA

AP Sub Mode [Nane v Beat Version 12.4.23.0

Oparational Status HEG 105 varsian 12.4(20111122:181426)8

Port Number 1 Mini IOS Version 7.0.113.74

Venue Group Unspecified v IP Config

MM TYDE unspecified ¥! . 1P Addrass 10.10.10.132

Venue Namie J | Static 1P O

Language

m&sﬁm"‘ DD4SBASGE226FS1170GBBAGIOFRABALE | IC SIoNSHICS
UP Time 0d,00h0lmilds
Controller Associated Time 0d,00h00mids @
Controller Assocation Latency 0d,00h00m 595 g

Step5  Add the FlexConnect APs to the FlexConnect group.

Navigate under WLC GUI > Wireless > FlexConnect Groups > Select FlexConnect Group > General
tab > Add AP.

FlexConnect Groups > Edit "Store 1° < Back

General | Local Authestication | Image Upgrade | VLAN-ACL mapping

Groop Name Store 1

FlexConnect APs AR
Pty s Senver None w
idd AP
Secondary Fadi Server Riang -
Ealact AP from currert cortreller ¥
Enable &% Local Autherticationd [
AP Mame AFIEIN -
Ethernet MAC
Add| Cancel | g

Step6  The FlexConnect AP should be connected on a trunk port and WLAN mapped VLAN and AAA
overridden VLAN should be allowed on the trunk port.

{nterface Gigabitkthernet1/0/4
description |AP3500

switchport trunk encapsulation dotlq
switchport trunk mative vlan 109
switchport trunk allowed vlan 3,100
switchport mode trunk : :

FlexConnect Wireless Branch Controller Deployment Guide gy



FlexConnect VLAN Override

Step 7

Step 8

Step 9

S

Note In this configuration, VLAN 109 is used for WLAN VLAN mapping and VLAN 3 is used for
AAA override.

Configure WLAN to VLAN Mapping for the FlexConnect AP. Based on this configuration, the AP
would have the interfaces for the VLAN. When the AP receives the VLAN configuration, corresponding
dotl1 and Ethernet sub-interfaces are created and added to a bridge-group. Associate a client on this
WLAN and when the client associates, its VLAN (default, based on the WLAN-VLAN mapping) is
assigned.

Navigate to WLAN GUI > Wireless > All APs, click the specific AP > FlexConnect tab, and click
VLAN Mapping.

All APs = AP3500 > VLAN Mappings

AP Name APIS00
Base Radio MAC 2c:3f:38:F6:98:b0

WLAN VILAN
Id 551D ID
1 Store 1 109 g

Create a user in the AAA server and configure the user to return VLAN ID in IETF Radius attribute.

|Aftribute Tipe Value
ETFG5 | [ Tunnel-Medium-Type Tagged Enum (r.1]802
ETr e | Tunnel-Type Tagged Enum [T:1] VLAN
ETr a1 | TunnelPrivate-Group-1D Tagged String mi3 g

In order to have dynamic VLAN assignment, the AP would have the interfaces for the dynamic VLAN
pre-created based on the configuration using existing WLAN-VLAN Mapping for the individual
FlexConnect AP or using ACL-VLAN mapping on FlexConnect group.

In order to configure AAA VLAN on the FlexConnect AP, navigate to WLC GUI > Wireless >
FlexConnect Group, click the specific FlexConnect group > VLAN-ACL mapping, and enter VLAN
in the Vlan ID field.

FlexConnect Groups > Edit "Store 1

General | Local Authentication | Image Upgrade = VLAN-ACL mapping

VILAN ACL Mapping

Wian Id 3

Ingress ACL | none

Egress ACL | none v
_Add |

150488
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FlexConnect VLAN Based Central Switching

Step10  Associate a client on this WLAN and authenticate using the user name configured in the AAA server in
order to return the AAA VLAN.

Step11  The client should receive an IP address from the dynamic VLAN returned via the AAA server.

Step12 In order to verify, click WLC GUI > Monitor > Client, click the specific client MAC address in order
to check the client details.

Limitations

e Cisco Airespace-specific attributes will not be supported and IETF attribute VLAN ID will only be
supported.

¢ A maximum of 16 VLANS can be configured in per-AP configuration either via WLAN-VLAN
Mapping for individual FlexConnect AP or using ACL-VLAN mapping on the FlexConnect group.

FlexConnect VLAN Based Central Switching

In controller software releases 7.2, AAA override of VLAN (Dynamic VLAN assignment) for locally
switched WLANs will put wireless clients to the VLAN provided by the AAA server. If the VLAN
provided by the AAA server is not present at the AP, the client is put to a WLAN mapped VLAN on that
AP and traffic will switch locally on that VLAN. Further, prior to release 7.3, traffic for a particular
WLAN from FlexConnect APs can be switched Centrally or Locally depending on the WLAN
configuration.

From release 7.3 onwards, traffic from FlexConnect APs can be switched Centrally or Locally depending
on the presence of a VLAN on a FlexConnect AP.

% . 3
Appli n
Appiicytan SN
y ¥ a b i v .
User 2 is foreign user | e,
gt ’ ALA =
" i 1

¥
*
ARNART

Summary

Traffic flow on WLANSs configured for Local Switching when Flex APs are in Connected Mode:

e If the VLAN is returned as one of the AAA attributes and that VLAN is not present in the Flex AP
database, traffic will switch centrally and the client will be assigned this VLAN/Interface returned
from the AAA server provided that the VLAN exists on the WLC.

e If the VLAN is returned as one of the AAA attributes and that VLAN is not present in the Flex AP
database, traffic will switch centrally. If that VLAN is also not present on the WLC, the client will
be assigned a VLAN/Interface mapped to a WLAN on the WLC.

FlexConnect Wireless Branch Controller Deployment Guide
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FlexConnect VLAN Based Central Switching

e Ifthe VLAN is returned as one of the AAA attributes and that VLAN is present in the FlexConnect
AP database, traffic will switch locally.

e If the VLAN is not returned from the AAA server, the client will be assigned a WLAN mapped
VLAN on that FlexConnect AP and traffic will switch locally.

Traffic flow on WLANSs configured for Local Switching when Flex APs are in Standalone Mode:

e If the VLAN returned by an AAA server is not present in the Flex AP database, the client will be
put to default VLAN (that is, a WLAN mapped VLAN on Flex AP). When the AP connects back,
this client will be de-authenticated and will switch traffic centrally.

e If the VLAN returned by an AAA server is present in the Flex AP database, the client will be put
into a returned VLAN and traffic will switch locally.

e If the VLAN is not returned from an AAA server, the client will be assigned a WLAN mapped
VLAN on that FlexConnect AP and traffic will switch locally.

Configure a WLAN for Local Switching and enable AAA override.

Advanced

Procedure
Complete these steps:
Step 1
WLANSs > Edit "Store 1°
General i Security |

QoS !

Allow AR Override

Enabled

Coverage Hole Detection

Enable Session Timeout

Aironet IE

Diagnostic Channel
Override Interface ACL
PZP Blocking Action

Client Exclusion 3

Maximurm allowed
Clients &

Static IP Tunneling 1L

Wi-Fi Direct Clients
Policy

Maximurm Allowed
Clients Per AP Radio

FlexConnect

Enabled

l?.' 1500 :
Session Timeout (secs)

[“lenabled
Clenabled

IPvd | MNone w IPvE | Mone W

Disabled

=11

[“IEnabled Timeout Value {secs)

a

Clenabled

Disabled

200

FlexConnect Local
Switching £

EERvES

[¥] Enabled
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Step 2

Step 3

FlexConnect VLAN Based Central Switching H

Enable Vlan based Central Switching on the newly created WLAN.

WLANSs > Edit

'Store 1

| General | Security | QoS ] Advanced

Allow AfA Override

Enabled

Coverage Hole Detection Enabled

Enable Session Timeout

Aironet IE

Diagnostic Channel
Override Interface ACL
FZP Blocking Action

Client Exclusion 2

Maximum Allowed

[“lenabled

|1800

Session Timeout (secs)

[“lenabled
Clenabled
IPv4 [ None ¥

1Pv6 [None ¥ |

Disabled 2

60 =
Timeout Yalue (secs)

Clients &

Static IP Tunneling b2 [Jenabled

iy ClenE [ Disabled v

Maximum Allowed 'zuu

Clients Per AP Radio L
FlexConnect

FlexConnect Local

Switching £ Enabled

FlexConnect Local Auth 2 [ Enabled

Learn Client IP Address 3 Enabled

Van based Central

Switching 22 Enabled g

Set AP Mode to FlexConnect.
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All APs > Details for AP_3500E

Goneral  (CrRTOAE AR R A v aaEiIy

General
AP Mame [ap_zs00E
Location [
AP MAC Address cd i 7d:af: 3a:07: 74
Base Radio MAC o 7d:af:53:24:e0
Admin Status Enable |
AP Mode FlexConnect s
AP Sub Mode lacal *__..-""
Operational Status monitor
Rogue Detactor
Part Number Sniffer
Bridge
Venue Group _SE-Connect b

Step 4 Make sure that the FlexConnect AP has some sub-interface present in its database, either via
WLAN-VLAN Mapping on a particular Flex AP or via configuring VLAN from a Flex group. In this
example, VLAN 63 is configured in WLAN-VLAN mapping on Flex AP.

l I Tl I' [
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY
Wireless All APs > AP_3500E > VLAN Mappings
* Access Points
All APs AP Mame AP_3S00E
il Base Radio MAC  od:7d:4f:53:24 0
802.11an
802.11b/a/n
Global Configuration WLAM ¥LAM
1d 551D 1]
kA
dvanced 1 *Store 1° : 163
Mesh
RF Profiles

Centrally switched Wians
FlexConnect Groups
FlaxConnect ACLs WLAN Id SSID VLAN 1D

FRBOZ.118/0 AP level VLAN ACL Mapping

¢ 802.11bfg/n

¥lan Id Ingress ACL Egress ACL
b Media Stream 63 none B none
Country
Timers Group level VLAN ACL Mapping
b QoS ¥lamn Id Ingress ACL Egress ACL

:

Step5  In this example, VLAN 62 is configured on WLC as one of the dynamic interfaces and is not mapped to
the WLAN on the WLC. The WLAN on the WLC is mapped to Management VLAN (that is, VLAN 61).
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Step 6

Step 7

FlexConnect VLAN Based Central Switching Il

aliefn

CISCO MONITOR  WLANs CONTROLLER T M C SNDS  HELP  FEEDRACK
Controller Interfaces
General
Inventary Interface Name YLAN Identifier 1P Address Interface Type Dynamic AP Management
Interfacas [din [H 9656210 Dynsmic | Disabled -]
IR T RGeS mAnagemant 51 9.6.61.2 Static Enabled

Associate a client to the WLAN configured in Step 1 on this Flex AP and return VLAN 62 from the AAA
server. VLAN 62 is not present on this Flex AP, but it is present on the WLC as a dynamic interface so
traffic will switch centrally and the client will be assigned VLAN 62 on the WLC. In the output captured
here, the client has been assigned VLAN 62 and Data Switching and Authentication are set to Central.

Monitor Clients > Detail

Summary
¥ Acoess Points

F Cisco Cleanfir

Cliamt Pmpanles AP Propartias
b Statistics
» CDP HAC Address 00:40:96: bl dicbe AP Address o Td:Af: 5324000
IIP'\'-i Address 9.&.62.LOI'I] AP Name AP_3SDDE
b Rogues ek Addre
i 55
b Redundancy 4P Trpe S0211s
WLAN Profile ! '
Clients : Store 1
Multicast Dats Switching Central
Aghantication Cartral
Status Associated
Agdacation [D 1

202.11 Authentication  Open System

Fesson Code )

Stabus Code 0
Clhisnk Trpe Regular CF Pallable ot Implemented
User Name betauser F Pall Request Hat Implemanbed
Port Number 1 Short Presmble Mot Implemented
Interfacn dym PBCE ot Implemented
Charnil Aglity Mot Implemanted

)
Note  Observe that although WLAN is configured for Local Switching, the Data Switching field for

this client is Central based on the presence of a VLAN (that is, VLAN 62, which is returned from
the AAA server, is not present in the AP Database).

If another user associates to the same AP on this created WLAN and some VLAN is returned from the
AAA server which is not present on the AP as well as the WLC, traffic will switch centrally and the client
will be assigned the WLAN mapped interface on the WLC (that is, VLAN 61 in this example setup),
because the WLAN is mapped to the Management interface which is configured for VLAN 61.
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Clients > Detail

Client Properties AP Properties
MAC Address 00:40:96:bB:d4:be AP Address o 1 Tddf 5322400
liﬂud Address $.5.61.100 I AP Name AP_3500E
1Pvh Addrass AP Trpe 802.11a
WLAN Profile ‘Store 1°
Data Switching Central
Authenticaban Cantral
Status Agsociated
Assooation 1D 1
B0Z.11 Authenticabon Qpen System
Reason Code 3
Status Code L]
Chent Type Regular CF Pallable Mot Implemented
User Hame betauser? CF Poll Reguest Mot Implamentad
Fort Nymbaer 1 Shormt Presmble Mot Irmplamentsd
Interface ITIAMAGEmEnt PBCC Mot Implemented
WLAN ID 61 Channal Aglity Mot Implementad

S

Note  Observe that although WLAN is configured for Local Switching, the Data Switching field for
this client is Central based on the presence of a VLAN. That is, VLAN 61, which is returned
from the AAA server, is not present in the AP Database but is also not present in the WLC
database. As a result, the client is assigned a default interface VLAN/Interface which is mapped
to the WLAN. In this example, the WLAN is mapped to a management interface (that is, VLAN
61) and so the client has received an IP address from VLAN 61.

Step8  If another user associates to it on this created WLAN and VLAN 63 is returned from the AAA server
(which is present on this Flex AP), the client will be assigned VLAN 63 and traffic will switch locally.

Clients > Detail

Client Properties AP Properties
MAC Address 00:40: 9% bodd:be AP Address ol 71450 2400
I'IP‘vd- HAddress 96,63 IHI}I AP Name AP_ISO0E
IPve Address AP Type BOZ.11a
WLAN Profile "Store 1°
Data Swetching Local
Authanbeation Central

Limitations

e VLAN Based Central Switching is only supported on WLANs configured for Central Authentication
and Local Switching.

e The AP sub-interface (that is, VLAN Mapping) should be configured on the FlexConnect AP.
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FlexConnect ACL

With the introduction of ACLs on FlexConnect, there is a mechanism to cater to the need of access
control at the FlexConnect AP for protection and integrity of locally switched data traffic from the AP.
FlexConnect ACLs are created on the WLC and should then be configured with the VLAN present on
the FlexConnect AP or FlexConnect group using VLAN-ACL mapping which will be for AAA override
VLANS. These are then pushed to the AP.

ACL Rule on AP

' M acting as P2P Block
g M CAPWAP Tunnel 5

g
Summary
¢ Create FlexConnect ACL on the controller.
e Apply the same on a VLAN present on FlexConnect AP under AP Level VLAN ACL mapping.
e (Can be applied on a VLAN present in FlexConnect Group under VLAN-ACL mapping (generally
done for AAA overridden VLANS).
e While applying ACL on VLAN, select the direction to be applied which will be “ingress”, “egress”
or “ingress and egress”.
Procedure

Complete these steps:

Step1  Create a FlexConnect ACL on the WLC. Navigate to WLC GUI > Security > Access Control List >
FlexConnect ACLs.

FlexConnect Access Control Lists Entries 0 - 0 of O Mew...

Acl Hame

350497

Step2  Click New.
Step3  Configure the ACL Name.
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FlexConnect ACL

Access Control Lists > Mew < Back | apply |

Access Control List Name  Flex-ACL-Ingresd

150498

Step4  Click Apply.
Step5  Create rules for each ACL. In order to create rules, navigate to WLC GUI > Security > Access Control
List > FlexConnect ACLs, and click the above created ACL.

Access Control Lists » Edit <Back | _Add New Rule |
General
Access List Hame Flex-ACL-Tngress
Destination Source Dest
Seq Action Source IPfMask IPfMask Protocal Port Port DsCP
2
&
£
Step6  Click Add New Rule.
Access Control Lists > Rules > New <Back_| Apply |
Sequence 1
IF Address Netrmashk
SouncE IP Addrass = 0.0.0.0 0.0.0.0
. IF Address Netmask
Diestination 1P Addrass » 0.0.0.0 0.0.0.0
Protocal Any w
DSCP Any w
=
Ackion Deny b L
]

A
Note  Configure the rules as per the requirement. If the permit any rule is not configured at the end,
there is an implicit deny which will block all traffic.

Step7  Once the FlexConnect ACLs are created, it can be mapped for WLAN-VLAN mapping under individual
FlexConnect AP or can be applied on VLAN-ACL mapping on the FlexConnect group.

Step8  Map FlexConnect ACL configured above at AP level for individual VLANs under VLAN mappings for
individual FlexConnect AP. Navigate to WLC GUI > Wireless > All AP, click the specific AP >

FlexConnect tab > VLAN Mapping.
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All APs = AP3500 > VLAN Mappings

AP Name AP3500
Base Radio MAC  Z2c:3f:38:f68:93:b0

WLAN VLAN
1d SSI1D 1Dy
1 Store 1 | 100 |

Centrally switched Wlans
WLAN Id SSID VLAN ID
5 Store 3 NS A

AP level VLAN ACL Mapping
Vian Id Ingress ACL Egress ACL

108 | Flex-&CL-Ingress V| | Flex-&CL-Egress |» g

Step9  FlexConnect ACL can also be applied on VLAN-ACL mapping in the FlexConnect group. VLANSs
created under VLAN-ACL mapping in FlexConnect group are mainly used for dynamic VLAN override.

FlexConnect Groups > Edit "Store 1

| Gemeral | Local Authenticativn | Image Upgrade | VLAN-ACL mapping

VLAN ACL Mapping

Vian Id o
Ingress ACL Flax-ACL-Egress %

Egress ACL |Flex-ACL-Egress

Add |
Vian Id Ingress ACL Egress ACL
3 Flex-ACL-Ingress Flex-ACL-Egress [ - £
c
]
-

Limitations

¢ A maximum of 512 FlexConnect ACLs can be configured on WLC.
e Each individual ACL can be configured with 64 rules.
¢ A maximum of 32 ACLs can be mapped per FlexConnect group or per FlexConnect AP.

e Atany given point in time, there is a maximum of 16 VLANs and 32 ACLs on the FlexConnect AP.

FlexConnect Wireless Branch Controller Deployment Guide
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B FlexConnect Split Tunneling

FlexConnect Split Tunneling

Summary

In WLC releases prior to 7.3, if a client connecting on a FlexConnect AP associated with a centrally
switched WLAN needs to send some traffic to a device present in the local site/network, they need to
send traffic over CAPWAP to the WLC and then get the same traffic back to the local site over CAPWAP
or using some off-band connectivity.

From release 7.3 onwards, Split Tunneling introduces a mechanism by which the traffic sent by the
client will be classified based on packet contents using Flex ACL. Matching packets are switched
locally from Flex AP and the rest of the packets are centrally switched over CAPWAP.

From release 8.8 onwards, Split Tunneling is also supported on Wave-2 802.11ac based AP as noted in
the beginning of this guide. Matching packets are switched locally from Flex AP and the rest of the
packets are centrally switched over CAPWAP.

The Split Tunneling functionality is an added advantage for OEAP AP setup where clients on a
Corporate SSID can talk to devices on a local network (printers, wired machine on a Remote LAN Port,
or wireless devices on a Personal SSID) directly without consuming WAN bandwidth by sending packets
over CAPWAP. Split tunneling is not supported on OEAP 600 APs. Flex ACL can be created with rules
in order to permit all the devices present at the local site/network. When packets from a wireless client
on the Corporate SSID matches the rules in Flex ACL configured on OEAP AP, that traffic is switched
locally and the rest of the traffic (that is, implicit deny traffic) will switch centrally over CAPWAP.

The Split Tunneling solution assumes that the subnet/VLAN associated with a client in the central site
is not present in the local site (that is, traffic for clients which receive an IP address from the subnet
present on the central site will not be able to switch locally). The Split Tunneling functionality is
designed to switch traffic locally for subnets which belong to the local site in order to avoid WAN
bandwidth consumption. Traffic which matches the Flex ACL rules are switched locally and NAT
operation is performed changing the client’s source IP address to the Flex AP’s BVI interface IP address
which is routable at the local site/network.

¢ The Split Tunneling functionality is supported on WLANs configured for Central Switching
advertised by Flex APs only.

e The DHCP required should be enabled on WLANSs configured for Split Tunneling.

e The Split Tunneling configuration is applied per WLAN configured for central switching on per Flex
AP or for all the Flex APs in a FlexConnect Group.
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FlexConnect Split Tunneling

Procedure
Complete these steps:
Step1  Configure a WLAN for Central Switching (that is, Flex Local Switching should not be enabled).
WLANSs > Edit "Store 1°
| General | Security | QoS | Advanced
Allow AAA Override ] Enabled
Coverage Hole Detection Enabled
Enable Session Timeout ilﬁﬂﬂ |
Session Timeaouwt (s8cs)
Aironet 1E Mlenabled
Diagnostic Channel Clenabled
Override Interface ACL  IPvd4 | None w | IPv6 | None &
P2P Blocking Action | Disabled wl|
Client Exclusion |50 1
enabled Timeout Value (secs)
Maxirmum Allowed i 1
7 s (o |
Clients = — -
Static IP Tunneling £2 Clenabled
Wi-Fi Direct Clients e |
Policy LLisabled S ,
Maxirmum Allowed [m | Flex Local Switching
Clients Per AP Radio (200 | should not be enabled
FlexConnect
FlexConnect Local
Swit:hinil L] Enabled g
Step2  Set DHCP Address Assignment to Required.
WLANs > Edit 'Store 1
 General | Security | QoS Advonced
fllom A& Cvermide [ Enabled OHCP
Coverage Hole Detection (] Enabled DHCP Server O override
Enable Sesuon Timeout F 1800
Sesnian Timeout (secs) IMPM&! Assignmert (V] iequu’edl
.
Rironat [E ¥Enablad Management Frame Protection (MFP)
Diagnostic Channel [enabled < i
Overnde Interface ACL TPl | Hone 1Pvé | None & WFP Client Protection ¥ | Opbenal g
Step3  Set AP Mode to FlexConnect.

FlexConnect Wireless Branch Controller Deployment Guide gy



B FlexConnect Split Tunneling

All APg > Details for AP_3500E

General | Credentials | Interfaces | High Avallability

General
AP Mame AF_3S00E
Location
AP MAC Address o 7d:4f: 32:07: 74
Base Radio MAC od: 7d:4f:53: 2480
Admin Status Enable |
AP Mode  FlexConnect v
AP Sub Mode local “___..-—'
Operational Status monitor
P Rogue Datactor
Port Number Sniffer
Bridge
Venue Group SE-Connect byt

Step4  Configure FlexConnect ACL with a permit rule for traffic which should be switched locally on the
Central Switch WLAN. In this example, the FlexConnect ACL rule is configured so it will alert ICMP
traffic from all the clients which are on the 9.6.61.0 subnet (that is, exist on the Central site) to 9.1.0.150
to be switched locally after the NAT operation is applied on Flex AP. The rest of the traffic will hit an
implicit deny rule and be switched centrally over CAPWAP.

afaln

CI5CO

Wireless Access Control Lists » Edit

w Access Points

All AF General
» Rad
11a/n Acoess List Name Flex-ACL
onkguration Destination
Seq Action  Souwrce IP/Mask 1P Mask Pratocel Source Port  Dest Port DSCP
b Advanced
) 96,600 9.10.150 o -
Mesh L PR ecamsamso sssassassass o o by hay @
RF Profiles
FlexConnect Groups
FlexLannect ALLS

Step5  This created FlexConnect ACL can be pushed as a Split Tunnel ACL to individual Flex AP or can also
be pushed to all the Flex APs in a Flex Connect group.

Complete these steps in order to push Flex ACL as a Local Split ACL to individual Flex AP:
a. Click Local Split ACLs.
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FlexConnect Split Tunneling

Cisco
Wireless All APs > Details for AP_3500E
bl | General | Credentials | Interfaces | High Availability | Inventory | FlexConnect | Advanced
w Radios
BizAlaim
B02.11b/a/n
Global Canfiguration VLAN Support Gl
¥ Advancad Hative VLAN [D 5?_ YLAN ings
Mesh FlexConnect Group Name Mot Configured
RF Profiles
PreAuthentication Access Control Lists
FlexConnect Groups
FlexConnect ACLS Extornal Wobaithentication ACLS

b. Select WLAN Id on which Split Tunnel feature should be enabled, choose Flex-ACL, and click
Add.

All APs > AP_3500E > ACL Mappings

AP Name AP_3500E
Base Radio MAC  od4:7d:4f:53:24:e0 _
Enter WLAN ID on which Split
WLAN ACL Mapping / Tunnel should be enabled
WLAN 1d | /
Local-Split ACL | Flex-ACL & Click Add aft
. i after
Add :
| % selecting Flex ACL
WLAN Id WLAN Profile HName Local-Split ACL

c. Flex-ACL is pushed as Local-Split ACL to the Flex AP.
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FlexConnect Split Tunneling

All APs > AP_3500E > ACL Mappings

AP Name Ap_3500E
Base Radio MAC od:7d:4f:53:24:e0

WLAN ACL Mapping

WLAN Id 0
Local-Split ACL | Flex-ACL ¥ |
Add
WLAN
Id WLAN Profile Name Local-Split ACL
1 ‘Store 1 | Flex-acL v G4 &

Complete these steps in order to push Flex ACL as Local Split ACL to a FlexConnect Group:

a. Select the WLAN Id on which the Split Tunneling feature should be enabled. On the WLAN-ACL
mapping tab, select FlexConnect ACL from the FlexConnect group where particular Flex APs are
added, and click Add.

Wirsless FlexConnect Groups » Edit Flex-Group®
= Roceds Poknts
R E— el Auth ACL Mapping Local Split ACL Mapping Estwr WILAN 1D on wtuch Splt
¢ Advanced | Tureal whould be erabled
WLAN 12 ) WLkN M |
Siesh 2 et
B Profiles wabhuth ACL Fies-ACL [ Locsl Spte acy [ P | % ]
J Tl ADD after pfecting Flan
Flew{ smnect Groups A | CAM| M=)~
- e

LA i e Prafie toams An WA Frafile s '] i &
b 002.11af0 LA i LA i Websth ALL WLAN bl LA i L sbypim DL

350511

b. The Flex-ACL is pushed as LocalSplit ACL to Flex APs in that Flex group.

Wireless FlexConnect Groups > Edit Flex-Group’

* Apcoss Peints
adl AF

+ g
sl Canfigurasen Web Auth ACL Mapging Local Spiit ACL Magping

¥ Ailvanoed
WLAN Id 1] WLAN [d L]
sesh
RF Praflies webauth AL Faa-ACL W Lascal Spia ACL Fan-ACL W
FlexCommedt Grsups e | Add |
b BOZ.11afn WiLAs 1d WLAM Frofde ame WebAuth ACL WiLAs [d WLA Frofile wame Lecalspht AL ™
L PR LT ravacy v 0 g
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Limitations

Fault Tolerance W

Flex ACL rules should not be configured with permit/deny statement with same subnet as source
and destination.

Traffic on a Centrally Switched WLAN configured for Split Tunneling can be switched locally only
when a wireless client initiates traffic for a host present on the local site. If traffic is initiated by
clients/host on a local site for wireless clients on these configured WLANS, it will not be able to
reach the destination.

Split Tunneling is not supported for Multicast/Broadcast traffic. Multicast/Broadcast traffic will
switch centrally even if it matches the Flex ACL.

Fault Tolerance

FlexConnect Fault Tolerance allows wireless access and services to branch clients when:

Summary

Limitations

FlexConnect Branch APs lose connectivity with the primary controller.
FlexConnect Branch APs are switching to the secondary controller.

FlexConnect Branch APs are re-establishing connection to the primary controller.

FlexConnect Fault Tolerance, along with Local EAP as outlined above and PEAP/EAP-TLS
authentication on FlexConnect AP with release 7.5, together provide zero branch downtime during a
network outage. This feature is enabled by default and cannot be disabled. It requires no configuration
on the controller or AP. However, to ensure Fault Tolerance works smoothly and is applicable, this
criteria should be maintained:

WLAN ordering and configurations have to be identical across the primary and backup controllers.
VLAN mapping has to be identical across the primary and backup controllers.

Mobility domain name has to be identical across the primary and backup controllers.

FlexConnect will not disconnect clients when the AP is connecting back to the same controller
provided there is no change in configuration on the controller.

FlexConnect will not disconnect clients when connecting to the backup controller provided there is
no change in configuration and the backup controller is identical to the primary controller.

FlexConnect will not reset its radios on connecting back to the primary controller provided there is
no change in configuration on the controller.

Supported only for FlexConnect with Central/Local Authentication with Local Switching.

Centrally authenticated clients require full re-authentication if the client session timer expires
before the FlexConnect AP switches from Standalone to Connected mode.

FlexConnect primary and backup controllers must be in the same mobility domain.
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M Client Limit per WLAN

Client Limit per WLAN

Along with traffic segmentation, the need for restricting the total client accessing the wireless services
arises. For example, limiting total Guest Clients from branch tunneling back to the Data Center.

In order to address this challenge, Cisco is introducing Client Limit per WLAN feature that can restrict
the total clients allowed on a per WLAN basis.

Primary Objective

Limitations

e Set limits on maximum clients

e Operational ease

~

Note  This is not a form of QoS.

By default, the feature is disabled and does not force the limit.

This feature does not enforce client limit when the FlexConnect is in Standalone state of operation.
Any configuration mismatch across WLCs in any of below will result in radio reset at AP:

1. Flexconnect group (all possible configs)

WLAN to WLAN mapping per AP / AP Group / WLAN

Radio related configs (rates / power) etc.

& w DN

WLAN configurations

WLC Configuration

Step 1

Step 2
Step 3
Step 4

Complete these steps:

Select the Centrally Switched WLAN ID 1 with SSID DataCenter. This WLAN was created during THE
AP Group creation. See Figure 3.

Click the Advanced tab for WLAN ID 1.
Set the client limit value for the Maximum Allowed Clients text field.

Click Apply after the text field for Maximum Allowed Clients is set.
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Client Limit per WLAN

WLANs > Edit < Back Apply |
i | Security | QoS | Advenced
A
Alow ARA Ovarride [ Enstled DHER
Coverage Hole Detection [7] Enabled DHECP Server O avernde
Enable Session Timeawt o 1800
T Sassion Timeout (secs) DHEP Addr. Assignmest [ Reguired
o
Adroriet: 18 Enabled Management Frame Protection (MFP)
Diagnostic Chanrel Dlenabled
IPvé Enable L ] MFP Client Protection | Optional =
Overnde Inkerface ACL Mane w DTIM Period (in beracon intervals)
P2P Blocking Acton s abled -
3 - B0 11adn (1 - 25%) 1
Clisnk Exclusion FlEnabied
Timeout Value (secs) B0211big/n (1 - 258) [1
NAC OCB State [
Off Channel Scanning Defer — AT
Pasturs State [ Enabled
Scan Defer Pronity 1234567
OOoO0OoEERO Load Balancing and Band Select
Client Load Balan
Scan Defar w0 - L
Time{msecs) Client Band Select £ O ~|
< L]
Foot Notes
2 H-REAP Locel Switching is not supported with IFrec, CRANITE suthentication
3 Whan clent axclution is enabled, 8 Timeout Valse of zero means infisity (will reguire sdminirtrative override o retet sxciuded cients )
4 Slient MFP iy mof aciive unlers WPAZ s configured
5 Lowrn Client 17 i5 confipurable anly when HREAR Locw! Suntching is enabled
& WA god open or AES seourity should be enablied to support Mgher 1In rates
7 Molticast Showkd Be Enabled For [FVE, £
8 Band Seiect /s rabls whan Radio Policy is set to A", M
£
=33 sfion H

Default for Maximum Allowed Clients is set to 0, which implies there is no restriction and the feature is
disabled.

Configuration through Cisco Prime

In order to enable this feature from the Cisco Prime, go to Configure > Controllers > Controller IP >
WLANs > WLAN Configuration > WLAN Configuration Details.

Monitor v Configure ¥  Senvices ¥  Reports ¥ Administraton | ¥
ws I tospot Policy Configuration
1 Enable FlexConnect
[rom . Wit e e
. WLAN Configuration Aronet o Enable FRexConnect Local Auth 7 Ensble
i AP Groups e O Enable Leam Client TP Address Enable
. Policy Configuration e i oE VLAN Based Central Switching Enable
FlexConnect > % pe il 7] Cenal DHOP Processing Enable
Securty ¥ pe (WOHE———Tq)  vemdeDws Enable
————————  NATeAT Enable
Acces Poirts *  Ppeerto PeerBlocking . [ Disable pHCP
802.11 > Wi-Fi Direct Cilents Policy | Disabled DHCP Server ) Override
802.11a/n »  Clent Exclusion’’ & Ensble DHCP Address Assignment W Required
802.11b/g/n 3 Timeout vakse &0 ) Management Frame Protecion (MFP)
Application Visibility And Control > imum Clients +* o = o R
MFP Client Protection (7 [ Enabled ¥
Netflow >
Mobility Anchors o MFP Version 1
Mesh [ Lood Baibneing and Band Select
Ports. > Passive Oient [ Enable uent Load Baiancing O Enabie
Management ¥ Off Channel Scanning Defies Client Band Select ) Enable
b 01234567 =
Router Advertissment gy  Scun D paoy _‘1‘ i nsa (=} NAC State {_Nane #)
Scan Defer Time 100 (me) w
Redund: » = Z @
i DTIM Period'® Client Praflling I
Lt ¥ s02itam (1255) 1 (ma) DHCP Profiling O Ensble ]
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M Peer-to-Peer Blocking

Peer-to-Peer Blocking

In controller software releases prior to 7.2, peer-to-peer (P2P) blocking was only supported for central
switching WLANSs. Peer-to-peer blocking can be configured on WLAN with any of these three actions:

e Disabled — Disables peer-to-peer blocking and bridged traffic locally within the controller for clients
in the same subnet. This is the default value.

¢ Drop — Causes the controller to discard packets for clients in the same subnet.

e Forward Up-Stream — Causes the packet to be forwarded on the upstream VLAN. The devices above
the controller decide what action to take regarding the packet.

From release 7.2 onwards, peer-to-peer blocking is supported for clients associated on local switching
WLAN. Per WLAN, peer-to-peer configuration is pushed by the controller to FlexConnect AP.

Client Packets are
Dropped @ AP

=

AEnEAE

Summary
e Peer-to-peer Blocking is configured per WLAN
e Per WLAN, peer-to-peer blocking configuration is pushed by WLC to FlexConnect APs.
e Peer-to-peer blocking action configured as drop or upstream-forward on WLAN is treated as
peer-to-peer blocking enabled on FlexConnect AP.
Procedure

Complete these steps:

Step1  Enable peer-to-peer blocking action as Drop on WLAN configured for FlexConnect Local Switching.
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AP Pre-lmage Download

WLANs = Edit "Storel’
General | Securlty | QoS | Advanced

Alroret |E ] Enabled Managamant Frame Protection {HFR)

Dhagrosts Charne [ ': Enadiled

Overnde Interface ACL 1Pvd | None 1P | None w HFP Chont Protection ¥ Cptional
[ #2¢ miocking Action Drop v | OTIH Period {in beacon intervals)

Chert Excluson 4 =3 Q
= [#] Eratled —

Timigoud Vsl (seca) B02.11a'n (1 - 255)
Mamimusm Allowed Chents 8 0 BO2.11b/gfn (1 - I55)
Static [P Tunnelng 44 [ Enabled NAL
Wi-Fi Durect Chants Poloy Disabled W HAC State | Mone o
off Channel Scanning Daler Load Balancing and Band Select

Scan Defer Pricnty g 1 T 3 45 & 7 Chont Load Balancing

DO0O0BE Clant Band Select £
Scan Defer Tima Passive Chiant
lemern) Pasgive Chent
FlaxConnect
[rlo-nc-— nect Local

Conitrbinn

Waokoe

— | -
= Enabled | Madin Sesmon Snooping L Enabled

150516

Step2  Once the P2P Blocking action is configured as Drop or Forward-Upstream on WLAN configured for
local switching, it is pushed from the WLC to the FlexConnect AP. The FlexConnect APs will store this
information in the reap config file in flash. With this, even when FlexConnect AP is in standalone mode,
it can apply the P2P configuration on the corresponding sub-interfaces.

Limitations

¢ In FlexConnect, solution P2P blocking configuration cannot be applied only to a particular
FlexConnect AP or sub-set of APs. It is applied to all FlexConnect APs that broadcast the SSID.

¢ Unified solution for central switching clients supports P2P upstream-forward. However, this will not
be supported in the FlexConnect solution. This is treated as P2P drop and client packets are dropped
instead of forwarded to the next network node.

e Unified solution for central switching clients supports P2P blocking for clients associated to
different APs. However, this solution targets only clients connected to the same AP. FlexConnect
ACLs can be used as a workaround for this limitation.

AP Pre-lmage Download

This feature allows the AP to download code while it is operational. The AP pre-image download is
extremely useful in reducing the network downtime during software maintenance or upgrades.

Summary

e Ease of software management
e Schedule per store upgrades: NCS or Cisco Prime is needed to accomplish this.

e Reduces downtime
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Il AP Pre-Image Download

Procedure
Complete these steps:

Step 1 Upgrade the image on the primary and backup controllers.

Navigate under WLC GUI > Commands > Download File to start the download.

Download file to Controller

File Type Cada w

Transfer Mode TFTF »

Farvar Details

Maximum retries 10

Timeout | seconds) B

File Parth e
o

File Mame AS_ST00_T_0 112 _53.aes @

_7_0_ ]
Step 2 Save the configurations on the controllers, but do not reboot the controller.

Step3  Issue the AP pre-image download command from the primary controller.

a. Navigate to WLC GUI > Wireless > Access Points > All APs and choose the access point to start
pre-image download.

b. Once the access point is chosen, click the Advanced tab.

c.

Click Download Primary to initiate pre-image download.

AP Image Download

Perform a primary image Perform a backup
pre-download on this AP image pre-download on
this AP
Download Primary I Download Backup I

Perform a interchange of
both the images on this
ap

Interchange Image |

AB0E1E
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Step 4

Limitations

FlexConnect Smart AP Image Upgrade

*Sep ﬂg[ﬁ: %LINK-3-UPDOWN: Interface DotllRadio0, changed state to up
Image not found in flash, predownloading.
examining image...!
extracting info (326 bytes)
Image info:
Version Suffix: k9wB-.wnbu_j_mr.201009101910
Image Name: ¢1250-k9w8-mx.wnbu_j_mr.201009101910
Version Directory: c1250-k9w8-mx.wnbu_j_mr.201009101910
Ios Image Size: 5530112
Total Image Size: 5550592
Image Feature: WIRELESS LAN|LWAPP
Image Family: C1250
Wireless Switch Management version : [ NGcNzG_G
Extracting files...
©1250-k9w8-mx .wnbu_j_mr. 201009101910/ (directory) 0 (bytes)
extracting c1250-k9w8-mx.wnbu_j_mr.201009101910/c1250_avr_1.img (13696 bytes)!
extracting c1250-k9w8-mx.wnbu_j_mr.201009101910/W5.bin (17372 bytes)!
extracting cl1250-k9w8-mx.wnbu_j_mr.201009101910/c1250-k9wB-mx.wnbu_j_mr.20100910
1910 (5322509 bytes)!!!!N!

*Sep 13 21:25:43.747: Loading file /c1250-pre| N . =
Ny | =

................................ =

extracting ¢1250-k9wB-mx.wnbu_j_mr.201009101910/W2.bin (4848 bytes)!
extracting c1250-k9w8-mx.wnbu_j_mr.201009101910/info (326 bytes)

extracting c1250-k9w8-mx.wnbu_j_mr.201009101910/c1250_avr_2.img (10880 bytes)!
extracting info.ver (326 bytes)

New software image installed in flash:/c1250-k9w8-mx.wnbu_j_mr.201009101910
archive download: takes 138 seconds

10/c1250-k9wB-mx.wnbu_j_mr.201009101910
Reading backup version from flash:/cl250-k9w8-mx.wnbu_j_mr.201009101910/c1250-k9 &«
wS—mx.wnbu_j_mr.201009101910d0ne.| Rt

Reboot the controllers after all the AP images are downloaded.

New backup software 1mage installed in flash:/c1250-k9w8-mx.wnbu_j_mr. 2010091019_J
E

1

The APs now fall back to Standalone mode until the controllers are rebooting.

)

380519

:

Note  In Standalone mode, Fault Tolerance will keep Clients associated.

Once the controller is back, the APs automatically reboot with the pre-downloaded image. After

rebooting, the APs re-join the primary controller and resume client's services.

¢ Works only with CAPWAP APs.

FlexConnect Smart AP Image Upgrade

The pre-image download feature reduces the downtime duration to a certain extent, but still all the

FlexConnect APs have to pre-download the respective AP images over the WAN link with higher latency.
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B FlexConnect Smart AP Image Upgrade

Efficient AP Image Upgrade will reduce the downtime for each FlexConnect AP. The basic idea is only
one AP of each AP model will download the image from the controller and will act as Primary/Server,
and the rest of the APs of the same model will work as Secondary/Client and will pre-download the AP
image from the primary. The distribution of AP image from the server to the client will be on a local
network and will not experience the latency of the WAN link. As a result, the process will be faster.

0087,

T

AR

Summary
¢ Primary and Secondary APs are selected for each AP Model per FlexConnect Group
e Primary downloads image from WLC
e Secondary downloads image from Primary AP
e Reduces downtime and saves WAN bandwidth
Procedure

Complete these steps:

Step1  Upgrade the image on the controller.
Navigate to WLC GUI > Commands > Download File in order to begin the download.
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FlexConnect Smart AP Image Upgrade Il

Download file to Controller

Fils Typa Code b

Transfer Mode TFTF

Farvar Details

1P Addeess I

Maximum retries 1

Timeout [seconds) ]

Filg Path

File Mame A NS00 T 3% Tims g

Step 2 Save the configurations on the controllers, but do not reboot the controller.
Step3  Add the FlexConnect APs to FlexConnect group.

Navigate to WLC GUI > Wireless > FlexConnect Groups, select FlexConnect Group > General tab
> Add AP.

FlexConnect Groups > Edit "Store 1° <Back |

General | Local Authentication  Image Upgrade | VLAN-ACL mapping
Gromp Name Store 1
FexConnect APs AAR

Primiary Radus Server Mone v
Add AP

= Secondsry Radus Server Nong ¥
| Select APs from cormert tootroller

Enabls AP Local Authenbcabond | |

| &P Nama AR50 v

Ethernat MAC

IRNEIT

Step4  Click the FlexConnect AP Upgrade check box in order to achieve efficient AP image upgrade.

Navigate to WLC GUI > Wireless > FlexConnect Groups, select FlexConnect Group > Image
Upgrade tab.
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FlexConnect Smart AP Image Upgrade

FlexConnect Groups > 'Store 1’

General | Local Authentication | Image Upgrade | VLAN-ACL mapping |

FlexConnect AP Upgrade [ ]

FlexConnect Master APs

AP Name AF3500 W

Add Master

Master AP Name AP Model Manual

350524

Step5  The Primary AP can be selected manually or automatically:

a. In order to manually select the Primary AP, navigate to WLC GUI > Wireless > FlexConnect
Groups, select FlexConnect Group > Image Upgrade tab > FlexConnect Master APs, and select
AP from the drop-down list, and click Add Master.

FlexConnect Groups > Edit "Store 1°

General | Local Authentication | Image Upgrade | VLAN-ACL mapping

FlexConnect AP Upgrade [v]
Slave Maamum Retry Count &4

Upgrade Image Backup v ___ FlexConnect Upgrade |

FlexConnect Master APs

ap P.'i mi APISO0 -
Haster AP Name AP Model Manual
AP3IS00 €35001 yes - |

A
Note  Only one AP per model can be configured as Primary AP. If Primary AP is configured manually,
the Manual field will be updated as yes.

350525

b. In order to automatically select Primary AP, navigate to WLC GUI > Wireless > FlexConnect
Groups, select FlexConnect Group > Image Upgrade tab, and click FlexConnect Upgrade.
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Step 6

Step 7

FlexConnect Groups > Edit

General | Local Authentication |

FlaxConnect AF Upgrade [+]

Slave Maximum Retry Count

Upgrade Image

exConnect Master APs

AP Nama AP3S00-1

___Add Master _]

Store 1

=3

Backup ™

FlexConnect Smart AP Image Upgrade Il

Image Upgrade | VLAN-ACL mapping

FlexConnect Uparade |

Master AP Name

AP3IS00-1

AP Madel
€35001

Manual

ne [~ |

~

Note

350526

If Primary AP is selected automatically, the Manual field will be updated as no.

In order to start efficient AP image upgrade for all the APs under a specific FlexConnect group, click
FlexConnect Upgrade.

Navigate to WLC GUI > Wireless > FlexConnect Groups, select FlexConnect group > Image
Upgrade tab and click FlexConnect Upgrade.

FlexConnect Groups > Edit "Storé 1

General | Local Authentication | Image Upgrade | VLAN-ACL mapping |

Note

FlexConnect AP Uparade

Slave Maximum Retry Count

Upgrade Image

44

Primary ¥

FlexConnect Upgrade J

350527

Secondary Maximum Retry Count is the number of attempts (44 by default) in which the

secondary AP will make in order to download an image from the Primary AP, after which it will
fall back to download the image from the WLC. It will make 20 attempts against WLC in order
to download a new image after which the administrator has to re-initiate the download process.

Once FlexConnect Upgrade is initiated, only the Primary AP will download the image from the WLC.
Under All AP page, Upgrade Role will be updated as Master/Central which means Primary AP has

downloaded the image from the WLC which is at the central location. The Secondary AP will download
the image from the Primary AP which is at the local site and is the reason under All AP page Upgrade
Role will be updated as Slave/Local.

In order to verify this, navigate to WLC GUI > Wireless.
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I Auto Convert APs in FlexConnect Mode

Download Upgrade Role
AF Name AP Hodel AP MAL Status [Master/Slave)

AIR-CAPIEDI[-A-KS 44:d3:ca:42:31:62 MNone

al Complete Slave/Loca

=0
AlIR-CAPIS02[-A-KF cd:T1ifer49:ad:5¢  Complete Master/Central E

35

Step8  Reboot the controllers after all the AP images are downloaded. The APs now fall back to Standalone
mode until the controllers are rebooting.

~

Note In Standalone mode, Fault Tolerance will keep Clients associated.

Once the controller is back, the APs automatically reboot with the pre-downloaded image. After
rebooting, the APs re-join the primary controller and resume the client's services.

Limitations

e Primary AP selection is per FlexConnect group and per AP model in each group.

¢ Only 3 secondary APs of same model can upgrade simultaneously from their primary AP and rest
of the secondary APs will use the random back-off timer to retry for the Primary AP in order to
download the AP image.

¢ In the instance that the Secondary AP fails to download the image from the Primary AP for some
reason, it will go to the WLC in order to fetch the new image.

e This works only with CAPWAP APs.
e Smart AP image upgrade does not work when the Primary AP is connected over CAPWAPv6.

Auto Convert APs in FlexConnect Mode

The WLC provides these two options to convert the AP mode to FlexConnect:
¢ Manual mode

e Auto convert mode

Manual Mode

This mode is available on all the platforms and allows the change to take place only on per AP basis.
1. Navigate to WLC GUI > Wireless > All APs and choose the AP.

2. Select FlexConnect as the AP Mode, then click Apply.

3. Changing the AP mode causes the AP to reboot.
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Auto Convert APs in FlexConnect Mode 1l

All APs > Details for AP3500

General ;' Credentials 'E' Interfaces ';' High Availability |

| General
AP Mame AP3500
Location default location
AP MAC Address 00:22:90:e3:37:df
Base Radio MAC 00:22:bd:d1:71:30
Admin Status Dizable -
AP Mode local -
AP Sub Mode local
Operational Status monitor
Rogue Detector
Port Number Sniffer
Bridge
Venue Group SE-Connect - g

This option is also available on all the current WLC platforms.

Auto Convert Mode

Step 1

This mode triggers the change on all the connected APs. It is recommended that FlexConnect WLC is

deployed in a different mobility domain than existing WLC campus controllers before you enable this
CLIL:

e This feature is also supported on the 8510, 5520 and 8540 controllers.

(Cisco Controller) >config ap autoconvert ?

disable............ Disables auto conversion of unsupported mode APs to supported modes
when AP joins

flexconnect........ Converts unsupported mode APs to flexconnect mode when AP joins
monitor............ Converts unsupported mode APs to monitor mode when AP joins

(Cisco Controller) >

The Auto-conversion feature is disabled by default, which can be verified by using this show command:
(Cisco Controller) >show ap autoconvert
AP Autoconvert . ....... ... e Disabled

Non-supported AP modes = Local Mode, Sniffer, Rogue Detector and Bridge.
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M FlexConnect WGB/uWGB Support for Local Switching WLANs

AP Mode FlexConnect |L|
local

AP Sub Mode el —
FlexConnact

marnitor

Operational Status
Rogue Detector
Port Number Sniffer
Bridge
Venue Group SE-Connect - %

This option is currently available only via CLIs.

Step2  Performing config ap autoconvert flexconnect CLI converts all the APs in the network with
non-supported AP mode to FlexConnect mode. Any APs that are already in FlexConnect or Monitor
Mode are not affected.
(Cisco Controller) >config ap autoconvert flexconnect
(Cisco Controller) >show ap autoconvert
AP Autoconvert ... ... e e e e FlexConnect
(Cisco Controller) >

Step3  Performing config ap autoconvert monitor CLI converts all the APs in the network with non-supported
AP mode to Monitor mode. Any APs that are already in FlexConnect or Monitor mode are not affected.
(Cisco Controller >config ap autoconvert monitor
(Cisco Controller) >show ap autoconvert
AP AULOCONVET L v ittt ittt et et et ettt e eee e e Monitor

There is no option to perform both config ap autoconvert flexconnect and config ap autoconvert
monitor at the same time.

FlexConnect WGB/uWGB Support for Local Switching WLANs

From release 7.3 onwards, WGB/uWGB and wired/wireless clients behind WGBs are supported and will
work as normal clients on WLANSs configured for local switching.

After association, WGB sends the IAPP messages for each of its wired/wireless clients, and Flex AP will
behave as follows:

e When Flex AP is in connected mode, it forwards all the IAPP messages to the controller and the
controller will process the IAPP messages the same as Local mode AP. Traffic for wired/wireless
clients will be switched locally from Flex APs.

e When AP is in standalone mode, it processes the ITAPP messages, wired/wireless clients on the WGB
must be able to register and de-register. Upon transition to connected mode, Flex AP will send the
information of wired clients back to the controller. WGB will send registration messages three times
when Flex AP transitions from Standalone to Connected mode.

Wired/Wireless clients will inherit WGB’s configuration, which means no separate configuration like
AAA authentication, AAA override, and FlexConnect ACL is required for clients behind WGB.
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Summary

Procedure

Step 1

FlexConnect WGB/uWGB Support for Local Switching WLANs 1l

L
'nl
}
350531

e No special configuration is required on WLC in order to support WGB on Flex AP.

e Fault Tolerance is supported for WGB and clients behind WGB.

e WGB is supported on an IOS AP: 3700, 2700, 1700, 702, 702W, 1530, 1570.

e Starting with release 8.8 WGB will be supported on the Wave-2 APs 2800, 3800 and 1562.

Complete these steps:

No special configuration is needed in order to enable WGB/uWGB support on FlexConnect APs for
WLANS configured for local switching as WGB. Also, clients behind WGB are treated as normal clients
on local switching configured WLANSs by Flex APs. Enable FlexConnect Local Switching on a WLAN.

FlexConnect Wireless Branch Controller Deployment Guide gy



B FlexConnect WGB/uWGB Support for Local Switching WLANs

WLANSs > Edit "Store 1°

. General | Security | QoS | Advanced

Allow AAA Override [ Enabled
Coverage Hole Detection [v] Enabled

Enable Session Timeout {1800 .
Session Timeout (secs)

Aironet IE [“lEnabled

Diagnostic Channel Clenabled

Override Interface ACL  IPv4 “an_e' v IPv6 | None ‘v"
P2P Blocking Action Disabled b

Client Exclusion 2 [Fenabled 152

Timeout Value (secs)
Maxirnum Allowed

Clients & 0 |

Static 1P Tunneling 2 Clenabled
Wi-Fi Direct Clients

Salics | Disabled s
Maximum Allowed |z00 ]
Clients Per AP Radio :

Clear HotSpot Clenablad

Configuration
FlexConnect

| FlexConnect Local
] | Enabled

Step2  Set AP Mode to FlexConnect.

All APs = Details for AP_3500E

General  [CCSENOAE RS R A SaS I

General
AP MName [ap_zsoo0e
Location [
AP MAC Address cd 1 7d:af: 3a:07: 74
Base Radio MAC o 7d:af:53:24: 20
Admin Status Enable |
AP Mode FlexConnect
AP Euh Mﬂdﬂ | Iﬁ:ﬂ-l t...-.'-
Operational Status monitar
R Rogue Detector
Port Number Sniffer
Bridge
Wenue Group |SE-Connect A
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FlexConnect WGB/uWGB Support for Local Switching WLANs

Step3  Associate WGB with wired clients behind this configured WLAN.
Chents
Current Filter Nosse
Cheni MALC Addr AP Naane WLAN Pralile WLAMN §51D Profocol Status Augth Port WGI
RP_TS00E Staie 1 o 1 WA Apgatigted e 1 Lo
05004 AP_YS00€ Stare 1 Store 1 Kk Mpsotited  Tes 1 -1
b Tl a8 18 AP YS00E Store 1 Store 1 802 11an Associgted  Tes 1 Ted
Step4  In order to check the details for WGB, go to Monitor > Clients, and select WGB from the list of clients.
Clients » Detail
Client Properties AP Properties
MAC Address o 7daf: 380810 AP Rddress e Al 8324080
Pwd Address 9.6.63.102 AP Name AP_¥500E
1Py Address AF Type B02.11an
WLAN Profile Store 1
Data Switching Local
Authentication Central
Status Assocated
Association [0 i
602.11 Auvthenbication Open System
Reason Code 1
Status Code 0
Cliert Tspe WoB CF Pallable Not Implemented
N v of Wir lg i > CF Poll Request Not Implemented
Step5 In order to check the details of the wired/wireless clients behind WGB, go to Monitor > Clients, and

select the client.

Clients > Detail

Cliegnt Properties

HMAC Address

00:50:b6:09:85:3b

[Pvd Address 9663 100
IPvé Address
Chent Trpe WiGE Client

WGEB MAC Address

od: Pd:df: 3a:08:10

AP Properties

AP Address od:Tdiafi53:24:80
AP Name AP_3S00E

AF Type a0z.11s

b LAN Profile “Store 1°

[rata Sweitching Local
puthentication Central

Status Associated
Agsociation 1D 0

802.11 Authentication
Resson Code

Status Code

CF Pallable

CF Pall Request

Open System

1

0

Mot Irnplermnented

Not Implamented
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B Support for an Increased Number of Radius Servers

Limitations

e Wired clients behind WGB will always be on the same VLAN as WGN itself. Multiple VLAN
support for clients behind WGB is not supported on Flex AP for WLANSs configured for Local
Switching.

e A maximum of 20 clients (wired/wireless) are supported behind WGB when associated to Flex AP
on WLAN configured for local switching. This number is the same as what we have today for WGB
support on Local mode AP.

e  Web Auth is not supported for clients behind WGB associated on WLANs configured for local
switching.

Support for an Increased Number of Radius Servers

Summary

Procedure

Step 1

Prior to release 7.4, the configuration of RADIUS servers at the FlexConnect group was done from a
global list of RADIUS servers on the controller. The maximum number of RADIUS servers, which can
be configured in this global list, is 17. With an increasing number of branch offices, it is a requirement
to be able to configure a RADIUS server per branch site. In release 7.4 onwards, it will be possible to
configure Primary and Backup RADIUS servers per FlexConnect group which may or may not be part
of the global list of 17 RADIUS authentication servers configured on the controller.

An AP specific configuration for the RADIUS servers will also be supported. The AP specific
configuration will have greater priority than the FlexConnect group configuration.

The existing configuration command at the FlexConnect Group, which needs the index of the RADIUS
server in the global RADIUS server list on the controller, will be deprecated and replaced with a
configuration command, which configures a RADIUS server at the Flexconnect Group using the IP
address of the server and shared secret.

e Support for configuration of Primary and Backup RADIUS servers per FlexConnect group, which
may or may not be present in the global list of RADIUS authentication servers.

e The maximum number of unique RADIUS servers that can be added on a WLC is the number of
FlexConnect groups that can be configured on a given platform times two. An example is one
primary and one secondary RADIUS server per FlexConnect group.

e Software upgrade from a previous release to release 7.4 will not cause any RADIUS configuration
loss.

e The deletion of the primary RADIUS server is allowed without having to deleting the secondary
RADIUS server. This is consistent with the present FlexConnect group configuration for the
RADIUS server.

Mode of configuration prior to release 7.4.

A maximum of 17 RADIUS servers can be configured under the AAA Authentication configuration.
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Step 2

Step 3

Support for an Increased Number of Radius Servers [l
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Primary and Secondary RADIUS servers can be associated with a FlexConnect Group using a drop-down

list comprising of RADIUS servers configured on the AAA Authentication page.
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Primary and Secondary RADIUS servers can be configured under the FlexConnect Group using an IP

address, port number and Shared Secret.
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M Enhanced Local Mode (ELM)

Limitations

e Software downgrade from release 7.4 to a previous release will retain the configuration but with
some limitations.

e Configuring a primary/secondary RADIUS server when a previous one is configured will cause the
older entry to be replaced by the new one.

Enhanced Local Mode (ELM)

ELM is supported on the FlexConnect solution. Refer to the best practices guide on ELM for more
information.

Guest Access Support in FlexConnect

Figure 7 Guest Access Support in FlexConnect
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FlexConnect WLC will allow and continue to support creation of EolP tunnel to your guest anchor
controller in DMZ. For best practices on the wireless guest access solution, refer to the Guest
Deployment Guide.
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Support for PEAP and EAP-TLS Authentication Il

Support for PEAP and EAP-TLS Authentication

FlexConnect AP can be configured as a RADIUS server for LEAP and EAP-FAST client authentication.
In standalone mode and also when local authentication feature is enabled on the WLANSs, FlexConnect
AP will do dot1x authentication on the AP itself using the local radius. With controller release 7.5, PEAP
and EAP-TLS EAP methods are also supported.

EAP-TLS

Certificate Generation for EAP-TLS
The following steps are needed on the WLC and the client in order to authenticate the client to the
FlexConnect AP using EAP-TLS authentication.
On WLC:
1. Generate device certificate for the WLC.
2. Get device certificate signed by CA server.
3. Generate CA certificate from the CA server.
4. Import device and CA certificate into the WLC in .pem format.
On Client:
1. Generate client certificate.
2. Get client certificate signed by CA server.
3. Generate CA certificate from the CA server.
4. Install client and CA certificate on the client.

Detailed steps on how to accomplish the above steps are listed in Document-100590
(http://www.cisco.com/en/US/products/ps6366/products_configuration_example09186a008093f1b9.sh
tml)
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I Support for PEAP and EAP-TLS Authentication

Figure 8 Document 100590
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Configuration of EAP-TLS on FlexConnect AP

1. Create WLAN for Local Switching and Local Authentication.

In the example below, two WLANSs have been created, one for EAP-TLS and the other for PEAP
authentication.

Figure 9 WLAN Configuration for PEAP and EAP-TLS

MONITOR.  WiANs CONTROUER WIRELESS SPOURITY MANAGEMENT COMMANDS HELP FEEDSADK

WLANE WLANs
-1 WiLANE Currant Filias L [Eharge Fter] |Cear Fles] Ereste Hew = Ge
WLAN R A e
" Advanced
J WLAN ID Typa Profila Nama WLAN SEID Admun Status  Secunty Policies
R S \

[ 4 WLAN [ — [ — Erabled (WP Awth{BOZ. 15} -]
5 WIAN Ciscowic- 280t ] Erabled [WPA ]| Bt BOZ. 1) | a
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2. Enable FlexConnect Local Switching and FlexConnect Local Auth
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Support for PEAP and EAP-TLS Authentication

Figure 10 WLANSs for Local Switching and Local Authentication
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3. Enable AP Local Authentication.

Enable the Enable AP Local Authentication check box on the FlexConnect groups edit page.
Radius Servers on the FlexConnect group must be ‘Unconfigured’. If any RADIUS servers are
configured on the FlexConnect group, the AP tries to authenticate the wireless clients using the
RADIUS servers first. AP Local Authentication is attempted only if no RADIUS servers are found,
either because the RADIUS servers timed out or no RADIUS servers were configured.

Figure 11 FlexConnect Group Configuration for AP Local Authentication
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4. Selecting EAP methods will now have two more options, PEAP and EAP-TLS under the
FlexConnect group with the existing LEAP and EAP-FAST options.

a. Current controller release supports downloading of EAP device and root (CA) certificates to the
controller and the same is stored in PEM format on the flash.
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I Support for PEAP and EAP-TLS Authentication

Figure 12

Downloading Vendor Device Certificate
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Figure 13

Downloading Vendor CA Certificate
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b. With release 7.5, these certificates will be used for authenticating clients using EAP-TLS. Both
the device and root certificates will be downloaded to all the FlexConnect APs in the
FlexConnect group if the EAP-TLS method is enabled, and the same is used at the AP to
authenticate the clients.

c. When a new AP joins the group, certificates will be pushed to the AP along with other
configurations. The user has to download the EAP device and Root certificates to controller
prior to enabling EAP-TLS on the FlexConnect group.

d. Upon receiving a certificate message from the controller, the AP will import these certificates,
store them in memory and use them for authenticating clients.

e. EAP TLS Certificate Download option is provided to push any updated certificates to the AP.
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Support for PEAP and EAP-TLS Authentication Il

Figure 14 Enabling PEAP and EAP TLS on AP Local Authentication under FlexConnect Group
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Certificate Files on AP

Four files are downloaded to the AP, when EAP-TLS is enabled.
e eapdev.pem.ca — This is the CA (root) certificate.
e eapdev.pem.crt —This is the public certificate of the device.
e ecapdev.pem.prv —This is the RSA private key of the device.
e capdevpwd — This is the password file to protect the private key.

Figure 15 Files Stored in the Flash on AP

Client Configuration

Configure the wireless profile for EAP-TLS by selecting EAP Type EAP-TLS and specifying the
Trusted Root certificate Authorities and the client certificate.
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Figure 16 Wireless Profile for EAP-TLS
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Figure 17 Validate Server Identity
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Once the client is connected, Server Based Authentication will reflect EAP-TLS.
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Figure 18 Client Authentication using EAP-TLS
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Client Certificates

The Trusted Root and Client Certificates can be viewed as follows (These are the certificates as

generated earlier)
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Figure 19 Certificates on Client
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Figure 20 Trusted Root (CA) Certificate on Client
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Figure 21 Trusted Client Certificate
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Show Commands

The EAP type of the client will be reflected on the WLC and can be seen in the output of show client
detail
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Figure 22 EAP Type for Client Authenticated using EAP-TLS

3505858

EAP-PEAP

PEAP (EAP-MSCHAPv2 and EAP-GTC) EAP Type is supported with release 7.5 and Users need to be
added on the WLC as shown below. A maximum of 100 users can be added per FlexConnect group.

User Creation

Figure 23 User Addition for Local Authentication
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Client Configuration
Selecting EAP Type EAP-MSCHAPv2 or GTC can configure the wireless profile for EAP-PEAP.
Figure 24 Wireless Profile for EAP-PEAP (EAP-MSCHAPv2)
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Users created on the controller need to be configured on the client.
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Figure 25 User Name and Password for PEAP
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Figure 26 Cisco Aironet Desktop Ultility Profile Management
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Once the client is connected, Server Based Authentication will reflect PEAP(EAP-MSCHAPvV?2)

Figure 27 Client Authentication using PEAP(EAP-MSCHAPv2)
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Once the client is authenticated, the EAP Type can be seen under the Client Detail page.
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Support for PEAP and EAP-TLS Authentication

Show Commands

350564

The EAP type of the client will be reflected on the WLC and can be seen in the output of show client

detail

Figure 29

CLI Support for PEAP and EAP-TLS on FlexConnect APs

EAP Type of Client Authenticated using PEAP

Two new CLIs have been added to configure PEAP and EAP-TLS from the controller.

config flexconnect group <groupName> radius ap

config flexconnect group <groupName> radius ap

<enable | disable>

<enable | disable>
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A CLI for certificate download has been added as well.

config flexconnect group <groupName> radius ap eap-cert download

Configurations at the AP can be seen from the console.

Figure 30 CLI Commands on AP Console

The following commands can be used to troubleshoot this feature:

debug
debug
debug
debug
debug
debug
debug
debug
debug

Guidelines

eap all

aaa authentication

dotll aaa authenticator all
aaa api

aaa subsys

dotll aaa dispatcher

aaa protocol local

radius

aaa dead-criteria transaction

¢ FlexConnect AP should be in standalone mode or configured for Local authentication.

e C(Certificates must be present on the AP for EAP-TLS to work.

WLAN-VLAN mapping at FlexConnect Group Level

Prior to release 7.5, WLAN to VLAN mapping was done on a per AP basis.

With increasing number of APs in a deployment, there is a need to provide the capability of adding
WLAN to VLAN maps from the FlexConnect group. This will be supported in release 7.5.
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This will push the WLAN to VLAN mapping to all the APs present in the FlexConnect group. The
FlexConnect level configuration will have a higher precedence compared to the WLAN-VLAN mapping
configured on the WLAN.

WLAN-VLAN Mapping Inheritance

e WLAN level WLAN-VLAN mapping has the lowest precedence.

e Higher precedence mapping will override the mapping of lower precedence

e AP level WLAN-VLAN mapping has the highest precedence

¢ On deletion of a higher precedence mapping, the next highest precedence mapping will take effect.

The following figure depicts the order of precedence as it refers to WLAN-VLAN mapping at the
WLAN, FlexConnect group and at the AP.

Figure 31 Flow of Inheritance
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GUI Configuration

1. Create WLAN for Local Switching
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AEAEEA

Figure 32 WLAN for Local Switching
MONITOR  WLANs CONTROULER W]RELESS SECURITY MANAGEMENT OQMMANDS HELP FEEDBACK
WLANS WLANS
¥ WLANS Current Filber;  Mone [Chacge Fiker] [Dear Fter] | Ereats New ) o]
WLANE e e B
(2 Advanced
L] WLAN 1D Typa Profids Name Admin Slatus Bacurity Padcias
ey a
o a
03 WLAN cinsowic-naptin Enabled WP At 00 2.15)) a
Figure 33 FlexConnect Local Switching
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The WLAN is mapped to the management VLAN 56.

350570
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Figure 34

WLAN-VLAN mapping at FlexConnect Group Level

WLAN Mapped to VLAN 56 Management Interface

WLANs > Edit "enjoy’
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Figure 35
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WLAN Mapped to VLAN 56 as Per WLAN-Specific Mapping

AP Name

All APs > AP_3600 > VLAN Mappings

Base Radio MAC

WLAN VLAN Mapping

[ Make AP Specific 4]  Go |

AP_3600
34:28:4e:e7:5b:c0

— WLAN VLAN

=~ 1d SSID iD MNAT-PAT Inheritance
1 enjoy 56 ne Wlan-specifi

a 4 ciscowlc-peap 56 no Wian-specifi

gs ciscowlc-eaptls 56 ne Wlan-specifi
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When a client connects to this WLAN, it will get an IP in VLAN 56.
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Figure 36 Client in VLAN 56
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2. Create WLAN-VLAN mapping under FlexConnect Groups. This capability is the new feature in
release 7.5.

Figure 37 WLAN Mapped to VLAN 57 under FlexConnect Group

FlexConnect Groups > Edit "abc’

| General | Local Authentication | Image Uparade | ACLMapping | Central OHCP | ['WLAN VAN mapping]

WLAN VLAN Mapping

WLAN Id 1

Wian Id .1
_Add |
WLAN Id  WLAN Profile Name Vian
1 enjoy 57 -]
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WLAN-VLAN mappings can be viewed per AP from the VLAN Mappings page
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Figure 38 VLAN Mappings at AP
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In this example, the WLAN is mapped to VLAN 57 on the FlexConnect Group, since the Group-specific

mappings take precedence over WLAN-specific mappings.

Figure 39 WLAN 1 Mapped to VLAN 57 as Per Group-Specific Configuration Inheritance

All APs > AP_3600 > VLAN Mappings
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The client is assigned an IP address in VLAN 57.
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Figure 40 Client in VLAN 57
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3. To create a WLAN-VLAN mapping at the AP, select Make AP Specific under VLAN Mappings.
Once this is done, the WLAN is mapped to VLAN 58 since AP-specific mappings take precedence over
Group-specific and WLAN-specific mappings.

Figure 41 WLAN Mapped to VLAN 58 as Per AP-Specific Mapping Inheritance

All APs > AP_3600 > VLAN Mappings
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The client is assigned an IP address in VLAN 58.
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Figure 42 Client in VLAN 58

[ Cisco Aironet Desktop Utility - Current Profile: enjoy
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CLI Configuration

The following CLIs have been added as part of this feature:
® config flexconnect group <group> wlan-vlan wlan <wlan-id> add vlan <vlan-id>
® config flexconnect group <group> wlan-vlan wlan <wlan-id> delete

® config ap flexconnect vlan remove wlan <wlan_id> <ap_name>

Figure 43 WLAN-VLAN Configuration at FlexConnect Group from CLI

The command show flexconnect group detail can be used to see the WLAN-VLAN mapping for the
FlexConnect group
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Figure 44 show flexconnect group detail Output

350581

The command show ap config general <AP name> can be used to view the WLAN-VLAN mappings
per AP.

Figure 45 show ap config general Output

The following commands can be used to troubleshoot this feature:

On WLC:
® debug flexconnect wlan-vlan <enable | disable>
On AP:

® debug capwap flexconnect wlan-vlan
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Guidelines

Client ACL Support

The WLAN should be locally switched.
The configuration will be pushed to the AP only if the WLAN is broadcasted on that AP.

Client ACL Support

Prior to release 7.5, we support FlexConnect ACLs on the VLAN. We also support AAA override of
VLAN:S. If a client gets an AAA override of VLAN, it is placed on the overridden VLAN and the ACL
on the VLAN applies for the client. If an ACL is received from the AAA for locally switched clients, we
ignore the same. With release 7.5, we address this limitation and provide support for client based ACLs
for locally switched WLANS.

Client ACL Overview

. This feature allows application of Per-Client ACL for locally switching WLANS.
. Client ACL is returned from the AAA server on successful Client L2 Authentication/Web Auth

as part of Airespace Radius Attributes.

. The controller will be used to pre-create the ACLs at the AP. When the AP receives the ACL

configuration, it will create the corresponding IOS ACL. Once, AAA server provides the ACL,
the client structure will be updated with this information.

. There will be configuration per FlexConnect group as well as per AP. A maximum of 16 ACLs

can be created for a FlexConnect group and a maximum of 16 ACLs can be configured per-AP.

. In order to support fast roaming (CCKM/PMK) for the AAA overridden clients, the controller

will maintain these ACL in the cache and push them to all APs which are part of the
FlexConnect group.

. Inthe case of central authentication, when the controller receives the ACL from the AAA server,

it will send the ACL name to the AP for the client. For locally authenticated clients, the ACL
will be sent from the AP to the controller as part of CCKM/PMK cache, which will then be
distributed to all APs belonging to the FlexConnect-group.

. Maximum of 16 Client ACLs per FlexConnect group, maximum of 16 Client ACLs per-AP
. Total of 96 ACLs can be configured on the AP (32 VLAN-ACL, 16 WLAN-ACL, 16 Split

tunnel, 16 FlexConnect Client ACL, 16 AP Client ACL), each ACL with 64 rules.

i. The ACL will be applied on the dotl1 side for the client in question. This ACL will be applied

in addition to the VLAN ACL, which is applied on the VLAN of the Ethernet interface of the
AP.

j. Client ACL applied in addition to VLAN-ACL, both can exist simultaneously and are applied

serially.

“
<

VLAN-ACL Client-ACL
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Steps to Configure Client ACL

1. Create a Local Switching WLAN, which is either centrally switched or locally switched.

Figure 46 Create Local Switching WLAN
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3. Create a FlexConnect ACL

FlexConnect ACL can be configured from the Security page as well as from the Wireless page.
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Figure 47 Configure FlexConnect ACL
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4. Assign the FlexConnect ACL to the FlexConnect group or to the AP

Figure 48 ACL Mapping on FlexConnect Group
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Figure 49 ACL Mapping on AP
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5. Configure the Airespace attribute on the Radius/Cisco ACS server/ISE.

Figure 50 Aire-Acl-Name on Cisco ACS Server
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Figure 51 Airespace ACL Name on ISE
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6. Authenticate the client.

[ Cisco Aironet Desktop Utility - Current Profile: ciscowlc

Action Options  Help

Currert Status | Profile Management | Diagnostics

Cisco SYSTEMS

Profile Mame:  cizcowlc

Link Status: Authenticated Metwork Type: Infrastructure
Wireless Mode: 5 GHz 54 Mbpz Current Channel: 157
Server Bazed Authentication: PEAF [EAP-MSCHAP V2] Data Encryption: AES

IP Address: 9.5.56.102

Signal Strength: Excellent

CLI Configuration

The Client ACL can be seen on the AP using the commands show access-list and show controllers
dotl11Radio

Figure 52 show access-lists Output

FlexConnect Wireless Branch Controller Deployment Guide
| g o1
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Figure 53 Client ACL on AP

http://www.cisco.com/en/US/products/ps11635/products_tech_note09186a0080b7f141.shtml

Guidelines

e Prior to AAA sending the client ACL, the ACL should be pre-created on the group or AP. The ACL
will not be dynamically downloaded to the AP at the time of client join.

¢ A maximum of 96 ACLs can be configured on the AP.
e FEach ACL will have a maximum of 64 rules.

e If client is already authenticated, and ACL name is changed on the radius, then client will have to
do a full authentication again to get the correct client ACL.

e Since ACL not saved in cache at the controller, if the AP reboots/crashes, its cache will not be
updated and the client will have to do full authentication for correct client ACL to be applied.

e Ifan ACL is returned from the AAA server but the corresponding ACL is not present on the AP, the
client will be de-authenticated. A log message will be generated at the AP and WLC console.

On AP:

*Mar 4 09:20:43.255: SLWAPP-3-CLIENT_ACL_ENTRY_NOT_EXIST: Deleting Mobile for
0040.96b8.d4be: CLIENT ACL not exist on AP

On WLC:

*spamApTask7: Mar 04 14:51:03.989: #HREAP-3-CLIENT_ACL_ENTRY_NOT_EXIST:
spam_lrad.c:36670 The client 00:40:96:b8:d4:be could not join AP : 34:a8:4e:e7:5b:c0 for
slot 1, Reason: acl returned from RADIUS/local policy not present at AP

The various scenarios are listed in the table below:

ACL present on AP ACL returned from AAA |Behavior
No No N/A
No Yes Client will be de-authenticated
Yes No Normal L2 authentication.
No ACL will be applied.
Yes Yes L2 Authentication with client
ACL being applied.
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VideoStream for FlexConnect Local Switching

Introduction

Cisco Unified Wireless Network (CUWN) release 8.0 introduces a new feature—VideoStream for Local
Switching, for branch office deployments. This feature enables the wireless architecture to deploy
multicast video streaming across the branches, just like it is currently possible for enterprise
deployments. This feature recompenses the drawbacks that degrade the video delivery as the video
streams and clients scale in a branch network. VideoStream makes video multicast to wireless clients
more reliable and facilitates better usage of wireless bandwidth in the branch.

Components Used

VideoStream feature for Local Switching is available in CUWN software version 8.0. This feature is
supported on all wireless LAN controllers (WLANSs) and newer generation indoor access points (APs).
This feature is unavailable on autonomous access points.

Supported Wireless Hardware and Software

VideoStream is supported on all the following Cisco Wireless LAN controllers:
e Cisco 5500 Controller
e Cisco 7510 Controller
e Cisco 8510 Controller
e Cisco WiSM-2 Controller
e Cisco 2504 Controller
e vWLC
IGMPv2 is the supported version on all of the controllers.

VideoStream is supported on 802.11n models of APs consisting of Cisco Aironet 1140, 1250, 1260,
1520, 1530, 1550, 1600, 2600, 3500, 3600 series APs and 802.11ac models 3700 and 2700 series APs.

Theory of Operation

Before going into details about the VideoStream feature, you should understand some of the shortfalls
in Wi-Fi multicast. 802.11n is a prominently discussed wireless technology for indoor wireless
deployments. Equally prominent requirement is seen in multimedia service on an enterprise and branch
network, in particular, video. Multicast does not provide any MAC layer recovery on multicast and
broadcast frames. Multicast and broadcast packets do not have an Acknowledgement (ACK), and all
packet delivery is best effort. Multicast over wireless with 802.11a/b/g/n does not provide any
mechanism for reliable transmission.

Wireless deployments are prone to interference, high channel utilization, and low SNR at the edge of the
cell. There are also many clients sharing the same channel but have different channel conditions, power
limitations, and client processing capabilities. Therefore, multicast is not a reliable transmission
protocol to all the clients in the same channel because each client has different channel conditions.

Wireless multicast does not prioritize the video traffic even though it is marked as Differentiated Service
Code Point (DSCP) by the video server. The application will see a loss of packets with no ACK, and
retries to the delivery will be bad. In order to provide reliable transmissions of multicast packet, it is
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VideoStream

necessary that the network classify queues and provisions using Quality of Service (QoS). This virtually
removes the issue of unreliability by eliminating dropped packets and delay of the packets to the host by
marking the packets and sorting them to the appropriate queue.

Even though the 802.11n, and now 802.11ac, adaptation has gained momentum both with the network
and clients, wireless multicast has not been able to use the 802.11n and 802.11ac data rates. This has
also been one of the factors for an alternate mechanism for wireless multicast propagation.

VideoStream provides efficient bandwidth utilization by removing the need to broadcast multicast
packets to all WLANSs on the AP regardless if there is a client joined to a multicast group. In order to get
around this limitation, the AP has to send multicast traffic to the host using Unicast forwarding, only on
the WLAN that the client is joined and at the data rate the client is joined at.

VideoStream can be enabled globally on the controller. The feature can also be enabled at the WLAN
level, and provides more control to the administrator to identify specific video streams for Multicast
Direct functionality.

Stream Admission

As mentioned earlier, while video is an efficient, high-impact means of communication, it is also very
bandwidth intensive, and as is seen, not all video content is prioritized the same. From earlier discussion
it is clear that organizations investing in video cannot afford to have network bandwidth consumed
without any prioritization of business-critical media.

Multicast to Unicast

By enabling 802.11n data rates and providing packet error correction, multicast-to-unicast capabilities
of Cisco VideoStream enhances reliability of delivering streaming video over Wi-Fi beyond best-effort
features of traditional wireless networks.

A wireless client application subscribes to an IP multicast stream by sending an IGMP join message.
With reliable multicast, this request is snooped by the infrastructure, which collects data from the IGMP
messages. The AP checks the stream subscription and configuration. A response is sent to the wireless
client attached to the AP in order to initiate reliable multicast once the stream arrives. When the multicast
packet arrives, the AP replicates the multicast frame and converts it to 802.11 unicast frames. Finally, a
reliable multicast service delivers the video stream as unicast directly to the client.

Higher Video Scaling on Clients

With Cisco VideoStream technology, all of the replication is done at the edge (on the AP), thus utilizing
the overall network efficiently. At any point in time, there is only the configured media stream traversing
the network, because the video stream is converted to unicast at the APs based on the IGMP requests
initiated by the clients. Some other vendor implementations do a similar conversion of multicast to
unicast, but do it inefficiently as evidenced by the load put on the wired network to support the stream.

Switch Configuration

VideoStream can be deployed on an existing branch wide wired and wireless network. The overall
implementation and maintenance costs of a video over wireless network are greatly reduced. The
assumption is that the wired network is multicast enabled. In order to verify that the access switch is part
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of the layer 3 network, connect a client machine to the switchport and verify if the client machine is able
to join a multicast feed.

Show run | include multicast displays if multicastis enabled on the layer 3 switch else if not enabled
for multicast, you can enable multicast by executing the following command on the switch:

L3_Switch#show run | include multicast

ip multicast-routing distributed
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Depending on the type of Protocol Independent Routing (PIM) configuration on the wired network, the
layer 3 switch is configured either in PIM Sparse mode or in PIM dense mode. There is also a hybrid
mode, PIM sparse-dense mode which is widely used.

interface Vlan56

ip address 9.5.56.1 255.255.255.0
ip helper-address 9.1.0.100

ip pim sparse-dense-mode

end

show ip igmp interfaces display the SVI interfaces that are participating in the IGMP membership.
This command displays the version of IGMP configured on the switch or the router. The IGMP activity
on the interface can also be verified in the form of IGMP join and leave messages by the clients.

L3_Switch#show ip igmp interface

Vlan56 is up, line protocol is up
Internet address is 9.5.56.1/24
IGMP is enabled on interface
Current IGMP host version is 2
Current IGMP router version is 2
IGMP query interval is 60 seconds
IGMP configured query interval is 60 seconds
IGMP querier timeout is 120 seconds
IGMP configured querier timeout is 120 seconds
IGMP max query response time is 10 seconds
Last member query count is 2
Last member query response interval is 1000 ms
Inbound IGMP access group is not set
IGMP activity: 6 joins, 3 leaves
Multicast routing is enabled on interface
Multicast TTL threshold is 0
Multicast designated router (DR) is 9.5.56.1 (this system)
IGMP querying router is 9.5.56.1 (this system)
Multicast groups joined by this system (number of users):

224.0.1.40(1)
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The above configuration can be verified by running the show ip mroute command on the layer 3 switch.
The above configuration has certain entries that need to be looked into. The special notation of (Source,
Group), pronounced “S, G” where the source “S” is the source IP address of the multicast server and “G”
is the Multicast Group Address that a client has requested to join. If the network has many sources, you
will see on the routers an (S,G) for each of the source IP address and Multicast Group addresses. This

output displayed below also has information of outgoing and incoming interfaces.

L3_Switch#show ip mroute

IP Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
- Local, P - Pruned, R - RP-bit set, F - Register flag,

- SPT-bit set, J - Join SPT, M - MSDP created entry, E - Extranet,
- Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
URD, I - Received Source Specific Host Report,

- Multicast Tunnel, z - MDT-data group sender,

- Joined MDT-data group, y - Sending to MDT-data group,

< K N g X 43 -
1

- RD & Vector, v - Vector
Outgoing interface flags: H - Hardware switched, A - Assert winner
Timers: Uptime/Expires
Interface state: Interface, Next-Hop or VCD, State/Mode
(*, 239.255.255.250), 4d20h/00:02:35, RP 0.0.0.0, flags: DC
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface list:
Vlan56, Forward/Sparse-Dense, 4d20h/stopped
(*, 229.77.77.28), 4d15h/00:02:36, RP 0.0.0.0, flags: DC
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface list:
Vlan56, Forward/Sparse-Dense, 00:24:34/stopped
(*, 224.0.1.40), 5d17h/00:02:41, RP 0.0.0.0, flags: DCL
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface list:

Vlan56, Forward/Sparse-Dense, 5dl7h/stopped
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Controller Configuration

Enabling VideoStream—Global

Enable Global Multicast Mode and IGMP snooping on the controller as shown below:

Figure 54

WLC Configuration

MONITOR

WIRELESS SECURITY MANAGEMENT

Controller

General
Inventory
Interfaces
Interface Groups
Multicast
» Network Routes
» Redundancy
» Internal DHCP Server
» Mobility Management
Ports
» NTP

|_* CDP
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WLANs CONTROLLER

Enable Global Multicast Mcde
Enable IGMP Snooping

€]
4

IGMP Timeout (30-7200 seconds)

IGMP Query Interval (15-2400 seconds) |20

Enable MLD Snooping

MLD Timeout (30-7200 seconds)

MLD Query Interval {(15-2400 seconds)

&0

4
60
20

(Cisco Controller) >config network multicast global enable

(Cisco Controller) >config network multicast igmp snooping enable
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To enable the VideoStream feature globally on the controller, navigate to Wireless > Media Stream >
General and check the Multicast Direct Feature check box. Enabling the feature here populates some
of the configuration parameters on the controller for VideoStream.

Figure 55

MONITOR  WLANs

Enable VideoStream - Global
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* Access Points

Media Stream >General
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All AP rM'u'l'ti_us't Direct feature o Enabled |
~ Radios =
B02.11a/nfac
802.11b/g/n Session Message Config
Dual-Band Radios Session announcement State | Enabled

Session announcement Note
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(Cisco Controller) >config media-stream multicast-direct ?
enable Enable Global Multicast to Unicast Conversion

disable Disable Global Multicast to Unicast Conversion

The multicast direct button under WLAN > QoS appears on if the feature is enabled globally.

MONITOR WLANs CONTROLLER W]RELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANs > Edit 'enjoy’
opitin General | Security | Pelicy-Mapping | Advanced |
Burst Real-Time Rate ]
» Advanced [ Clear |

Override Per-SSID Bandwidth Contracts (kbps) i€
DownStraam  UpStream
Average Data Rate o |
Burst Data Rate

alfe]e]e

a
Average Real-Time Rate o
Burst Real-Time Rate o
[ Clear |

WMM Policy [Allowed =
7920 AP CAC | Enabled
7920 Client CAC _| Enabled

Media Stream

Multicast Direct ™ Enabled l

This provides the flexibility to enable VideoStream feature per SSID and is described later in this
document.
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Turn on Local Switching under WLAN > Advanced and ensure that the APs in the setup are in

FlexConnect mode.

Figure 56 Enable Local Switching on WLAN

WLANSs > Edit 'enjoy’

| General | Security | QoS |
Scan Defer Priority 01

Policy-Mapping | Advanced
2

3 4567
A
Scan Defer Time(msecs) 100
FlexConnect
FlexConnect Local
T @ Enabled I
FlexConnect Local Auth 42 | Enabled

Learn Client IP Address 2 [ Enabled

Vian based Central

Switching 13 Enabled
Central DHCP Processing Enabled
Override DNS Enabled
NAT-PAT Enabled
Central Assoc Enabled

Ennt Motes

Passive Client
. Passive Client
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HTTP Profiling
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DHCP Profiling [

HTTP Profiling ™
PMIP

PMIP Mobility Type

PMIP NAI Type
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Figure 57 Change AP Mode to FlexConnect

All APs > Details for AP_1600

General | Credentials | Interfaces | High Availability | Inventory | FlexConnect | Advanced |

General
AP Name AP_1600
Location default location

AP MAC Address 6¢:20:56:13:(6:23

Base Radio MAC 68:86:a7:cbic0:d0

Admin Status able 3

| FlexConnect

AP Sub Mode None : )
Operational Status REG

Port Number 1

Venue Group Unspecified :
Venue Type Unspecified =

Venue Name
Language

MNetwork Spectrum

Interface Key 731759626C780B4A4A128E3F1DOBF252

Versions
Primary Software Version 8.0.72.114
Backup Software Version 0.0.0.0
Predownload Status None
Predownloaded Version None

Predownload Next Retry Time  NA

Predownload Retry Count NA
Boot Version 15.2.2.0
105 Version 15.3(20140203:113124)%
Mini IOS Version 7.4.1.37
IP Config
IP Address 9.5.56.105
IPv6 Address
Static IP
Static IPv6 )
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Add Media Stream Configuration

To add a multicast stream to the controller, navigate to Wireless > Media Stream > Streams and click

Add New.
Figure 58 Media Stream Configuration
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For configuration using CLI use:

configure media-stream add multicast-direct <media-stream-name> <start-IP> <end-IP>
[template | detail <bandwidth> <packet-size> <Re-evaluation> video <priority>
<drop | fallback>]

As mentioned it is necessary that the administrator is aware of the video characteristic streaming through
a controller. A true balance must be drawn when the streams configuration are added. For example, if
the stream bit rate varies between 1200 Kbps and 1500 Kbps the stream must be configured for a
bandwidth of 1500 Kbps. If the stream is configured for 3000 Kbps then you will have lesser video client
serviced by the AP. Similarly, configuring for 1000 Kbps will cause pixelization, bad audio, and bad user
experience.

The multicast destination start IP address and end IP address can be the same address as shown in
Figure 58. You can also configure a range of multicast address on the controller. There is a limitation of
100 on the number of multicast addresses entries or the number of stream entries that will be pushed to
the APs.

Enabling VideoStream — WLAN

r FlexConnect Wireless Branch Controller Deployment Guide

One or all WLANSs/SSIDs configured can be enabled for streaming video with VideoStream. This is
another configuration step that can control the enabling of the VideoStream feature. Enabling or
disabling the VideoStream feature is non-disruptive. Click WLAN > <WLAN ID> > QoS.

Figure 59 Enable VideoStream — WLAN
alealn
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs > Edit ‘enjoy’
T e AN. General | Security | Qos | Policy-Mapping | Advanced |
Sl " Burst Real-Time Rate _@MM0 et e
4 Ad'unced Chear

Override Per-SSID Bandwidth Contracts (kbps) 15
DownStream  UpStream
Average Data Rate o
Burst Data Rate

alolale

o
Average Real-Time Rate o
Burst Real-Time Rate a

Clear

WMM
WMM Policy Allowed
7920 AP CAC Enabled
7920 Client CAC Enabled
Media Stream
[ Multicast Direct D“' Enabled [
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Configure the Quality of Service (QoS) to Gold (video) to stream video to wireless client at a QoS value
of gold (4). This will only enable video quality of service to wireless clients joined to a configured
stream on the controller. The rest of the clients will be enabled for appropriate QoS. To enable Multicast
Direct on the WLAN, check the Multicast Direct check box as shown in Figure 59. This will enable the
WLAN to service wireless clients with the VideoStream feature.




(Cisco Controller)

enable

disable

Enables Multicast-direct on the WLAN

Disables Multicast-direct on the WLAN.

>config wlan media-stream multicast-direct 1 ?

Client ACL Support W

All wireless clients requesting to join a stream will be assigned video QoS priority on admission.
Wireless client streaming video prior to enabling the feature on the WLAN will be streaming using

normal multicast. Enabling the feature switch the clients to multicast-direct automatically on the next
IGMP snooping interval. Legacy multicast can be enabled on the WLAN by not checking the Multicast

Direct feature. This will show that wireless clients streaming video are in Normal Multicast mode.

Verifying VideoStream Functionality

Make sure the wireless clients are associated to the access point(s), and are configured for a correct

interface. As seen in the Figure 60, there are three clients associated to one AP. All three clients have an

IP address from VLAN 56 (SSID name—enjoy).The associated clients have an IP address and good
uplink connectivity to the AP.

Figure 60
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Enable streaming on the wired side by connecting a video server with a configured multicast address
229.77.77.28. Refer the following link to know how to stream from a Video Sever:
https://wiki.videolan.org/Documentation:Streaming_HowTo_New/#Streaming_using_the_GUI
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Complete the steps:

Step1  Join wireless clients to the multicast streaming video.
S
Note  Use VLC player to stream and watch video.
Step2  Double click on the VLC icon on your desktop. Click Media > Open Network stream. Choose
Protocol = UDP, Address = 229.77.77.28, Port = 1234 in the format udp://@229.77.77.28:1234
Step3  Click Play.

L3_Switch#show ip mroute
IP Multicast Routing Table
Flags: D - Dense, S - Sparse,
L - Local, P - Pruned,
SPT-bit set, J - Join SPT, M
Proxy Join Timer Running,
U - URD, I
Z - Multicast Tunnel, z
Y - Joined MDT-data group,
V - RD & Vector,

v - Vector

Outgoing interface flags:

B - Bidir Group, s - SSM Group,

R - RP-bit set,

C - Connected,
F - Register flag,

- MSDP created entry, E - Extranet,

A - Candidate for MSDP Advertisement,
- Received Source Specific Host Report,
- MDT-data group sender,

vy - Sending to MDT-data group,

H - Hardware switched, A - Assert winner

Timers: Uptime/Expires
Interface state: Interface, Next-Hop or VCD, State/Mode
(*, 239.255.255.250), 4d20h/00:02:47, RP 0.0.0.0, flags: DC
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface list:
Vlan56, Forward/Sparse-Dense, 4dl9h/stopped
(*, 229.77.77.28), 4d15h/00:02:44, RP 0.0.0.0, flags: DC
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface list:
Vlan56, Forward/Sparse-Dense, 00:17:24/stopped
(*, 224.0.1.40), 5d17h/00:02:53, RP 0.0.0.0, flags: DCL
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface list:
Vlan56, Forward/Sparse-Dense, 5dl7h/stopped
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It is observed that the MAC address of the wireless clients is in a Multicast-Direct Allowed State.

Figure 61 FlexConnect VideoStream Clients
wl I Il I L]
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]
The Wireshark capture on the client shows the Multicast to Unicast Video Stream. The Ethernet
header contains the MAC address of the client as the Destination MAC address, for example,
7c:d1:c3:86:7e:dc.
Figure 62 Wireshark Capture Depicting mc2uc
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Limitations

The limitations to this feature scope include:

1. There is no admission control for local switched clients’ multicast video requests, which means

always admit the configured video stream subscriptions as mc2uc.

2. Due to the limit of CAPWAP payload length, only the first 100 media-streams will be pushed from

the controller to the AP in this release. For example,

config media-stream add multicast-direct streaml 225.0.0.1 225.0.0.10 template

coarse, is considered as one entry.

3. Roaming support is limited to adding mobile payload. Whenever the client roams to another AP, the
WLC will add the entry for the client in the mc2uc table. This means that roaming in standalone

mode of FlexConnect AP will not be supported for this feature.

4. Currently this feature only has IPv4 support.

Show Commands — Controller

Some of the show commands are documented earlier in this document. The following section is only for

yourreference:

(Cisco Controller) >show ap summary

Number Of APS. .. ...t ittt et ettt 5
Global AP User NaMe. .. ..ottt ittt nnnnnneeenn

Global AP Dotlx User Name. ... ... ttinnnnneennn

AP Name Slots AP Model Ethernet MAC Location
IP Address Clients DSE Location
AP1142 2 AIR-LAP1142N-A-K9 f0:£7:55:£1:75:20 default location
9.5.56.109 0 [0 ,0 ,0 1
AP_2600 2 AIR-CAP2602E-N-K9 £c:99:47:d9:86:90 default location
9.5.56.110 0 [0 ,0 ,0 1
AP3700 2 AIR-CAP3702E-N-K9 7c:ad:74:ff:6b:46 default location
9.5.56.116 0 [0 ,0 ,0 1
AP_3600-2 2 AIR-CAP3602I-N-K9 ad:4c:11:£f0:e9:dc default location
9.5.56.111 0 [0 ,0 ,0 1
AP_1600 2 AIR-CAP1602I-N-K9 6c:20:56:13:£6:23 default location
9.5.56.105 2 [0 ,0 ,0 1
(Cisco Controller) >show client summary
Number of Clients...... ...t nnnnnnna. 2
Number of PMIPV6 Clients.............oiiuiienieonn. 0

GLAN/

RLAN/
MAC Address AP Name Slot Status WLAN Auth Protocol
Wired PMIPV6 Role

Not Configured

Not Configured

Country

IN

IN

IN

IN

IN

Port
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88:cb:87:bd:0c:ab
No Local

d8:96:95:02:7e:b4
No Local

AP_1600 1 Associated 1 Yes 802.11la 1 No

AP_1600 1 Associated 1 Yes 802.11la 1 No

(Cisco Controller) >show media-stream multicast-direct state

Multicast-direct State......... .ot enable

Allowed WLANS....

(Cisco Controller) >show media-stream group summary

Stream Name Start IP End IP Operation
Status
Medial 239.1.1.1 239.2.2.2

Multicast-direct

Media2 229.77.77.28 229.77.77.28

Multicast-direct

(Cisco Controller) >show media-stream group detail Media2

Media Stream Name
Start IP Address.
End IP Address...

RRC Parmmeters

................................ 229.77.77.28
................................ 229.77.77.28

Avg Packet Size(BYyLesS) .. ittt iiiieeenn 1200

Expected Bandwidth (KbPS) .« v v v v it ittt i it e eeeeeea 500

POl iy e it e et e e e e e e e e e e e e e e e e Admit

RRC re-evaluation........u i iiimeeeeeeineannnns periodic

0 e e e e e e e e e e e Video

S o= G = Multicast-direct

Usage Priority..

Violation.......

(Cisco Controller) >show flexconnect media-stream client summary

Client Mac

7c:dl:c3:86:7e:dc
Multicast Direct

88:cb:87:bd:0c:ab
Multicast Direct

d8:96:95:02:7e:b4d
Multicast Direct

Stream Name Multicast IP AP-Name VLAN Type
Media2 229.77.77.28 AP_1600 0
Media2 229.77.77.28 AP_1600 0
Media2 229.77.77.28 AP_1600 0

(Cisco Controller) >show flexconnect media-stream client Media2

Media Stream Name

IP Multicast Destination Address (start)......... 229.77.77.28
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IP Multicast Destination Address (en

Client Mac

7c:dl:c3:86:7e:dc

88:cb:87:bd:0c:ab

d8:96:95:02:7e:b4

Multicast

229.77.77.
229.77.77.
229.77.77.

Show and Debug Commands — AP

® Debug ip igmp snooping group

® Debug capw mcast

d) ..., 229.77.77.28

AP-Name VLAN
AP_1600 0
AP_1600 0
AP_1600 0

® Show capwap mcast flexconnect clients

®¢ Show capwap mcast flexconnect groups

AP_1600#show capwap mcast flexconnect clients

Bridge Group: 1

Multcast Group Address 229.77.77.28::

MCUC List:

Number of MCUC Client: 3

88cb.87bd.0cab (Bridge Group

7cdl.c386.7edc (Bridge Group

d896.9502.7eb4 (Bridge Group

MC Only List:

Number of MC Only Client: 0

AP_1600#show capwap mcast

WLAN mc2uc configuration:

WLAN
WLAN
WLAN
WLAN
WLAN
WLAN
WLAN
WLAN
WLAN
WLAN
WLAN
WLAN
WLAN

ID

ID

ID

ID

ID

ID

ID

ID

ID

ID

ID

ID

ID

1

o <N o Ul WD

’

’

10,

11,

12,

13,

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

State
State
State
State
State
State
State
State
State
State
State

State

o O O O O O O o o o o o Bk

State

1 Vlan
1 Vlan
1 Vlan

flexconnect groups

Multicast Direct
Multicast Direct

Multicast Direct
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WLAN ID 14, Enabled State 0

WLAN ID 15, Enabled State 0

WLAN ID 16, Enabled State 0

Video Group Configuration:

Group startIp 239.1.1.1 endIp 239.2.2.2

Group startIp 229.77.77.28 endIp 229.77.77.28

FlexConnect Faster Time to Deploy

The existing system requires an AP reboot when converted from Local mode to FlexConnect mode. Once
the AP boots up, it joins back the controller and subsequently all the FlexConnect configuration is
pushed down to the AP. This process increases the total time to deploy a FlexConnect solution in a
branch. Time to deployment is a critical differentiator for any branch deployment.

This feature in release 8.0 eliminates the need to reboot when the AP is converted to FlexConnect mode.
When the controller sends the AP a mode change message, the AP will get converted to FlexConnect
mode without requiring a reload. The AP sub mode will also be configured if the AP receives the AP sub
mode payload information from the controller. With this approach, the AP entry will be maintained at
the controller and there will not be any AP disassociation.

Only Local mode to Flexconnect mode conversion is supported, any other mode change will cause an
AP reboot. Similarly, changing of the AP sub mode to WIPS does not need reboot, but the rest of the sub
mode configuration requires AP reboot.

Figure 63 Conversion to FlexConnect - No Reboot Required

Saye Configuration  Pog  Logout. Betresh
MONITOR.  WLAN: CONTROLLER WRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

All APs > Detalls for AP_2600  Back
ﬁlmlll|mllmlﬂﬂlm|mlm|m
Ganeral Varsions

AP Name AP_2E00 Primary Softmare Version B.0.72.114

Lecation gefault losaton Bacikcup Softwsne Version 0.0.0.0

AP MAC Address e 99047 4%106: 90 Preduamioad Slatus None

Dase Radio MAC Sa: 781 100 70004:70 Precownioaced Versaon None

Addminy Status Enabla Predowmlond Newt Retry Time  NA

A Hode PexConaect Predewnload Ratry Count NA

A9 5ub Mode - Doet verson 124251

Opratignal Status mandge 105 Version 15.3{20140203:1121 2414
Rogue Detecior

Port Number Srilge Mini 105 Version 0.0.00

Venue Group ;.':?Brdqe 1P Conlig

Ve Type SE-Lennict 1P Address 9.5.56.110

Venue Name v Addness

Lo Statie 1P
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FlexConnect Plus Bridge Mode

From release 8.0 onward, FlexConnect + Bridge mode allows the Flexconnect functionality across mesh
APs. Flex + Bridge mode is used to enable Flexconnect capabilities on Mesh (Bridge mode) APs. Refer
to the Information about FlexConnect plus Bridge Mode section in Cisco Wireless LAN Controller
Configuration Guide, Release 8.0 for more details.

Default FlexConnect Group

Introduction

During the initial deployment, the customer configures all access points from a staging controller. Prior
to 8.3, day O configuration for FlexConnect access points is missing. Therefore the user has to create
FlexConnect groups, create policies for remote sites and manually place APs under each group. VLAN
support and native VLAN setting is disabled by default on a newly created FlexConnect group, which
implies that remote client traffic is placed in an AP VLAN and can access internal, secure resources.
There is also a limitation on the number of APs supported within a group that prevents the creation of a
generic catch all FlexConnect group for initial deployment.

To overcome these challenges and to make the Day 0 branch setup easier and faster, the concept of a
Default FlexConnect group has been introduced in release 8.3.

When the controller boots up, the “default-flex-group” is created by default. This group cannot be
deleted or added manually. Similarly access points cannot be manually added to or deleted from the
default-flex-group.

The group has default configuration for the FlexConnect group parameters upon creation and has no
maximum limit on the number of APs that can be part of it. Any change in configuration gets propagated
to all the APs that are part of this group and the configuration of the group is retained across resets.

When an AP in FlexConnect mode, which is not part of any admin-configured FlexConnect group, joins
the controller, it becomes part of the default-flex-group and gets the configuration from this group.

In controllers such as Cisco Flex 7500 Series Controller, when the autoconvert mode is set to
“flexconnect”, during AP join, the AP gets converted to flexconnect mode and inherit config from
default-flex-group thus supporting zero touch configuration.

Similarly when an admin configured FlexConnect group gets deleted or the AP is manually removed
from such a group, the AP becomes part of the default-flex-group and inherits the config from this
default group.

Features supported on Default FlexConnect Group

e VLAN support, Native VLAN, WLAN-VLAN mappings
e VLAN ACL mappings

e Webauth, Webpolicy, local split ACL

e Local authentication users

e RADIUS authentication

e (Central DHCP/NAT-PAT
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Default FlexConnect Group Il

Flex AVC
VLAN name ID mappings

Multicast override

Features Not Supported on Default FlexConnect Group

Efficient image upgrade

PMK cache distribution

Default FlexConnect Group with PnP

As a part of the zero-touch deployment, PnP server pushes configuration information to the AP. As of
8.2 the configuration contains WLC IPs, WLC names, AP mode and AP group name. This configuration
has been extended to include the FlexConnect Group name starting release 8.3.

The feature is supported on the following APs that have PnP enabled:
AP 700,1600,1700,2600,2700,3600,3700, 1832,1852, 2802,3802,1810

When the AP joins the WLC it presents this FlexConnect group name to the WLC. The WLC then places
the AP into an appropriate group after comparing pre-existing configurations and AP count on the
FlexConnect Groups. There are various scenarios involved in deciding the FlexConnect group the AP
will be placed in. The following specifically refer to scenarios where the AP will be placed as part of the
default-flex-group.

Day 0 Setup Scenario

1.

Day 1 Join Scenario

AP boots up and contacts the PnP server. PnP server does not have FlexConnect group configuration
as part of the configured attributes. Also, the AP is not configured as part of any FlexConnect Group
on the WLC. In this case, the AP is placed into the default-flex-group.

AP boots up and contacts the PnP server. PnP server returns a FlexConnect group configuration. The
FlexConnect Group exists on the WLC but has reached the maximum capacity in terms of AP count.
In this case, the AP is placed into the default-flex-group.

AP Joins WLC and does not have an AP to FlexConnect Group Mapping on the WLC

AP Joins WLC. AP has FlexConnect Group configuration present, but the FlexConnect group not
configured on the WLC

AP has FlexConnect Group configuration present, but FlexConnect group has reached its limit in
terms of number of APs

Default FlexConnect Group Web Ul

Step 1 To view the default FlexConnect Group choose WIRELESS > FlexConnect Groups >
default-flex-group
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CONTROLLER ~ WIRELESS
Maosh FlexConnect Groups Entries 1 - 3 of 3 —hew.. |
P ATF

RE Profiles Group Name MNumber of APs
FlexConnect Sitad ] [~ ]
G

rtered | n 4 : o
Flaxconnact VLAN gefault-flex-groun 1 G

Templates

Step2  To view APs that are a part of the default-flex-group click on the FlexConnect AP link in the General tab

FlexConnect Groups > Edit ‘default-flex-group’ Apply

_ Local Authentication | Image Upgrade | ACL Mapping | Central DHCP | WLAN VLAN mapping |
 WLAN AVC mapping

Group Name default-flex-group |

VLAN Template Name none B

Enable AP Local Authentication®

e

Step3  APs from default-flex-group can be moved to an admin configured FlexConnect group. Select the Group

from “New Group Name” drop down menu and select the AP from the list and then click ‘Move’

FlexConnect Group AP List

Group Name default-flex-group

New Group Name | None

_Move |

FlexConnect APs

" AP MAC Address AP Name Status
00:fe:c8:2d:ea:cl POD1-1810W Associated
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Upgrade or Downgrade behavior

Upon downgrading from release 8.3 to a lower version, the controller will retain the default-flex-group
configuration. This group will be treated as any other admin-configurable FlexConnect group, i.e
deletion and addition is possible, APs can be manually added or deleted from the group and the
maximum limit on number of APs is applicable. Since the support for default-flex-group feature does
not exist in earlier releases, FlexConnect APs will not join this group by default.

Upon upgrade to release 8.3 any FlexConnect AP that is not part of a FlexConnect group will join the
default-flex-group and get the related default configuration. The rules of inheritance will continue to

apply and therefore any AP specific FlexConnect Configuration will not be overwrited by the default
FlexConnect group config.

CLI Commands

¢ The existing show command would display the configuration of the default-flex-group and the APs
that are part of it.

show flexconnect group detail default-flex-group

e For all the APs that are part of this default group, the “show ap config general <apname>" command
would reflect the default FlexConnect Group as shown below

FleXCoNnneCt GrOUD . « v v vttt et ettt eeeenneeeenns default-flex-group

¢ A new cli command as below is introduced to display only the APs that are part of a specific group.

(Cisco Controller) >show flexconnect group detail default-flex-group aps
Number of APs in Group: 1

AP Ethernet MAC Name Status Mode Type Conflict with PnP

7c:0e:ce:f5:b2:a4 AP7clOe.cef5.b2a4 Joined Flexconnect Manual No

¢ A new cli command as below is introduced to allow copying of configuration from existing
flexconnect group during creation of new groups. — VERIFY ?

config flexconnect group newGrpname add copy oldGrpName

e The default-flex-group cannot be created or deleted manually. Similarly APs cannot be added or
deleted manually to the default-flex-group. So the following commands will throw an error upon
execution:

(Cisco Controller) >config flexconnect group default-flex-group add
Group default-flex-group has already been configured
(Cisco Controller) >config flexconnect group default-flex-group delete
Group default-flex-group cannot be deleted manually
(Cisco Controller) >config flexconnect group default-flex-group ap add 23:2f:d2:ff£:12:7d
AP cannot be manually added to the default-flex-group.
(Cisco Controller) >config flexconnect group default-flex-group ap delete
23:2f:d2:f£f:12:74
AP cannot be manually deleted from the default-flex-group.
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Application Visibility and Control for FlexConnect rel 8.1-8.8

AVC provides application-aware control on a wireless network and enhances manageability and
productivity. AVC is already supported on ASR and ISR G2 and WLC platforms. The support of AVC
embedded within the FlexConnect AP extends as this is an end-to-end solution. This gives a complete
visibility of applications in the network and allows the administrator to take some action on the
application.

AVC has the following components:

n Next-generation Deep Packet Inspection (DPI) technology, called as Network Based Application
Recognition (NBAR2), allows for identification and classification of applications. NBAR is a
deep-packet inspection technology available on Cisco IOS based platforms, which supports stateful
L4 - L7 classification. NBAR2 is based on NBAR and has extra requirements such as having a
common flow table for all IOS features that use NBAR. NBAR2 recognizes application and passes
this information to other features such as Quality of Service (QoS), and Access Control List (ACL),
which can take action based on this classification.

n  Ability to Apply Mark using QoS, Drop and Rate-limit applications.

The key use cases for NBAR AVC are capacity planning, network usage base lining, and better
understanding of the applications that are consuming bandwidth. Trending of application usage helps the
network administrator to plan for network infrastructure upgrade, improve quality of experience by
protecting key applications from bandwidth-hungry applications when there is congestion on the
network, capability to prioritize or de-prioritize, and drop certain application traffic.

AVC is supported on the 5520, 8540, 2500, 5508, 7500, 8500, and WiSM2 controllers on Local and
FlexConnect modes (for WLANSs configured for central switching only) since release 7.4. Release 8.1
introduces support for Application Visibility and Control for locally switched WLANs on FlexConnect APs
on 5508, 7500, 75100, WiSM2, and vWLC.

n Inrelease 8.3 the Protocol Pack and the NBAR engine got upgraded for Flex Connect Applications
and now supports Protocol Pack 14 and NBAR engine 23 with a total support of the 1327
applications.

n Inrelease 8.8 the Protocol Pack and the NBAR engine got upgraded for Flex Connect Applications
and now supports Protocol Pack 37 and NBAR engine 31 with a total support of the 1408
applications.

Begin with release 8.6 AVC is supported on 3504, 5520 and 8540 series controllers and vVWLC also
supports AVC for FC mode only.

Note: For AVC Phase -6 release 8.8 The latest NBAR2 and Protocol Packs are supported on the 3504,
5520 and 8540 series controllers and vWLC supports AVC for Flex Connect APs only. The PP in rel 8.8
only supports Wave-2 COS based APs.

AVC Facts and Limitations

AVC on the FlexConnect AP can classify and take action on 1000+ different applications.
n The protocol pack running on the FlexConnect APs is different from the one running on the WLC.

n AVC stats on the GUI are displayed for the top 10 applications by default. This can be changed to
top 20 or 30 applications as well.

n Intra FlexConnect Group roaming support.
n IPv6 traffic cannot be classified.

n AAA override of AVC profiles is not supported.
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n  Multicast traffic is not supported by AVC application.

n Netflow export for FlexConnect AVC is not supported

Configuring Application Visibility
To configure the application visibility, perform these steps:
1. Open a web browser on the wired laptop, and then enter your WLC IP Address.
2. Create an OPEN WLAN with naming convention, for example, “FlexDemo”.

3. Enable FlexConnect Local Switching on the WLAN and then click Apply.

afien]is

Cisco MONITOR WLANs CONTROLLER WJRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'FlexDemo'
* WLANs - — —~
WLANS [iiSeneret |7 Secustty [ Qo8 []=RoRc-Mauptnas| A Y SR
b Advanced Wi-F Direct Chents Poficy Dtishied - B0Z.11b/g/n (1 - 255) |1
Maximum Allowed Cliants Per AP Radia 200 HAE
Clear HotSpot Configuration Enabled

NAC State | None B
Client user idle imeout{15-100000) o 30 ea Py

Timeout Value (sees) Load Dalancing and Dand Select

Client user idle threshold (0-10000000) 0 Bytes Client Load Balancing

Rasdius NAT-Resim L‘j

— Client Band Select
Off Channel Scanning Defer Passive Client

Scan Defor Priority 0123456867 Passhve Client
M
Valce
Scan Defer Time{msecs) | 100 Modia Session Snooping ] Enabied
FlexConnect Re-anchar Roamed Valce Clients || Enabled
RexConnect Local KTS based CAC Paolicy | Enabled
Switehing 2 & Enabied
Radius Client Profiling
PexConnect Local Auth I3 Enabled
DHCP Profiling
Learn Clignt [P Address & Enabled
HTTP Profiling
Vian based Central
Switching 42 Enabied Local Client Profiling

4. Make sure that the APs connected to this WLAN are among the list of supported access points for
this feature.

FlexConnect Wireless Branch Controller Deployment Guide gy



M Default FlexConnect Group

5. Convert the AP to FlexConnect mode by selecting FlexConnect in the AP Mode drop-down menu,

and then click Apply. The mode changes to FlexConnect without a reboot.

Ganaral

AP Name
Location

AP MAC Address
Base Radio MAC
Admin Status

All APs > Details for AP3600

Versions

AP3E00 Primary Software Version
default location
ad:93:4c:30: M 5a

f4:71:35:42:cd: 70

Backup Software Version
Predownload Status

Predownloaded Version

| ap Moge

AP Sub Mode
Operational Status
Port Number
Venue Group
Venue Type
Venue Mame
Language

Network Spectrum
Interface Key

GPS Location

GPS Present

Hardware Reset

Enable & Predownload Mext Retry Time
FlexCannect 2 I Predawnload Retry Count
| None Boot Version
REG 105 Version
1 Mini I0S Version
Unspecified IP Canfig
Unspecified =

CAPWAP Preferred Mode
DHCP Ipvd Address
Static IP (Ipvd/Ipv6)

BBTD32AFE429B73ITAFB40BTE24CEFB19
Time Statistics

UP Time
Controller Associated Time
Controller Assaciation Latency

Set to Factory Defaults

General [ Credentials l Interfaces l High Availability I Inventory l FlexConnect 1 Advanced |

Mone

NA

MA
12.4.23.0

15.3(20141113:174201)%

0.0.0.0

Ipvd (Global Config)
10.10.10.104

Dd, 00h0OSm23 s
0d, 00 h00m 27 5

O0d, 00hOd4m55s

6. Create a FlexConnect Group and add the AP to the FlexConnect Group. In the following example,

“FlexGroup” is the FlexConnect Group and the access point AP3600 is added to it.
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7. Applications that can be identified, classified, and controlled are listed under Wireless > Application
Visibility and Control > FlexConnect AVC Applications. The access points support Protocol Pack
version 8.0 and NBAR engine version 16.

nllll*lh

CISCO MONITOR  WiANs CONTROULLER SECLEITY MAMAGEMENT COMMARDSE HELF FEEDAADK
Wireless FlexConnect AVC Applications \
= Access Poants Current Filten IShinse Mhac] [Ciead fifer]
All APy
= Rads
Protacal Pack Name: Advanced Protocsl Pack
) ]
Appliestion Engine Salector
Ld Application Group =] Ll mw
L 538 3 L]
3 [ 837 ) 106
RF Profiles layerJ-ower-ip TEE i 4
FlaxConnact Groups - — L ) a3
Pl Connact ACLs S5 Pt-admen a7g | 564
FaxConnedt YLAN
Templates LAl B8 B - DSt - 00 1113 3 216
OEAF ACLs Horaperedh Ple-sharing 1190 3 BI85
Mebwork Lists Hobitygre ol 1386 3 Lk
P BO2.11lafn/sc BLag LB 582 3 (3]
b BO2.11bg/n L 939 ¥ 62
3 Stroam (o B b | BB8
- L 507 3 LEe]
Application Yis
™ And Controd ¥ Bio L 513 ¥ 599
AVC Appleaton industriab-postocols 975 3 104
ANE Frofiles
FlexConnect AVE Pk P 1104 13 471
AppHcEbon P N .
RastConnach AVE Praiing - TECUMADTE Bt 18- BN produtliny ool 1a19 i3 00
Bt ARE -BhSduttivity 5ek 1241 13 L]
Country H o
i Be3 ¥ 140
Timars
Bkt A~ ANd -prodactivity B0k 1327 3 sS40
F Matflew
At vty L] | r08
L. S AN S 1483 13 a0

8. Create an AVC profile under Wireless > Application Visibility and Control > FlexConnect AVC
Profiles > New with name “Drop_youtube”. And then Click Apply.

HONTTOR  Wikha C(ONTROUER WIRFILFSS SECLRITY MANAGEMENT COMMANDS HELF FEEFDBACK

Wirslnss FlexConnact Profile Nama e |

= Aooess Poinin
a3 APy FlasCannass Poofiahans

Tetwirl Lt
BOT 1180 e

L E R T T

Haadin Teream
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FlexConnect Profile > New

Profile Name Drop_youtube /

The AVC profile is created with the new name “Drop_youtube”.

FlexConnect Profile Name

FlexConnect ProfileName

Drop youtube ﬂ

9. Click the Profile name and then click Add New Rule. Select the Application Group, Application
Name, and Action, and then click Apply.

Flexconnect Profile > Rule > 'Drop_youtube’

Application Group voice-and-video -
Application Name | youtube = |
Action Drop H
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10. Verify that the rule is added as shown in the following figure.

wlven]ne

cisco

MONITOR WLANs QONTROLLER SECURITY

MAMAGEMENT COMMANDS

Default FlexConnect Group

HELPF FEEDBACK

Wireless

~ Access Points
AN APy
= Aadias
0. 11a/n/ac
BOZ.11b/g/n

b Advanced
Mesh

b ATF
RF Profiles

FlexConnect
Groups
FlexConnect ACLs
FewConnect VLAN
Templates

DEAP ACLs
Network Lists
B02.11a/n/ac
802.11b/g/n

-

¥ Media Stream

Application
* Wisibility And

Contral

AVC Applications
ANC Profiles
FlexConnect AVC
Apploations
FexConnect AVC
Profiles

WIRELESS

FlexConnect Profile > Edit 'Drop_youtube’

Application Mame Application Group Mame  Action

drop

nscp

routuie wolce-and-videa NA

Dunl-Band Radios
Giobal Configurstan

—

Direction
NA

Rate Limit [avg/burst
rata)Kbps

LT

The status of the FlexConnect AVC profile at this point is Modified.

11. Select the profile and click Apply for the profile to be applied and to take effect.

Wireless

* Accosd Points
All AP
= Radiod
- -ERA T YT
(R RLTETL
Cual-Band Radios
Glota! Configurition

¥ Advanced
Mash

b ATF
AT Profiles

FlexConnect
Groups
FexConmert ACLS
PlanConmect VLAN
Temrpiates

OEAP ACLs
MNetwork Lists
¥ BD2.1la/nfac
¥ BOZ.11bfgfn
b Media Stream
Application
= WEsibility And
Control
ANT Applications
AWE Profiles
FlesConnec AT
Appliications

FesiConnact AT
Profées

MONITOR WiANs CONTROLLER WIRELESS SECURITY MANAGEMENT

FlaxConnect Profile Name

FlaxConnect ProfilaNsma

Ceoo_woulube

COMMANDS

HELP FEEDBACK
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12. Select the profile and click Apply for the profile to be applied and to take effect.

FlexConnect Profile > Edit "Drop_youtube’

Apply | < Back Add New Rule
Application Group Rate Limit (avg/burst
Application Nama Hamae Action DECP Direction rate)Kbps
Ioom-gmpd othar drap MA 1Y N& a

The status of the FlexConnect AVC profile is changed to Applied.

FlexConnect Profile Name

FlexConnect ProfileName No of Rules Status

Drop_youtube 1 Applied B

13. Enable Application Visibility on the FlexConnect group under Wireless > FlexConnect Group >

FlexConnect Group name > WLAN AVC Mapping by selecting the WLAN ID and choosing Enable
from the drop-down menu.

14. Apply the FlexConnect AVC profile by selecting the profile created in the previous set from the Flex
AVC Profiledrop-down menu. Click Add and then click Apply.

HOMITOR ANy CONTROLLER WIAMESS SICURITY MANAGEMENT COMMANDS HELP  FENDAADK

Wirelass FlaxConnect Groups > Edit  "NewFlonGroup®

* Accows Paints

A Genarsl | Local | Image Upg | ACLMapsing | Central DHCP | WLAN VLAN mugaing | WLAN AVE mapsing

WLAN AVC Mapaing

b LA B i
appication Vaibiny | Eratin i 'h
L Fue AvG Prafis | Drop yetite 5 |
WLAN 1d Apiivatien Vieasily AVE Prafile

GEAF AfLs
Retwerk Linta

[ ERRETLTE

{ FESLTTL

Heilla Stream

Agplbcation
WVialbiligy And
Eantrol
i
AT Pesfiien
T

L

FlexConnect Wireless Branch Controller Deployment Guide
mi I



Default FlexConnect Group

15. Once AVC is enabled on the FlexConnect Group, from the associated wireless client, start different
types of traffic using the applications (already installed) such as Cisco Jabber/WebEx Connect,
Skype, Yahoo Messenger, HTTP, HTTPS/SSL, Microsoft Messenger, Ping, Trace route, and so on.

Once traffic is initiated from the wireless client, visibility of different traffic can be observed on a per
FlexConnect Group and per client basis. This provides the administrator a good overview of the network
bandwidth utilization and type of traffic in the network per client and per branch site

16. To check the visibility globally for all WLANs on a FlexConnect Group, click Monitor > Applications
> FlexConnect > FlexConnect Groups and then select the FlexConnect group created earlier.

The following screen is visible which lists aggregate data for the top 10 applications running on that
particular FlexConnect group.

¢8
-|F|l||h Saye Confgurstion

CisSco HONITOR  WLAMS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Manitor lexConnect > Groups > Application Statistics = Mk
Summary
ax Number of Recards 0 =
¥ Access Points
AVE Statistics | .
¥ Cisco Claaniir Lm—']
¥ Subistics Aggregste | Upstresm | Dewnstream
¥ cop
» m"“ Application Ledl 90 Sots Slats Appliestion Cummslalive SLats
Clisnts App Mame Pachel Count  Byle Count  ibamge] %
Sleeping Clients App Mama Packet Count Byis Count  Awverage Packet Siaw Usage{%) ielaud L D40 KB 2044
Muiticast icloud 7 T34 KD 48 #1.51 facabook 133 .76 KB 23,84
facebook st 1133 150 .45 unknawe nr 18.7R KB 2154
= Applications ik naws E ] 11.37 KB 162 868 dna ™ 720 KB A7
WLAN
dna sa 4,80 KD E1] LS dhep u 154 KB .06
PlexConnack Groupe h dhep a 170 KB 130 137 icmp 5 160 KB 3.06
Local Profiling e | .18 K0 402 ERT whatispe 12 1.15 KB 1.33
hitp 4 % B 0,44
Appiiostion Lest 90 Secs Ussgei™s) APt m Cumslative Usage] ]

This page provides more granular visibility per FlexConnect Group and lists the top 10 applications in the
last 90 seconds, as well as cumulative stats for the top 10 applications. You can view upstream and
downstream statistics individually per FlexConnect Group from the same page by clicking the Upstream
and Downstream tabs.

Note: The number of applications that are displayed on this page can be increased to 20 or 30 by
modifying the Max Number of Records field on this page. The default value is 10.
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17. To have more granular visibility of the top 10 applications per client on a particular locally switched
WLAN where AVC visibility is enabled, click Monitor > Applications > FlexConnect Group >
FlexConnect Group name > Clients. Then, click any individual client MAC entry listed on that page.

MONITDR. WLANS [ONTROLLER WIRELESS SECURITY MANAGEMENT CDHMANDS HELF FEEDBADK

Menitor , FlexConnect > Groups > Application Statistics

Summary
b Aocess Podnts

cococromny | Avestationes | [Cien ]

Rt Cilant MAC Addr TP Address{Tawd /Tpw) AP Nama WLAN Prafila WLAN B5ID
cop 10.10.10.109 APIB00 Feanema FiexCema
Rogues

Clignts

Sigeping Cliants

Multicast

= Applications

WLAN

PasCennact Grooes h

Lscal Profiling

Man Mumbar of Recerds | 10 2

- v w w

After clicking on an individual client MAC entry, the client details page appears.

fayn Configuraten Pryg Logout  Refread

MONITOR  WiANs COWTHDLLER WIRELESS SECURITY MANAGEMENT CDMMANDS MELP  FEEDSACK A Home
Monitor I'i-'le:-:CDnnocl 5 Groups > Clent > Application Statistics I o Back | | Coear AWC Stats |
Summary
Mas Mumber of Retords | 10 3
¥ Access Polmis
b Cisco ClaanAir Aggregate | | Downstream
b Statistics Averngs
Application Mame Facket Count  Byie Count  Packet Size  Ussge(%) i P R S’ IAs Count B USMPN )
» cor R 1884 108 48 5% 9134 ki Ef:" :I:U“I:‘:s :9;:'
I : s 541 ¥ ]
* Rogues ¢ 21 KITMER, 180 L7 e
el = SRl st fra 240 54.20 KB 155
Clients e, i PR i s g 123 41,38 KB ]
Sleping Clients Voutute [ 20,59 K W08 oL . L 4047 N8 LI%
Multicast Iigund = 19 86 KB 59 -E 5 L it - "E
yuhaa-mall 4% 1178 kb FHT ¥ L6 16.60 KB o047
ot wm" dna [ 718 K0 111 ax ki 137318 o
m-‘;\.nnw o facabock L 137 KD 13¥ [-1- ] e e o
kemp 13 135E8 58 (1] o iAo i
Local Profiling
Bpplication Lest S0 Sam Ussgad ) ApplLmion Cumtativg Pasgn| ]

This page provides further granular stats per client associated on locally switched WLANs, where AVC
visibility is enabled on the WLAN itself or on the FlexConnect Group as in this example. The page lists
the top 10 applications in last the 90 seconds as well as cumulative stats for top 10 applications.

18. You can view upstream and downstream stats individually per client from the same page by clicking
the Upstream and Downstream tabs

.Note: The number of applications that are displayed on this page can be increased to 20 or 30 by
modifying the Max Number of Records Field on this page. The default value is 10.
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19. You can clear the AVC stats for the particular client by clicking the Clear AVC Stats button.

Now, if you open YouTube, from wireless clients, you will observe that client cannot play any YouTube
videos. Also, if applicable, open your Facebook account and try to open any YouTube video. You will
observe YouTube videos cannot be played. Because YouTube is blocked in the FlexConnect AVC profile,
and AVC profile is mapped to WLAN on the FlexConnect Group. You cannot access YouTube videos via
browser, or even via YouTube application or from any other website.

.Note: If your browser was already open with YouTube, refresh the browser for the AVC profile to take
effect.

IPv4 DNS Filtering on Flex Connect APs

Feature Description and Functional Behavior

Itis an 8.7 feature and extends Flex connect ACL to accept internet domain names in addition to existing
IP address in its rules. The DNS-based ACLs are used for client devices. One of the use case of the
feature is that to correctly configure the CMX Connect Social Login feature, it is necessary to add web
sites to the walled garden. Mainly because the authentication is directly performed on the social network
website and no password is stored or processed in our controller. Social Login will be configured to use
Facebook as the provider.

When using these devices, you can set pre-authentication ACLs on the Cisco WLC to determine where
devices have the right to connect. In order to support such use cases, current implementation provides
user an option to add URL based rules to the flex connect ACL and specify URL list to be allowed. Hence
with this implementation the user has an option of configuring IP based rules as well as URL based rules
or either of them.

With DNS-based ACLs, the client when in registration phase, is allowed to connect to the configured
URLs only. WLC is configured with the ACL name that is returned by the AAA server for
pre-authentication ACL to be applied. If the ACL name is returned by the AAA server, then the ACL is
applied to the client for web-redirection. At the client authentication phase, the ISE server returns the
pre-authentication ACL (url-redirect-acl).

The DNS snooping is performed on the AP for each client until the registration is complete. When the
ACL configured with the URLs is received on the WLC, the CAPWAP payload is pushed to AP and
configuration is stored in the database maintained in the COS based AP. When client is associated and
ACL is applied, DNS snooping is enabled on the client. With snooping in place, AP learns the IP address
of the resolved domain name in the DNS response. If the domain name matches the configured URL,
then the DNS response is parsed for the IP address, and the IP address is allowed in the ACL for locally
switched traffic.

Configuration Steps From GUI

Step 1

Configure FC ACL on the WLC

FlexConnect Wireless Branch Controller Deployment Guide gy
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MONITOR WLANs CONTROLLER W]IRELESS SECURITY MAMNAGEMENT MANDS HELP FEEDBACK
Security FlexConnect Access Control Lists
= AAA
g":_""~:_' Acl Hame
- ADIUS
hentication A SLNEELT =
Accounting el-tag [~
Fallback
DNS Al wit S ur ﬂ
Downloaded AVP heligiza [ =]
* TACACS+
LOAR - . =
Local Met Users 2 =
o MAC Miterieg s e 9 % % % o
User Login Polickes
AP Po -

Password Pohoes

Local EAP
Advanced EAP
Priority Order
b Certificate

= Access Control Lists
Access = | List
R frof Lt

FlexCannect ACLS

LRL ACLS
. Wireless Protection

Step2  Configure URL rules

vl

MONITOR WilANS CONTROLLER WRELESS SECURITY MAMAGEMENT CDMMANDS HELP FEEDBACK

Security Access Control Lists = Edit

General
Access List Mame ACL-REDIRECT
P Typs 1Bva
IF Rugler
S&q  Adtbon Source [P Mazk Destination TP/ Mask Protocsl Source Pom kest Part nsce
1 Feremit [-K.1.N:] 0.0.0.0 1021028025 I55.755.255 355 Any Ay &ny any B
2 Paremit 103.102.162.5 155355 355 155 5.0.0.0 LT Arey Ay Any ay B
Advanced EAP URL Rubes
¥ Pricrity Order Sen Actien Destination Ud
b Certificate 1 Egrmut wvewr Mgk art cam -]
- 2 P te4L. i (=
] w
J -\::m Control Lists 5 Pt T it -]
coess Contro
i Bermut wrwm 5L gom [ -]
g Farmt [Ty Y a

3 Wireless Pratection
Policies

Step3  Configure URL rules
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alaln

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT CDMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘@@redirect’
* WLANS o

s [ Security | M‘ |
b Advanced | [[layer2 | Layer3 | AAAServers |

Layer 3 Secunty Web Policy ¥
Captrve Network Assistant Bypass | None ¥
* suthentication

Passthrough

Conditional Web Redwect

Splash Page Web Redirect

On MAC Filter failured®

Wieb policy done locally on nﬂm

= e —_— S
| Preaulher!h:,audn ACL Iﬂvd Hane ¥ IPvE | None ¥ ‘WebAuth Flaxael | ACL-REDIRECT T |
= — =)
Sleepng |:|IEI'\'|. Enable
Gverride Global Configd® Enable

VPN Pass-Through

VPN Gateway Address 0.0.0.0

Fool Notes

Step4d  Add ACL policy to the Flex Connect Group in case of Central WebAuth

CISCO MON L ANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

Wireless FlexConnect Groups > Edit "default-flex-group’

+ Access Points

| General | Local Authentication | Image Upgrade | ACL Mapping | Central DHCP |

al-Band Radios

a3
8
[

Global Configurabon

™ il

¢ Advanced Policies

Mesh

Folicy ACL | ACL-REDIRECT ¥

i _Add |

RF Profiles i |

FlexConnect Groups Policy Access Control Lists

FlexConnect ACLs

FexConnect VLAN ach-witturl n

Templates mie_cwa_acl_redirect [+

OEAP ACLSs

Network Lists
b BD2.11a/njac

1 » soz.11b/a/n
b Media Stream
Application Visibility
And Control

Step5  Configure WLAN with MAC Filtering enabled for CWA and ISE
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MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

FEEDEADK

WLANs WLANs > Edit ‘@satheesh-8540-dns-acl@’

= WLANS

| General | Security | QoS | Policy-Mapping | Advanced

¥ Mdvances tover2 [RiVECRNTINATRIIER

Layer 2 Security & | None b

MAL Filtering® # 1

Fast Transition

Fast Transison Adsptive ¥
Over the DS 4
Resgsosaban Timgsut 20 Secendy

Lobby Admin Configuration

Lobby Admin Accens

Step6  Configure WLAN with MAC Filtering enabled for CWA and ISE

CISCO MONITOR WLANs CONTROLLER WJRELESS SECURITY MAMNAGEMENT COMMANDS HELP FEEDBACK

WLANs  WLANs > Edit '@satheesh-8540-dns-acl@'

T WLANS | General | Security | QoS | Policy-Mapping | Advanced

WLANS
b Advanced —=
| Allow BAA Overnde < Enabled | DHCP
Cowverage Hole Detecbon ¥ Enabled ] DHCP Server Cwerrnide
Enable Sesmon Timeout g (1600
Session Timeout ($ecs) DHCF Addr. Azsignmeant Reguirad
Airon L
onat [E Enabled A
Diagnostic Channel 18 Enabled
Overnide Interface ACL IPvd | None ¥ IPv6 | None ¥ Split Tunnel Enabled
Layer2 Acl Mons ¥
Management Frame Protection (MFP)
URL ACL None ¥ =
P2P Blocking Action Disablad ¥ MFP Client Protaction 2 | Optional 7
Client Exclusson 4 ¥ Enabled 1e0 DTIM Period [in beacon intervals)
Timeout Value (secs)
M Al { 2 ]
aimum Allowed Chenis §02.11a/n (1 - 255) 1
Statie 1P Tunneling &4 Enabled 802.11b/g/n (1 - 255) |1
Wi-Fi Direct Chents Palicy Dusabled v

MNALC
Maximum Allowed Chents Per AP Radio (200 ~ r =
MAC State |ISENAC ¥
Clear HotSpot Configuration Ensbled

Load Balancing and Band Select

L [ A o | e P T T T

Following controller CLIs will be used to configure ACLs.

To Create an ACL (existing CLI) :

config flexconnect acl create <acl-name>

Add URL to the ACL:

config flexconnect acl url-domain add <acl-name> <index>

config flexconnect acl url-domain url <acl-name> <index>

<url-name>

r FlexConnect Wireless Branch Controller Deployment Guide



IPv6 Flex Connect Pre-Auth ACL and DNS Support Rel 8.8

This command is used to add a new url domain rule entry for the given index for the given flexconnect
acl name. Default values will be added for url name and action.

Delete URL from the ACL:

config flexconnect acl url-domain delete <acl-name> <index>

This command can be used to delete the url domain rule from the given flexconnect acl.

Configure List-Type:
config flexconnect acl url-domain list-type <acl-name>
<whitelist/blacklist>

This command is used to set/modify the type of the list for all the URLSs configured on a given Flex
Connect ACLs. All the URLs in a given acl will have same action. Default list type would be blacklist.

To Apply the ACL: (existing CLIs)

config flexconnect group <group-name> policy acl add <acl-name>

config flexconnect acl apply <acl-name>

To apply the ACL to the WLAN at web-auth level :

config flexconnect group <group-name> web-auth wlan <wlan-id> acl
<acl-name> <enable/disable>

Show Commands & debugs:

show flexconnect acl summary
show flexconnect acl detailed <acl-name>
debug flexconnect acl enable

debug capwap payload enable

IPv6 Flex Connect Pre-Auth ACL and DNS Support Rel 8.8

Initially this feature was introduced in the release 8.7 with IPv4 support only. In release 8.8 this feature
extends Flex connect IPv6 ACL to accept internet domain names in addition to IPv6 address in its rules.

This feature extends IPv6 Flex Connect ACL to accept internet domain names in addition to existing
IPv4 and IPv6 address in its rules. The DNS-based ACLs are used for client devices. One of the use cases
of the feature is that to correctly configure the CMX Connect Social Login feature, it is necessary to add
websites to the walled garden. Mainly because the authentication is directly performed on the social
network website and no password is stored or processed in our controller. Social Login will be
configured to use Facebook as the provider.

When using these devices, you can set pre-authentication ACLs on the Cisco WLC to determine where
devices have the right to connect. In order to support such use cases, current implementation provides
a user an option to add URL based rules to the flex connect ACL and specify URL list to be allowed.
Hence with this implementation, the user has an option of configuring IP based rules as well as URL
based rules or either of them.

FlexConnect Wireless Branch Controller Deployment Guide
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With DNS-based ACLs, the client when in registration phase, is allowed to connect to the configured
URLSs only. WLC is configured with the ACL name that is returned by the AAA server for
pre-authentication ACL to be applied. If the ACL name is returned by the AAA server, then the ACL is
applied to the client for web-redirection. At the client authentication phase, the ISE server returns the
pre-authentication ACL (url-redirect-acl).

The DNS snooping is performed on the AP for each client until the registration is complete. When the
ACL configured with the URLSs is received on the WLC, the CAPWAP payload is pushed to AP and
configuration is stored in the database maintained in the COS based AP. When a client is associated and
ACL is applied, DNS snooping is enabled on the client. With snooping in place, AP learns the IP address
of the resolved domain name in the DNS response. If the domain name matches the configured URL,
then the DNS response is parsed for the IP address, and the IP address is allowed in the ACL for locally
switched traffic.

1. The DNS name is communicated to AP data path using CAPWAP protocol

2. AP Data path monitors the DNS requests/responses and learns the IP address of the configured DNS
names and allow traffic for the learned IP address during pre-auth phase

3. Maximum 20 URLs are allowed for the ACL

4. When a client moves from one AP to another AP (roaming), AP code will enable controller assisted
context transfer

5. Transition scenario when the connection is broken between the controller and the AP is supported

6. A sub-string match is supported for the URL configuration. For example: if ‘google" is configured
as the URL ACL, DNS response for play.google.com, google.com, google.in, abcgoogle.xyz will be
matched

Since this feature is for the AP that operates in Flex Connect mode, DNS based ACLs need to take actual
effect on the AP. On applying the ACL with URLs, respective configuration information is received on
AP from the controller as new CAPWAP payload in the form of a TLV along with the other rules
configured as part of ACL. The TLV payload to the AP will have an action per URL.

Below are the Scale numbers od supported ACLs and their size:
e 512 IPv6 ACLs for AireOS
e 20 URL Rules per ACL for AireOS & ME
e 321IPv6 ACLs for ME
e Size of each URL: 255 characters
¢ 64 max DNS snooped IPs/Client

Flex Connect IPv6 ACL GUI Configuration Steps

1. Configure IPv6 FC ACL on the WLC.
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Sawe Configunation  Bing  Legout  Rofro

WLANS CONTROLLER WIRELESS SECURITY  MANAGEMENT COMMANDS HELF  EF \CK A pomd

Security FlexConnect ACLs > IPvG ACL > Edit

= AAA
Lty General
= RADIUS -
Authentication Access List Name Tesk=IPvE-ACL
ABeBunting
Fallback
DNE 1P Rules
Diowenlsaded AP o
¥ TACACS 4
LD&F S=q Action Source 1P Prelx Length Destination 1P/ Prefix length Protocol B
Lo<al Net Users
MAL Filtenaig
» Dusabled Clients
Usar Legin Policies
AP Polices

Add Hule
———

Padgmaid Posoes UKL Rules
¥ Local EAP Saq ALt Destinalion Ul
Advanced EAP
k Priority Order
¢ Certificate

= Aceess Control Lists
Apcess Controd Licks

CPU A

2. Create and apply IPv6 ACL rule.

wl I Iel I |
CISCO MONITOR. WLANs CONTROLLER  WIRELESS SECURITY  MANAGEMENT COMMANDS HELP FEEDBACK
Security FlexConnect ACLs > IPv6 ACL > IP Rules > New
e Sequence
General 1P Address Prefix Length
AL Source 1P Address ¥ 2001:2:10:112: /64 |l
Authenticabion ! i
Accounting
IP Address Prefix Length
Fallback Dectination Ip Address ¥ [ 0 ”0 ;
DNS =
Downloaded AVP
¥ TACACS+ Protocal Any ¥
LDAP i
Local Net Users DECP Amy v
MAC Filkering
= Disabled Clients Action Deny v

User Login Policies

3. In the same fashion create and apply URL rules as shown in the example below.

FlexConnect Wireless Branch Controller Deployment Guide
| g 12 |



I IPv6 Flex Connect Pre-Auth ACL and DNS Support Rel 8.3

Save Canfiguraion
I WLANE  CONTR

MENT COMMANDS HELP F

G sl
= HADILS Ganeral
Ashenmeatipe
Acmunting AgrEss Lak Name L]
TEnack
[
Dmenbaning AvP IP Rules
# TACATS
LOap Seq Atisn Sowra IP/Prefis Length [Dastination EF/Prefix length Protecd Sowrce Pert Dot Port BSCP
Locs Met Users N Dy ZOBI-S: 18011258 ] Any Any Arey any B
HAC Fierng
- Diskbad CIwrs 2 ] e JO00L0:001 1020 Ay Ay e Ay B
L Login Pl e
AP Polces
Pazssard Folldes
 Local BAP URL fules
Al e nap Sag Action Oaitinaties Url
RiRvicety: Oninr i Paeiil CHC 00 a
¥ Certificabe 2 Dy spek pam [=]
v Aooess Control Lists 3 Pemit weble.com a

Aooess Control Lty
O Aezess Contral

Liszs
= Fles=anect ACLs

et ACL
i ALL
Laytrd ACLS
i, ACLy
4. Configure Local Web Auth with pre-Auth ACL created above.
nllhlll- Save Configuration  Ping
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
WLANS WLANSs > Edit 'test’ <dack |
« WLANs - =1 7 i
WLANS ! el curty’ i
b Advanced Layer 3 Security ‘Web Policy ¥
Chpltive Network Assistant Bypass | Enable ¥ |
= authentication
- Passthrough
! Conditicnal Web Redirect
_ Splash Page Web Redirect
) On MAE Filter failuredd
L web pelicy deone lecally on APMREIng X
Preauthentication ACL IPvd Hone ™| IFv5 |Mone ¥ | Webauth Flex IPV4 Ad | Hone v | || webauth Flex 1Pv6 Ac| [ Test-TPve-acL ¥ |
Sleepng Clhent L) Enable
Override Glokal Config?? | Enable

5. Add ACL policy to the Flex Connect Group in case of Central WebAuth.
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CISCo

Wireless

* Access Points
All aPs
w Badios
ED2.11a/nfac
BOZ.118/9Mn
Duinl-Band Radisa
Glabal Configuratinn

¢ Advanced
Mesh
* ATF
RF Profiles
FlexConnect Groups
¥ FlexConnect ACLs

FlexConnect VLAN
Templates

MONITOR ~ WLANS  CONTROLLER

FlexConnect Groups > Edit

"default-flex-group’

IPv6 Flex Connect Pre-Auth ACL and DNS Support Rel 8.8

Sawe Configuration  Ping | Logout

WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBALCK

_ndd |

1Pva Policy Acoess Controd Lists

ACL-REDIRECT

| 1Pve Policies

TPy Policy ACL | Test-IPvE-ACL ¥

_ndd |

- et

IPve Paolicy Access Control Lists

6. Configure WLAN with MAC Filtering enabled for CWA and ISE .

CIsco

WLANs

* WLANS
WLANs

¢ Advanced

MONITOR WLANs CONTROLLER WIRELESS SECURITY

WLANSs > Edit 'test’

General | Security | QoS | Policy-Mapping | Advanced
Layer2 | layer3 | AAAServers

MANAGEMENT

COMP

Layer 2 Security 8 | None v

MAC Filtering® |+

Fast Transition

Fast Transition Disable ¥ |

Lobby Admin Configuration

Lobby Admin &ccess

7. Configure WLAN with Advanced Option of the AAA override for CWA and for ISE to push the
required policy to the FC AP. ISE NAC state also has to be enabled.
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MONITOR WilANS CONTROLLER

WIRELESS

IPv6 Flex Connect Pre-Auth ACL and DNS Support Rel 8.8

MANAGEMENT

COMMANDS

HELP FEEDBACK

WLANs WLANs > Edit ‘@satheesh-8640-dns-acl@’
i | General | Security | QoS | Policy-Mapping | Advanced
b Advanced

| Alsw AAA Overnde

¥, Enabled

Cewerage Mcle Detechion

Enable Sessson Timeout g 1000

W Enabied

Sessmn Timeout (secs)

Awonet B

Disgnoatic Channe| 48
Orwerrde Interface ACL
Layard Acl

AL ACL

P2F Blocking Action

Chent Excluson &

Mawimum Allcwed Clients ¥

State [P Tunmekng L

Wir-F [irect Clents Policy

Mawimum Allowed Chents Per AP Radi

Clear MolSpot Conliguraton

o Enabled
Enabled
IPvd  Noee ¥ IPvE Nore T

Mona ¥

Menha ¥

Disabiled v
H=1]

¥ Enabled
Timeaut Value [secs)

o

Enabled
Dizabled A
200

Enalsled

DHCP
EeslP Server Ovarnde
DeCP addr. Assgnment BEequired
OEAP
Spihit Tunne! Enabled

Managemaent Frame Protectan (MFP)

MFF Chent Protection ¥ | Opbonal ¥

DTIM Period (in bescon intervals)

BO2.11an (1 - 255) i
BOZ.1ibSgin (1 - 255) |1
NAC
NAC State | ISEMAC ¥
Load Balancing and Band Select

As indicated in the Executive summary, the IPv6 support was added to all IP and DNS ACL rules in
release 8.8, not just the Flex Connect ACLs.

CIsSCO

MONITOR ~ WLANs CONTROLLER

WIRELESS

SECURITY  MANAGEMENT COMMANDS

Security

* AAA
General
= RADIUS
Authentication
Accounting
Fallback
DNS
Downloaded AVP
F TACACS+
LOAP
Local Met Users
MAC Filtering
= Disabled Clients
User Login Policies.
AP Policies
Password Policies

b Local EAP

Advanced EAP
¥ Priority Order
b Certificate

v Access Control Lists

Access Control Lists
— CPU Access Contral Lisks
¥ FlexConnect ACLs

Access Control Lists > New

Access Control List Mame |Ttsb-ﬂ-Cll

| a1 Type L 1Pvd

(= 1Pve
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Flex Connect IPv6 ACL CLI Configuration Commands:

config
config
config
config
config
config
config
config
config

flexconnect
flexconnect
flexconnect
flexconnect
flexconnect
flexconnect
flexconnect
flexconnect
flexconnect

<end_port>

config

flexconnect

<prefix_len>

config

flexconnect

<end_port>

config

flexconnect

<prefix_len>

config
config
config

flexconnect
flexconnect
flexconnect

Wlan Mapping

ipvé
ipvé
ipv6
ipvé6
ipvé6
ipv6
ipvé6
ipvé
ipv6

ipvé6
ipvé
ipv6
ipvé6

ipv6
ipvé6

acl
acl
acl
acl
acl
acl
acl
acl
acl

acl

acl

acl

acl

acl
acl

apply <acl_name>

create <acl_name>

delete <acl_name>

rule action <acl_name> <index> permit

rule action <acl_name> <index> deny

rule add <acl_name> <index>

rule add change index acl_name <o0ld_index> <new_index>
rule delete <acl_name> <index>

rule source port range <acl_name> <index> <start_port>

rule source address <acl_name> <index> <ipv6_addr>

rule destination port range <acl_name> <index> <start_port>
rule destination address <acl_name> <index> <ipv6_addr>
rule protocol <acl_name> <index> <protocol>

rule swap index <acl_name> <indexl> <index2>
rule dscp acl_name index <0-63/any>

config wlan security web-auth ipvé flexacl <wlan_id> <acl_name>

Show CLI Commands:

show flexconnect ipvé6 acl summary
show flexconnect ipvé acl detailed <acl_name>

Sample Show Output

(Cisco Controller)

>show flexconnect ipvé6 acl summary

ACL Name Status

ipve_flex Applied

vbacl Modified

(Cisco Controller)> show flexconnect ipvé6 acl detailed véacl

RUle INndeX. ...ttt ittt et et ettt ieee e 1

IPV6 source pPrefiX. .. ...ttt e fe80::c664:13ff:fe8f:a6a0/128
IPv6 destination prefixX........u i eninnnennn ::/0

ProtoCO L. ittt e e e e e e e e e e e Any

Source POrt RaANgE. .. v vvi ittt ittt eeeeeeeeeeeeeenn 0-65535

Destination POrt RANge. .. ...ttt eeennneenennn 0-65535

DO P . it it et e e e e e e e e e e e e e e e e e e e e e e e e 4

ACEIOM . et e e Permit

Rule IndeX. ...ttt ittt et e it e i e i 2

IPV6 source prefixX. ... ...ttt ::/0

IPv6 destination prefix........ ... fe80::c664:13ff:fe8f:a6al/128
ProtOCO L. et e e e e e e Any

SoUrCe POrt RaANGE. . i i it ittt ittt ettt et eeeeeeeenn 0-65535

Destination POrt RaANge. ... ... iiiieetennnneennennn 0-65535

DS P e v e et e e e Any

2N o s Deny
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Auto-LAG Feature Overview in Rel 8.8

The AP Flexconnect mode of operation allows one of two types of data switching models to be
associated with a WLAN, central switching or local switching. In the central switching case, client
WLAN data is forwarded to the WLC in a CAPWAP tunnel, and the WLC handles switching the data to
the correct VLAN. In the local switching case, it’s the AP’s responsibility switch the client WLAN data
to the correct VLAN, bypassing the WLC. The intent of this specification is to support both of these
modes along with LAG.

As stated earlier, this mode relies on the WLC to switch the client WLAN data to the correct VLAN. In
order for this to occur the AP must have a CAPWAP session established to the WLC. When this session
exists, the AP will be in Flexconnect “Connected” mode. When LAG is enabled the client WLAN data
will be load balanced between the two AP Ethernet ports in same fashion it is done in the existing LAG
implementation.

The Auto-LAG feature allows Cisco Wave-2 Access points to Auto-LAG when in Flex Connect mode
with non-layer 4 LB switches. Currently LAG is only supported on 3K and 4K series switches, this new
feature breaks that dependency and allows Auto-LAG on the no-layer 4 LB (Load Balanced) switches
such as 3650 in FC Centrally and Locally Switched modes.

According with a Miercom report and some internal testing we have done we can achieve at least 1.2
gigabits of throughput with both radios (micro/macro) on 5 Ghz with 80mhz Channel width, this
configuration lets us to achieve up to 35-37 Mbps per user with about 30 users per AP.

Configurations Steps for Auto LAG feature

The configuration for the two AP Ethernet ports used for the LAG connection can either be configured
as “switchport mode access” ports, as in the existing LAG implementation, or they can be configured as
“switchport mode trunk” ports as per the existing FC implementation.

If the desire is to solely use central switching for the client WLAN, without the possibility of changing
the WLAN to local switching, then the two AP Ethernet ports should be configured as “switchport mode
access” ports, with the native VLAN set to the VLAN ID associated with the WLC VLAN. Thus, the AP
will send the client WLAN data to the WLC in the CAPWAP tunnel untagged (e.g., without the 802.1Q
VLAN header inserted) and the switch will put them on the same VLAN as the WLC.

If there is a chance the client WLAN will be changed in the future to the local switching mode, then the
two AP Ethernet ports should be configured as “switchport mode trunk” ports, with the native VLAN

set to the VLAN ID associated with the WLC VLAN and VLAN IDs should be added for each supported
client WLAN. Although defined as a trunk port, operation will be same as for the “switchport mode

access”, with the AP will sending untagged CAPWAP to the WLC.

Prior to release 8.8, LAG implementation only “switchport mode access” ports were allowed to be
configured.

Now, in rel 8.8, with the addition of the FC/LAG functionality, “switchport mode trunk” ports are also
allowed to be configured and used. The choice depends on the Flexconnect switching mode associated
with the client WLAN, with local switching requiring “switchport mode trunk” ports, while central
switching can use either mode as described in the section above.

The configuration for the feature will use the existing methods for configuring LAG and Flex Connect.

WLC Configuration

config lag enable
config ap lag-mode support enable <ap-name>
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Controller General
General
Name |cs520-Ma18
Icons —_——
802.3x Flow Control Mode flﬂﬂbled—!--,—‘
Inventory T r
LAG Mode on next reboot Enabled ¥ I
Interfaces . |'| Disablad ™1
Broadcast Forwarding
Interface Groups | it
- AP Multicast Mode 1 Multicast ¥ [[239.255.1.57 Multicast ¢
Multicast N
AP IPvE Multicast Mode 1 [ Multicast * ||

¢ Network Routes BT
AP Fallback [Enabled ¥

k Eahrir Confinoeatinn

Switch Ports Configuration Example for Locally Switched AP Mode

! interface Port-channell?2

switchport trunk native vlan 110
switchport trunk allowed vlan 110-120
switchport mode trunk

spanning-tree portfast trunk
interface TenGigabitEthernetl/0/7
switchport trunk native vlan 110
switchport trunk allowed vlan 110-120
switchport mode trunk

channel-group 12 mode active

Managing 8.8 Auto LAG Feature

The following command is used to shows most of the configuration programmed to NSS, with the LAG
related info highlighted.

ap#show controllers nss status

Sample Output:
NSS state is enable
WiredO Configuration:

|ID:0|TYPE:0|STATE:1| |OPT:0x0000003F|MTU:1500|TPID:0x8100|NVLAN:O|POL:O0 |
Wiredl Configuration:

|ID:1|TYPE:0|STATE:1| |OPT:0x0000003F|MTU:1500|TPID:0x8100|NVLAN:O|POL:O0 |
QoS Configuration:

Policy Name: Background
Direction: Ingress

Default Priority: 2, Type: L2_L3
L2 to Priority Mapping:

PCP | 01234567
Priority | 01 2 3 45 6 7

L3 to Priority Mapping:

DSCP | Priority
0-15 ] 0010101011212121
16-31 |

2222222222222222
32-47 | 2222222222222222
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48-63 | 2222222222222222
Direction: Egress

Priority | 0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
UP | o1 2 3 4 5 6 7 00 0 0 0 0 0 0
DSCP | 0 21018 26344648 0 0 0 0 0 0 0 O
PCP | o1 2 3 4 5 6 7 0 0 0 0 0 0 0 0
LAG Configuration:

|ID:33|TYPE:1|STATE:1|
| LINKS: 0x00000003 | HASHPROF : 1 |
Hash Profile Configuration:

| ID:1|TCP-UDP:0x00000F00|IP:0x00001300|NON-IP:0x000000FC |
| KNEEO : 0x80000000 | KNEEL : OXFFFFFFFF | KNEE2 : 0x00000000 |

CAPWAP Configuration:

|ID:34|TYPE:3|STATE: 1|

| GATEWAY-MAC:F8:72:EA:67:7C:4D|AP-MAC:58:AC:78:DC:B2:50 |

| RADIO-BASE-MAC:58:AC:78:DF:74:B0|PMTU:576 |
|WLC-IP:1.4.8.2|AP-IP:1.4.8.236|WLC-PORT:5247 | AP-PORT:5256 |
| DEST-PORT:33 | PROTO: 0 | TTL:250 | FLBL: 0 | DTLS-ID: 65535 |

| VLAN-ID:0|OPT:0x0000000C |UQOSP:0|MQOSP:0|CSUM: 1|
|L4RXBITS: 3|L4TXBITS: 3|L4HASHPROF: 1|

Client Configuration: Current Count: 4

|MAC | OPAQUE |PRI POL|VLAN|BR|TN|QCF|BSS|RADID|MYMAC| |58:AC:78:DC:B2:50|00000000 |
3] o] 1] 1] o 2] 3 1| |58:AC:78:DC:B2:51[00000000 | 3] o] 1] 1] o 2]
3 1| ]00:71:C0:A8:01:0C|B10B7BB4 | 3] of 1] 1| o] o] 1] 0|
[00:71:C0:A8:01:0D|B10B7BB4 | 3] o] 1| 1| o] o0} 1] 0]

The following command can be used to display the cumulative and five second statistics and exception
counters of NSS with the LAG related info highlighted.

ap#show controllers nss stats

Sample Output:

NSS Statistics (Cumulative Total/Last 5 Seconds)
WiredO Port Statistics:

ID : 0 TYPE : 0

RX PKTS : 616/13 TX PKTS : 67115/66964

RX OCTETS : 97862/1280 TX OCTETS : 26832505/26785264
RX ERR : 0/0 TX ERR : 0/0

Wiredl Port Statistics:

ID : 1 TYPE : 0

RX PKTS : 179/8 TX PKTS : 44643/44629

RX OCTETS : 18004/512 TX OCTETS : 17853919/17851328
RX ERR H 0/0 TX ERR : 0/0

CAPWAP Port Statistics:

ID H 34 TYPE : 3

RX PKTS : 3/0 TX PKTS : 148850/148800
RX OCTETS : 345/0 TX OCTETS : 81851372/81840000
RX ERR H 0/0 TX ERR : 0/0

LAG Port Statistics:

ID : 33 TYPE : 1

RX PKTS : 448/22 TX PKTS : 111634/111609
RX OCTETS : 55786/1856 TX OCTETS : 44650157/44643600
RX ERR : 0/0 TX ERR : 0/0

WiredO Exception Statistics:
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UNKNOWN : 0/0
OUTER_MACSEC_MISSING : 0/0
OUTER_MACSEC_BAD_SA : 0/0
OUTER_MACSEC_FAILED : 0/0
OUTER_VLAN_TAG_MISSING : 0/0
OUTER_VLAN_PORT_BLOCK : 0/0
OUTER_VLAN_ANY_BLOCK : 0/0
OUTER_SANITY_FAILED : 0/0
OUTER_DTLS_MISSING : 0/0
OUTER_DTLS_UNEXPECTED : 0/0
OUTER_DTLS_FAILED : 0/0
INNER_SANITY_FAILED : 0/0
OUTER_UCAST_DST_UKNOWN : 0/0
OUTER_UCAST_BRIDGE_BLOCK : 0/0
OUTER_UCAST_VLAN_BLOCK : 0/0
OUTER_MCAST_TYPE_BLOCK : 0/0
INNER_UCAST_DST_UKNOWN : 0/0
INNER_UCAST_BLOCK : 0/0
INNER_MGID_UNKNOWN : 0/0
INNER_CAPWAP_ERROR : 0/0
INNER_VLAN_TAG_BLOCK : 0/0
INNER_UCAST_SRC_UNKNOWN : 0/0
INNER_CAPWAP_REASM_FAILED : 0/0

Wiredl Exception Statistics:

UNKNOWN : 0/0
OUTER_MACSEC_MISSING : 0/0
OUTER_MACSEC_BAD_SA : 0/0
OUTER_MACSEC_FAILED : 0/0
OUTER_VLAN_TAG_MISSING : 0/0
OUTER_VLAN_PORT_BLOCK : 0/0
OUTER_VLAN_ANY_BLOCK : 0/0
OUTER_SANITY_FAILED : 0/0
OUTER_DTLS_MISSING : 0/0
OUTER_DTLS_UNEXPECTED : 0/0
OUTER_DTLS_FAILED : 0/0
INNER_SANITY_FAILED : 0/0
OUTER_UCAST_DST_UKNOWN : 0/0
OUTER_UCAST_BRIDGE_BLOCK : 0/0
OUTER_UCAST_VLAN_BLOCK : 0/0
OUTER_MCAST_TYPE_BLOCK : 0/0
INNER_UCAST_DST_UKNOWN : 0/0
INNER_UCAST_BLOCK : 0/0
INNER_MGID_UNKNOWN : 0/0
INNER_CAPWAP_ERROR : 0/0
INNER_VLAN_TAG_BLOCK : 0/0
INNER_UCAST_SRC_UNKNOWN : 0/0
INNER_CAPWAP_REASM_FAILED : 0/0

Decap Statistics:

UC MGMT KEEPALIVE MC MC_OTHER FWDO FWDl FWD FAIL FALL_THROUGH DROP
0 1 2 0 0 611 179 0 0 0 0

Encap Statistics:

DATA MGMT KEEPALIVE FWDO FWD1l FAIL
39993 5 2 125 11 0
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SNMP

The existing tables cLReapGroupConfigTable and cLReapGroupApConfigTable in
CISCO-LWAPP-REAP_MIB would return the configuration of the default-flex-group and the joined

APs respectively

Web Links

Terminology

Cisco WLAN Controller Information:

http://www.cisco.com/c/en/us/products/wireless/4400-series-wireless-lan-controllers/index.html
http://www.cisco.com/c/en/us/products/wireless/2000-series-wireless-lan-controllers/index.html

Cisco NCS Management Software Information:
http://www.cisco.com/c/en/us/products/wireless/prime-network-control-system-series-appliances/i

ndex.html

Cisco MSE Information:

http://www.cisco.com/c/en/us/products/wireless/mobility-services-engine/index.html

Cisco LAP Documentation:

http://www.cisco.com/c/en/us/products/wireless/aironet-3500-series/index.html

APM—AP Manager Interface
Dyn—Dynamic Interface
Management—Management Interface
Port—Physical Gbps port
WiSM-2—Wireless Service Module
AP—Access Point

LAG—Link Aggregation
SPAN—Switch Port Analyzer
RSPAN—Remote SPAN
VACL—VLAN Access Control List
DEC—Distributed Etherchannel
DFC—Distributed Forwarding Card
OIR—Online Insertion and Removal
VSL—Virtual Switch Link
ISSU—1In Service Software Upgrade
MEC—Multichassis Ether Channel
VSS—Virtual Switch System
WCS—Wireless Control System
NAM—Network Analysis Module
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FAQ

rac H

IDSM—Intrusion Detection Service Module
FWSM—Firewall Service Module
STP—Spanning Tree Protocol
VLAN—Virtual LAN

SSO—Stateful Switchover

WCP—Wireless Control Protocol
WiSM-2—Wireless Service Module-2

. If I configure LAPs at a remote location as FlexConnect, can I give those LAPs a primary and

secondary controller?

Example: There is a primary controller at site A and a secondary controller at site B. If the controller
at site A fails, the LAP does failover to the controller at site B. If both controllers are unavailable
does the LAP fall into FlexConnect standalone mode?

. Yes. First the LAP fails over to its secondary. All WLANS that are locally switched have no changes,

and all that are centrally switched just have the traffic go to the new controller. And, if the secondary
fails, all WLANS that are marked for local switching (and open/pre-shared key authentication/you
are doing AP authenticator) remain up.

. How do access points configured in Local mode deal with WLANSs configured with FlexConnect

Local Switching?

. Local mode access points treat these WLANSs as normal WLANs. Authentication and data traffic are

tunneled back to the WLC. During a WAN link failure this WLAN is completely down and no clients
are active on this WLAN until the connection to the WLC is restored.

. Can I do web authentication with Local switching?

. Yes, you can have an SSID with web-authentication enabled and drop the traffic locally after

web-authentication. Web-authentication with Local switching works fine.

. Can I use my Guest-Portal on the Controller for an SSID, which is handled locally by the H REAP?

If yes, what happens if I lose connectivity to the controller? Do current clients drop immediately?

. Yes. Since this WLAN is locally switched, the WLAN is available but no new clients are able to

authenticate as the web page is not available. But, the existing clients are not dropped off.

. Can FlexConnect certify PCI compliance?

. Yes. FlexConnect solution supports rogue detection to satisfy PCI compliance.

Cisco Support Community - Featured Conversations

Cisco Support Community is a forum for you to ask and answer questions, share suggestions, and
collaborate with your peers. Below are just some of the most recent and relevant conversations
happening right now.
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Il Related Information

otf1e1]sy Discussions Happening Now in
CI1sCO The Cisco Support Community

Want to see more? Join us by clicking here
WLAN design guide for branch office gariup.quido 12 Replies 10 months, 1 week ago

Flex 7500 supported RADIUS Servers jburk at pmme-i.com 2 Replies 9 months, 2 weeks

Cisco Flex 7500 Series Wireless... dvaggalis 3 Replies 1 year, 1 month ago

ASK THE EXPERTS Branch Office Wireless . ciscomoderator 25 Replies 1 vyear, 5

maonths ago
HREAP Scalability - Clients wirelessdeploy 2 Replies 1 year, 1 month ago

Start A New Discussion Subscribe m

Related Information

e HREAP Design and Deployment Guide

e (Cisco 4400 Series Wireless LAN Controllers
e Cisco 2000 Series Wireless LAN Controllers
e Cisco Wireless Control System

e Cisco 3300 Series Mobility Services Engine
e Cisco Aironet 3500 Series

e Cisco Secure Access Control System

e Technical Support & Documentation - Cisco Systems

350543
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