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For configuration and information on the previously released Bonjour features, refer to the following deployment guides:
http://www.cisco.com/c/en/us/td/docs/wireless/technology/bonjour/Bonjour74.html

http://www.cisco.com/c/en/us/td/docs/wireless/technology/bonjour/7-5/Bonjour_Gateway_Phase-2_WLC_software
release_7-5.html

http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-0/WLAN-Bonjour-DG.html

Overview

Bonjour is an Apple service discovery protocol, which locates devices such as printers, other computers, and the
services that those devices offer on a local network using multicast Domain Name System (mDNS) service records. The
Bonjour protocol operates on service announcements and service queries, which allow devices to ask and advertise
specific applications such as:

B Printing Services
B File Sharing Services
B Remote Desktop Services
B jTunes File Sharing
B iTunes Wireless iDevice Syncing (in Apple iOS v5.0+)
B AirPlay offering the following streaming services:
— Music broadcasting in iOS v4.2+
— Video broadcasting in iOS v4.3+
—  Full screen mirroring in iOS v5.0+ (iPad2, iPhone4S or later)

Each query or advertisement is sent to the Bonjour multicast address for delivery to all clients on the subnet. Apple’s
Bonjour protocol relies on mDNS operating at UDP port 5353 and sent to the following reserved group addresses:

B [Pv4 Group Address - 224.0.0.251
B |Pv6 Group Address - FF02::FB

The addresses used by the Bonjour protocol are link-local multicast addresses, and thus are only forwarded to the local
L2 domain. Routers cannot use multicast routing to redirect the traffic because the time to live (TTL) is set to one, and
link-local multicast is meant to stay local by design.
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Bonjour Services in Phase | and Il — Release 7.4-7.6

Prior to release 8.0, the following features were introduced in the Phase 1 and 2 of the Bonjour services support on the
CUWN. These features include the following:

B Controller mDNS gateway

B Controller mDNS snooping

B Bonjour profiles on WLAN

B Location Specific Services (LSS) for wireless service

B  mDNS-AP (enhance VLAN visibility at WLC for non-layer 2 VLANSs)
B Priority MAC support

B Origin based service discovery

B Bonjour browser

B Bonjour SSO

B Bonjour debugging

Table 1 on page 3 lists the services that are offered in phases 1, 2, 3, and 4.
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Table 1

Summary of Services in Phase 1, 2, 3, and 4

Bonjour - 7.4 (Phase 1)

Bonjour - 7.5 (Phase 2)

Bonjour - 8.0 (Phase 3)

Bonjour - 8.1 (Phase 4)

Bonjour service with
mDNS gateway for
wired and wireless
services

Bonjour service policy
applied perinterface or
per WLAN

mDNS services cached
on the controller

Bonjour services
available on all
controller seen L2
domains

Bonjour services
supported on the
Anchor controller

Bonjour services
supported with L2 and
L3 roaming

100 services and 64
service providers per
service type

mDNS is not supported
on access points in
FlexConnect mode in a
locally switched WLAN
and mesh access
points

Support of mMDNS
services across L3
domains

Introduction of mDNS
AP for Bonjour service
snooping on 10 wired
VLANs

LSS - Location Specific
Services

Priority MAC of Bonjour
service

Origin based service
discovery

6400 services and
service providers per
service type

Bonjour GW with
access policy
controlled service
discovery

Device service
mapping to access
policy

Bonjour group and
single access policy
management

Bonjour profile control
by local policy

Introduction of Bonjour
administrator to
manage specific
Bonjour services from
Cisco Prime

B Number of supported
services is scaled

Introduction to Bonjour Policies and New Requirements

Enterprise credentials of Bonjour are poor and hence the advent of Bonjour gateway. Bonjour gateway snoops and

caches Bonjour services across VLANs and periodically refreshes the same. WLC acts as a proxy for all Bonjour services
published by wireless and wired devices. Bonjour gateway as of release prior to 8.0 had inadequate capabilities to filter

cached wired / wireless service instances based on the credentials of the querying client and its location.

With introduction of the Bonjour policies in the release 8.0, the administrator can configure to identify who uses the
Bonjour service instances and in what location (all this applies to the same WLAN). With introduction of the Bonjour
policies, the administrator does not need to create multiple WLANSs to select which services are allowed or should be
used on specific WLAN. Based on user 802.1x authentication, the AAA server or ISE can be configured to return

USER-ROLE or BONJOUR-PROFILE in the form of the “CISCO-AV-PAIR”. This value gets plumbed into the policy created
on the wireless controller. Based on the user authentication, a configured policy and profile are applied to a specific user

on the same WLAN.
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As mentioned in the figure above, improvements to Bonjour services are made, and Bonjour policies are introduced to
allow per service instance (MAC address) configuration that mandates how the service instance is shared, which is
articulated as follows:

B Service instance is shared with whom (user-id).

B Service instance is shared with which role/s (client-role).

B What is the location allowed to access the service instance (client location).

This configuration can be applied to wired and wireless service instances, and the response to any query will solely be
based on the policy configured for each service instance. This allows selective sharing of service instances based on the
location, user-id, or role. Since most service publishing devices are wired, this allows filtering of wired services at par
with wireless service instances. While mDNS profile associated with the client checks for service type being queried

before responding to the query, the access policy further allows filtering of specific service instances based on querying

client location, role, or user-id.
With Bonjour access policy, there are two levels of filtering the client queries, which are as follows:

B At the service type level by using the mDNS profile.

B At the service instance level using the access policy associated with the service each instance.
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A service instance or a set of service instances discovered and cached by the WLC can be associated with an access
policy filter, which acts like a lens that determines which clients and what kind of client context (role or user-id) can see
and access the service instance.

Note: Service instances that are not configured with any access policy will be mapped to the default access policy, which
allows only the administrator user role, by default, to receive the service instances. Additional users can be configured
and added in the default policy.

B Bonjour access policy filters can be configured for specific service instances identified by the MAC address of the
devices publishing the services.

B Bonjour access policy is associated with a service group name that contains one or more MAC addresses of the
devices publishing the Bonjour services.

B The service group name is then attached to the service instance when it is discovered and cached at the WLC.

B While traversing the list of service instances in response to a client query, each instance will be evaluated to verify
if the querying client location, role, or user-id are allowed access to the service instance before including the same
in the response.

If the same MAC address is configured in multiple service groups, it means the service instance will be associated with
all the service group names that are configured with this MAC address, and all the access policies associated with the
MAC addressee’s service group names will be evaluated until the verdict is to include the service instance. Currently, a
maximum of five service groups are supported for a single MAC address. Service group configurations can be done even
when mDNS snooping is disabled or offline, and the access-policy comes into effect when the services are discovered.
It can also be done dynamically when snooping is already enabled.

Bonjour Service Groups

A service group name can be associated with a set of MAC addresses, and the maximum MAC addresses that can be
configured for any service group is limited by the platform dependent global maximum number of service instances that
can be discovered, that is,
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In release 8.0, service limit: 6400 on 2500, 5508, WiSM2 and vWLC and 16000 services on 7510 and 8510 UC

Controllers.

In release 8.1, the service limit has changed to be more reflective of number of the AP licenses and clients supported
and will change accordingly on 5508 and WiSM-2 controllers.

Bonjour Cache @ Full Scale

Bonjour Cache @ 80% Scale

5508 in 8.0 release

6400

6400

5508 in 8.1 release 1000 2400
WiSM2 in 8.0 release 6400 6400
WiSM2 in 8.1 release 2000 4800
5520, 7500, 8500, VWLC 16,000 16,000
2504 in 8.0 release 6400 6400

2500 in 8.1 release

Not supported

Not supported

As shown in the table, in release 8.1, 5508 controller is scaled down to support only 1000 services at full scale (500 APs
and 7000 clients). With 80% scale (400 APs and 5400 users), the same 5508 controller supports 2400 services. Similarly,
WiSM-2 supports 2000 services at full scale (1000 APs and 15000) and 4800 services at 80% scale. Number of Bonjour
services remains unchanged on the 7500 and vWLC controllers. 5520 and 8500 series controllers support 16,000
services in release 8.1.

Each MAC address is configured with a unique name, which can be the service instance name, and the location of the
MAC address for both wired and or wireless.

1. Since flexibility is desired when configuring the location using the AP-NAME, AP-GROUP, or AP-LOCATION, the
administrator has to configure the type of location that is desired. This configuration implies that only clients from
the same location as that of the device publishing the service can access the service. As long as the global maximum
limit of MAC addresses is not exceeded, any service group can configure as many MAC addresses as desired.

In case of wireless service instances, the device location can change. Yet, if you want only those devices whose
location is same as that of the service instance, the keyword “same” could be configured for such wireless service
providers.

In case of wired services, the same location does not apply because wired clients do not get associated to the AP.

2. If the keyword “Any” is configured for location, it implies that there is no location based filtering for the clients trying
to access the device. This means the clients from any location can access the service subject to role and user-id
credentials being allowed by the policy associated with the service group for that MAC address.

3. If the keyword “ap-name” is used, only clients associated to that AP can access the service instance.

Note: Location validation is implicit and will be the first level of access policy filtering even before ROLE and USER-ID
credentials of the client are verified.
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Table 2 on page 7 depicts a possible policy configuration with the service group named AppleTV-teachers.

Table 2 Example for Policy Configuration with the Service Group Name
Service MAC Address Service Name Location Type | Location
Group Name
AppleTV-tea | €8:b7:48:9b:f0:20 | AppleTV-class1 AP-GROUP 6-FLR
chers €8:b7:48:9b:f0:21 | AppleTV-class2 AP-NAME AP4403.a740.bc97
€2:34:23:11:32:eb | AppleTV-class9 AP-NAME same
€8:¢7:38:9¢:f1:32 | AppleTV -class3 AP-GROUP any

Mal ADDRESS MAME LOCATIOM-TYPE LOCATION

00:1d:e0:08:18:b7 wireless reflector AP Group Any [ ]

10:40:f3:ef:06:f9 Apple TVZ room2 AP Name same [~ | P

bO:eB:02:58:75:23 Epson printer AP Group default-group [~ ] E
[ ]

Device Access Policy Constructs and Rules

This section explains the access policy in terms of the client context attributes, its constructs, the rule components that
make up of the policy, and how the rules and hence the policies are evaluated. This helps in deciding whether the given
service instance should be included or not in the mDNS response for the client that made the mDNS query. Further, if
multiple service instances are mapped to the same access policy, for a given mDNS query, the policy will be evaluated
only once for all those instances which have the same access policy mapping to optimize the policy evaluation overhead
for a given query.

Client Context Attributes in an mDNS Policy

Any client initiating an mDNS query can be associated with a set of attributes that describe the context of the client. The
attributes, for example location, can change dynamically when the clients move to a different location. Only these
enumerated attributes will be used to articulate a Bonjour access policy rule. The list of attributes and how they are
fetched are detailed in Table 3 on page 8. The user can formulate a rule by combining these attributes with logical OR
operations and attach the rule to the policy. A policy is composed of a single rule, even though multiple rules can be
provisioned.
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Table 3 Attributes and Their Usage
S.No | Attribute name Description When used in configuration
1 ROLE Is a string like " teacher" or " student” | Administrator must add the role
and plumbed into the DB of the client. | name and user_id to create a rule.
ISE or AAA can associate a role to a
client.
2 LOCATION Location of the client is a string, which | When this is used to configure a
is the " ap-location” of the client's AP. | rule, the user could mention any
of the below three to specify
location:
B ap-location
B ap-name
H  ap-group name
3 USER-ID Uniquely identifies whether the client | Exactly same string name must
is plumed into the client DB by AAA or | be used by user, while
ISE during 802.1x authentication. configuring a policy that uses
user-id.

Service Instance List

MaC ADDRESS

MAME Add
LOCATION TYPE | AP Group  w
LOCATION AP Name Ay

AP Location

(Location value "Any check on location attribute will be performed.)

353204

Access Policy Rules
An access policy service group is identified by a name and is associated with just one rule.
The rule is defined using the role or user-id (comma separated list). It implies that, a client, making an mDNS query,
whose role is one of those listed in the policy roles or the client user-id is one of those listed in the user-id list, then
access to the service instances is granted.

RULE is defined as,

[ROLE=teacher, student] AND [USER-ID = John, Mike]
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Policy/Rule {Policy is enforced if any of the below conditions is met)

Fole Mames student

User Names ma
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Configuring mDNS Bonjour Policies
To configure the mDNS Bonjour policy on the controller, perform the following steps:
1. On the Controller tab, in the left pane, click mDNS > General.

2. In the right pane, in the Global Configuration area, check the mDNS Global Snooping and mDNS Policy check
boxes.

Controller mDNS
General
Inventory Global Configuration
Interfaces
Interface Groups rDNS Global Snooping |
Multicast mONS Policy & = #_‘,;:_
b Network Routes Query Interval (10-120) [10 ] (mins)
¥ Redundancy
¥ Internal DHCP Server Mastar Services Database
» Mobility Management Select Service [Hone v
Ports Query Status
F NTP LES Status
» COP Origin T
b PMIPVG
b IPW6 Jr.__ &
v mDNS Query LSS
General Service Name Service String Status Status Origin
T3 AirTynes _raop._tcp.local. O [ A v 8 |
e pirplay _airplay._tep Jocal. B O u ~Bo §
mONS Policies HE_Photosmart Pooter 1 _universal._sub,_ipp._tepJocal. [ O AL » B (8

The same operation can be accomplished from the CLI with the command:

Wic > config mdns policy enable
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(Cizco Controller) rconfig mdns policy 7

di=zable Enable / Dizable mDNI access policy.
enable Enable / Dizable mDN3 access policy.
gervice-group Configures mDNS serwvice-group.

(Cimco Controller) poconfig mdns policy Enu!:-lel

353247

3. To configure the mDNS Service group, do the following:
a. On the Controller tab, in the left pane, click mDNS > mDNS policies.
b. In the right pane, click Add Group.
c. Inthe Add New mDNS Service Group area, enter the group name and description for the mDNS service group.

d. Click Add.

Sepe Configuration  Bweg  Logowt Befrevh

alia]

cisco o R WLAHs CONTROLLE WIRELESS SECURITY  MAMAGEMENT COMMANDS HELP FEEDBACK

Controller

General
Inventary Ak Ny mDNE Service Group
Intirfaies FADNG Servls Dosup Naffe
Interface Groups Dascrigiton
Multicast . Al Cancal
¥ Network Houtes — —
wumber of mins Policies 3

Redundancy
soimiber of Adimin Created Palicies 3

-

Internal DHCP Server

# Mobility Management mDNS Service Group Name Devomption Origin
L Agple TV for shudent u WL
Parts eple TV for shudent use L a
P ONTR Azgple TV for taacher i WLE (=]
L Default Aocess Policy oreated by Wit wLC
¥ COP
b PMIPvG
b IPwG
* mDNS
DNG Pokmet * =

The same operation can be accomplished from the CLI with the command:

Wic> config mdns service-group create

(Cizco Controller) »config mddns policy Service-group create ?

<gservice-group-name> Enter a mbNS service-group name ., 4"_'__‘

{Cisco Controller) |>config mdns policy service-group create [

353299

4. Once the service group is created, configure the service group with service instances in that group, such as who
can use those services and in what location. See examples of configuration from GUI where ATV-teacher group is
configured.

You can choose Location Type by AP Group, AP Name or AP Location.
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LOCATION TYPE (AP Group ¥

LOCATION

AP MName
AP Location
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(Location value 'Any check

5. Configure Location as ANY, SAME or by AP-NAME. Location AP can selected based on the AP Name configured as
shown in the following example.

LOCATION KoL
: .
(Location value 'Any ~ ¢o e ce-Room
Demo-lab
MAC ADDRESS First-Floor

Second-Floor
00:1d:e0:08:16:b7 default-group

353301

a. If keyword Same is selected, it implies that only clients from the same location as that of the device publishing
the service can access the service. As long as the global maximum limit of MAC addresses is not exceeded, any
service group can configure as many MAC addresses as desired.

In case of wireless service instances, since the device location can change, and yet we want only those devices
whose location is same as that of the service instance, the keyword Same could be configured for such wireless
service providers.

In case of wired services, the same location does not apply because wired clients do not get associated to the AP.

b. If the keyword Any is configured for location, it implies that there is no location based filtering for the clients trying
to access the device. Meaning, clients from any location can access the service subject to role and user-id
credentials being allowed by the policy associated with the service group for the mentioned MAC address.

c. If the keyword AP-Name is used, only clients associated to that AP can access the service instance.

LOCATION-TYPE LOCATION

AP Group Any
AP Group aAny (v |
AP Location same v |
AP Name AP3700_TME_lab =)

353302
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Finally, as explained, the policy rule must be configured with users Role and optionally with user-id. Also, the user ROLE
has to be configured to match the ROLE av-pair string that will be returned from the AAA server upon user’s successful
authentication. As shown in the example below, the Role Name teacher has to be matched to use that service group.

wf i
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMA
Controller mONS Service Groups > Edit
General
Inventory mDNS Service Group Name AT\ -teacher
Interfaces . 3
Service Instance List
Interface Groups = =
Multicast MA&C ADDRESS 10:40:f‘3:ef:|]5:[9“’/
b Network Routes NAME Apple TV 2 1 _add |
b Redundancy LOCATION TYPE [P Group v | <
» Internal DHCP Server LOCATION Other. | |Any 2l
b Maobility Management {Location value "any" means no policy check on location attribute will be performed.)
Ports MAC ADDRESS MNAME LOCATION-TYPE LOCATIOM
b NTP 00:1d:e0:08:18:b7  Reflector AP Group Any - |
» CDP 10:40:F3:e5:d1:b6 apple TVl AP Group Any |
F PMIPVG | 10:40:f3:2f:06:9 Apple TV 2 AP Group Any (|
b IPv6 bD:eB:92:58:75:a43 Frinter AP Group ARy [~ ]
¥ mDNS 5 L e
General Policy /Rule (Policy is enforced if any of the below conditions is met)
Profiles e
Domain Mames Role Mames teacher
mDMNS Browser .z 1 S
mDMNS Policies User Names L | g
ITy]
» Advanced ©

The mDNS service groups are listed after being created.
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alvad,
clsco WLANs CONTROLLER W]RELESS
Controller |mDNS Service Groups |
General
Inventory mDNS Service Group Name Description Origin
Tttt e ATV-stydentl apple services for Studentl WLC a
Interfare Croups ATV-teacher Apple TV services for teachers WLC B
& Guest Serice Services for Guests WLC B
Multicast
default-rmdns-policy Default Access Policy created by WL WLC -]

Network Routes

Redundancy

v v w

Internal DHCP Server

b Mobility Management
Ports

F NTP

b CDP

b PMIPuG

F IP¥6

* mDNS
General
Profiles
Darmain Mames

Chic 8

mMODNS Palicies

353304

Note: There is a default-mdns-policy group that contains all the service instances that are not configured in all other
groups. Only the administrator has access to those instant services unless other users are added in the default mDNS
policy.

6. Configure the AAA server or ISE to allow users to be 802.1x authenticated and have the AAA server send the ROLE
string back to the wireless controller.

As illustrated below, on ISE, configure users, that is, teacher1 and student1. and groups, that is, group teachers and
students.

£ Home  Operations | v Pollcy| v Tadvrstaton | v -

=ls System SR Idantity Management I Hetwork Resources | Wiel Portal Management |, Feed Service
Ientites | Groups  Extemal [dentity Sources  [demaity Source Sequences  Sertngs

Identities Metwork Access Users
[= 5] - . _
— Jed dpadd @ eoeatus v oot GhEgeet v | Deite v [ByOuicae
- 5 Status Name = | Description Fast Name Last Mame Emal Address User Identity Gro...
fgw, g O 18 Enabled L aPWestiwing
- O B Ensbled % Studentl T
[ kst Mavwanl Metvork. Scan st s
D Mot o Teacherl Teachins

353305

Also configure groups, that is, group teachers and students.
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/) Home Operations|v  Policy| v Administration | v
o% System | 53 Identity Management | [ Metwork Resources |28 Wieb Portal Management [, Feed Service
Identities Extemal Identity Sources  Identity Source Sequences  Seftings

Identity Groups User Identity Groups
[~ o]
e =~ & S dpadd | Xpelete + | Gulmpot  goEuport v
§ hame »  Description

v [ User Identity Groups

» £ Endpoint Identity Groups g ;‘Acti&atsd&est Users can bypass the Guest portal and access the ne|
Employes Default Ermployes User Group
O 2 Guest Users must first sign into the network using the Gued
(- SponsorAlAccount Default Sponsor Al Accounts
0O 2 sporsorGroupsccounts Default Sporsor Group Accounts
O 2 sponsorcwnaccounts Default Sponsor Own Accounts
O 2 students
O 2 Teachers s
[
o)
i
)

7. Create an ISE policy for a specific group of users with a desired role, that is, student or teacher.

v ] Suthanbiaron ™ l : I
v I Auorratin * acceps Toe [ACcEss accerr 7]
* | pushorization Profiles Service Template L]
Eackhols Wheler fetast
Cigea_IP_Phores
Dermpdcoess
Bon_CcoIP_Fhones w Comman Tasks
Pamitioess & H
» [ Downlosdable AL O pacL Hame I
* [ Inire Posture Hods Profiles
v [ Arofng i DOwan
v [ Fosture - o
3 nr&wmm Dm
L3

IR Ssnty G Accaes [ web Redrection (CWA, DR, MOM, HSP, CPP)

[ austo Smart Port

[ Féter.in &

w ASvANCod AT Bt SHINGgE

e —— T o &

~

This creates a cisco-av-pair with a role attribute as student or teacher. Below is an illustration of the cisco-av-pair with
a role attribute “student” that has been created.
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w Acvanced Attributes Settings
| Ciscozcsco-av-par O | = [role=student Q|
v Attributes Detalk

Access Type = ACCESS_ACCEPT
CiSCO-av-pakr = rola=student ®
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As a result, a user with “role = student” will be allowed to use service instances, that is, “bonjour-student” but other
would not be able to access the service instances. Also, a user with

“role = teacher” will be allowed to use service instances configured in the mDNS Service group with role = teacher or
student.

- — ; :
foa -- Qlﬁlimw E!r Adrwnviien | v
B Aettentcatos | T et nsmmahm

Mo AQuned gkl ity A ] Mtk D
o ]

s O ! Uit Sroggmed birgoridegg *
i 0

[ Sremioon Srunoes ) Bddor Barey Colrers ¢ G Fafreshs balred: iﬂniw:

™ il x ity LmoTiton Pole ety o ﬂ'.'u‘a"‘:lm; Sarvie if-wt

0N ESNIE @ g [ Sotacgicstie  [EE1EMA Seveon Stute & Authentcated
Euwnmﬁﬂm B de et Brprmdnl U Helty Gon ioticekobl’  BEDSAL iumertciner weoecnd |
1107 DR 14 908 a i it TR |
maeanrs @ o TR L Pty Vi Wty SOup. NOGMCERCE 1SELMMM SuErhCiRon fuctiedid
THIDH 01T P a it (- SRE arerncion el

IR EeME @ a

1 i3k a5 Recyt oot
8. The administrator can also create multiple mDNS profiles on the WLC and override them based on user

authentication. The mDNS profile can be user specific and be overridden with AAA “av-pair=mDNS-profile-name”
returned to WLC from AAA server that overrides default profile.

The following figure illustrates profile names that are configured on the wireless controller.

HMONITOR  WILANS CON ILLE S SECURITY  MAMNAGEMENT
Controller mDNS Profiles
General
Inventory Mumber of Profiles 2
Interfaces Frofile Name MNo. Of Services
Interface Groups dafault-mdns-profile a
Multlcast sudent- Bonjour — a ([~ |
F MNetwork Routes
k Redundancy 5
# Internal DHCP Server 2

The profile names can be overwritten with a profile based on a configuration for a specific user per their AAA credentials
as illustrated below in the ISE configuration example.
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=

7> Home Operatons|v  Polcy| v  Adminstraton| v
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mMDNS Profile Attached to Local Policies

Just like all clients associated with a WLAN pick the same Bonjour profile and allow the services configured for the profile,
a Bonjour profile can be attached to a local policy for a client with a particular device type and ensure that each policy
can be configured with a different mDNS profile name to restrict the policy from being able to use the services allowed
by the profile. Eventually, the device gets access to the service instance based on the access policy tagged to the
specific service instance. So there are two levels of filtering:

B Local policy just decides / controls if the service type is allowed or not.
B Bonjour access policy for the specific service instance will eventually decide if the client can use the service.

The administrator has an option to bind or enforce a specific profile to a local policy. Bonjour profile can be attached to
a local policy for a client with a particular device type. This allows each local policy to be configured with a different
mDNS profile name and to restrict the user from being able to use the services allowed by the profile.

In the following example, Local Policy limits the users with role “teacher” to using Service Group instances on the Apple
iPhone devices.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDEACK

Security Policy > Edit
i Poloy Nama St
Tereral
Peday Td 2
Match Criteria
. T S Match Role String teacher
Match EAP Type EAP-FAST =
Dawice
List
Password P - Device Type Apple-Phane - Add |
¥ Local EAP
Advanced EAP
3 Action
¥ Priority Order
¥ Certificate IPva ACL aond -
¥ Access Control Lists WA 10 o
N Wirebess Protection Qod Poldy PO -
Policies -2 T
Sessn Timecut (seconds) 1800
b Web Auth
Sleapeng Chent Timeaut (men) 10
TrustSec SXP
Flaxconnact ACL e
Local Policies
AVC Profde Pe—
¥ Advanced
mbNS Profie =
Active Hours
Doy Men -
Swrt Time MO g
End Tima Howurs Mg e
. ]
Add | I
il a2

Use Cases for mDNS Bonjour Policies Deployments

To better understand the Bonjour Policies introduced for the controller release 8.0 and their deployments, several use
cases have been created to demonstrate deployment examples of the new policies implementation. The profiles can be
created and applied to the WLAN, but all rules applied in the profile are applied to all users regardless of their roles or
location. With introduction of policies, the administrator can configure different rules to be applied for the 802.11x
authenticated users based on their Role, Name, Location or Device they are using.
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For the purposes of the configuration, let us use the following examples of the Use Cases.

Table 4 Use Cases

Teacher, Student, and Guest same Teacher authenticates and gets access to AirPrint, AirPlay
Service Set Identification (SSID) with TV1, and Apple TV2 any location.
WPA2/802.1x

Student authenticates and gets access to only Apple TV1 in
any location.

Guest authenticates and gets no access to any Bonjour
service.

Teacher, Student, and Guest same SSID | Teacher and another user by name authenticate and get
with WPA2/802.1x access to Apple TV 1and TV2 and only if in the same room.

Student authenticates and gets access to Apple TV2 only
if in the same room as teacher.

Guest authenticates and gets access to Air Print in any
location.

USE Case #1 Deployment
Teacher, Student, and Guest on the same SSID with WPA2/802.1x.
Table 5 Use Case i1

Teacher authenticates and gets access to AirPrint, AirPlay TV1 and Apple TV2 any location.

Student authenticates and gets access to only Apple TV1 in any location.

Guest authenticates and gets no access to any Bonjour service.

As mentioned in the Configuring mDNS Bonjour Policies, page 9 section, do the following to deploy the use case:
1. On the Controller tab, in the left pane, click mDNS > General.

2. In the right pane, in the Global Configuration area, check the mDNS Global Snooping and mDNS Policy check
boxes to enable the mDNS gateway services on the controller. This enables the Bonjour policies on the controller.
Also, under services, ensure to enable desired Apple services for the controller to snoop.
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FEEDRACH

Controller mOMNS
General
Inventory Glebal Configuration
Interfaces ‘__.—-'
Interface Groups mDNS Global Snooping ‘-’_’_,..
Multicast mOHS Policy =
Network Routes Query Interval (10-120) 15 (eruns)

b Redundancy

Internal DHCP Server Master Services Database

b Maobility Management Select Service None w
Ports Query Status
b NTP LSS Status
b CODP Orrigin ALL
F PMIPYE
F IP¥G fd
General Service Name Service String Status Status Drigin
Frofies AirTunes _raop._tep local. = O ALL ~ B
Arplay _airplay._tep.Jocal, = 8 ALL ol - |
. MP_Photesrmart Printer § _uriversal._sub._ipp._teplocal. [F | ALL ~a
b Advancad MP_Phetosmart Printer 2 _tups._sub._ipp._kep local, EX ALL el - |
Enfiter-1PP _ipp._tepdecal, O | ALL -
B f-1PPS _mps._teplocal, B ALL = - ]
B _printer._tep Jocal, = B ALL Ll - | bed
Prmter-SOCKET _pdi-datastream,_tep bocal, = O ALL « B E

3. On the Controller tab, in the left pane, click mDNS > Profiles, and check that at least one mDNS profile is available.

Note: The “default-mdns-profile” is configured with all main Apple services. As indicated in the earlier section, only
one mDNS profile can be enabled per WLAN.

Controller mDNS Prefile > Edit

General Profile Nafme default-indns-profde
Inweniory Profile Id
Interfaces

Service Count
Interface Groups

Multicast

No. of Interfaces Attached
No. of Interface Groups Attached
No. of Wisns Attsched

Network Routes

(Y - I TR R

-

Redundancy

Internal DHCP Server
Services List

-

-

Mobility Management

i s AnTunes L
co _Add |
¥ CDP
Service Name
¥ PMIPVG
AirTunes a
F IPvi s a
* mDNS HP_Phaotosmart_Printer_1 -]
Geferal
Profiles HP_Photosmart_Printer_2 o
Docriasn Namas S .
¥ Browier
:. NS vuw, Printer- 1805 = E
Prietar-LPD o E
¥ Advanced Printer-SOCKET a :

4. On the Controller tab, in the left pane, click Interfaces, create dynamic interfaces, and map services to those
interfaces or VLANSs. Ensure that you have Apple services on the interface other than management.

19



Cisco Wireless LAN Controller Bonjour Phase IV Deployment Guide, Release 8.1

Use Cases for mDNS Bonjour Policies Deployments

Fantroller Interfaces
General
Inventery Interface Name VLAN Identifier | 1P Address Interface Type Dynamic AP Management
Interfaces ave vian 72 10.72.0.20 Dynamic Dizabled |~
Interface Groups kohigur chent vlan 73 10.73.0.20 Diynamic Disabled a
Multicast bonicur visn T 10.71.0.20 Dynamic Disabled [~
Network Roules mansgement T 10.70.0.62 Stabc Enabled
b Redundancy redund gncy -manggemant 0 0.0.0.0 Stabie Mok Supported
wdufid any - gar untagged 0.0.0.0 Static Mat Supported
¢ Internal DHCP Server
arvice. pod /B 10.10.10.10 Static Disabled o
% -l
MohiNty Mansgement: oo WA 1141 Static Hot Supported =
Paorts &

5. After connecting Bonjour services such as Apple TV, Printers, and Reflector services, check that all the services are
listed in the Domain Names area on the Controller tab.

Controller mDNS Domain Mame IP > Summany
General Mool of Deisan Narne- [ Botrigs T
Enventery
Interfaces Timer L}
Damsin Name MAE Address 1P Addres ias T4 TFRe TTL {secands) {secends)
Interiuce Groups Apeke TV 2o lecal, 1EADd0 Wrnm n Wirsiein ars 4068
Malticast Apple- TV-rooemd Joeal, PReaTieh 056 1 1071080 " Wiesiess ans anes
Neterark Roubes Dal-II0-MA Joal L BT 1076059 m wewd ans anes
b R dundasry Col-M00 AT sesl O il LNhT? PR R K i1 Wirnires e nM
b Intevmal DHOCP Server | EPSONTAFIAD Rocal. el 93:88:75:03 iarLom 1 LE Y ATE 4084
b Stablfity sasmagement | Oor-tocie V1 locel JLETHL I LT0167 ] werd ams 41l
— Office-Agphe-TV-Dscal, TSN iood a0 10.70.0.00% b ] weed ans 4ne4
NP £ Mpsirrnen of $30 srired el b Bunlayed
* COP
» PMIPE
» TP
- miNs
Sarirs
g

6. Configure WLAN for services with WPA / PSK and also another WLAN for clients with 802.1x, activate the AAA server

or ISE.
WLANS WLANS
- WLANS Current Filter:  Mone [Change Filtar] [Claar Filtar] Crotte fiow T |
WLANS

* Advanced
[] wiLa~ 1D Type Profile MName WLAN 551D Admin Status Security Policies
O WLAN Bonjour-defmo Bonjour-derio Ensbled [WeAI{Auth(802.1K)] -]
0z WLAH Bonjour services B pour- fervice Enabled [WrA][Auth{PSK])) ‘-E- a2
Ba WLAN Bonjour Client Bbonjour-client Enabled 802.1% ‘5____—- a8

7. Enable the AAA server.
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CIsSCO

MONITOR

WLANSs

WLANS
WLANS

Advanced

WLANs > Edit [Bonjour Client’

| General | Security | QoS | Policy-Mapping | Advanced |

| Layer2 | Layer3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN
Radius Servers

Radius Server Overwrits interface [ IEnabled

EAP Parameters

Authentication Servers Arcounting Seruers
[ Enabled Enabled Enable 0
Server 1 IP:10.91.104.107, Port:1812 » | None »
Server 2 None | None &

8. Enable mDNS snooping on the WLAN and bind it to an mDNS profile.

WLANs > Edit "Bonjour Client'

s | Ecenecal £f Swowrite 7| (/005 [ Pelicy: Mapplauli| Advanced

" Advanced Allow A&A Override (=) Entbled OHCP
Coverage Hole Detection (2] Enabled "DHCP Server [0 overnide
Enable Session Timeout = 1800 r!‘

Session Tumeout (secs) DHCP addr. Assignment 7] pembired

Airgnet 1€ Fensbi
Diagnostic Channed E::::: i
Override Interface ACL  IPvd | Nonw 4 1Pvé [Hone & Split Tannel (Printers) (] gnabled
LayerZ Ad Mone W Management Frame Protection (MFP)
PZP Biscking Action Disabled bt
cisnt Exchusion Flenabled &0 MFP Cliert Protection ¥ | Optional

Tirvwourt Vakes (sacs) OTIM Period (in beacon intereals)

mDNS
Snaoping [ Ensbled
mONS Profile | default-mdns-profile w ]

9. After general configurations for the mDNS are complete, configure Bonjour policy so that the following occurs upon
users authentication:

a. Teacher authenticates and gets access to Reflector, Apple TV1, and Apple TV2 in any location.
b. Student authenticates and gets access to only Apple TV1 in any location.
c. Guest authenticates and gets no access to any Bonjour service.

10. Create mDNS service groups under Controller > mDNS Policies.
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Saye Configuration | Ping  Logout  Refresh

WiLaNs CONTROLLER  WIRELESS 5 MAMAGEMENT COMMANDS HELP FEEDBACEK
Controller mDNS Service Groups Add Group |
General
Inventory mb~NS Service Group Name Description Origin
- 1 I
titoHares ‘ ATV -student] Apple services for Studentl WL [~]
- ATW-teach Apple TV services for teachers WLC
Interface Groups -* = e : a
Guest Serice Services for Guests WLC [ -]
Multicast ’
faylt-rmdns-polic Default Access Policy created by WLr  WLC [~]
Network Routes
¥ Redundancy

11. Create Bonjour policy for teachers as required in the case study. To add service instances to the list, use the Domain
Names area to obtain MAC addresses for each specific service.
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Contraller mONS Domain Name IP > Summary
General Number of Domain Name-1P Ertries 4
lnvenlory
i
Interfaces Damain Name MAC Address P Address vian 1d
e D#ll-M2300-MAZ lotal. 0011¢:23138: 30143 10.70.0.5% o
Multicast EPSONSATSAY Jocal tesdt:0fct:al a4 10.71.0.50 n
¥ Network Routes Oifice-Apple-Tv-1 Jocal. 10:40:F3-05:d1 b6 10.70.0.202 o
b Redundancy Office-Apple-Tv-3 Jocal 7025681 1 dbrodrat 10,70.0.217 o

Internal DHCP Server

sobility Management
Ports

 NTP

¥ CDP

FPMIPYG

bIPVE

= mbONS

.

Advanced

1. Memistoam of S00 pntres wall be diisdeyed.

Trpe
Weed

Warad
Wired
Wared

vl

CISCO

Controller

General
Inventory
Interfaces
Interface Groups
Multicast
Network Routes
Redundancy

v w

Internal DHCP Server

Mobility Management
Ports

F NTP

» CDP

F PMIPvG

b IPVG

* mDNS
General
Profiles
Domain Nameas
mDNS Browser
mDNS Policies

MONITOR WLANs CONTROLLER WIRELESS MANAGEMENT

mDNS Service Groups > Edit

mDNS Service Group Name  ATV-teacher
Service Instance List

MAC ADDRESS |

NAME | Add

LOCATION TYPE [P Group %) <+
LOCATION [Other v [Any ofp—

{Location value ‘Any’ means no policy check on location attribute will be performed.)

MAC ADDRESS NAME LOCATION-TYPE LOCATION
00:1d:80:08:18:b7 Reflector AP Group Anvy
10:40:f3:65:d1:bé Apple TV1 AP Group Any
10:40:f3:ef:06:19 Apple TV 2 AP Group Any
b:eB:92:58:75:a43 Printer AP Group Any

Palicy /Rule (Palicy is enforced if any of the below conditions is mat)

Role Names  |teacher *—-

User Names

COMM

12. Create Bonjour policy for students as required in the case study #1.
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atlian]e,
CISCO MONITOR W Is CONTROLLER WIRELESS SECURITY MANAGEMENT COMM
Controller mDNS Service Groups > Edit
General
Inventory mDNS Service Group Name  ATV-studentl
Interfaces
Service Instance List
Interface Groups
Multicast MAC ADDRESS
Network Routes NAME | Add |
» Redundancy LOCATION TYPE  [AP Group % ‘_—-
b Internal DHCP Server LOCATION Other w Any
» Mobility Management (Location value "Any’ means no policy check on location attribute will be performed.)
Ports
MALC ADDRESS NAME LOCATION-TYPE LOCATION
» NTP .
~00:1d:60:08:18:b7 __ wireless reflector AP Group Ay 2
b COP b0:e8:92:58:75:43 Apple TV 1 AP Group Any [~}
P PMIPVG
b IPVE Policy/Rule {Policy is enforced if any of the below conditions 15 met)
* mDNS Role Names '_';_n_gd_unt '*_—
General i
Profiles User Names 1
Comain Names
mDNS Browser
mDNS Policies

Saye Configuration  Peg
sifiei]is 2 :

cisco
Monitor Entries 1 - 3o 3
Summary ean e Filler] [Cheas Fifter]
b Access Points
P: Clsoy CHanMr 1P Address AP Name WLAN Profile WLAN S510 User Ham Protacol Status Auth [Part  slot id
b Statistics ""‘" 10.71.0.56 APUOS) J45. 326 Benjour-test Bonjeurbest shuden 802110 Associsted | ves |1 o
e 10.71.0.50 APd0E0 8453026 Bonjour-test Baonjoar test taacher BOZ.11a Assocsted ves |1 |
b+ Rogues 10.71.0.50 KOS FM S, 3020 Bosijaur-best Bonjaar-test tracher 002124 Assocnted [ ves |2 1
Clients
Summary

As shown in this use case, the teacher will have access to Apple TV 1, Apple TV 2, and Printer.
Student, based on the policy designed, will have only access to the Apple TV1.

Guest User will not have access to any services on this WLAN.
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[ iPhone

[ Apple TV_2 room2
[ Office Appile TV_1

[] Wireless Reflector

Student

ArPlay
errurl.'sg

&

Use Case #2 Deployment
Table 6 Use Case #2

Teacher and Another User by name authenticate and get access to Apple TV 1 and TV2 and only if
in the same room.

Student authenticates and gets access to Apple TV2 only if in the same room as teacher.

Guest authenticates and gets access to Air Print in any location.

To configure the policy, perform the following steps:

1. Configure a policy for the teacher to be able to access Apple TV1 and Apple TV2 only in one location next to one
specific AP. In this case, the AP name is AP2600-8aba.
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Controller mDNS Service Groups > Edit
General
Inventery mDNS Service Group Name  ATV-teacher
Interfaces

Service Instance List
Interface Groups

Muticast MAC ADDRESS  |70:56:81:dbicd:50 <y
Network Routes NAME Apple TVZ *-r Add I
# Redundancy LOCATION TYPE AP Mame W
b Internal DHCP Server  LOCATION Other APZ600-Babs
» Mobility Management {Location value "Any' means no policy check on location attribute will be performed.)
Purts MAL ADDRESS MNAME LOCATION-TYPE LOCATION
k NTP l10:40:f3:55:d1:h6 fpple TV1 AP Mame APZE00-8aba B
¢ CODP
» PMIPYG Policy/Rule  (Policy is enforced if any of the below conditions is met)
F IPvG Role Names  teacher
* mDNS User Names
General
Profiles

Domain Names
mONS Browser
mONS Policies

2. Choose the MAC addresses of both Apple TVs from the domain name summary, and manually enter them as shown
in the figure above.

Controller mDNS Demain Mame IP > Summary
General Nurmber of Dormain Name-1P Entries 4
Inwentory
Interfaces
Daomaln Mame MAL Address 1" Address Vian 1d Type
Interface Groups Dell-M2300-MAZ locsl. 00:1e:23:36: 30143 10.70.0.59 70 Wired
Multicast EPSONSETSAT locsl, b0:68:92:58: 75:43 10.70.0.178 70 Wired
Network Routes Office-Apple-TV-1 local. 10:40:F31e5:d1 B8 10.70.0.167 70 Wired
» Redundancy Office-Apple-TV-2.local. 70:56:81:dbicd: 80 10.70.0.209 70 Wired

3. Also choose APs, that is AP names, from the list of the APs in the desired location. Only wireless clients connected
to these selected APs will have access to the desired Apple TV services.

Wireless All APs
= Access Points Current Filter None [Change Filter] [Clear Filter)
All APs
= Radios
802.11a/n/ac NMumber of APs 5

802.11b/a/n
Dual-Band Radios
Global Configuration

b Advanced AP Name IP Address AP Model AP MAC
Mesh APGC20.S60m 1426 10.70.0.150 AIR-CAP1602E-A-K9 6c:20:56:08:1a:26
. AP 8 37 10.70.0.151 AIR-LAPL14ZN-A-K9 00:22:90:03:37:52
RF Profiles
APJOO . fda5.3b26 10.70.0.153 AIR-LAPLO42N-A-K9 d0:d0:fd:45:3b: 26
FlexConnect Groups
TR e AP2600-391d 10.70.0.154 AIR-CAPZE02E-A-K9 44:2b:03:92:89:1d
» 802.11a/n/ac APZEDD-Baba 10.70.0.155 AIR-CAPZEDZI-A-KT 44:2b:03:9a:8a:ba

Once the configurations of the two policies for this use case are completed, they will look as in the figures below.
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Controller

General
Inventory
Interfaces
Interface Groups
Multicast
Network Routes
b Redundancy
b Internal DHCP Server
kb Mobility Management
Ports
NTP
CDP
PMIPv6

v vy v w

IPv6

* mDNS
General
Profiles
Domain Names
mDNS Browser
mDNS Policies

mDNS Service Groups > Edit

mDNS Service Group Name  ATV-studentl

Service Instance List

MAC ADDRESS

NAME _ Add
LOCATION TYPE  [AP Group v
LOCATION | Other v Any

{Location value "Any" means no policy check on location attribute will be performed.)

MAC ADDRESS NAME LOCATION-TYPE LOCATION

10:40:f3:e5:d1:bé Apple TV1 AP Mame APZ600-8aba

Policy/Rule (Policy is enforced if any of the below conditions is met)
Role Names :student ]
User Names |

Controller

General

Inventory

Interfaces

Interface Groups

Multicast

Network Routes
b Redundancy

-

Ports
NTP

cDpP
PMIPvG

v v v w

IPv6

* mDNS
General
Profiles
Dormain Names
mDNS Browser
mDNS Policies

b Internal DHCP Server
Mobility Management

mDNS Service Groups > Edit

mDNS Service Group Name  ATV-teacher
Service Instance List
MAC ADDRESS
NAME _ add
LOCATION TYPE  [AP Group v
LOCATION [Other v] [any

(Location value ‘Any' means no policy check on location attribute will be performed.)

[~ MAC ADDRESS  NAME  LOCATION-TYPE LOCATION |

10:40:f3:e5:d1:b6 Apple TV1 AP2600-8aba

Apple TV2

AP Name

70:56:81:db:cd: a0 AP Name AP2600-8aba

Policy /Rule (Policy is enforced if any of the below conditions is met)
Role Names :teacher |
User Names [

When the teachers login and only attached to the AP2600, they will see the services available to them in that specific
location only. The below services also show Reflector service - it was done just for the purpose of taking screenshots.
Last example is for the Guest user.
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1 iPhone ] iPhone

[ iPhone [] office Appie TV_1 [ Wireless Reflector
|:I Office Appée TV_1 [ Office Apple TV_2 Mirroring

[] Wireless Reflector

Mirraring

353334

Summary

As shown in this use case, the teacher has access to Apple TV 1 and Apple TV 2 in specific location. Student, based on
the policy designed, has access to only Apple TV2 in specific location. Guest User does not have access to any services
on this WLAN.

Debugging Bonjour
Following are the commands to debug Bonjour:
B debug mdns error enable
B debug mdns message enable
B debug mdns detail enable
B debug mdns all enable
The above debugs are enhanced for the new features also.

Bonjour browser and “show mdns service not-learnt” could be used as a debug tool as well.

Bonjour browser

B Bonjour browser is a cache of all the service advertisements seen at the WLC and not discovered because
configuration did not allow learning.

B Service advertisements across all VLANs and ORIGIN types that are not learnt are displayed.
B Bonjour browser is a cache of top 500 entries.

B The user can add services by picking them from the Bonjour browser instead of typing the string.
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Bonjour SSO

Any mDNS configuration performed on the Active WLC will be synced up on the standby WLC besides the mDNS AP
configuration. For mDNS AP, no sync up is needed on standby as the AP configuration information is always stored on AP.

Show Commands on WLC

B WLC > show mdns profile summary

B WLC > show mdns profile detail <profile-name>

B WLC > show mdns service summary

B WLC > show mdns service detail <service-name>

®  WLC > show mdns domain-name-ip summary

®  WLC > Show interface detail <interface-name>

®  WLC > Show interface group detail <interface-group-name>
®  WLC > Show wlan <wlan-id>

®  WLC > Show client detail <mac-address>

®  WLC > Show network summary

Clear commands

To clear the mDNS database learned dynamically per service:

WLC > clear mdns service-database <service-name / all>

Show commands on AP CLI

AP3600# show capwap mcast mdns
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