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Introduction
This document describes how to deploy a Cisco Flex 7500 wireless branch controller. The purpose of this document is to:
B Explain various network elements of the Cisco FlexConnect solution, along with their communication flow.
B Provide general deployment guidelines for designing the Cisco FlexConnect wireless branch solution.

Note: Prior to release 7.2, FlexConnect was called Hybrid REAP (HREAP). Now it is called FlexConnect.
Prerequisites

Requirements

There are no specific requirements for this document.

Components Used

This document is not restricted to specific software and hardware versions.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Product Overview

Figure 1 Cisco Flex 7500

The Cisco Flex 7500 Series Cloud Controller is a highly scalable branch controller for multi-site wireless deployments.
Deployed in the private cloud, the Cisco Flex 7500 series controller extends wireless services to distributed branch
offices with centralized control that lowers total cost of operations.

Cisco Systems, Inc. = www.cisco.com
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Product Specifications

The Cisco Flex 7500 series (Figure 1 on page 1) can manage wireless access points in up to 2000 branch locations and
allows IT managers to configure, manage, and troubleshoot up to 6000 access points (APs) and 64,000 clients from the
data center. The Cisco Flex 7500 series controller supports secure guest access, rogue detection for Payment Card
Industry (PCI) compliance, and in-branch (locally switched) Wi-Fi voice and video.

The following table highlights the scalability differences between the Flex 7500, 8500, WiSM2 and WLC 5500 controller:

Scalability Flex 7500/8500 WiSM2 WLC 5500
Total Access Points 6,000 1000 500

Total Clients 64,000 15,000 7,000
Max FlexConnect 2000 100 100
Groups

Max APs per 100 25 25
FlexConnect Group

Max AP Groups 6000 1000 500

Note: Flex 7500 only operates in FlexConnect mode. Additional modes are supported in WiSM2, 5500, and 8500
series controllers.

Note: DTLS license is required for Office Extend AP support.

Product Specifications

Data Sheet

Refer to Cisco Flex 7500 Series Cloud Controller Data Sheet:

http://www.cisco.com/en/US/prod/collateral/wireless/ps6302/ps8322/
ps11635/data_sheet_c78-650053.html

Platform Feature

Figure 2 Flex 7500 Rear View
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Product Specifications

Network Interface Ports

Interface Ports Usage

Fast Ethernet Integrated Management Module (IMM)

Port 1: 1G WLC Service Port

Port 2: 1G WLC Redundant Port (RP)

Port 1: 10G WLC Management Interface

Port 2: 10G WLC Backup Management Interface Port (Port
Failure)

Note: LAG support for 2x10G interfaces allows active-active link operation with fast failover link redundancy. An
additional active 10G link with LAG does not change the controller wireless throughput.

B 2x10G interfaces.
B 2x10G interfaces support optic cable with SFP product # SFP-10G-SR and SFP-10G-LR.

B Switch side SFP or X2 product should be of the same type SR or LR.

System MAC Addresses

Port 1: 10G (Management Interface) System/Base MAC address
Port 2: 10G (Backup Management Base MAC address+5
Interface)

Port 1: 1G (Service Port) Base MAC address+1

Port 2: 1G (Redundant Port) Base MAC address+3

Serial Console Redirect

The WLC 7500 enables console redirect by default at the baud rate of 9600, simulating Vt100 terminal with no flow
control.

Inventory Information

The following is the WLC 7500 Console:

(Cisco Controller) >show inventory

Burned-in MAC Address............uevvveermeeennns E4:1F:13:65:DB:6C
Maximum number of APs supported.................. 2000

NAME: " Chassis" , DESCR: " Cisco Wireless Controller"

PID: AIR-CT7510-K9, VID: V01, SN: KQZZXWL

The Desktop Management Interface (DMI) table contains server hardware and BIOS information. The WLC 7500 displays
BIOS version, PID/VID and Serial Number as part of inventory.



Flex 7500 Wireless Branch Controller Deployment Guide

Flex 7500 Boot Up

Note: Flex 7500 is currently shipped with VID=V02.

Flex 7500 Boot Up

Cisco boot loader options for software maintenance are identical to Cisco's existing controller platforms.

Figure 3 Boot-Up Order
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Flex 7500 Licensing

Figure 4 WLC Configuration Wizard

Note: The Flex 7500 boot up sequence is equivalent and consistent with existing controller platforms. Initial boot up
requires WLC configuration using the Wizard.

Flex 7500 Licensing
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Software Release Support

AP Upgrade Licensing

AP Upgrade SKUs
100

250

500

1000

Except for the base and upgrade counts, the entire licensing procedure that covers ordering, installation, and viewing is
similar to Cisco's existing WLC 5508.

Refer to the WLC 7.3 configuration guide, which covers the entire licensing procedure.

Software Release Support

The Flex 7500 supports WLC code version 7.0.116.x and later only.

Supported Access Points

Access Points 3600, 3500, 2600, 1600, 1550, 1260, 1240, 1140, 1130,1040, 700, and 600 series, Cisco 891 Series
Integrated Services Router and Cisco 881 Series Integrated Services Router.


http://www.cisco.com/en/US/docs/wireless/controller/7.3/configuration/guide/b_cg73.html
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FlexConnect Architecture

FlexConnect Architecture

Figure 5 Typical Wireless Branch Topology

FlexConnect Architecture
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FlexConnect is a wireless solution for branch office and remote office deployments.

The FlexConnect solution enables the customer to:

B Centralize control and manage traffic of APs from the Data Center.

B Distribute the client data traffic at each Branch Office.

Control traffic is marked by red dashes in Figure 5 on page 7.

Data traffic is marked by blue, green, and purple dashes in Figure 5 on page 7.

Each traffic flow is going to its final destination in the most efficient manner.

Advantages of Centralizing Access Point Control Traffic

B Single pane of monitoring and troubleshooting.

B Ease of management.

B Reduction in branch footprint.

B Increase in operational savings.

Secured and seamless mobile access to Data Center resources.

350448
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FlexConnect Architecture

Advantages of Distributing Client Data Traffic
B No operational downtime (survivability) against complete WAN link failures or controller unavailability.
B Mobility resiliency within branch during WAN link failures.

B Increase in branch scalability. Supports branch size that can scale up to 100 APs and 250,000 square feet (5000 sq.
feet per AP).

The Cisco FlexConnect solution also supports Central Client Data Traffic, but it is limited to Guest data traffic only. This
next table describes the restrictions on WLAN L2 security types only for non-guest clients whose data traffic is also
switched centrally at the Data Center.

Table 1 L2 Security Support for Centrally Switched Non-Guest Users

WLAN L2 Security Type Result
None N/A Allowed
WPA + WPA2 802.1x Allowed
CCKM Allowed
802.1x + CCKM Allowed
PSK Allowed
802.1x WEP Allowed
Static WEP WEP Allowed
WEP + 802.1x WEP Allowed
CKIP - Allowed

Note: These authentication restrictions do not apply to clients whose data traffic is distributed at the branch.

Table 2 L3 Security Support for Centrally and Locally Switched Users

WLAN L3 Security Type Result
Web Authentication Internal Allowed
External Allowed
Customized Allowed
Web Pass-Through Internal Allowed
External Allowed
Customized Allowed
Conditional Web External Allowed
Redirect
Splash Page Web External Allowed
Redirect

For more information on Flexconnect external webauth deployment, please refer to Flexconnect External WebAuth
Deployment Guide

For more information on HREAP/FlexConnect AP states and data traffic switching options, refer to Configuring
FlexConnect.


http://www.cisco.com/en/US/products/ps11635/products_tech_note09186a0080bc9d11.shtml
http://www.cisco.com/en/US/products/ps11635/products_tech_note09186a0080bc9d11.shtml
http://www.cisco.com/en/US/docs/wireless/controller/7.2/configuration/guide/cg_flexconnect.html
http://www.cisco.com/en/US/docs/wireless/controller/7.2/configuration/guide/cg_flexconnect.html
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FlexConnect Architecture

FlexConnect Modes of Operation

FlexConnect Mode Description

Connected A FlexConnect is said to be in Connected Mode
when its CAPWAP control plane back to the
controller is up and operational, meaning the
WAN link is not down.

Standalone Standalone mode is specified as the operational
state the FlexConnect enters when it no longer
has the connectivity back to the controller.
FlexConnect APs in Standalone mode will
continue to function with last known
configuration, even in the event of power failure
and WLC or WAN failure.

For more information on FlexConnect Theory of Operations, refer to the H-Reap/FlexConnect Design and Deployment
Guide.

WAN Requirements

FlexConnect APs are deployed at the Branch site and managed from the Data Center over a WAN link. The maximum
transmission unit (MTU) must be at least 500 bytes.

Deployment WAN WAN RTT Max APs per Max Clients

Type Bandwidth Latency Branch per Branch
(Min) (Max)

Data 64 Kbps 300 ms 5 25

Data 640 Kbps 300 ms 50 1000

Data 1.44Mbps 1 sec 50 1000

Data + Voice 128 Kbps 100 ms 5 25

Data + Voice 1.44Mbps 100 ms 50 1000

Data + Flex AVC | 75 Kbps 300 msec 5 25

Monitor 64 Kbps 2 sec 5 N/A

Monitor 640 Kbps 2 sec 50 N/A

Note: It is highly recommended that the minimum bandwidth restriction remains 12.8 Kbps per AP with the round
trip latency no greater than 300 ms for data deployments and 100 ms for data + voice deployments.

For large deployments with scale for max APs per branch = 100 and max clients per branch = 2000.

Key Features
Adaptive wlPS, Context Aware (RFIDs), Rogue Detection, Clients with central 802.1X auth and CleanAir.

Test Results
For 100 APs, 2000 Clients, 1000 RFIDs, 500 Rogue APs, and 2500 Rogue Clients (Features above turned on):

Recommended BW = 1.54 Mbps

Recommended RTT latency = 400 ms


http://www.cisco.com/en/US/products/ps10315/products_tech_note09186a0080736123.shtml
http://www.cisco.com/en/US/products/ps10315/products_tech_note09186a0080736123.shtml
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Wireless Branch Network Design

Test Results
For 100 APs, 2000 Clients, no rogue, and no RFIDs. (Features above turned off).

Recommended BW = 1.024 Mbps

Recommended Latency = 300 ms

Wireless Branch Network Design

The rest of this document highlights the guidelines and describes the best practices for implementing secured distributed
branch networks. FlexConnect architecture is recommended for wireless branch networks that meet these design
requirements.

Primary Design Requirements
B Branch size that can scale up to 100 APs and 250,000 square feet (5000 sq. feet per AP)
B Central management and troubleshooting
B No operational downtime
B Client-based traffic segmentation
B Seamless and secured wireless connectivity to corporate resources
®m  PCIl compliant

B Support for guests

Figure 6 Wireless Branch Network Design
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Features Addressing Branch Network Design

Overview

Branch customers find it increasingly difficult and expensive to deliver full-featured scalable and secure network services
across geographic locations. In order to support customers, Cisco is addressing these challenges by introducing the Flex
7500.

The Flex 7500 solution virtualizes the complex security, management, configuration, and troubleshooting operations
within the data center and then transparently extends those services to each branch. Deployments using Flex 7500 are
easier for IT to set up, manage and, most importantly, scale.

Advantages
B Increase scalability with 6000 AP support.
B Increased resiliency using FlexConnect Fault Tolerance.
B Increase segmentation of traffic using FlexConnect (Central and Local Switching).

B Ease of management by replicating store designs using AP groups and FlexConnect Groups.

Features Addressing Branch Network Design

The rest of the sections in the guide captures feature usage and recommendations to realize the network design shown
in Figure 6 on page 10.

Table 3 Features

Primary Features
AP Groups

Highlights

Provides operational/management ease when handling multiple branch
sites. Also, gives the flexibility of replicating configurations for similar
branch sites.

FlexConnect Groups provide the functionality of Local Backup Radius,
CCKM/OKC fast roaming, and Local Authentication.

FlexConnect Groups

Fault Tolerance Improves the wireless branch resiliency and provides no operational

downtime.

ELM (Enhanced Local
Mode for Adaptive wiPS)

Provide Adaptive wiPS functionality when serving clients without any
impact to client performance.

Client Limit per WLAN

Limiting total guest clients on branch network.

AP Pre-image Download

Reduces downtime when upgrading your branch.

Auto-convert APs in
FlexConnect

Functionality to automatically convert APs in FlexConnect for your branch.

Guest Access

Continue existing Cisco’s Guest Access Architecture with FlexConnect.

Note: Flexconnect APs implemented with WIPS mode can increase bandwidth utilization significantly based on the
activity being detected by the APs. If the rules have forensics enabled, the link utilization can go up by almost 100

Kbps on an average.

11
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IPv6 Support Matrix

IPv6 Support Matrix

Features Centrally Switched Locally Switched
5500/ Flex 7500 5500 / Flex 7500
WiSM-2/8500 WiSM-2/8500
IPv6 (Client Mobility) Supported Not Supported Not Supported Not Supported
IPv6 RA guard Supported Supported Supported Supported
IPv6 DHCP guard Supported Not Supported Not Supported Not Supported
IPv6 Source guard Supported Not Supported Not Supported Not Supported
RA throttling/ Rate limit Supported Not Supported Not Supported Not Supported
IPv6 ACL Supported Not Supported Not Supported Not Supported
IPv6 Client Visibility Supported Not Supported Not Supported Not Supported
IPv6 Neighbor discovery Supported Not Supported Not Supported Not Supported
caching
IPv6 Bridging Supported Not Supported Supported Supported

Feature Matrix

Refer to FlexConnect Feature Matrix for a feature matrix for the FlexConnect feature.

Infrastructure Multicast

It is not possible to configure the AP multicast mode for Cisco Flex 7500 series controllers because only unicast is

supported.

Also, it is not possible to configure Global multicast mode for Cisco Flex 7500 series controllers.

AP Groups

After creating WLANSs on the controller, you can selectively publish them (using access point groups) to different access
points in order to better manage your wireless network. In a typical deployment, all users on a WLAN are mapped to a
single interface on the controller. Therefore, all users associated with that WLAN are on the same subnet or VLAN.
However, you can choose to distribute the load among several interfaces or to a group of users based on specific criteria
such as individual departments (such as Marketing, Engineering or Operations) by creating access point groups.
Additionally, these access point groups can be configured in separate VLANs to simplify network administration.

This document uses AP groups to simplify network administration when managing multiple stores across geographic
locations. For operational ease, the document creates one AP-group per store to satisfy these requirements:

B Centrally Switched SSID Data center across all stores for Local Store Manager administrative access.

B Locally Switched SSID Store with different WPA2-PSK keys across all stores for hand-held scanners.

12
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AP Groups

Figure 7 Wireless Network Design Reference Using AP Groups
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Configurations from WLC
Complete the following steps:

1. On the WLANSs > New page, enter Store1 in the Profile Name field, enter store in the SSID field, and choose 17
from the ID drop-down list.

Note: WLAN IDs 1-16 are part of the default group and cannot be deleted. In order to satisfy our requirement of
using same SSID store per store with a different WPA2-PSK, you need to use WLAN ID 17 and beyond because
these are not part of the default group and can be limited to each store.

dlvan]ne

cisco L
WLANS WLANS > HNew - Back Apply
= o .Wt“’ Trpe WLAN w
R dranad Profis Name Storel
o

50 wtare
[ [ | é

2. Under WLANSs > Security, choose PSK from the Auth Key Mgmt drop-down list, choose ASCII from the PSK Format
drop-down list, and then click Apply.

13
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AP Groups

Logoat Esiresh
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3. Click WLANSs > General, verify the Security Policies change, and check the Status box to enable the WLAN.

cisco

WLANS WLANs > Edit

- WLAN

Frofle Hame Bterel

Tres WiaN

el [ars
| ¥ Enabled |

Sacuray Pobcies e az i Authirsc)]

(Modifcasons dones uwnder nacurity tab will aspear sftar apsiyeg the changes

Radn Polcy Al ~
toherface titertace

berrd e ey
Mulicadt Vian Feature ] Enabled g
Broadeast EEID ] enatasd -

4. Repeat steps 1, 2 and 3 for new WLAN profile Store2, with SSID as store and ID as 18.

il

Logout  Eefrech

cisco
WLANS WLAMS > Mew = Back npply |
- WLAMNS
ey Troe WLAN -
» o] Profia Narme ored
S50 e
[re |
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WLANS WLANS > Edit = Bairk Apply |
T | General | Seowity | Q65 | Advasced
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AP Groups

WLANS WLANS > Edit < Back Apply
o General | Security | QoS | Advenced
» Advanced R — ez

Troe WLAN
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s =1 Enabled |
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5. Create and enable the WLAN profile with Profile Name DataCenter, SSID DataCenter and ID 1.
Note: On creation, WLAN IDs from 1-16 are automatically part of the default-ap-group.

6. Under WLANS, verify the status of WLAN IDs 1, 17 and 18.

WLANSs WLAMNs Entries 1 - 3 af 3
- MM:""—“"" Currost Filter:  NoSE (Shanas Fiked]) [Cisar Filtec) Erevts Baw ¥ e
- Advanced
AP Greegd O] WLAN ID Type Frofile Hame WLAN 551D Admin Status Security Policies
Oza WLAN DataConter DataCocter Enakied [wPA + whazlaust{a02.1x)] [-]
[u] wian (S sors Eratied [wraz][Awth(FSK)] a 8
Omm wan [Stared| stare. Erabind [Iwraz)Authipsk)] a g

7. Click WLANs > Advanced > AP group > Add Group.

8. Add AP Group Name as Store1, same as WLAN profile Store1, and Description as the Location of the Store. In this
example, California is used as the location of the store.

9. Click Add when done.

#han iy Lagaut  Hefrah
il RE RASENI

CISCO

WLANS AF Groups Entries i - 0 af 0 Adil Giruug
- WLANS
LANY Add N &P Group

- Advanced

as e

(a— |

Add Cancel
WP Greup Hamn AP Grosp Description
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10. Click Add Group and create the AP Group Name as Store2 and the description as New York.

11. Click Add.
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AP Groups

wtion | Ping  Lagout  Befreik

alvaln

cisco
WLANS AP Groups Entries 1 -1 0l 1 Add Gro
- WLANS

Addd Kaw AP Groug

I i PP
Descnptisn Mew Tork
Add Cancel

AP frosp Desdrption

Caldnmia a
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|I| Vel |l ] stion | Ping  Lagout  Refrash
cisco
WLANS AF Groups Entries 1 - 2 af 2 Add Group
- WLAMN:
WiLANS AF Lroup Mame AP Lrowp Descmiption
- Advanced T Califomia a
|z | e vork| o

350458

delaul Qrow

13. Click AP Group Name Store1 to add or edit the WLAN.

14. Click Add New to select the WLAN.

15. Under WLANSs, from the WLAN SSID drop-down, choose WLAN ID 17 store(17).
16. Click Add after WLAN ID 17 is selected.

17. Repeat steps (14 -16) for WLAN ID 1 DataCenter(1). This step is optional and needed only if you want to allow
Remote Resource access.

WLANs Ap Groups > Edit "Storel’ —<mech |

w WLl Gempral | WLANL | AP
WLAMY
Y
- Adwanged Add Hew
Audd Mo
WLAN 551D I Stodn ) =
Interface DataCenter(l)
Arvierece are(17) Store 1
Group(a) shore(108) Store 3
MAC State Dlenstiea
Add Canzel o
WLAN WILAN Interface/Interface FAT g
n SSI0 Graupdi) State 8

18. Go back to the WLANs > Advanced > AP Groups.

19. Click AP Group Name Store2 to add or edit WLAN.

20. Click Add New to select the WLAN.

21. Under WLANSs, from WLAN SSID drop-down, choose WLAN ID 18 store(18).
22. Click Add after WLAN ID 18 is selected.

23. Repeat steps 14 -16 for WLAN ID 1 DataCenter(1).
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AP Groups
WLANS Ap Groups > Edit "Store2” < Back
T s RSN v N
- i Advanced Al W -
add New
WLAN 551D mm =
Intwrince DwaCerteril)
Fineertace stornii?) Soek 1
Greupld) storn(1f) Stome 2
NAC State Clenssied
_hdd | cancel g
rr‘mu :.':I'I.: :::::‘:iﬂ;.flmrrfur ::.‘r- a
Note: Adding multiple WLAN profiles with the same SSID under a single AP group is not permitted.
The page at https://172.20,.227.174 says: g|
l Faded to add interface entry management
Note: Adding APs to the AP group is not captured in this document, but it is needed for clients to access network
services.
Summary

B AP groups simplify network administration.
B Troubleshooting ease with per branch granularity

B Increased flexibility
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FlexConnect Groups

FlexConnect Groups

Figure 8 Central Dot1X Authentication (Flex 7500 Acting as Authenticator)

Central Authentication — Flex 7500 Authenticator
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In most typical branch deployments, it is easy to foresee that client 802.1X authentication takes place centrally at the
Data Center as shown in Figure 8 on page 18. Because the above scenario is perfectly valid, it raises these concerns:

350482

B How can wireless clients perform 802.1X authentication and access Data Center services if Flex 7500 fails?
B How can wireless clients perform 802.1X authentication if WAN link between Branch and Data Center fails?
B s there any impact on branch mobility during WAN failures?

B Does the FlexConnect Solution provide no operational branch downtime?

FlexConnect Group is primarily designed and should be created to address these challenges. In addition, it eases
organizing each branch site, because all the FlexConnect access points of each branch site are part of a single
FlexConnect Group.

Note: FlexConnect Groups are not analogous to AP Groups.

Primary Objectives of FlexConnect Groups

Backup RADIUS Server Failover

You can configure the controller to allow a FlexConnect access point in standalone mode to perform full 802.1X
authentication to a backup RADIUS server. In order to increase the resiliency of the branch, administrators can configure
a primary backup RADIUS server or both a primary and secondary backup RADIUS server. These servers are used only
when the FlexConnect access point is not connected to the controller.

Note: Backup RADIUS accounting is not supported.

Local Authentication

Before the 7.0.98.0 code release, local authentication was supported only when FlexConnect is in Standalone Mode to
ensure client connectivity is not affected during WAN link failure. With the 7.0.116.0 release, this feature is now
supported even when FlexConnect access points are in Connected Mode.

18
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FlexConnect Groups

Figure 9 Central Dot1X Authentication (FlexConnect APs Acting as Authenticator)

Central Authentication — AP Authenticator
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As shown in Figure 9 on page 19, branch clients can continue to perform 802.1X authentication when the FlexConnect
Branch APs lose connectivity with Flex 7500. As long as the RADIUS/ACS server is reachable from the Branch site,
wireless clients will continue to authenticate and access wireless services. In other words, if the RADIUS/ACS is located
inside the Branch, then clients will authenticate and access wireless services even during a WAN outage.

\
350463

Note: This feature can be used in conjunction with the FlexConnect backup RADIUS server feature. If a FlexConnect
Group is configured with both backup RADIUS server and local authentication, the FlexConnect access point always
attempts to authenticate clients using the primary backup RADIUS server first, followed by the secondary backup
RADIUS server (if the primary is not reachable), and finally the Local EAP Server on FlexConnect access point itself
(if the primary and secondary are not reachable).

Local EAP (Local Authentication Continuation)

Figure 10 Dot1X Authentication (FlexConnect APs Acting as Local-EAP Server)

Local Branch Authentication — AP as Radius Server
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B You can configure the controller to allow a FlexConnect AP in standalone or connected mode to perform LEAP or
EAP-FAST authentication for up to 100 statically configured users. The controller sends the static list of user names
and passwords to each FlexConnect access point of that particular FlexConnect Group when it joins the controller.
Each access point in the group authenticates only its own associated clients.
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FlexConnect Groups

B This feature is ideal for customers who are migrating from an autonomous access point network to a lightweight
FlexConnect access point network and are not interested in maintaining a large user database, or adding another
hardware device to replace the RADIUS server functionality available in the autonomous access point.

B As shown in Figure 10 on page 19, if the RADIUS/ACS server inside the Data Center is not reachable, then
FlexConnect APs automatically acts as a Local-EAP Server to perform Dot1X authentication for wireless branch
clients.

CCKM/OKC Fast Roaming

B FlexConnect Groups are required for CCKM/OKC fast roaming to work with FlexConnect access points. Fast roaming
is achieved by caching a derivative of the master key from a full EAP authentication so that a simple and secure key
exchange can occur when a wireless client roams to a different access point. This feature prevents the need to
perform a full RADIUS EAP authentication as the client roams from one access point to another. The FlexConnect
access points need to obtain the CCKM/OKC cache information for all the clients that might associate so they can
process it quickly instead of sending it back to the controller. If, for example, you have a controller with 300 access
points and 100 clients that might associate, sending the CCKM/OKC cache for all 100 clients is not practical. If you
create a FlexConnect Group comprising a limited number of access points (for example, you create a group for four
access points in a remote office), the clients roam only among those four access points, and the CCKM/OKC cache
is distributed among those four access points only when the clients associate to one of them.

B This feature along with Backup Radius and Local Authentication (Local-EAP) ensures no operational downtime for
your branch sites.

Note: CCKM/OKC fast roaming among FlexConnect and non-FlexConnect access points is not supported.

Figure 11 Wireless Network Design Reference Using FlexConnect Groups

WCS Radius Server

HREAF Group
Add Access WLAN Id-17
: WLAN -1 f\wy aN1d-17 | Paints from
Name: Store 1 55ID— 2810 - store B AP-group to SS5ID- Store
Description: | Datacenter S Act as Local Local
California | Central Local EAP Server  Authentication
Switching Switching

Local
Resources

= SSID- Store

oty
Security- WPA2-PSK
HOT-SPOTIGuest 55|D- Datacenter

Service ‘ Security- WPA2 x
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FlexConnect Group Configuration from WLC

Complete the steps in this section in order to configure FlexConnect Groups to support Local Authentication using LEAP,
when FlexConnect is either in Connected or Standalone mode. The configuration sample in Figure 11 on page 20
illustrates the objective differences and 1:1 mapping between the AP Group and FlexConnect Group.

1. Click New under Wireless > FlexConnect Groups.
2. Assign Group Name Store 1, similar to the sample configuration as shown in Figure 11 on page 20.

3. Click Apply when the Group Name is set.

CISCO MONITOR WLANS CONTROLLER WIRELESS
Wireless FlexConnect Groups > New
w Access Points
All AP= Group Mame Store 1
= Radios
802.11a/n

802.11b/a/n
Global Configuration

P Advanced
Mesh
RF Profiles

FlexConnect s
Groups

4. Click the Group Name Store 1 that you just created for further configuration.

CISCO MONITOR ~ WLANs CCNTROLLER  WIRELESS  SECURITY
Wireless FlexConnect Groups

* Access Points
All APs
» Radios
502 11a/n Store 1 [~ ]
an7.1th/gin
Global Configuration

¥ Advanced
Mesh
RF Prdfiles

HexConnect
Groups

Group Name

350467

5. Click Add AP.
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10.

CISCO MONITOR  WLANs CONTROLLER
Wireless FlexConnect Groups > Edit 'Store 1’
¥ Access Points
All APs General | Local Authentication | Image Upgrade
Sty e
802.11a/n
802.11b/a/n Group Name Store 1
Global Configuration
¥ Advanced FlexConnect APs
Mesh — - — ——
RF Profiles M
FlexConnect AP MAC Address AP Name Status
Eroups e e oo e
FlexCaonnect ACLs %

. Check the Enable AP Local Authentication check box to enable Local Authentication when the AP is in Standalone

Mode.

Note: Step 20 shows how to enable Local Authentication for Connected Mode AP.

. Check the Select APs from current controller check box to enable the AP Name drop-down menu.
. Choose the AP from the drop-down that needs to be part of this FlexConnect Group.

. Click Add after the AP is chosen from the drop-down.

Repeat steps 7 and 8 to add all the APs to this FlexConnect Group that are also part of AP-Group Store 1. See
Figure 11 on page 20 to understand the 1:1 mapping between the AP-Group and FlexConnect Group.

If you have created an AP-Group per Store (Figure 7 on page 13), then ideally all the APs of that AP-Group should be
part of this FlexConnect Group (Figure 11 on page 20. Maintaining 1:1 ratio between the AP-Group and FlexConnect
Group simplifies network management.
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1 O
CIsSCO MONITOR ~ WLANs CONTROLLER  WIRELESS  SECURITY
Wireless FlexConnect Groups > Edit 'Store 1’
¥ Access Poinis
e General I’lﬂﬂdﬁm mmr
iy Local Authentication | Image Upgrade |
802.11a/n
802.11b/g/n Group Name Store @
Global Configuration
b Advanced FlexConnect APs
Mesh
RF Profiles Add AP

FlexConnect
Groups
FlexCnonnect ACI=s

» 802.11a/n Ethernet MAC 0o:2 df |

00:22:90:e3:37:df
b 802.11b/g/n h}ddl  cancel |

F  Media Stream

Select APs from current controller

AP Naimne AP3500 -

:SWEB

Country AP MAC Address AP Name Status

11. Click Local Authentication > Protocols and check the Enable LEAP Authentication check box.
12. Click Apply.

Note: If you have a backup controller, make sure the FlexConnect Groups are identical and AP MAC address entries
are included per FlexConnect Group.

FlexConnect Groups > Edit 'Store 1' _<Back | Apply |

Local Authentication | Image Upgrade | VLAN-ACL mapping |

~ Local Users | Protocols |

LEAP

Enable LEAP i=
Authentication2

EAP Fast

Enable EAP Fast Authentication2  [[]

Server Key (In hex) [T Enable Auto key generation

Authority ID (ir hex) 436973636f0000000000000000000000

Authority Info Cisco A_ID

350470

PAC Timeout (2 to 4095 days)
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13. Under Local Authentication, click Local Users.

14. Set the UserName, Password and Confirm Password fields, then click Add to create user entry in the Local EAP

server residing on the AP.

15. Repeat step 13 until your local user name list is exhausted. You cannot configure or add more than 100 users.

16. Click Apply after step 14 is completed and the Number of users count is verified.

FlexConnect Groups > Edit 'Store 1'

-

 General | Local Authentication |;[mageu|grde1 U‘LAI!—ACLm|

' Locol Users \ll’fn'lwols|

No of Users 0 Add User

User Name
R R L D —_— UFIIU‘EEI sy fIIEb! |T'_"|

e s L L e

File Nzme fhi ; &
UserMame cisco
Passwaord meee

Confirm Password  essss

350471

Add

17. From the top pane, click WLANSs.

18. Click WLAN ID 17. This was created during the AP Group creation. See Figure 7 on page 13.

alia
CISCO FONITOR ) CCNTROLLER  WIRELESS  SECURITY  MANAGE
WLANSs WLANSs
* Wi ANs Current Cilter: Mnn= [Chann= Flter] [Tlear =ilter]
WLANS
F Advanced
[T WLAN ID Type Profile Harme WLAN SSID
r z WLAM Guact Guee: .
B
r iz WLAR Stor=-1 Stare g

19. Under WLANSs > Edit for WLAN ID 17, click Advanced.
20. Check the FlexConnect Local Auth check box to enable Local Authentication in Connected Mode.
Note: Local Authentication is supported only for FlexConnect with Local Switching.

Note: Always make sure to create the FlexConnect Group before enabling Local Authentication under WLAN.

24



Flex 7500 Wireless Branch Controller Deployment Guide

FlexConnect Groups

WLANSs > Edit 'Store-1'

| General | Security = QoS | Advanced

P2P Blocking Action Disabled -

Client Exclusion 2 Fil
Y| Enabled
it Timeout Value (secs)

Maximum Allowed Clients &

Static IP Tunneling 11 T Enabled
Wi-Fi Direct Clients Policy Disabled =
Maximum Allowed Clients 200

Per AP Radio

0Off Channel Scanning Defer

Scan Defer Priority | JREe B SR Sl D R TR

] i

Scan Defer Time 100
{m=ecs)

FlexConnect

FlexCaonnect Local Switching
2

[¥] Enabled

FlexConnect Local Auth 2 ¥ Enabled

Learn Client IP Address £ Enabled

WA

NCS and Cisco Prime also provides the FlexConnect Local Auth check box in order to enable Local Authentication in
Connected Mode as shown here:
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WLAMN Configuration Details : 1

Propeties »
Configare = Cortrollers = | Hm— = WiLAMz = WLAN Configuration :
System » =
WLANs v General Security Qos Advanced
& WLAN Configuration
i;e AF Groups HexConnect Locel Switching Enable
FlexCcnnect ¥ FlexConnect Loczl Auth /i Enable
Securty 3 Learn Client IP Address Enable
Session Timeout E] Enabl
Acces: Points > g ol
Coverage Hole Detection Enable
802.11 >
Aironet IE Enable
802.11a/n > IPve £ ] Enzble
802.11b/a/n > Diagnostic Channzl £ 1 Enable
Mash > Ovarride Interface ACL Pvd4 | NONE
S - Peer to Peer Blocking @ [ Disable [=]
Wi Direct Clients Policy | Disabled [+]
Manacement >
Client Exclsion £ Enable -
e ? Timeout Value (secs) 2

NCS and Cisco Prime also provides facility to filter and monitor FlexConnect Locally Authenticated clients as shown here:

||"!'1 sco FHme

€isee  wetwork Control Syctem

% llore Meriter v Configure  » Senvoes Reports w  Admnistzticr
Clients and Users

E@Irrlhﬁ:hnnr é Irst w EIIHFHF El-!amw'm @Vh'ﬁ - Er, irark Clemss g idennsy Hinkrown isers
| MaCaddress | paddress | Wiwpe | Usshame | iype vercor | Usaetame
) CC:22:00:b: 72 LR Unkniown B Ceoo . WCE_SW 2.1.0.22
O 1c:df:D766:86:58 v Unknown Bl Cisco INCS SW-3.1.0.22
O 002160970 Pvd hosiivikalle.. {8 Inlel weap-Lavidr-2
) LLi22:u0biusas g Lirkmowrn Q Liecn WIS SW-2 1022
(O CC:22:00:b:7:8c i | Unknowen Q Cicco WCS_SW 0.1.0.22
) CC;25:0b:4d: 7704 Pvd Urkniowen B e WE5 SW-3.1.0:22
(O raTdanizrses Pyl Linkniowen ﬁ Clsen WEA_SWW-3. 1077
O 0021 =0:d5:03:c4 Pvd Linknown Q Cieco WCS_SW.-3.1.0.22
) fe6f2:67:71:50 Pvd Unknown B oo WCS_5W-3.1.0.22
C)otGilaboatibe Pyt Uik iy B WWCS_SW-3.1.0.22
O sxa2eldizdfuz bvg Urkmiowern ﬁ Lisco WIS SW-3 1 022
(O ce:22:bd:ibic2:h5 T Unknown B Croo WWCS SW 0.1.0.22
O fhe6f2mbieEl Py Unknown B i WCS_5W-3.1.0.22
O T o o B P I Pvd Lt tha 10y B cw CS.SW-3,1.0.22
) Leelaizmaaniised w3 SSirm _b Lison neap-EVrar-2
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al Domain: ROOT-DOMAIN

i

Total 299 @ G:} @ v

Show | Assodated Clents || B
Tlowton ViAW smtis | intefacq QUK Rk
Unknown 100 Associated Git/0/34] Advanced Fier
Unknown 109 Associated Gilf0/26 Al
Root Area 310 Accociated datz Manageprese,:.':”ters.. S
: 5 2.4GHz Clients
Unknown 102 Associated Gilf0/36 ;
¥ i 5GHz Clients
u 109 A iat Gil/0/32
e B WOI32 ) Lightweight Clents
: e
Unknown 109 Associated Gilf0/20 All Autonomous Clients
Unknown 109 Associated Gilf0/13 all Wired Clients
Unknown 109 Assodated Gil/0/27| acsnciated Clients
Unknown 109 Associated Gil/0/12| Clients known by ISE
Unknown 109 Associated Gil/0/15| Clients detected by MSE
Unknown 109 Associated Gil/0/28| Clients detected in the last 24 hours
Linkriown 109 Associted Gitjo/14| Clients with Problems
Unknown 109 Associated Git/ofo | Excluded Clients
Unknown 100 Associated GIlf’Dj’EQ FlexConnect LU‘G"Y Authenticated
Root Ares 311 Associsted vaice New clients detected in last 24 hours =
On Netwaork Clients %

Verification Using CLI
Client authentication state and switching mode can quickly be verified using this CLI on the WLC:

(Cisco Controller) >show client detail 00:24:d7:2b:7c:0c

Client MAC Address.........ccoeeieeiinnnnnnees 00:24:d7:2b:7c:0c
Client Username ..........eeeceeeeieeeeennnnnnnn. N/A

AP MAC AdAress......ccceevvieiiiiiiiiiiiennnnnn, d0:57:4¢:08:€6:70
Client State.........cooeeeiiieiiieee Associated

H-REAP Data Switching..........cccccooevivieenne. Local

H-REAP Authentication...........ccooovviiiinnnee Local
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FlexConnect VLAN Override

In the current FlexConnect architecture, there is a strict mapping of WLAN to VLAN, and thus the client getting associated
on a particular WLAN on FlexConnect AP has to abide by a VLAN which is mapped to it. This method has limitations,
because it requires clients to associate with different SSIDs in order to inherit different VLAN-based policies.

From 7.2 release onwards, AAA override of VLAN on individual WLAN configured for local switching is supported. In
order to have dynamic VLAN assignment, AP would have the interfaces for the VLAN pre-created based on a
configuration using existing WLAN-VLAN Mapping for individual FlexConnect AP or using ACL-VLAN mapping on a
FlexConnect Group. The WLC is used to pre-create the sub-interfaces at the AP.

b Tre L -
EETHE ] Torrtt Mg Trpt Tgged b B0
ETT NS | TennstTrpe Tagped Erum TAIVLAN
=t Tass b0 LT T

General | Security | QeS  Mdvesced

iy BAR Crveride hﬂ"
.1

FlexCannect Groups » Eait Sior
anterface Gigabitithernetl/0/4
description |4
switchport trunk emcapsulation dotlq
switchpart trunk RSV
switchport trunk allowsd vlan |8, 100
switchport node trusk VLAN AGL Mapping Create Subdnterface on

vl 3 - FlexConnect AP

bgren ML e w

Gesersl | Lockl Authenticatin  Dimage Upirade | YLAN ACL makbing

Forwes ACL nara

350477

Summary

B AAA VLAN override is supported from release 7.2 for WLANs configured for local switching in central and local
authentication mode.

B AAA override should be enabled on WLAN configured for local switching.

B The FlexConnect AP should have VLAN pre-created from WLC for dynamic VLAN assignment.

B If VLANs returned by AAA override are not present on AP client, they will get an IP from the default VLAN interface
of the AP.

Procedure

Complete these steps:

1. Create a WLAN for 802.1x authentication.
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'WLANS > Edit "Store 1°

Layer2 | Layer3 | AAAServers |

Layer 2 Security £ | WPA+WPAZ v|
[] sMAC Filtering

WPA+WPA2 Parameters

WPA Policy El

WFAZ Palicy

WPAZ Encryption [¥] aes O txre
Auth Key Mgmt | 802.1% ~ |

WPA gtk-randomize

kil [ Disable |

ASUTE

2. Enable AAA override support for local switching WLAN on the WLC. Navigate to WLAN GUI > WLAN > WLAN ID >
Advanced tab.

WLANs > Edit *Store 1°

_ General | SRRl Advanced
rAuuum Gvernide [l Enabled I DiCe
Coverage Hole Datection [ Erabled " OHCP Server O overrde
Enable Sesmion Timeoud & 1800
Session Timeout (secs) DHCP Addr, Assgnment [ Required
Aironet IE Erabled Hanagement Frame Protection (MFP)
Cuagnostc Channel O Ensbled
Ovarrida Interface ACL o s ] MFP Cliand Protection 4 | Opbonal
Nohg bt HNona b
DTIM Peried {in beacon intervals)
2P Blocking Action Desabled »
Client Exclusion 1 [ Enabled |50 #02.15ain(1-288) |1
Timeout Value (seds)
e . ~in B02.13b/g/n (1 - 255) |1
NAC
Statiz [P Tunnsling L1 [ enabied
WiFi Direct Clients Policy Ousabled w Thecimrgly e ¥
Maacnem Al o Chants = Load Balancing and Band Select
Per AR Radio Chent Load Balancing D
O Channel Scanning Deler Clart Band Selact £ 0
Scan Defer Practy @ 3 23 4 5 & 7 Passive Client
OO0OOEEEDO A O
Scan Dafer Time 100 Ve
(msecs) =
Hadha Sebson Snoopng O Erabled
FhexC ect
e Re-anchor Roamed Viome Clients ]  enpbled [
| |
lﬂzcam;:l-u- =IE Mm[ TS based CAC Policy 3 :n-blaug

3. Add the AAA server details on the controller for 802.1x authentication. To add the AAA server, navigate to WLC GUI
> Security > AAA > Radius > Authentication > New.
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Sacurity RADIUS Authentication Servers > Edit
Server Index 1
Server s [
Shared Secret Format ASCIl » [
Shared Secret (T
Confirm Shared Secret e 1 |
Koy v O (pesigned for FIPS customers and requires & key wrag compliant RADIUS server)
Fort Number 1812
Server Siatus Enabled
¥ Local EAP Support for RFC 3576 Enabled w
¥ Priority Order Server Timeou! 2 gerzmds
b Certificate Network Lisar [0 Enabie
b Access Control Uists et O enatie
Wireless Protection
¥ policies o O Enabie §

4. The AP is in local mode by default, so covert the mode to FlexConnect mode. Local mode APs can be converted to
FlexConnect mode by going to Wireless > All APs, and click the Individual AP.

All APs > Details for AP3500

General | Credentiols | Interfaces | High Availability | Inventory | Advanced |
General Versions
AP Name AP3Z00 Primary Seftware Version 7:2.1.68
Location default location | Backup Scftware Version 7.2.1.72
AP MAC Address ccref:48:c2:35:57 Predownload Status Hone
Base Radio MAC 2c:3:38:16:98:b0 Predownloaded Versian Maone
Admin Status Enabla ™ Predownload Next Retry Tima  NA
AP Made [FiexConnec B Predownioad Retry Count ~ NA
AP Sub Made [None v Beat Version 12.423.0
Oparational Status REG 105 Version 12.4(20111122:141426)%
Port Number 1 Mini 105 Version 7.0.012.74
Venus Group Unspecified b IP Config
Me Type Unspecified ¥ 1P Addrass 10.10,10.132
Venue Name Swatic 17 D
Language
m;:fg:‘fm"‘ 0D4SBASS6226FS117D9BBASOFBABALE | Is Sroustics
UP Time 0d,00h0lmilds
Controller Associated Time 0d,00h00mlds i
Controller Association Latency 0d, 00 h 00 m 595 §

5. Add the FlexConnect APs to the FlexConnect Group.

6. Navigate under WLC GUI > Wireless > FlexConnect Groups > Select FlexConnect Group > General tab > Add AP.
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FlexConnect Groups > Edit "Store 1° < Back

Groop Name Store 1

FlexConnect APs AAA

Primary fadius Server Nong w
Add AP

Secondary Radut Server Nene ¥

Salpet APy brom current contraller  [¥)
Enshle AP Local Autherticationd [
27 Nama APYS0 -

Erhernet MAT

350482

7. The FlexConnect AP should be connected on a trunk port and WLAN mapped VLAN and AAA overridden VLAN
should be allowed on the trunk port.

interface GigabitEthernet1/0/4
dncripum

switchport trunk encapsulation dotlg
switchport trunk mative vlan 109
switchport trunk allowed vlan 3,100 g

switchport mode trunk

Note: In this configuration, VLAN 109 is used for WLAN VLAN mapping and VLAN 3 is used for AAA override.

8. Configure WLAN to VLAN Mapping for the FlexConnect AP. Based on this configuration, the AP would have the
interfaces for the VLAN. When the AP receives the VLAN configuration, corresponding dot11 and Ethernet
sub-interfaces are created and added to a bridge-group. Associate a client on this WLAN and when the client
associates, its VLAN (default, based on the WLAN-VLAN mapping) is assigned.

9. Navigate to WLAN GUI > Wireless > All APs, click the specific AP > FlexConnect tab, and click VLAN Mapping.

All APs > AP3500 > VLAN Mappings

AP Name AP3S00

Base Radio MAC 2c:3f:38:6:98:b0

WLAN VLAN
1d SSID o
1 Store 1 1108 | g

10. Create a user in the AAA server and configure the user to return VLAN ID in IETF Radius attribute.

|Aftribute Tipe Value
E Tunnel-Medium-Type Tagged Enum [T:1] 802
E TunnelType Tagged Enum [TA] VLAN
E TunnelPrivate-Group-10 Tagged String M]3 g
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11. To have dynamic VLAN assignment, the AP would have the interfaces for the dynamic VLAN pre-created based on
the configuration using existing WLAN-VLAN Mapping for the individual FlexConnect AP or using ACL-VLAN
mapping on FlexConnect Group.

12. To configure AAA VLAN on the FlexConnect AP, navigate to WLC GUI > Wireless > FlexConnect Group, click the
specific FlexConnect group > VLAN-ACL mapping, and enter VLAN in the Vlan ID field.

FlexConnect Groups > Edit 'Store 1

General | Local Authentication | Image Upgrade | VLAN-ACL mapping

VLAN ACL Mapping

Vian Id 3
Ingress ACL | none
Egress ACL nane w

Add |

50488

13. Associate a client on this WLAN and authenticate using the user name configured in the AAA server in order to return
the AAA VLAN.

14. The client should receive an IP address from the dynamic VLAN returned via the AAA server.

15. To verify, click WLC GUI > Monitor > Client, click the specific client MAC address in order to check the client details.

Limitations
B Cisco Airespace-specific attributes will not be supported and IETF attribute VLAN ID will only be supported.

B A maximum of 16 VLANs can be configured in per-AP configuration either via WLAN-VLAN Mapping for individual
FlexConnect AP or using ACL-VLAN mapping on the FlexConnect Group.

FlexConnect VLAN Based Central Switching

In controller software releases 7.2, AAA override of VLAN (Dynamic VLAN assignment) for locally switched WLANs will
put wireless clients to the VLAN provided by the AAA server. If the VLAN provided by the AAA server is not present at
the AP, the client is put to a WLAN mapped VLAN on that AP and traffic will switch locally on that VLAN. Further, prior to
release 7.3, traffic for a particular WLAN from FlexConnect APs can be switched Centrally or Locally depending on the
WLAN configuration.

From release 7.3 onwards, traffic from FlexConnect APs can be switched Centrally or Locally depending on the presence
of a VLAN on a FlexConnect AP.
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350487

Summary

Traffic flow on WLANs configured for Local Switching when Flex APs are in Connected Mode:

If the VLAN is returned as one of the AAA attributes and that VLAN is not present in the Flex AP database, traffic will
switch centrally and the client will be assigned this VLAN/Interface returned from the AAA server provided that the
VLAN exists on the WLC.

If the VLAN is returned as one of the AAA attributes and that VLAN is not present in the Flex AP database, traffic will
switch centrally. If that VLAN is also not present on the WLC, the client will be assigned a VLAN/Interface mapped
to a WLAN on the WLC.

If the VLAN is returned as one of the AAA attributes and that VLAN is present in the FlexConnect AP database, traffic
will switch locally.

If the VLAN is not returned from the AAA server, the client will be assigned a WLAN mapped VLAN on that
FlexConnect AP and traffic will switch locally.

Traffic flow on WLANs configured for Local Switching when Flex APs are in Standalone Mode:

B If the VLAN returned by an AAA server is not present in the Flex AP database, the client will be put to default VLAN
(that is, a WLAN mapped VLAN on Flex AP). When the AP connects back, this client will be de-authenticated and
will switch traffic centrally.

m [f the VLAN returned by an AAA server is present in the Flex AP database, the client will be put into a returned VLAN
and traffic will switch locally.

B [If the VLAN is not returned from an AAA server, the client will be assigned a WLAN mapped VLAN on that
FlexConnect AP and traffic will switch locally.

Procedure

Complete these steps:

1. Configure a WLAN for Local Switching and enable AAA override.
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WLANSs > Edit "Store 1

General | Security | QoS | Advanced |

I.ﬂ.llow AAR Override Enabledl
Coverage Hole Detection Enabled

Enable Session Timeout |18I2|0 |
Session Timeout (secs)

Aironet IE [“lenabled

Diagnastic Channel Clenabled

Override Interface ACL  IPv4 | None vl IPvE |_i‘\]nne -v'
P2P Blocking Action | Disabled v

Client Exclusion £ [“Ienabled |it| |

Tirmeout Value (sads)
Maxirmurm Allowed T |

Clients & LR

Static IP Tunneling 44 Clenabiad

il [Disabled |

Maximurn Allowed r |

Clients Per AP Radio [zoo |
FlexConnect

E:ig:.::,af i Enabled

2. Enable Vlan based Central Switching on the newly created WLAN.
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WLANs > Edit "Store 1’

General [ ‘Security I QoS | advanced

Allow aaA Override
Coverage Hole Detection

Enable Session Timeout

Aironet IE

Diagnostic Channel
Override Interface ACL
FPZP Blocking Action

Enabled

Enabled

] 11800
Session Timeout {secs)
[“lenabled

[Cenabled

IPv4 | None v 1Pv6 |None |

| Disabled b

3. Set AP Mode to FlexConnect.

Client Exclusion 2 Flenabled 2% |
Timeout Value {secs)
Maximum Allowed
A & i
Clients = ———
Static IP Tunneling L [CJenabled
;VDII-iE:IyDIrBCt Clients m
Maxirmum Allowed F
Clients Per AP Radio L
FlexConnect
FlexConnect Local
LR Enabled
Switching =
FlexConnect Local Auth Z2 [ Enabled
Learn Client IP Address 2 Enabled
Vlan based Central
e
Swiitching 12 [ Enabled
All APs > Details for AP_3500E

General SN

General

AP Name

Location

AP MAC Address
Base Radio MAC
Admin Status

AP Mode

AP Sub Mode
Operational Status
Port Nurmber

Yenue Group

|ap_3s00E

o 7d:af:32:07: 74
o 7d:af:53: 24 20

Enable 9.

| FlexCannect w1

local
FlexConnect

monitor
Rogue Detector

Sniffar
Bridge :
SE-Connect b
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4. Make sure that the FlexConnect AP has some sub-interface present in its database, either via WLAN-VLAN Mapping

on a particular Flex AP or via configuring VLAN from a Flex group. In this example, VLAN 63 is configured in
WLAN-VLAN mapping on Flex AP.

MONITOR  WLANs CONTROLLER WIRELESS SECURITY
Wireless All APs > AP_3500E > VLAN Mappings
* Access Points
all APs AP Mame AP_3500E
w Radios
SO AL e Base Radio MAC  od:7d:4F:53:24 00
802.11b/g/n
Global Configuration WLAN YLAN
1d SS1D {1}
kA
dvanced 1 *Store 1° & 163
Mesh
RF Profiles

Centrally switched Wilans
FlexConnect Groups
FlanConnect ACLs WLAN Id SSID VLAN 1D

¥ 802118/n AP level VLAN ACL Mapping

» B02.11bjg/n

¥lan Id Ingress ACL Egress ACL
b Media Stream 63 P e
Country
Timers Group level VLAN ACL Mapping
b QoS ¥lan Id Ingress ACL Egress ACL g

5. In this example, VLAN 62 is configured on WLC as one of the dynamic interfaces and is not mapped to the WLAN
on the WLC. The WLAN on the WLC is mapped to Management VLAN (that is, VLAN 61).

CISCO MONITOR WLANs CONTROLLER WIRELESS SEC MAMAGEMENT  COMMANDS
Controller Interfaces
General
Inventory Interface Name VLAM Identifier 1P Address Interface Type Dynamic AP Management
Iatirinca 62 9.6.62.10 Dynamic | Disabled ]
Interface Groups 61 964612 Static Enabled

6. Associate a client to the WLAN configured in Step 1 on this Flex AP and return VLAN 62 from the AAA server. VLAN
62 is not present on this Flex AP, but it is present on the WLC as a dynamic interface so traffic will switch centrally
and the client will be assigned VLAN 62 on the WLC. In the output captured here, the client has been assigned VLAN
62 and Data Switching and Authentication are set to Central.
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FlexConnect VLAN Based Central Switching

Monitor Clients > Detail

Summary

*# Acceis Paoints

-

Cisco CleanAlr

Client Properties AP Properties
» Statistics
DF MAC Address 00:40-96:bA: &l :be AP Addrets o i Td Al 53 2400
r CDP
» i[h-l Adddress ]’JE.Z.'_JUI AP Name AP_3500E
b Rogues
IPvé Address AP Type BO2.11a
¥ Redundancy =
WLAN Profis ’ S‘Q re 1’
4 nats Switihs Cerdral
Multicast Diata Switcheng Cendral
Bumhericabion Ceriral
Status Assooated

Assooation 1D

A0Z 11 Authenboatosn

Reaton Code

Stabui Code

i
Open System
3

o

Chent Tyoe Begder CF Pollabde heot tmpdemerted
User Name betauier CF Pall Baguedt Moo | rrplemerted
Port Nurnbaer i Shori Presmble Kot Tropdemaerted
Interigoe dgn PBCC Wt [rmplemaented
I VLAN 1D 62 I Charnel Aglity Rt |rmplemented

Note: Observe that although WLAN is configured for Local Switching, the Data Switching field for this client is Central
based on the presence of a VLAN (that is, VLAN 62, which is returned from the AAA server, is not present in the AP
Database).

7. If another user associates to the same AP on this created WLAN and some VLAN is returned from the AAA server
which is not present on the AP as well as the WLC, traffic will switch centrally and the client will be assigned the
WLAN mapped interface on the WLC (that is, VLAN 61 in this example setup), because the WLAN is mapped to the
Management interface which is configured for VLAN 61.
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FlexConnect VLAN Based Central Switching

Chient Properties AP Properties
MALC Addiaii 00 A0 %6 b0 hie AP Addresd o (T Af B0 280
IH‘\'-I- Address 9.4.61.100 I AP Narme AP_YSOOE
Pvé Addrosy AP Typa a0Z.ila
WLAN Frofile Store 1
Chata Switching Central
Authent catan Cefdral
Stabes Assoosted
Agtacaten 1D 1
B0Z.11 Aushenticaban Dpen System
Ressan Code 3
Status Code J
Nort Trpe Regular CF Pollable Not Irmplemented
User Name betauser? CF Poll Reguest Mot lrmple mentad
PFort Number i shiort Presmble Mot lenple mentad
Interf gce T ] PBCC Mot lrmplermented
VLAN 1D il Channe| Agdity Mot lmplementsd

Note: Observe that although WLAN is configured for Local Switching, the Data Switching field for this client is Central
based on the presence of a VLAN. That is, VLAN 61, which is returned from the AAA server, is not present in the AP
Database but is also not present in the WLC database. As a result, the client is assigned a default interface
VLAN/Interface which is mapped to the WLAN. In this example, the WLAN is mapped to a management interface
(that is, VLAN 61) and so the client has received an IP address from VLAN 61.

8. If another user associates to it on this created WLAN and VLAN 63 is returned from the AAA server (which is present
on this Flex AP), the client will be assigned VLAN 63 and traffic will switch locally.

ents > Deta
Chant Properties AP Properties
MAC Address 00 d0:96: b & :be AP Address ol Tl 53 24 1w
I:D--l Address 9.4.61 I.{i-:ll AP Name AP_JSODE
Py Addresd AP Type B0Z.11a
wLAN Profis Store 1
Diata Swdehing Local
Authartcation Cantral

Limitations

B VLAN Based Central Switching is only supported on WLANs configured for Central Authentication and Local
Switching.

B The AP sub-interface (that is, VLAN Mapping) should be configured on the FlexConnect AP.

B RADIUS NAC is not supported when VLAN based central switching feature is turned on.
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FlexConnect ACL

FlexConnect ACL

With the introduction of ACLs on FlexConnect, there is a mechanism to cater to the need of access control at the
FlexConnect AP for protection and integrity of locally switched data traffic from the AP. FlexConnect ACLs are created
on the WLC and should then be configured with the VLAN present on the FlexConnect AP or FlexConnect Group using
VLAN-ACL mapping which will be for AAA override VLANs. These are then pushed to the AP.

ACL Rule on AP
acting as P2P Block

50406

Summary

B Create FlexConnect ACL on the controller.
B Apply the same on a VLAN present on FlexConnect AP under AP Level VLAN ACL mapping.

B Can be applied on a VLAN present in FlexConnect Group under VLAN-ACL mapping (generally done for AAA
overridden VLANSs).

B While applying ACL on VLAN, select the direction to be applied which will be “ingress”, “egress” or “ingress and

egress”.

Procedure
Complete these steps:

1. Create a FlexConnect ACL on the WLC. Navigate to WLC GUI > Security > Access Control List > FlexConnect
ACLs.

FlexConnect Access Control Lists Entries 0 - 0 of O New...

Acl MHame

350407

2. Click New.

3. Configure the ACL Name.
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FlexConnect ACL

Access Control Lists > New <Back | apply |

Access Control List Name  Flex-ACL-Ingress

150498

4. Click Apply.

5. Create rules for each ACL. In order to create rules, navigate to WLC GUI > Security > Access Control List >
FlexConnect ACLs, and click the above created ACL.

Access Control Lists > Edit <Back | _Addnew Rule |
Genaral
Aiccess List Hame Flex-ACL-Ingress
Destination Source  Dest
Seq Action Source IPfMask IP/Mask Protocel Port Port DsCP

10489

6. Click Add New Rule.

Access Control Lists > Rules > New < Back Apply
Sequance 1
1P Address Hetmiask
Source 1P dddress ¥ 0.0.0.0 0.0.0.0
N 1P Address Hetrnask
Destination 1P dddress w 0000 0000
Profecsl hiny v
D5CP Any -
2
Achion Deny W g
el

Note: Configure the rules as per the requirement. If the permit any rule is not configured at the end, there is an
implicit deny which will block all traffic.

7. Once the FlexConnect ACLs are created, it can be mapped for WLAN-VLAN mapping under individual FlexConnect
AP or can be applied on VLAN-ACL mapping on the FlexConnect Group.

8. Map FlexConnect ACL configured above at AP level for individual VLANs under VLAN mappings for individual
FlexConnect AP. Navigate to WLC GUI > Wireless > All AP, click the specific AP > FlexConnect tab > VLAN Mapping.
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FlexConnect ACL

All APs > AP3500 > VLAN Mappings

AP Name AP3500
Base Radio MAC  2c:3f:38:f6:938:b0

WLARN VLAN
Id SsSID 1D
1 Store 1 |1ﬂ'ﬂ |

Centrally switched Wians

WLAN Id SsSID VLAN ID

2 Store 3 NS
AP level VLAN ACL Mapping

Vian Id Ingress ACL Egress ACL

109 | Flex-ACL-Ingress v| | Flex-ACL-Egress v| g

9. FlexConnect ACL can also be applied on VLAN-ACL mapping in the FlexConnect Group. VLANs created under
VLAN-ACL mapping in FlexConnect Group are mainly used for dynamic VLAN override.

FlexConnect Groups > Edit "Store 1’

| General | Local Authentication. | ‘Imbge Upprade )| VLAN-ACL mapping

VLAN ACL Mapping

Vian Id o
Ingrass ACL  Flex-ACL-Egress

Egress ACL  Flex-ACL-Egress

Add|
Vian Id Ingress ACL Egress ACL
3 Flax-ACL-Ingress Flax-ACL-Egress =2 o
&
Ll

Limitations
B A maximum of 512 FlexConnect ACLs can be configured on WLC.
B Each individual ACL can be configured with 64 rules.
B A maximum of 32 ACLs can be mapped per FlexConnect Group or per FlexConnect AP.

B At any given point in time, there is a maximum of 16 VLANs and 32 ACLs on the FlexConnect AP.
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FlexConnect Split Tunneling

FlexConnect Split Tunneling

In WLC releases prior to 7.3, if a client connecting on a FlexConnect AP associated with a centrally switched WLAN needs
to send some traffic to a device present in the local site/network, they need to send traffic over CAPWAP to the WLC
and then get the same traffic back to the local site over CAPWAP or using some off-band connectivity.

From release 7.3 onwards, Split Tunneling introduces a mechanism by which the traffic sent by the client will be
classified based on packet contents using Flex ACL. Matching packets are switched locally from Flex AP and the rest of
the packets are centrally switched over CAPWAP.

The Split Tunneling functionality is an added advantage for OEAP AP setup where clients on a Corporate SSID can talk
to devices on a local network (printers, wired machine on a Remote LAN Port, or wireless devices on a Personal SSID)
directly without consuming WAN bandwidth by sending packets over CAPWAP. Split tunneling is not supported on OEAP
600 APs. Flex ACL can be created with rules in order to permit all the devices present at the local site/network. When
packets from a wireless client on the Corporate SSID matches the rules in Flex ACL configured on OEAP AP, that traffic
is switched locally and the rest of the traffic (that is, implicit deny traffic) will switch centrally over CAPWAP.

The Split Tunneling solution assumes that the subnet/VLAN associated with a client in the central site is not present in
the local site (that is, traffic for clients which receive an IP address from the subnet present on the central site will not be
able to switch locally). The Split Tunneling functionality is designed to switch traffic locally for subnets which belong to
the local site in order to avoid WAN bandwidth consumption. Traffic which matches the Flex ACL rules are switched
locally and NAT operation is performed changing the client’s source IP address to the Flex AP’s BVI interface IP address
which is routable at the local site/network.

i
Summary
B The Split Tunneling functionality is supported on WLANSs configured for Central Switching advertised by Flex APs
only.

B The DHCP required should be enabled on WLANSs configured for Split Tunneling.
B The Split Tunneling configuration is applied per WLAN configured for central switching on per Flex AP or for all the

Flex APs in a FlexConnect Group.

Procedure
Complete these steps:

1. Configure a WLAN for Central Switching (that is, Flex Local Switching should not be enabled).
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FlexConnect Split Tunneling

WLANSs > Edit

‘Store 1°

Allow AAA Override
Coverage Hole Detection

Enable Session Timeout

Aironet 1E

Diagnostic Channel
Override Interface ACL
PZP Blocking Action

Client Exclusion £

Maxirnum Allowed

] Enabled

Enabled

1800

Session Timeout (secs)
Mlenabled

Cenabled
[Disabled ]

Menabled -ED—I

Timeout Value (secs)

|

Clients & -

Static IP Tunneling 24 CJenabled

I\;‘:El-izjymmﬂ Clients Gisabled v]

Masimutaliowad E— Flex Local Switching

Clients Per AP Radio 200 | should not be enabled
FlexConnect

FlexConnect Local

Switching £ ] enabled é

2. Set the DHCP Addr. Assignment field to Required.

| WLANs > Edit 'Store 1’

Allow ARA Overnde [ Envabled
Coverags Hole Detection %] Enabled

Enable Sesnon Timsout E 1800
Session Tineout (secs)

dironat [E Flenstled
Diagnostic Channel Censbled
Ovemde Interface AL 1Pwd | Nene

3. Set AP Mode to FlexConnect.

DHCP
DHCP Server Ll overnde
{osce addr assipmert. 7] nequired]

Management Frame Protection (MFP)

76 [ None 1) MFP Client Protection £ | Opbenal ¥
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FlexConnect Split Tunneling

All APs > Details for AP_3500E

General | Credentials 1 Interfaces | ‘High Availability |

General

AP Mame

Location

AP MAC Address
Base Radio MAC
Adrnin Status

AP Mode

AP Sub Mode
Operational Status
Paort Number
Venue Group

AF_3500E

od:7d:4f: 3a:07: 74
od: 7d:af:53:24; 00
Enable v

[FlexCaonnect __»/
local

monitor
Rogue Detactor
Sniffer
Bridge
SE-Connect

4. Configure FlexConnect ACL with a permit rule for traffic which should be switched locally on the Central Switch
WLAN. In this example, the FlexConnect ACL rule is configured so it will alert ICMP traffic from all the clients which
are on the 9.6.61.0 subnet (that is, exist on the Central site) to 9.1.0.150 to be switched locally after the NAT
operation is applied on Flex AP. The rest of the traffic will hit an implicit deny rule and be switched centrally over

CAPWAP.

cisco

Access Control Lists » Edit

Wireless

= Access Points

General
w Fad

1ae &ocess List Name

Flex

-&CL

Seq Achen  Sawrce [P /Mask
b Rdvanced -
Y4400
Mesh L Pt a0
RF Profiles

Deytination

1P Mk Pratoc sl Sourie Part  Dedl Port oRCP
§.10.1%

eI - Les Any ay B

FlexConnedt Growps

5. This created FlexConnect ACL can be pushed as
all the Flex APs in a Flex Connect group.

a Split Tunnel ACL to individual Flex AP or can also be pushed to

6. Complete these steps in order to push Flex ACL as a Local Split ACL to individual Flex AP:

a. Click Local Split ACLs.
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FlexConnect Split Tunneling

CiIsco Wi CONTROLLER W] 55 SECURITY M ENT COMMANDS HELP
Wireless All APs > Details for AP_3500E
¥ ACE o | General | Credentials | Interfoces | High Availobility | Inventory | FlexComect | Advonced
w Radios
B0z AlaMm
B02.11b/
Glabal Configuration LB SUppOL ol
b advanced Hative VLAN D g?_ WLAN 5
Mesh FlexCannect Group Name Mot Configured
RF Profiles
PreAuthentication Access Control Lists
FlexConnect Groups s .
FlexCannect ACLs Extarnal Wabathantization ACLs

b. Select WLAN Id on which Split Tunnel feature should be enabled, choose Flex-ACL, and click Add.

All APs > AP_3500E > ACL Mappings

AP Name AP_3500E
Base Radio MAC  od:7d:4f:53:24:e0

Enter WLAN 1D on which Split
WLAN ACL Mapping / Tunnel should be enabled
WLAN 1d L] /

Local-Split ACL [ Flex-ACL ] TR
ic after
[add'| <y selecting Flex ACL

WLAN Id wWLAN Profile Name Local-Split ACL

c. Flex-ACL is pushed as Local-Split ACL to the Flex AP.
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FlexConnect Split Tunneling

All APs > AP_3500E > ACL Mappings

AP Name AP_3500E

Base Radio MAC  od:7d:4f:53:24:e0

WLAN ACL Mapping

WLAN 1d o |
Local-Split ACL | Flex-ACL ™|
Add
WLAN
Id WLAN Profile Name Local-split ACL
1 ‘store 1 | Flex-AcL v K&

7. Complete these steps in order to push Flex ACL as Local Split ACL to a FlexConnect Group:

a. Select the WLAN Id on which the Split Tunneling feature should be enabled. On the WLAN-ACL mapping tab,
select FlexConnect ACL from the FlexConnect Group where particular Flex APs are added, and click Add.

Wirsless FlexConnect Groups > Edit Flex Group

= Rcoess Points
Ak

Web Auth ACL Mapping Lacal Split ACL Mapping Estar WLAN 1D on wtch Spit
b Ndvanced | Tureal whoid ba weabled
WLAN 12 ] wLAN M
Meih
bkt & Tt A Foln aly | P AL -
M Profiles eihuth ACL Pl -ACL % Locel Sl ACL T 700 sk sdstiog
¥l BARECE Gruapi Lk | _Add | 4T, =
b A0Z11a/n LAN 14 Wk Profils foames Webleth AL WLAN WA Prafile Same Lwg afhplit &LL E

b. The Flex-ACL is pushed as LocalSplit ACL to Flex APs in that Flex group.

Wireless FlexConnect Groups > Edit Flex-Group

= Access Painiy

Tt ke e 1 st o, | e |

Web Auth ACL Mapping Local Split ACL Mapping

-

Advanced

Sesh WLAN I L] WLAN 1d (]

RF Profiles webduth 451 oAy ¥ el Spld &CL LUTE Sl

FlexC oenect Grougs ij EJ
b BOZ.11afn = WiLAN Id WA Frofde Mame WebAuth AL WiLAN [d "-ﬂ.h\ Frofile “ame Lecalaplt ALL L
b BO2.118/0/8 tecacy ¥ 8 §

Limitations

B Flex ACL rules should not be configured with permit/deny statement with same subnet as source and destination.
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Fault Tolerance

B Traffic on a Centrally Switched WLAN configured for Split Tunneling can be switched locally only when a wireless
client initiates traffic for a host present on the local site. If traffic is initiated by clients/host on a local site for wireless
clients on these configured WLANSs, it will not be able to reach the destination.

B Split Tunneling is not supported for Multicast/Broadcast traffic. Multicast/Broadcast traffic will switch centrally even
if it matches the Flex ACL.

Fault Tolerance
FlexConnect Fault Tolerance allows wireless access and services to branch clients when:
B FlexConnect Branch APs lose connectivity with the primary Flex 7500 controller.
B FlexConnect Branch APs are switching to the secondary Flex 7500 controller.
B FlexConnect Branch APs are re-establishing connection to the primary Flex 7500 controller.

FlexConnect Fault Tolerance, along with Local EAP as outlined above and PEAP/EAP-TLS authentication on FlexConnect
AP with release 7.5, together provide zero branch downtime during a network outage. This feature is enabled by default
and cannot be disabled. It requires no configuration on the controller or AP. However, to ensure Fault Tolerance works
smoothly and is applicable, this criteria should be maintained:

B WLAN ordering and configurations have to be identical across the primary and backup Flex 7500 controllers.
B VLAN mapping has to be identical across the primary and backup Flex 7500 controllers.
B Mobility domain name has to be identical across the primary and backup Flex 7500 controllers.

B |tis recommended to use Flex 7500 as both the primary and backup controllers.

Summary

B FlexConnect will not disconnect clients when the AP is connecting back to the same controller provided there is no
change in configuration on the controller.

B FlexConnect will not disconnect clients when connecting to the backup controller provided there is no change in
configuration and the backup controller is identical to the primary controller.

B FlexConnect will not reset its radios on connecting back to the primary controller provided there is no change in
configuration on the controller.

Limitations

B Supported only for FlexConnect with Central/Local Authentication with Local Switching.

B Centrally authenticated clients require full re-authentication if the client session timer expires before the FlexConnect
AP switches from Standalone to Connected mode.

B Flex 7500 primary and backup controllers must be in the same mobility domain.

Client Limit per WLAN

Along with traffic segmentation, the need for restricting the total client accessing the wireless services arises. For
example, limiting total Guest Clients from branch tunneling back to the Data Center.

In order to address this challenge, Cisco is introducing Client Limit per WLAN feature that can restrict the total clients
allowed on a per WLAN basis.
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Client Limit per WLAN

Primary Objective
B Set limits on maximum clients
B Operational ease
Note: This is not a form of QoS.

By default, the feature is disabled and does not force the limit.

Limitations

This feature does not enforce client limit when the FlexConnect is in Standalone state of operation.

WLC Configuration

Complete these steps:

1. Select the Centrally Switched WLAN ID 1 with SSID DataCenter. This WLAN was created during THE AP Group
creation. See Figure 7 on page 13.

2. Click the Advanced tab for WLAN ID 1.
3. Set the client limit value for the Maximum Allowed Clients text field.

4. Click Apply after the text field for Maximum Allowed Clients is set.

WLANSs > Edit

< Back

Apply

General | Security | QoS | Advanced

Allow ARA Override O enabled DHCP
Coverags Hols Detection ] Enabled DHCP Server O overnde
Enable Session Timeawt 1800

= Sassien Timeout (secs) DHCP Addr. Assignmest [ Reguired

Liroriet 1E FlEnabd

R . Enabied Fanagement Frame Protection (MFP)
Diagnostic Channel fsnoohd
IPv6 Ensbie £ O MFP Client Protection ¥ | Optional »

Creerride Inberface ACL None =
PIP Blocking Acthon

DTIM Period (in beacon intervals)

Dvsabled v
B02.11afn {1 - 255) 1

Timgout Vabue (s#C5) 02 11bvigin (1 - 285%) |1

ol

Client Exclusion &

[::H

Menatied

i Channel Scanning Defer

Soan Defer Prionty

Scan Defar
Time(msecs)

€

Feot Motes

3 Whan clignt &5

o1 E3IASE T

OO000BEEDO

100

2 WREAP Local Switching it nof supporfed with [Prec, CRANITE suthentioation
rrsot Vakae of pero mennd afinity (Wl regors BaEnINralve Swerride b0 Fé et srciuded clienti)

arfigured
n HEEAP Local Switching is snabled

KAC 00B State [ pnabied

Pasture State [ ensbled

Load Balancing and Band Select
Client Lead Balancing O

Client Band Select & O

350513

Default for Maximum Allowed Clients is set to 0, which implies there is no restriction and the feature is disabled.
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Client Limit per WLAN

NCS Configuration

In order to enable this feature from the NCS, go to Configure > Controllers > Controller IP > WLANs > WLAN
Configuration > WLAN Configuration Details.

WLAN Configuration Details @ 17
Configure = Controllers = 172.20,225,154 = WLAMs = WLAM Configuration = WLAM Configuration Details

General

Security oS

DHCP
FlexConnect Local Auth & Enahble
Learn Client IP Address Enahle DHCP Server
Session TirmeoLt Enable | 1800 | {secs) DHCP Address Assignment
Coverage Hole Detection Enahl
d fomn Management Frame Protectid
Airoret T8 Enable
IPug £ [ Enable : :
MFP Client Protection £
Diagnostic Charinel £ [1 Enable
MFP Wersion
Crverride Interface ACL [Pwa |NONE V|
IPw& |NONE v| Load Balancing and Band Sel
Peer to Peer Blocking @ |Disab|e V|
Wi Direct Clients Policy | Disabled v| Client Load Balancing
Client Exclusion 4 Enable Client Band Select

o e
u] I

Tirneout Value
MAC

IMaximum Clients @

350514

Configuration through Cisco Prime

In order to enable this feature from the Cisco Prime, go to Configure > Controllers > Controller IP > WLANs > WLAN
Configuration > WLAN Configuration Details.
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Peer-to-Peer Blocking

7' Home Monitor v  Configure ¥  Services ¥  Reports ¥  Administration | v
Security Qos HotSpot Policy Configuration
Ti F FlexConnect
O T oo e Ry
e WLAN Confiquntion Alronet IE # Enable FeCannect Local Auth | Enable
iy AP Groups ik D ~ Enable Learn Client TP Address + Eneble
Policy Confliguration - VLAN Based Central Switching Enable
& Diagnostic Channal 7 [ Enable
FlexConnect > - Central DHCP Processing Enable
Override Interface ACL Pvd [NONE =~ %]
Security 3 B | N&“E - - :‘I Owverride DNS Enable
LT NAT-PAT Enable
fosestonts *  Peerio Peer Blocking \7' | Disable ?) e
B02.11 » Wi-Fi Direct Cllents Policy | Disabled 3] DHCP Server ) Ovesride
802.118/n » Client Exclusion'.” # Enable DHCP Address Assignment @ Required
B02.11b/gfn 3 Timeout Value &0 {secs) Managemant Frama Protection (MFF)
Apphication Visibility And Control =~ » Flmum Clients ' L] I eSS ————1"n
i MFP Cliant Protection " [Enables %
Netflow >
Mobility Anchors a MFP Version 1
Load Baiancing and Band Select
Hesh ? Foreign Controlier Mappings 0 HAG SMreing Snc Banc e
ors *  Passive Qient C Enabie Oiient Load Balancing O Enable
Management ?  Off Channel Scanning Defer Cient Band Sedect ] Enable
Location » NAC
Defer Priori 01234567 —_—
Router Advertisment gy o neerPany alnfslal- - Is| NAC State | None %)
Scan Defer Tima T100 | (ma) Vaica
Redundancy » o : . @
- DTIM Periodh? Client Profiting &
3 . = = =
B02.11a/n (1-255) 1 {ms} DHCP Profiling O Enchle \n

Peer-to-Peer Blocking

In controller software releases prior to 7.2, peer-to-peer (P2P) blocking was only supported for central switching
WLANSs. Peer-to-peer blocking can be configured on WLAN with any of these three actions:

B Disabled - Disables peer-to-peer blocking and bridged traffic locally within the controller for clients in the same
subnet. This is the default value.

B Drop - Causes the controller to discard packets for clients in the same subnet.

B Forward Up-Stream - Causes the packet to be forwarded on the upstream VLAN. The devices above the controller
decide what action to take regarding the packet.

From release 7.2 onwards, peer-to-peer blocking is supported for clients associated on local switching WLAN. Per
WLAN, peer-to-peer configuration is pushed by the controller to FlexConnect AP.

-- Packets are
Dropped @ AP

AT
COUD

350615
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Peer-to-Peer Blocking

Summary
B Peer-to-peer Blocking is configured per WLAN
B Per WLAN, peer-to-peer blocking configuration is pushed by WLC to FlexConnect APs.
B Peer-to-peer blocking action configured as drop or upstream-forward on WLAN is treated as peer-to-peer blocking

enabled on FlexConnect AP.

Procedure

Complete these steps:

1. Enable peer-to-peer blocking action as Drop on WLAN configured for FlexConnect Local Switching.

WLANSs = Edit 'Storel’
w:m;qﬁiuwmeﬂ_

Airomet 1E [ enabied

Hanagament Frame Frotection (HFP)

Disgnostes Charnel [ eratiad
Overnds Imerfsce ACL 1Pvd | None IPwE | None W MER Chers Protectsen Cptionad
P2P Blockong Act:om Dwop w DTIM Period (in beacon inl %)

Clent Exclusion 4 =] a
1 Enabled 2. 11an (1 - 2
Timeout Value (secs) B802.11a/n (1 - 255)

Mamimuam Allgwed Chents 8 0 Ba2-11b/gMn (1 - 255) |1
Static 1P Tunneling L0 [ enabled HAL
Wi-Fi Durect Cliants Polbcy Disabled & MAC Stste | Mone w
Otf Channel Scanning Daler Load Bslancing and Band Select

= far Pricrty 2
Scan Defer Prignty B X T 3 4 S & 7T Chort Load Ralancing
oDoOoooEEBRO -
e e e Chent Band Select !

Scan Defer Tima A Passive Chiend
[meecs) —
Fasgrve Chent
FlaxConne t
Waobce

FlaxConnrect Local — | —
Ls«.-:n.n F =] Enabied Meca Sesdan SACOmng [ Enabled

350516

2. Once the P2P Blocking action is configured as Drop or Forward-Upstream on WLAN configured for local switching,
it is pushed from the WLC to the FlexConnect AP. The FlexConnect APs will store this information in the reap config
file in flash. With this, even when FlexConnect AP is in standalone mode, it can apply the P2P configuration on the
corresponding sub-interfaces.

Limitations

B InFlexConnect, solution P2P blocking configuration cannot be applied only to a particular FlexConnect AP or sub-set
of APs. It is applied to all FlexConnect APs that broadcast the SSID.

B Unified solution for central switching clients supports P2P upstream-forward. However, this will not be supported in
the FlexConnect solution. This is treated as P2P drop and client packets are dropped instead of forwarded to the
next network node.

B Unified solution for central switching clients supports P2P blocking for clients associated to different APs. However,

this solution targets only clients connected to the same AP. FlexConnect ACLs can be used as a workaround for this
limitation.
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AP Pre-Image Download

AP Pre-lmage Download

This feature allows the AP to download code while it is operational. The AP pre-image download is extremely useful in
reducing the network downtime during software maintenance or upgrades.

Summary
B Ease of software management

B Schedule per store upgrades: NCS or Cisco Prime is needed to accomplish this.

B Reduces downtime

Procedure
Complete these steps:
1. Upgrade the image on the primary and backup controllers.

Navigate under WLC GUI > Commands > Download File to start the download.

Download file to Controller
File Type Code ~
Transfer Mode TFTR %

Sarver Details
Maximum retries 19
Timecut (seconds) &
File Path =
File Name AE_SE00_T_0_112_52.aes g

2. Save the configurations on the controllers, but do not reboot the controller.
3. Issue the AP pre-image download command from the primary controller.

a. Navigate to WLC GUI > Wireless > Access Points > All APs and choose the access point to start pre-image
download.

b. Once the access point is chosen, click the Advanced tab.

c. Click Download Primary to initiate pre-image download.

AP Image Download

Parform a primary image Perform a backup
pre-download on this AP image pre-download on
this AP
Download Primary I Download Backup I

Perform a interchange of
both the images on this
ap

Interchange Image |

AB0518
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*Sep ﬂg[ﬁ: %LINK-3-UPDOWN: Interface DotllRadio0, changed state to up
Image not found in flash, predownloading.
examining image...!
extracting info (326 bytes)
Image info:

Version Suffix: k9w8-.wnbu_j_mr.201009101910

Image Name: c1250-k9w8-mx.wnbu_j_mr.201009101910

Version Directory: ¢1250-k9w8-mx.wnbu_j_mr.201009101910

Ios Image Size: 5530112

Total Image Size: 5550592

Image Feature: WIRELESS LAN|LWAPP

Image Family: C1250

Wireless Switch Management version : [ EKNGczNNE
Extracting files...
€1250-k9wB-mx.wnbu_j_mr.201009101910/ (directory) 0 (bytes)
extracting c1250-k9w8-mx.wnbu_j_mr.201009101910/c1250_avr_1.img (13696 bytes)!
extracting c1250-k9w8-mx.wnbu_j_mr.201009101910/W5.bin (17372 bytes)!
extracting c1250-k9w8-mx.wnbu_j_mr.201009101910/c1250-k9w8-mx .wnbu_j_mr.20100910
1910 (5322509 bytes)!!tli!!

(+]

*Sep 13 21:25:43.747: Loading file /c1250-pre| . . -
NI |

................................ -

350519

extracting €1250-k9w8-mx. wnbu_j_mr.201009101910/W2.bin (4848 bytes)!
extracting c1250-k9w8-mx.wnbu_j_mr.201009101910/info (326 bytes)

extracting c1250-k9w8-mx.wnbu_j_mr.201009101910/c1250_avr_2.img (10880 bytes)!
extracting info.ver (326 bytes)

New software image installed in flash:/c1250-k9w8-mx.wnbu_j_mr.201009101910
archive download: takes 138 seconds

10/c1250-k9w8-mx.wnbu_j_mr. 201009101910

Reading backup version from flash:/c1250-k9w8-mx.wnbu_j_mr.201009101910/c1250-k9 4

New backup software image installed in flash:/c1250-k9w8-mx.wnbu_j_mr. 2010091019;1
; <8
w8-mx.wnbu_j_mr.201009101910done. Jj |8

4. Reboot the controllers after all the AP images are downloaded.
The APs now fall back to Standalone mode until the controllers are rebooting.
Note: In Standalone mode, Fault Tolerance will keep Clients associated.

Once the controller is back, the APs automatically reboot with the pre-downloaded image. After rebooting, the APs
re-join the primary controller and resume client's services.

Limitations
®m  Works only with CAPWAP APs.

FlexConnect Smart AP Image Upgrade

The pre-image download feature reduces the downtime duration to a certain extent, but still all the FlexConnect APs
have to pre-download the respective AP images over the WAN link with higher latency.
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Efficient AP Image Upgrade will reduce the downtime for each FlexConnect AP. The basic idea is only one AP of each
AP model will download the image from the controller and will act as Primary/Server, and the rest of the APs of the same
model will work as Subordinate/Client and will pre-download the AP image from the primary. The distribution of AP

image from the server to the client will be on a local network and will not experience the latency of the WAN link. As a
result, the process will be faster.

Branch

AWoE

Summary

B Primary and Subordinate APs are selected for each AP Model per FlexConnect Group

B Primary downloads image from WLC
B Subordinate downloads image from Primary AP

B Reduces downtime and saves WAN bandwidth

Procedure

Complete these steps:
1. Upgrade the image on the controller.

2. Navigate to WLC GUI > Commands > Download File to begin the download.

Download file to Controller

File Type Ciaida
Transfer Mode TITE (%
Sarver Details

1® nddcess I

Maximum retries 10

Timeout (seconds} &

Filg Path

File Mame 507 21
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3. Save the configurations on the controllers, but do not reboot the controller.

4. Add the FlexConnect APs to FlexConnect Group.
5. Navigate to WLC GUI > Wireless > FlexConnect Groups, select FlexConnect Group > General tab > Add AP.

FlexConnect Groups > Edit "Store 1° <Back |
General | Local Authentication | Image Upgrade | VLAN-ACL mapping
Groop Name Store 1
FexConnect APs AR
Frimiany Fadus Server Mane “
Add AP
. o= Secondhy Radas Senver None b
| Seect APs from oarvert controller |V
| &5 Namsa AR50 v
Ethemat MAC
Add | &
= :

6. Check the FlexConnect AP Upgrade check box in order to achieve efficient AP image upgrade.

7. Navigate to WLC GUI > Wireless > FlexConnect Groups, select FlexConnect Group > Image Upgrade tab.

FlexConnect Groups > "Store 1’

General | Local Authentication | Image Upgrade | VLAN-ACL mapping |

FlexConnect AP Upgrade [ ]

FlexConnect Master APs

AP Name AF3500

Add Master

Master AP Name AP Model Manual

350524

8. The primary AP can be selected manually or automatically:

a. To manually select the primary AP, navigate to WLC GUI > Wireless > FlexConnect Groups, select FlexConnect
Group > Image Upgrade tab > FlexConnect Master APs, and select AP from the drop-down list, and click Add

Master.
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FlexConnect Groups > Edit

‘Store 1°

General | Local Authentication | Image Upgrade | VLAN-ACL mapping

FlexConnect AP Upgrade [v]
Slave Maxamum Retry Count

Upgrade Image

FlexConnect Master APs

AP Nimi APIS00

Backup ™

Haster AP Hame
APIE00

AP Model
€35001

HManual

350525

Note: Only one AP per model can be configured as primary AP. If primary AP is configured manually, the Manual field

will be updated as yes.

b. To automatically select primary AP, navigate to WLC GUI > Wireless > FlexConnect Groups, select FlexConnect
Group > Image Upgrade tab, and click FlexConnect Upgrade.

FlexConnect Groups > Edit "Store 1

Emal1l.nnlmluallcmhn|

FlexCennect AP Upgrade [+¥]
Slave Maximum Retry Count

Upgrade Image

FlexConnect Master APs

AP Name

__Add Master

AP3500-1

44

Backup |

Image Upgrade | VLAN-ACL mapping

__ FlexConnect Upgrade |

Masier AP Name
AP3500-1

AP Model
e35001

Manual

no

Note: If primary AP is selected automatically, the Manual field will be updated as no.

350526

9. To start efficient AP image upgrade for all the APs under a specific FlexConnect Group, click FlexConnect Upgrade.

10. Navigate to WLC GUI > Wireless > FlexConnect Groups, select FlexConnect group > Image Upgrade tab and then

click FlexConnect Upgrade.
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FlexConnect Groups > Edit "Store 1

General ' Local Authentication Image Upgrade | VLAN-ACL mapping

FlexConnect AP Upgrade

Slave Maximum Retry Count 44

Upgrade Image Primary % FlexConnect Upgrade J

150827

Note: Subordinate Maximum Retry Count is the number of attempts (44 by default) in which the subordinate AP will
make in order to download an image from the primary AP, after which it will fall back to download the image from
the WLC. It will make 20 attempts against WLC in order to download a new image after which the administrator has
to re-initiate the download process.

11. Once FlexConnect Upgrade is initiated, only the primary AP will download the image from the WLC. Under All AP
page, Upgrade Role will be updated as Master/Central which means primary AP has downloaded the image from
the WLC which is at the central location. The subordinate AP will download the image from the primary AP which is
at the local site and is the reason under All AP page Upgrade Role will be updated as Slave/Local.

12. To verify this, navigate to WLC GUI > Wireless.

Download Upgrade Role
AP Name AP Model AP MAC Status (Master/Slave)

o™
Fa

None

AIR-CAP3S021-A-K9

AIR-CAP3

Complete Slave/Local

AlR-CARISOY c4:71:fe:49:0d:5¢ Complete Master/Central

350528

13. Reboot the controllers after all the AP images are downloaded. The APs now fall back to Standalone mode until the
controllers are rebooting.

Note: In Standalone mode, Fault Tolerance will keep Clients associated.

Once the controller is back, the APs automatically reboot with the pre-downloaded image. After rebooting, the APs
re-join the primary controller and resume the client's services.

Limitations
B Primary AP selection is per FlexConnect Group and per AP model in each group.

B Only 3 subordinate APs of same model can upgrade simultaneously from their primary AP and rest of the subordinate
APs will use the random back-off timer to retry for the primary AP in order to download the AP image.

B In the instance that the subordinate AP fails to download the image from the primary AP for some reason, it will go
to the WLC in order to fetch the new image.

B This works only with CAPWAP APs.

B Smart AP image upgrade does not work when the primary AP is connected over CAPWAPV6.
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Auto Convert APs in FlexConnect Mode

The Flex 7500 provides these two options to convert the AP mode to FlexConnect:
B Manual mode

B Auto convert mode

Manual Mode
This mode is available on all the platforms and allows the change to take place only on per AP basis.
1. Navigate to WLC GUI > Wireless > All APs and choose the AP.
2. Select FlexConnect as the AP Mode, then click Apply.

3. Changing the AP mode causes the AP to reboot.

All APs > Details for AP3500

General | Credentials | Interfaces | High Availability |

. General
AP Mame AP3500
Location default location
AP MAC Address 00:22:90:e3:37:df
Base Radio MAC 00:22:bd:d1:71:30
Admin Status Dizable -
AP Mode local -
' AP Sub Mode

monitor
Rogue Detector
Port Mumber Sniffer
Bridge
SE-Connect

Operational Status

Venue Group
This option is also available on all the current WLC platforms.

Auto Convert Mode

B This feature is supported in Flex 7500, 8510, 8540 and 5520 controller.
(Cisco Controller) >config ap autoconvert ?
disable............ Disables auto conversion of unsupported mode APs to supported modes when AP joins

flexconnect........ Converts unsupported mode APs to flexconnect mode when AP joins monitor............ Converts
unsupported mode APs to monitor mode when AP joins

(Cisco Controller) >

1. The Auto-conversion feature is disabled by default, which can be verified by using this show command:

(Cisco Controller) >show ap autoconvert
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AP Autoconvert ........ccoeeeveeiiiieenieiniennns Disabled

Non-supported AP modes = Local Mode, Sniffer, Rogue Detector and Bridge.

AP Mode FlexConnect

local

AP Sub Mode s

Operational Status monitor

Rn_gue Detector
Port Mumber Sniffer

Bridge

Venue Group SE-Connect

This option is currently available only via CLlIs.
These CLlIs are available only on the WLC 7500.

2. Performing config ap autoconvert flexconnect CLI converts all the APs in the network with non-supported AP
mode to FlexConnect mode. Any APs that are already in FlexConnect or Monitor Mode are not affected.

(Cisco Controller) >config ap autoconvert flexconnect
(Cisco Controller) >show ap autoconvert

AP Autoconvert .........ccccooieiiiiiiiiiieeees FlexConnect
(Cisco Controller) >

3. Performing config ap autoconvert monitor CLI converts all the APs in the network with non-supported AP mode to
Monitor mode. Any APs that are already in FlexConnect or Monitor mode are not affected.

(Cisco Controller >config ap autoconvert monitor
(Cisco Controller) >show ap autoconvert
AP Autoconvert ........ccceeeeiieiiiiiiiniinnes Monitor

There is no option to perform both config ap autoconvert flexconnect and config ap autoconvert monitor at the same
time.

FlexConnect WGB/uWGB Support for Local Switching WLANSs

From release 7.3 onwards, WGB/uWGB and wired/wireless clients behind WGBs are supported and will work as normal
clients on WLANSs configured for local switching.

After association, WGB sends the IAPP messages for each of its wired/wireless clients, and Flex AP will behave as
follows:

B When Flex AP is in connected mode, it forwards all the IAPP messages to the controller and the controller will
process the IAPP messages the same as Local mode AP. Traffic for wired/wireless clients will be switched locally
from Flex APs.

B When AP is in standalone mode, it processes the IAPP messages, wired/wireless clients on the WGB must be able
to register and de-register. Upon transition to connected mode, Flex AP will send the information of wired clients
back to the controller. WGB will send registration messages three times when Flex AP transitions from Standalone
to Connected mode.

Wired/Wireless clients will inherit WGB’s configuration, which means no separate configuration like AAA authentication,
AAA override, and FlexConnect ACL is required for clients behind WGB.
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350831

Summary
B No special configuration is required on WLC in order to support WGB on Flex AP.
B Fault Tolerance is supported for WGB and clients behind WGB.

B WGB is supported on an I0S AP: 1240, 1130, 1140, 1260, 1600, 1250, 2600, and 3600.

Procedure
Complete these steps:

1. No special configuration is needed in order to enable WGB/uWGB support on FlexConnect APs for WLANs
configured for local switching as WGB. Also, clients behind WGB are treated as normal clients on local switching
configured WLANs by Flex APs. Enable FlexConnect Local Switching on a WLAN.

WLANSs > Edit "Store 1’

| General = Security | QoS | Advanced

allow aAs Override [l Enabled
Coverage Hole Detection Enabled

Enable Session Timeout 111800 :
Session Timeout (secs)

aironet 1E “lEnabled

Diagnostic Channal Clenabled

Override Interface ACL  IPva “an_e v IPv6 | None N.'i
P2P Blocking Action Disabled v

Client Exclusion 2 [@lenabled 52

Timeout Value (secs)
Maxirmurn Allowed n
Clients €
Static [P Tunneling 42 [lenabled

Wi-Fi Direct Clients

Policy | Disabled s

Maximum Allowed 200
Clients Per AP Radio !

Clear HotSpot
Configuration Clenabled
FlexConnect
FlexConnact Local o
[
. PR ] *! Enabled g
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2. Set AP Mode to FlexConnect.

All APs > Details for AP_3500E

General | Credentials | Interfaces | High Availability

General

AP Narme
Location

AP MAC Address
Base Radio MAC
Admin Status
AP Mode

AP Sub Mode

Operational Status

Port Number
Venue Group

|ap_3s00E

cd:7d:4f:38:07:74

o 7d:4fi53:24: 0

Enable

FlexConnect _ »|

local

Sniffar
Bridge

monitor
Rogue Detector

SE-Connect

|

Clients

Current Filter Mo

Chient MAL Addr AP Hame
BF_JS008
AP _T500€

Store 1

WLAM §81D Protocol Status Ath Port WGD
Blore 1 L1 Mgotisted  Yes 1 L]
Store 1 L1 Assohiated T 1 L]

AP JE000

Store 1

Seore 1 [T Assougted e 1 ved

4. To check the details for WGB, go to Monitor > Clients,
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Clients > Detail

Client Properties AP Properties
MAC Address ol Tdraf: Ja06:10 AP Address o Tdaf 53: 24100
Pvd Address P.4.483.002 AP Name AP_¥S00E
Pvik Address AP Trpe BO2 31an
WLAN Profile Store 1
Cusla Swicheng Locel
Auttentication Central
Shatus Adsociated
Assooaton ID 1
B802.11 Authenboabon Open System
Resson Code i
Statys Code 0
Chent Tyoe WGE CF Pollable Kot Implemented
Mumber of Wered Chentig) CF Poll Reguest Not [mplemented

5. To check the details of the wired/wireless clients behind WGB, go to Monitor > Clients, and select the client.

Clients > Detail

Client Properties AP Properties
MAC Address 00:50:b6:09:65:3b AP Address o 7d:4f:53:24:00
1Pvd Address GEEI100 AP Name AP_3S00E
IPvé Address AP Type 802.11a
WLAN Profile Store 1
Data Sveitcheng Local
Juthentication Central
Status Assocaated
Agsociation 1D 0
802.11 Authanbcabon Open System
Reason Code 1
Status Code 0
Chent Trpe WGE Client CF Pallable Hot Implemented
WGS MAC Address od: 7d:4f:3a:08:10 CF Poll Request Not Implemented

Limitations

B Wired clients behind WGB will always be on the same VLAN as WGN itself. Multiple VLAN support for clients behind
WGB is not supported on Flex AP for WLANSs configured for Local Switching.

B A maximum of 20 clients (wired/wireless) are supported behind WGB when associated to Flex AP on WLAN
configured for local switching. This number is the same as what we have today for WGB support on Local mode AP.

B Web Auth is not supported for clients behind WGB associated on WLANs configured for local switching.
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Support for an Increased Number of Radius Servers

Prior to release 7.4, the configuration of RADIUS servers at the FlexConnect Group was done from a global list of RADIUS
servers on the controller. The maximum number of RADIUS servers, which can be configured in this global list, is 17.
With an increasing number of branch offices, it is a requirement to be able to configure a RADIUS server per branch site.
In release 7.4 onwardes, it will be possible to configure Primary and Backup RADIUS servers per FlexConnect Group which
may or may not be part of the global list of 17 RADIUS authentication servers configured on the controller.

An AP specific configuration for the RADIUS servers will also be supported. The AP specific configuration will have
greater priority than the FlexConnect Group configuration.

The existing configuration command at the FlexConnect Group, which needs the index of the RADIUS server in the global
RADIUS server list on the controller, will be deprecated and replaced with a configuration command, which configures a
RADIUS server at the Flexconnect Group using the IP address of the server and shared secret.

Summary

B Support for configuration of Primary and Backup RADIUS servers per FlexConnect Group, which may or may not be
present in the global list of RADIUS authentication servers.

B The maximum number of unique RADIUS servers that can be added on a WLC is the number of FlexConnect Groups
that can be configured on a given platform times two. An example is one primary and one secondary RADIUS server
per FlexConnect Group.

B Software upgrade from a previous release to release 7.4 will not cause any RADIUS configuration loss.

B The deletion of the primary RADIUS server is allowed without having to deleting the secondary RADIUS server. This
is consistent with the present FlexConnect Group configuration for the RADIUS server.

Procedure

1. Mode of configuration prior to release 7.4.

A maximum of 17 RADIUS servers can be configured under the AAA Authentication configuration.

il
cIsco MONTIDE  Withs CONTROLLIE WISELISS GICURITY MARAGIMENT COMMANDS HEL®  JNEDGADN

il axax

..........

S ERS AL LR R R R RN
ooooooDOoOoOoOoOOoOoOODOO

ARz aLERER

350537

2. Primary and Secondary RADIUS servers can be associated with a FlexConnect Group using a drop-down list
comprising of RADIUS servers configured on the AAA Authentication page.
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Wirelaas FluaConhect Grosgm = B ‘abe - Sy |

5 sELiiajain

" vmdis Stream
Toariry
Tenars

b s

350538

3. Mode of configuration at FlexConnect Group in release 7.4.

Primary and Secondary RADIUS servers can be configured under the FlexConnect Group using an IP address, port
number and Shared Secret.

Wirsimas FleaCormct Groups > Bt e

st [ e o [ TSy St | ACL Moy 17 Covioet SR &

%
i

350538

Limitations
B Software downgrade from release 7.4 to a previous release will retain the configuration but with some limitations.

B Configuring a primary/secondary RADIUS server when a previous one is configured will cause the older entry to be
replaced by the new one.

Enhanced Local Mode (ELM)

ELM is supported on the FlexConnect solution. Refer to the best practices guide on ELM for more information.
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Guest Access Support in Flex 7500

Figure 12 Guest Access Support in Flex 7500
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Flex 7500 will allow and continue to support creation of EolP tunnel to your guest anchor controller in DMZ. For best
practices on the wireless guest access solution, refer to the Guest Deployment Guide.

Managing WLC 7500 with NCS

The management of the WLC 7500 from NCS is identical to Cisco's existing WLCs.
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ﬁ Monitor * Reports +  Configure -

Add Controllers
Configure = Conbrollers = Add Controllers

General Parameters

Add Format Type | Device Info
IP Addresses
Metwork Mask [255285 2550

[ werify Telnet/SSH Capabilities P

SNMP Parameters @@

Version |v2e
Retries j2
Timeout jiD
Community [private

Telnet/'SSH Parameters ‘¥

User Narme admin
Paszword [srenee
Confirm Password [seenee
Retries |3
Timeout |80
2[4 J Carcal
Controllers
g s Comtrafers
L EAddess Comts oty Marne T Lasution Seflmue Vornion
O wriaozzrgre & flrebasader OO P BAL18T
Beere———
O areplsrar & | 9588 Friary o0 y.0.012 58

|
| (ncs)
(sucs)
Telect & commard

tres |

L]

Wiy i-s oungy v P bl Sty Aardl Satun

mpdety Appchabie Lilweriscal

mokiity #eatabie el

For more information on managing WLC and discovering templates, refer to the Cisco Wireless Control System

Configuration Guide, Release 7.0.172.0.

Managing WLC 7500 with Cisco Prime

The management of the WLC 7500 from Cisco Prime is identical to Cisco's existing WLCs.
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¢ Home Monitor|*  Configure *  Services ¥  FReports *  Administration | v
Add Controllers
Configure = Contoles > Add Controllars
Add Format Type £
1P Addresses {comma-separated IP Addresses)
71 Wism Auto Add i
¥
Version | v2e s
Retries 2
SNMP Timeout 10 (secs)
Community ]
1
Protocol | Tetnet L
Usernamea admin
Password Errren
Confirm Passwond |y l
Talnet Timeout &0 [secs)
Add | | Cancal
-]
w
]
i
1]

Support for PEAP and EAP-TLS Authentication

FlexConnect AP can be configured as a RADIUS server for LEAP and EAP-FAST client authentication. In standalone mode
and also when local authentication feature is enabled on the WLANS, FlexConnect AP will do dot1x authentication on the
AP itself using the local radius. With controller release 7.5, PEAP and EAP-TLS EAP methods are also supported.

EAP-TLS

Certificate Generation for EAP-TLS

The following steps are needed on the WLC and the client in order to authenticate the client to the FlexConnect AP using
EAP-TLS authentication.

On WLC:

1. Generate device certificate for the WLC.

2. Get device certificate signed by CA server.

3. Generate CA certificate from the CA server.

4. Import device and CA certificate into the WLC in .pem format.
On Client:

1. Generate client certificate.
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2. Get client certificate signed by CA server.
3. Generate CA certificate from the CA server.

4. Install client and CA certificate on the client.

Detailed steps on how to accomplish the above steps are listed in Document-100590
(http://www.cisco.com/en/US/products/ps6366/products_configuration_example09186a008093f1b9.shtml)

Figure 13 Document 100590

Products & Seevices

Local EAP Authentication on the Wireless LAN Controller with EAP-FAST and LDAP Server
Configuration Example

Document ID; 100530

Contents

Wrodise tisn
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Configure

Hetwork Desgram
Configurations
=

o L 0
the Device Certificate omo the WL
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[Generale a Device Ceriicale for the Client
Ganerale the Root CA Certificate fof the Cliant

Configure LDAP Server
Creating Users on the Domain Controlier
Configure e User for LDAP Access
Using LOP 10 khentify the User Atribites
Configure Wireless Clieni
Varity
Troublesheot é
Cisco Support Community - Festured Conversations

Redated Information

Configuration of EAP-TLS on FlexConnect AP

1. Create WLAN for Local Switching and Local Authentication.

In the example below, two WLANSs have been created, one for EAP-TLS and the other for PEAP authentication

Figure 14 WLAN Configuration for PEAP and EAP-TLS

MONITOR  Wikds COMTROUER WRELESS SECURITY MANAGEMENT COMMANDS —MELR

FEEDBACK

S Mpee i ¢ Ftes 5
G Cairrant il [Ehasge Fater] [Oeae Pl _Craato bew 'ﬂ ~9!J
» Advanced
| WLAN ID Typa Profila Namae WLAN SSI1D Admin Status Security Policies
e duas S e
[ 4 WLAN a0 ] Erabled [#PAZ ]|t 802, 1] -]
s WLAN ciscawic-esgtis ctowic-earss Erabled [WPA2 ][ At BOZ. 1X)] n

350545

2. Enable FlexConnect Local Switching and FlexConnect Local Auth.
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Figure 15 WLANSs for Local Switching and Local Authentication
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3. Enable AP Local Authentication.

Check the Enable AP Local Authentication check box on the FlexConnect Groups edit page. Radius Servers on the
FlexConnect Group must be ‘Unconfigured’. If any RADIUS servers are configured on the FlexConnect Group, the

AP tries to authenticate the wireless clients using the RADIUS servers first. AP Local Authentication is attempted only
if no RADIUS servers are found, either because the RADIUS servers timed out or no RADIUS servers were configured.

Figure 16 FlexConnect Group Configuration for AP Local Authentication
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4. Selecting EAP methods will now have two more options, PEAP and EAP-TLS under the FlexConnect Group with the
existing LEAP and EAP-FAST options.

a. Current controller release supports downloading of EAP device and root (CA) certificates to the controller and
the same is stored in PEM format on the flash.
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Figure 17 Downloading Vendor Device Certificate
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Figure 18 Downloading Vendor CA Certificate
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b. With release 7.5, these certificates will be used for authenticating clients using EAP-TLS. Both the device and
root certificates will be downloaded to all the FlexConnect APs in the FlexConnect Group if the EAP-TLS method
is enabled, and the same is used at the AP to authenticate the clients.

c. When a new AP joins the group, certificates will be pushed to the AP along with other configurations. The user
has to download the EAP device and Root certificates to controller prior to enabling EAP-TLS on the FlexConnect
Group.

d. Upon receiving a certificate message from the controller, the AP will import these certificates, store them in
memory and use them for authenticating clients.

e. EAP TLS Certificate Download option is provided to push any updated certificates to the AP.
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Figure 19 Enabling PEAP and EAP TLS on AP Local Authentication under FlexConnect Group

FlexConnect Groups > Edit ‘abc'

General | Local Authentication | Image Upgrade | ACLMapping | Central DHCP | WLAN VLAN mapping

Local Users  Protocols
EAP Fast
Enable EAP Fast
Authenticationd

Server Key (in hex) [_Enable Auto key generation

{Confirm server key)
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"PEM-
Enable PEAP ol
Authenticationd —
EAP TLS
Enable EAP TLS o
Authenticationd —
EAP TLS Certifi g
downlouﬂim =2 i §
Certificate Files on AP
Four files are downloaded to the AP, when EAP-TLS is enabled.
B eapdev.pem.ca - This is the CA (root) certificate.
B eapdev.pem.crt -This is the public certificate of the device.
B eapdev.pem.prv -This is the RSA private key of the device.
B eapdevpwd - This is the password file to protect the private key.
Figure 20 Files Stored in the Flash on AP
3

Client Configuration

Configure the wireless profile for EAP-TLS by selecting EAP Type EAP-TLS and specifying the Trusted Root certificate
Authorities and the client certificate.
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Figure 21 Wireless Profile for EAP-TLS
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Figure 22 Validate Server Identity
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Once the client is connected, Server Based Authentication will reflect EAP-TLS.
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Figure 23 Client Authentication using EAP-TLS
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Client Certificates

The Trusted Root and Client Certificates can be viewed as follows (These are the certificates as generated earlier)

Figure 24 Certificates on Client
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Figure 25 Trusted Root (CA) Certificate on Client
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Figure 26 Trusted Client Certificate
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Show Commands

The EAP type of the client will be reflected on the WLC and can be seen in the output of show client detail.
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Figure 27 EAP Type for Client Authenticated using EAP-TLS
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EAP-PEAP

PEAP (EAP-MSCHAPv2 and EAP-GTC) EAP Type is supported with release 7.5 and Users need to be added on the WLC
as shown below. A maximum of 100 users can be added per FlexConnect Group.

User Creation

Figure 28 User Addition for Local Authentication
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Client Configuration
Selecting EAP Type EAP-MSCHAPvV2 or GTC can configure the wireless profile for EAP-PEAP.

Figure 29 Wireless Profile for EAP-PEAP (EAP-MSCHAPv2)
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Users created on the controller need to be configured on the client.

Figure 30 User Name and Password for PEAP
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Figure 31 Cisco Aironet Desktop Utility Profile Management
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Once the client is connected, Server Based Authentication will reflect PEAP(EAP-MSCHAPV2).

Figure 32 Client Authentication using PEAP(EAP-MSCHAPv2)
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Once the client is authenticated, the EAP Type can be seen under the Client Detail page.
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Figure 33 Web GUI Client Details
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The EAP type of the client will be reflected on the WLC and can be seen in the output of show client detail.

Figure 34 EAP Type of Client Authenticated using PEAP

CLI Support for PEAP and EAP-TLS on FlexConnect APs

Two new CLIs have been added to configure PEAP and EAP-TLS from the controller.
config flexconnect group <groupName> radius ap  peap <enable | disable>
config flexconnect group <groupName> radius ap  eap-tls <enable | disable>
A CLI for certificate download has been added as well.

config flexconnect group <groupName> radius ap eap-cert download
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Configurations at the AP can be seen from the console.

Figure 35 CLI Commands on AP Console

The following commands can be used to troubleshoot this feature:
debug eap all

debug aaa authentication

debug dot11 aaa authenticator all

debug aaa api

debug aaa subsys

debug dot11 aaa dispatcher

debug aaa protocol local

debug radius

debug aaa dead-criteria transaction

Guidelines
B FlexConnect AP should be in standalone mode or configured for Local authentication.

B Certificates must be present on the AP for EAP-TLS to work.

WLAN-VLAN mapping at FlexConnect Group Level
Prior to release 7.5, WLAN to VLAN mapping was done on a per AP basis.

With increasing number of APs in a deployment, there is a need to provide the capability of adding WLAN to VLAN maps
from the FlexConnect Group. This will be supported in release 7.5.
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This will push the WLAN to VLAN mapping to all the APs present in the FlexConnect Group. The FlexConnect level
configuration will have a higher precedence compared to the WLAN-VLAN mapping configured on the WLAN.

WLAN-VLAN Mapping Inheritance
®m  WLAN level WLAN-VLAN mapping has the lowest precedence.
B Higher precedence mapping will override the mapping of lower precedence
B AP level WLAN-VLAN mapping has the highest precedence
B On deletion of a higher precedence mapping, the next highest precedence mapping will take effect.
The following figure depicts the order of precedence as it refers to WLAN-VLAN mapping at the WLAN, FlexConnect
Group and at the AP.

Figure 36 Flow of Inheritance

GUI Configuration

1. Create WLAN for Local Switching

Figure 37 WLAN for Local Switching
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Figure 38 FlexConnect Local Switching
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The WLAN is mapped to the management VLAN 56.

Figure 39 WLAN Mapped to VLAN 56 Management Interface
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Figure 40 WLAN Mapped to VLAN 56 as Per WLAN-Specific Mapping
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When a client connects to this WLAN, it will get an IP in VLAN 56.

Figure 41 Clientin VLAN 56
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2. Create WLAN-VLAN mapping under FlexConnect Groups. This capability is the new feature in release 7.5.
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Figure 42 WLAN Mapped to VLAN 57 under FlexConnect Group

FlexConnect Groups > Edit "abc'
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WLAN-VLAN mappings can be viewed per AP from the VLAN Mappings page.

Figure 43 VLAN Mappings at AP
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In this example, the WLAN is mapped to VLAN 57 on the FlexConnect Group, since the Group-specific mappings take
precedence over WLAN-specific mappings.
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Figure 44 WLAN 1 Mapped to VLAN 57 as Per Group-Specific Configuration Inheritance
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The client is assigned an IP address in VLAN 57.

Figure 45 Clientin VLAN 57
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3. To create a WLAN-VLAN mapping at the AP, select Make AP Specific under VLAN Mappings.

Once this is done, the WLAN is mapped to VLAN 58 since AP-specific mappings take precedence over Group-specific
and WLAN-specific mappings.
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Figure 46 WLAN Mapped to VLAN 58 as Per AP-Specific Mapping Inheritance
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The client is assigned an IP address in VLAN 58.

Figure 47 Clientin VLAN 58
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| Advanced |

CLI Configuration

The following CLIs have been added as part of this feature:

B config flexconnect group <group> wlan-vlan wlan <wlan-id> add vlan <vlan-id>
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B config flexconnect group <group> wlan-vlan wlan <wlan-id> delete

B config ap flexconnect vlan remove wlan <wlan_id> <ap_name>

Figure 48 WLAN-VLAN Configuration at FlexConnect Group from CLI
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The command show flexconnect group detail can be used to see the WLAN-VLAN mapping for the FlexConnect Group

Figure 49 show flexconnect group detail Output

350581

The command show ap config general <AP name> can be used to view the WLAN-VLAN mappings per AP.
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Figure 50 show ap config general Output
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The following commands can be used to troubleshoot this feature:
On WLC:

B debug flexconnect wlan-vlan <enable | disable>

On AP:

B debug capwap flexconnect wlan-vlan

Guidelines
B The WLAN should be locally switched.

B The configuration will be pushed to the AP only if the WLAN is broadcasted on that AP.

VLAN Name Override for FlexConnect

This section provides information about the VLAN Name Override feature for FlexConnect introduced in release 8.1. This
section also explains the functionality and configuration, and provides deployment scenario examples of the new feature
on the FlexConnect APs and the controller.

Dynamic VLAN Assignment with RADIUS Server

In most WLAN systems, each WLAN has a static policy that applies to all clients associated with a Service Set Identifier
(SSID), or WLAN in the controller terminology. Although powerful, this method has limitations, because it requires clients
to associate with different SSIDs to inherit different QoS and security policies.

However, the Cisco WLAN solution supports identity networking. This allows the network to advertise a single SSID, but
allows specific users to inherit different QoS or security policies based on the user credential.

Dynamic VLAN assignment is one such feature that places a wireless user into a specific VLAN based on the credentials
supplied by the user. A RADIUS authentication server, such as CiscoSecure ACS or ISE, handles this task of assigning
users to a specific VLAN.

Dynamic VLAN Assignment is possible with FlexConnect branch deployments based on VLAN ID or VLAN Name for
central switching and based on VLAN ID only, for local switching WLANSs prior to this release. This release introduces the
feature that allows VLAN Name Override for FlexConnect Local Switching WLANSs as well.
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VLAN Name Override Overview

The VLAN Name Override feature is useful in deployments that have a single central radius authenticating multiple
branches. With hundreds of different branches, it becomes very difficult to standardize VLAN IDs across all sites and
requires a configuration that provides a unique VLAN Name mapped locally to a VLAN ID that can be different across
different branch locations.

This design involving different VLAN IDs across different sites is also useful from the sizing and scaling perspective to
limit the number of clients per Layer 2 broadcast domain.

Use Case Definition

To explain further the use case that this feature addresses, consider the following example.

Central Site

VLAN 20

Apylicason
Sy

Function VLAN ID
Engineering 11
Marketing 21
Function VLANID Sales £l
Enginearing 10 &
Mexkaling - VLAN 20
=
Sales 30 J does not
Remaote Site A . Remote Site B - exim

Remote Site A has three categories of users in the departments such as Engineering, Marketing, and Sales that need to
be mapped to different VLAN IDs. Engineering needs to be mapped to VLAN ID 10, marketing to 20, and Sales to 30.
Similarly, on Remote Site B, the same category of users needs to be mapped to VLAN ID 11, 21, and 31 respectively. All
client authentications happen centrally with the RADIUS server shared across all sites. Using AAA Override of VLAN ID
does not satisfy the requirement since a different set of VLAN IDs are present in each branch. For example, the RADIUS
server is configured to return VLAN ID 20 for marketing. When a marketing employee authenticates in Remote Site B,
VLAN 20 is not present in that branch and the user will be defaulted to the WLAN mapped VLAN ID for the FlexConnect
Group at that branch, thus breaking the requirement.

VLAN Mapping Design

VLAN Name to VLAN ID mappings allow the VLAN ID details to be abstracted out in the form of VLAN Name templates
that are applied to FlexConnect Groups. Each VLAN Name template contains up to 16 VLAN Name to VLAN ID mappings.
VLAN Name to ID mappings are pushed to the FlexConnect APs that are part of the FlexConnect Group, as long as the
corresponding VLAN ID is present on the FlexConnect Group, via a WLAN-VLAN or VLAN-ACL Mapping. Multiple VLAN
Names mapped to a single VLAN ID is possible, and the VLAN Name can have a maximum of 32 ASCII characters.

In the example considered in this section, VLAN Name to VLAN ID mapping template ‘Remote Site A’ is created and
applied to FlexConnect Group A. Similarly, VLAN Name to VLAN ID mapping template ‘Remote Site B’ is created and
applied to FlexConnect Group B. The mapping is pushed to the individual APs that are part of the FlexConnect Group.
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Solution - AAA Override of VLAN Name

The RADIUS Server is configured with the Airespace Attributes Aire-Interface-Name or IETF Attribute
Tunnel-Private-Group-ID to return a VLAN Name, instead of a VLAN ID.

For example, when VLAN Name “marketing” is returned to an AP in Remote Site A, a VLAN Name to VLAN ID mapping
lookup is done and the client is assigned to the corresponding VLAN ID. In Remote Site A, the client is assigned VLAN
ID 20, and in Remote Site B, the client is assigned VLAN ID 21 as shown in the following figure.

Central Site
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IETF Tunnel-Private-Group-ID

-

1 \- — - - ‘3

VLAN NAME="__ LY ol 1
Markating b /

Remote Site VLAN Name  VLAMID

Enginearing 1"
Markating 21
Sales a

a5 & vzt s TN

The benefit of using this approach is that the RADIUS Server only needs to be aware of the user function and logical
categorization of that user, and can be kept independent of the specifics of VLAN design within the branch itself.

B This feature supports both Central and Local Authentication with local switching WLANSs.

m If the AAA server returns multiple VLAN attributes, preference is given to the VLAN Name attribute.
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B Inthe event that Aire-Interface-Name and Tunnel-Private-Group-ID are both returned, the Tunnel-Private-Group-ID
attribute is given preference.

m If AAA server returns an unknown VLAN name attribute, the client is defaulted to the WLAN-VLAN ID mapping
present on the AP.

B This feature is also supported in the standalone mode.

Feature Configuration

This section provides step-by-step information on how to configure the features described in the following section.

Configuring Features

To configure the features, perform these steps:

1. From the controller GUI, choose WLANs > New to create a new WLAN. The New WLANs window is displayed. Enter
the WLAN ID and WLAN SSID information. You can enter any name to be the WLAN SSID. Click Apply to go to the
Edit window of the WLAN.

2. Configure the WLAN for WPA2 Layer 2 Security and AAA Server information. It is the job of the RADIUS server to
assign a wireless client to a specific VLAN Name upon successful authentication.

WLANs > Edit 'jk-aaa-ca’

General | Security | QoS | Policy-Mapping [ Advanced
Layer 2 | Layer 3 | AMAA Servers
Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface Enabled

Authentication Servers Accounting Servers EAP Parameters
™ Enabled ™ Enabled Enable

Server 1 IP:9.1.0.101, Port: 1812 = None =

Server 2 Nane S Nome =

Server 3 | None : || None

Server 4 | None : || None 3

Server 5 | None : || None 3

Server 6 | None : || None

Radius Server Accounting

Interim Update

LDAP Servers

3. Configure the WLAN for FlexConnect Local Switching in the Advanced tab.

20



Flex 7500 Wireless Branch Controller Deployment Guide

VLAN Name Override for FlexConnect

MONITOR WLANs CONTROLLER WJIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANs > Edit '|k-aaa-ca’
+ WLANS s ——— —  ——
adugsins | General | Security | QoS | Policy-Mapping | Advanced
. — NAC
F Advanced Clear HotSpat Configuration Enabled
MAC State | None =
Chent user kdle timeout]15-100000) =
Load Balancing and Band Select
Chent uscr ke threshold (0-10000000) © Bytes -

Client Load Balancing
Client Band Select

Radius NAT-Realm

Off Channel Scanning Defer
Passive Client
Scan Defer Priority 012345067

Cicd Passive Client
- Volon
Scan Defer Time(msecs) 100 R —— — —
FlaxConnadt Media Session Snoaping Enabiled
== — = = Re-anchor Reamed Vesce Clients Enabled
FexCaonnect Local & Enabied ]
Switching & KTS based CAC Policy | Enabled
FlexConnect Local Auth &3 Enabled Radius Client Prafiling
Learn Clignt 1P Address § a Enabled DHCP Profiling
HTTP Profil
Vian hr:;irl:entlal Enahiad g
Local Cliant Prafiling
| P Pr i Enabled
Central DHCF Processing Prafiling
|I
Override DNS _| Enabled Profling -
naT AT L.

4. Check the Allow AAA Override check box to override the WLC and FlexConnect Group configurations by the
RADIUS server.

MONITOR WLANs CONTROLLER W]JRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANs > Edit 'jk-ana-ca’
~ WLANs : =34 : £

WLANS | General | Security | QoS | Policy-Mapping | Advanced
b Advanced

[Fiow K overviae gm;ng t: DHEP
Coverage Hale Detectan " DHCP Server | Override

Enable Session Timeaut 8 1800

Session Timeout (Secs) DHCP Addr, Assignment Raguired
i nabled
Airanet IE e ain
Diagnostic Channgl 18 _|Enabled
Override Interface ACL 1Pud | Nore : 1PvE | Nome : Spiit Tunnel L} Enabled
Layer2 Acl Hane @
Managemant Frame Protection (MFP)
PP Blocking Action Oisabied :
Chent Bachislon & #enabled 590 MFP Client Protection 4 | Optional
Timeout Value (secs) 7
Maximum Allowed Clients § [ DTIM Paricd (in baacan intervals)
Static IP Tunneling 1I Enabied
Maeea e 802.11a/n {1 - 288) 1
Wi-Fi Direct Clents Palicy Disabled B02.11b/g/n (1 - 255) 1
Maximum Allowad Clignts Per AP Radio 200 NAC
Clear HotSpot Configuration Enabled — -
NAC State | None
Client user idle timeout{15-100000)
Load Balancing and Band Salect

Flinak senr ldle frrachold (M TAARKMANY 0 Flutec

5. Click Apply.

6. Connect two access points to the WLC and convert them to FlexConnect mode.
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Configuration Pl Log

MONITOR  WLANS CONTROLLER WIRELESS SECURITY MaN
Wirnloss All APs Entries 1-2 &
¥ Access Foints Cusrent Filter Mooe |Shange Fiter) [Sear Fikpr]
AN APs
= Radios
8021 bafn/ne Number of APs 2
BOZ.11higin
Dunl-Band Radios
Gilnisal Confguration Gparatianal
¥ Advenced AP Name 1P Addross{ipvd fTpwi) AP Model AP MAC AP Up Time Admin Status  Status
APYETI cptl, Tugy 9.10.37.100 ATR-CARIGOI1-4-K9 0d, 00RSEmSas Enabled REG
BP-2507 9.10.37.100 AIR-CAP26021-4-K9 04, 00RSEmISs Disabled REG
RF Profiles
FlexConnect Groups
PaxConnect ACLs
FlexConnect VLAN
Templates
OEAP ACLs

el

cClisco MOMITOR WLANs CONTROLLER 'WIRELESS SECURITY MANAGEMENT OCOMMANDS HELP FEEDBACK
Wiraless All APs > Datails for AP-2602
w  Accass Points = . — ek ’ e . ==
Al APs. General | Credentials | Interfaces | High Availability | ¥ | FlexConnect | Advanced
=« Radoy
BOZ. 1lafnfac
BO0Z.11h/g/n General Versions
Bunl-Band Radios
Giobal Configuration AP Name AP-2602 Primary Software Version i L
f
b ancad Location default location Backup Softwarn Version
AP MAC Address 44:25:03:9a:8a: 30 Predownioad Stetus
Base Radio MAC 3cioe:THila124:40 Predownloaded Version Mone
RF Profiles
Ademin Status Disable @ Predownload Next Retry Time  NA
FlaxConnect Groups =
PenConnect ACLs AP Moce FlenConngo : Predowrnlosd Ratry Count NA
PlexCannect VLAN AP Sub Mode 4 Boot Versien 12.4.25.0
Templates
o Re Operatianal Status REG 105 Versian IS 00411190641 29)4
Pt Number ] Mini 105 Varmion T.2.104.6
Metwaork Lists :
Wenue Group Unspecified 3 IP Canfig
b B02.11a/n/ ac =
+ 802.41b/a/n Aeem Ty eeapes CAPWAP Preferred Made 1pw4 [Global Config)
Nenus Neme DHCP [pvd Agdress 9.10.37.101
¥ Media Stream Lang
i Visibliity " Static IP (Ipvd/lpwE)
Application Network Spectrism
[ ] And Control e oy E4BBALATIONS 1486903405001 2601908
Tima Statistics

7. Create two FlexConnect Groups under Wireless > FlexConnect Groups > New.

MONITOR

WLANS

SECURITY MANAGEMENT

COMMANDS

HELP FEEDBACK

+ Access Points
All APs
- Radios
BO2.11a/n/ac
BOZ.11byg/n
Dual-Band Radios
Global Configuration

¢ Advanced
Mesh
RF Profiles

FlexCannect ACLs
FlexConnect VLAN
Templates

OEAP ACLs

FlexConnect Groups > New

Groug Name

FlexConnect Groups *

CONTROLLER ~ WIRELESS

\

8. Click Apply.
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In this example, FlexGroupA and FlexGroupB have been created for the Remote Sites A and B as explained in the use
case study.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS HELP FEEDBACK

Wireless FlexConnect Groups ’
+ Access Points
Al APg
= Radios Bross iy
BO2.11a/nfac HexGroupd Q
B02.11b/g/n FAexGrouo® [~}

Dual-Band Radios
Global Configuration

¥ Advanced
Mesh
RF Profiles

FlexConnect Groups '*
FlexConnect ACLs

FlexConnect VLAN

Templates

OEAP ACLs
Network Lists
» BOZ.1ia/n/fac

9. Click the FlexConnect Group name to edit. Assign one AP each to the FlexConnect Groups under FlexConnect
Groups > Edit FlexConnect Group Name > General.

FlexConnect Groups > Edit ‘FlexGroupA'

General | Local Authentication | Image Upgrade | ACL Mapping | Central DHCP | WLAN VLAN mapping |

Group Name FlexGroupd
VLAN Template Name Remote Site A =
Enable AP Local Authenticationd

Application Visibility Disuble
FlexConnect APs AAA

Add AP I Server Ip Address

AP MAC Address AP Name Status Server Type il B
18:72:00:60:70:59 APIBT2.enE0.7e80 Assaciated B Shared Secret

/ Confirm Shared Secret
Port Number 1812

nsd

Server Type Address Port
UnConfigured Unconfigured o [ -]
UnConfigured Unconfigured o [~}
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FlexConnect Groups > Edit 'FlexGroupB’

General | Local Authentication | Image Upgrade | ACL Mapping | Central DHCP | WLAN VLAN mapping |

Group Name FlexGroupB
VLAN Template Hame Rernote Site B £

Enable AP Local Authanticationd

Application Visibility Disable
FlexConnect APs ARA
Add AP Server Ip Address
AP MAC Address AP Name Status Server Type Primary
44:20:03:98:88: 31 AP-2602 Azsociated [ -] Shared Secret
Confirm Shared Secret
Part Number 1512
Add
Server Type Address Part
UnConfigured Unconfigured (1] [~]
UnConfigured Unconfigured [} [~]

10. Click Apply.

11. Assign VLANSs specific to each site on the FlexConnect Groups under FlexConnect Groups > Edit FlexConnect
Group Name > ACL Mapping > AAA VLAN-ACL mapping.

In this example VLAN 37, 38 are assigned to Remote Site A and VLAN 37, 39 are assigned to Remote Site B.

FlexConnect Groups > Edit 'FlexGroupA'

| Ganeral

Local Authentication | Image Upgrade | ACL Mapping | Central DHCP | WLAN VLAN mapping

AAA VLAN-ACL mapping | WLAN-ACL mapping | Policies

AAA VLAN ACL Mapping

Vian Id L]
Ingress ACL | none B

Egress ACL | none 3

Add
Vian Id Ingress ACL Egress ACL
a7 none 3 none 3 a
g none & none s [~}
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FlexConnect Groups > Edit ‘FlexGroupB'

|' General | Local Authentication | Image Upgrade | ACL Mapping | Central DHCP | WLAN VLAN mapping |

AAA VLAN-ACL mapping | WLAN-ACL mapping | Policies

AAA VLAN ACL Mapping

vian Id L]
Ingress ACL | adll
Egress ACL | agll

Add |
=
Vian Id Ingress ACL Egress ACL
37 none B none ™ a
39 none " nare i a

12. Click Apply.

VLAN Name Mapping

Creating VLAN Name Template

13. Create a VLAN Name template under Wireless > FlexConnect Groups > FlexConnect VLAN Templates > New.

aleali Saye Configuration  Bing  Logout Refresh

CISCo MONITOR  WiANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless FlexConnect VLAN Template List [ | Ihn...l

* Access Points
All APg
« Radios
B3 11a/n/ac
802.11bfg/n
Dual-Bard Radios
Glabal Canfiguration

b Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs
FlexConnect VLAN

Templates h

DEAP ACLs

VLAN Templates Status

14. Click Apply.

In this example, the template is called Remote Site A. Observe that the status of the template is Modified.
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il I 1al l LI}
CIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless FlexConnect VLAN Template List
* Access Points
AN APg
- Radics VLAN Templates Status
BO2. 1158/ n/ac RampteSiteA mModified B
BOZ. 11bSg/m

Dual-Band Radios
Global Configuration

b Advanced
Mesh
RF Profiles

FlexConnect Grou ps
FexConnect ACLs

RexConnect WLAN h
Tim21i'|==

15. Click the template to edit it and then click the New Mapping button to add the VLAN Name to VLAN ID mappings.

alraln Saye Configurstion  Ping  Logout Refresh
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HMELP FEEDBACK

A Home
Wiraless VLAN Template > Edit il Ml
bt :T::Pdnh WLAN Template Name  RemoteSiea

« Radios

I'Iﬂ.}.i1n,n’.1.'qe. — o
Dusi-Band Radios 14 Mome 14
Giobail Cenfiguration
¥ Advanced
Mash
RF Profiles

FlexConnect Groups
FlexConnect ACLs
FMlexConnact VLAN
Tempiates.

DEAP ACLs

16. Add the VLAN Name to VLAN ID Mapping and click Apply. In this example, VLAN Name marketing is mapped to
VLAN ID 38.

VLAN Template > Maps > New < Back | Apply

VLAN Name 'markeﬂng
VLAN ID 8

17. On the VLAN Template > Edit page, click Apply All.
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Wireless VLAN Template > Edit
w Access Points
All APs
w Radios
B02.11a/n/ac
BOZ.11b/g/n 1d
Dual-Band Radics 1
Global Configuration

b Advanced
Mash
RF Profiles

FlexConnect Groups
FlexConnect ACLS
FlaxConnect VLAN
Templates

OEAP ACLs
Mebwork Lists

RemoteSited
Madified

VLAN Template Name
Status

VLAN Name VLAM Id

marketing 3B

< Back New Mapping |

The status of the template changes to Applied.

Note: In order for the mapping to be pushed to the FlexConnect APs, the state of the template should be Applied. If the

state is Modified, changes can be made to the template but they will not be pushed to the FlexConnect APs.

MONITOR  WLANS

CONTROLLER  WIRELESS

SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless VLAN Template > Edit

= Access Points
All APg
= Radios

BOZ.11a/rfac
B02.11b/g/n 1d

VLAN Tomplate Name  Romobe Site A
[Status Applied |

VLAN Mama

Dual-Band Radios I 1
Giabal Configuration

marketing e

v Advanced
Mesh
RF Profiles
FlexConnect Groups

FlexConnect ACLS

PexCannect VLAN
Templates

OEAP ACLs

Natwork Lists
» B0Z.11a/nfac
¥ 802.11bfa/n
} Media Stream

Application Visibility

" and Control

Lync Server

18. Similarly, create a VLAN Template for Remote Site B with VLAN Name marketing mapped to VLAN ID 39.

97



Flex 7500 Wireless Branch Controller Deployment Guide

VLAN Name Override for FlexConnect

|Il.t|||l

cIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless VLAN Template > Edit

« Access Points
All APs
= Radios
BO2.11a/nfac
B02.11b/a/n Id  VLAN Nama WVLAN 1d
Dunl-Band Radios [T marketng EC) (-] |
Global Configuration

» Advanced

| Status Applied

Mesh
RF Profiles

FlexConnect Groups
FexConnect ACLs
FlexConnact VLAN
Templates

OEAP ACLs
Network Lists

19. Make sure that both the templates are created and the status is Applied.

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wircless FlexConnect VLAN Template List \
* Access Points
A VLAN Templates Status
= Radics
B02.11a/n/nc Remole Site A& Applied (=]
b Bemote Site Applied -]

Dual-Band Radios
Global Configuration

F Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

et W—
OEAF ACLs
Network Lists

» BOZ.1la/n/ac

» BO2.11b/g/n

¥ Media Stream

Application Visibllity
And Control

Copying VLAN Name Template (Optional)

You can copy the VLAN Name templates to create a duplicate template. To copy the template, perform these steps:

20. Click the Copy button under Wireless > FlexConnect Groups > FlexConnect VLAN Templates.
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alna]n Saye Configuration P

CISco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELF FEEDBACK
Wirzloss FlexConnect VLAN Template List New... Copv,-. I
* Access Points
All AP
bk VLAN Templates Status
8021 1a/n/ o< Bompte San & Applied ~]
802.11hyg/n —
Cual-Band Radios Bamgte S48 B Applind 2

Glabal Configuration
» Advanced

Maih

RF Profiles

FlexConnect Groups
FlexCornect ACLs
FlaxConnact VLAN
Tempistes

21. In the VLAN Template Name field, enter the destination template name. From the Existing VLAN Template
drop-down menu, select the source template name.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless Flax Connect VLAN Template > Copy
w Access Points
All AP
* Radios VLAN Template Name
B02.118/n/sc
802.11b/g/n

Dual-Band Radios Existing VLAN Templates ' "7
Glabal Configuration

b Advanced Copy...
Mash
RF Profiles

FlexConnect Groups
FaxConnect ACLS
FexConnact VLAN
Templates

DEAP ACL=

22. Click Copy.

In this example, Remote Site B template is copied to Remote Site C since the sites B and C have the same VLAN Name
to VLAN ID mapping requirements.
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CIsCO MONITOR WLANs CONTROLLER W]RELESS

SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless Flex Connect VLAN Template > Copy
* Access Polnts

All APs

*:Radios VLAN Template Name Remote Site C
BO2.11a/n/ac

BO2.11b/g/n -
Dual-Band Radios Existing VLAN Templates [Remote Sie’s
Glabal Configuratsan
b Advanced Copy-- I \

Mesh
RF Profiles

FlexConnect Groups
FexConnect ACLs
FlexConnect VLAN
Templates

FlexConnect VLAN Template List

VLAN Templates

Status
Remote Site & Applied B
Remote Site B Applied [+

Remote Site C

Modified [~ | ‘\

Assigning VLAN Name Template

The VLAN Templates created must be applied to the respective FlexConnect Groups. To do this, perform these steps:

23. Under FlexConnect Groups > Edit FlexConnect Group Name > General, assign VLAN Template Name from the
drop-down menu.

In this example, Template Remote Site A is assigned to FlexGroupA and Template Remote Site B is assigned to
FlexGroupB.
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FlexConnect Groups > Edit

Group Name

"FlexGroupA'

FlexGrouph

I.vl.Ak Template Name

Remote Site A ]

Enable AP Local Authentication?

Application Visibility
FlexConnect APs

Add AP

AP MAC Address
18:72:02:60:7e:89

Cisable

AP Name Status
APIBT2.ca60.7eBS

Associated

General | Local Authentication | Image Upgrade | ACLMapping | Central DHCP | WLAN VLAN mapping |

AAA

Server Ip Address

Server Type Primary

[~ | Shared Secret

Confirm Shared Secret

Port Number 1612

add |

Server Typa Address Port
UnConfigured Unconfigured o [~ ]
UnConfigured Unconfigured ] [~}
FlexConnect Groups > Edit 'FlexGroupB'
General | Lecal Authentication l Image Upgrade l ACL Mapping [ Central DHCP l WLAN VLAN mapping
Group Name FlexGroupB
I' VLAN Template Name Remote Sie8 < | |
Enable AP Local Authanticationd L
Application Visibility Disable
FlexConnect APs ARA
Add AP Server Ip Address
AP MAC Address AP Hame Status Server Type Primary
44:2b:03:98:85:3 AP-2602 Associated Shared Secret
Confirm Shared Secret
Port Number 1812
_Add |
Server Type Address Part
UnConfigured Unconfigured (1] [~]
UnConfigured Unconfigured [} [~]

24. Click Apply.

Verifying VLAN Name Mappings on FlexConnect AP

To verify that the VLAN Mappings are pushed to the FlexConnect APs, perform these steps:

25. Check the VLAN Template Name under Wireless > All APs > Details > FlexConnect.
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MONITOR  WLANs CONTROLLER SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

WIRELESS

Wireless

-

Access Points
All APs
= Redas
BO2.11a/nfac
BO2.11k/g/n
Dual-Band Radies
Global Configuration

Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnact ACLE
FlexConnect VLAN
Termpiates
DEAP ACLs
Network Lists

¢ 802.11a/nfac

» 802.11bfg/n

¥ Media Stream

All APs > Details for APf872.ea60.7e88

. General | Credentials | Interfaces | High Availability = Inventory @ FlexConnect | Advanced

VLAN Support 4
Hative VLAN 1D a7 VLAN Mappings
FexConnect Group Name FexGroupA

Eumi Temglate Name Remote Site A I

fial i

ﬁlﬂuumlimion Accoss Control Lists

Exteral iWehAushentication ACLS
Lasal Sl ACLs
Cemsml DHEP Prectssing

Lavers ACLs

OfficeExtand AP

26. Click the VLAN Name Id Mappings link to verify the individual mappings.

alali
cIsco

MONITOR MANAGEMENT COMMANDS HELP FEEDBACK

WLANs CONTROLLER WIRELESS SECURITY

Wireless

w Access Points
All APs
= Radins
B02.11anfac
BO2.11bfgin
Dual-Band Radios
Giobal Configuration

¢ Advanced
Mesh
RF Profiles
FlexConnoct Groups

FlexConnect ACLs
FlexConnect VLAN
Templates

All APs > APf872.ea60.7e89 > VLAN Name ID Mappings

APIET2.e860. 7289
eciel:a®:B0:6b:a0

AP Nama
Base Radio MAC

VLAN Id
38

Id VLAN Name

1 marketing

27. Similarly, verify the mapp

ings for the other FlexConnect AP in FlexGroupB.

MONITOR  WLAMNs CONTROLLER FEEDBACK

WIRELESS SECURITY MAMAGEMENT COMMANDS HELP

Wirsless
= Access Points
All Py
= Radios
BOZ.11a/nfac
BO2. 1 1bg/n
Dual-Band Radios
Global Configuration

b Advanced
Hesh
RF Profiles

FlexConnect Groups
FlexCannect ACLE
FlexConnect VLAN
Tempintes

OEAP ACLs

Ligie

All APs > Details for AP-2602

| General | Credentials | Interfaces | High Avallability | Inventory | FlexConnect | Advanced

VLAN Support o
Native VLAN 1D £ VAN "'““"'i
FlexConnect Group Mame FlexGroup8
| vian Templste Name Remote Sne B ||
YiaN Name [d Moppings -

uthenticstion Access Control Lists

Eatemal Wekabeniaiion ACLY

i SoliE A
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MONITOR  WLANs

Wireless

= Access Peints
All APy
w Radics
BOZ.11afn/mc
B02.11h/g/n
Dual-Band Radios
Global Configuration
¢ Advanced
Mesh
RF Profilas

FlexConnect Groups
FlexConnact ACLE
FlexConnect VLAN
Templates

OEAP ACLs
Network Lists

CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

All APs > AP-2602 > VLAN Name ID Mappings

AP Nama AP-2602
Dase Radio MAC  3ciee:73:1a:24:40

id VLAMN Name VLAN Td

1 marketing »

Thus, VLAN Name marketing is mapped to VLAN ID 38 in Remote Site A and to VLAN ID 39 in Remote Site B.

RADIUS Server Configuration

The following screenshot is from Cisco ACS 5.3. Cisco ACS or Cisco ISE can be used as the AAA RADIUS Server.
Configure the user details under Policy Elements > Authorization and Permissions > Network Access > Authorization
Profiles and add Tunnel-Private-Group-ID or Aire-Interface-Name attribute to reflect VLAN Name marketing.

i

cisco Cisco

&
s

& Policy Eloments

Policy Elomanis > Authorization and Permissions > Natwork Access > Aushorizaton Profios > Edit: “Jeakuman™

B oo Toss I

Comman Tasks Attrbules

| Atiributs Type Value
(T Typ Tagped Enum [TA]VLAN
Tunnal-badium-Type Tapged Enum [T:1] BOZ
Tunnel-Private-Group-iDr Tapged String [T:1] markating
T T 1
Manually Entered
Attribute Type Value
[Session-Timeout Unsigned Intsger 32 | 1800
| Airespace-inienace-Name String abcoel
Add Edit Replace Delete
Dictionary Type: RADIUS-IETF
o RADIUS Aftribute: Select
o Astribute Type.
Afribute Valua: Sta

@ =Aaquired fialds

103



Flex 7500 Wireless Branch Controller Deployment Guide

VLAN Name Override for FlexConnect

Verifying AAA Override

To verify AAA override, perform these steps:

28. Connect a client to AP in Remote Site A and upon successful authentication, verify that it has an IP address in the

VLAN mapped to VLAN Name marketing in that site. In this example marketing is mapped to VLAN 38 in Remote
Site A.

MONTTOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT CDMMANDS MELP FEEDAACK
Monitor Clients

Summary Current Filter ~ Nene [Chanes Fifer] [Chear Filter]

Access Points

¥
} Cisco ClaanAlr Clienl MAC Addr 1P Addresa{Tpvt/ pus) AP Namie WLAN Prafila WLAN SSTD
b Statistics Q040796 bt -5 -G ] 5.10.38.6 APYET 2. eabd). TeBd l Ji-aas-ca Jh-aaa-cE
¢ COP
¥ Rogues
Clients *
Sieeping Clients
Multicast

[Z Cisco Aironet Desktop Utility - Current Profile: jk-aaa-ca

llltlllil
c I sc o Profle Mame: k-aaaca
Lirk Status: Authenlicated Network Type: Infrastuciue

Wireless Mode: 5 GHz 54 Mbps 161

Server Bazed Authentication: LEAP Data Enciyplion: AES

IP Address: 310386 h

Signal Strength:

29. The VLAN Name for the client can also be verified on the client details page under Monitor > Clients > Detail by
clicking the MAC address of the client.
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Monitor Clients > Datail
Summary
b s Bats Max Number of Records | 100 2 Clear AVE Stats
b Cisco CleanAir
i Statiatice General | AVC Statistics |
» CDP r'Pdi‘I Ly : CF Paillable Mot Implemented
b Rogues Fe VEAM N marksting CF Poll Request Not Implemented
Clients VLAN D o Short Preamble Mot Implemented
Sleeping Clients CCX Version COXvS pace Mot Implemented
Multicast L Warwon hat Suppdirtad Channel Agllity Mot Implemeanted
b Applicticos Hobs e iz Re-authentication timeout BO4
F Lync Mobiity Peer 1P Address NAA Remaining Ae-sithentication thnsout. 0
Local Profiling iz e ] R WEF State WEF Enable
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30. Associate the client to the other FlexConnect AP and the same WLAN and upon successful authentication, verify that
it has an IP address in the VLAN mapped to VLAN name marketing in that site. In this example, marketing is mapped
to VLAN 39 in Remote Site B.

Saye Configuration

ONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDSACK

Monitor ,Cmnrs

Summary Cumrant Filter Mone [Change FiRer] [Cloas Fler)
b Access Points
¥ Cisco Cleaniir

Cliant MAC Addr P Address{Ipwd / Ipwi) AP Nama WLAN Profila WLAN S5ID User Nama
* Statistics |_I:-:l A0EES RS AT 9.10.79.100 AP-2602 'l fh-asa-ca jh-anacca jeakuman
r COP
* Rogues

Clients *

Sleeping Clients
Multicast

b Applications

b Lync
Local Profiling
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= Cisco Aironet Desktop Utility - Current Profile: jk-aaa-ca

Current Status | Profile Management | Diagnostics |

T
CISCO FulicName: jk-aaaca

Link Status: Authenticated Metwork Type: Infrastiucture

‘Wieless Mode: 5 GHz 54 Mbps Cument Channel 165

Server Based Authentication: LEAP Data Encrypbon: AES

IP Address: 9.10.39.100 k

Signal Strength: [HNNNEENEENNNNEEREENNNE Excelent

Advanced

31. Make sure that the Flex VLAN Name field in the client details page reflects the correct Flex VLAN name and VLAN ID.

MONITOR WLANs OCONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Monitor Clients > Detail

Summary
Max Number of Records 10 : | Clear AVC Stats
b Access Points

b Cisco CleanAir

) Statistics General | AVC Statistics |
¢ CDP T'H“ VLAN Name marketing ; ::;u::wes:
} Rogues VLAN 1D 39 Short Preamble
Chients € Version CCXvS PBCC
Sleeping Clients E2E Version Mot Supported Channel Agility
. :"::l::n“ Mobility Rale Local Re-authentication timesut

Mobility Peer IP Address  N/A
o, Fosy 4 Remaining Re-suthentication timea)

b
Aynd Palicy Manager State RUN
WEP State
Local Profiling Management Frame e
Protection
UpTime (Sec) 267 PMIP Properties
Pawer Save Mode OFF Mabdity type
Current TxRateSet 54.0
Dats RateSet g:‘E-I,DB'.D,l2.0_18.0,21_0,36_0,15.0,
KTS CAC Capability o
B0Z.11u Mot Supported
Security Information

Security Policy Complated  Yes
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Client ACL Support

Prior to release 7.5, we support FlexConnect ACLs on the VLAN. We also support AAA override of VLANS. If a client gets
an AAA override of VLAN, it is placed on the overridden VLAN and the ACL on the VLAN applies for the client. If an ACL
is received from the AAA for locally switched clients, we ignore the same. With release 7.5, we address this limitation
and provide support for client based ACLs for locally switched WLANSs.

Client ACL Overview

a.

b.

This feature allows application of Per-Client ACL for locally switching WLANSs.

Client ACL is returned from the AAA server on successful Client L2 Authentication/Web Auth as part of Airespace
Radius Attributes.

The controller will be used to pre-create the ACLs at the AP. When the AP receives the ACL configuration, it will
create the corresponding IOS ACL. Once, AAA server provides the ACL, the client structure will be updated with
this information.

There will be configuration per FlexConnect Group as well as per AP. A maximum of 16 ACLs can be created for
a FlexConnect Group and a maximum of 16 ACLs can be configured per-AP.

In order to support fast roaming (CCKM/PMK) for the AAA overridden clients, the controller will maintain these
ACL in the cache and push them to all APs which are part of the FlexConnect Group.

In the case of central authentication, when the controller receives the ACL from the AAA server, it will send the
ACL name to the AP for the client. For locally authenticated clients, the ACL will be sent from the AP to the
controller as part of CCKM/PMK cache, which will then be distributed to all APs belonging to the
FlexConnect-group.

Maximum of 16 Client ACLs per FlexConnect Group, maximum of 16 Client ACLs per-AP

Total of 96 ACLs can be configured on the AP (32 VLAN-ACL, 16 WLAN-ACL, 16 Split tunnel, 16 FlexConnect
Client ACL, 16 AP Client ACL), each ACL with 64 rules.

The ACL will be applied on the dot11 side for the client in question. This ACL will be applied in addition to the
VLAN ACL, which is applied on the VLAN of the Ethernet interface of the AP.

Client ACL applied in addition to VLAN-ACL, both can exist simultaneously and are applied serially.

i

VLAN-ACL Client-ACL

Configuring Client ACL

1. Create a Local Switching WLAN, which is either centrally switched or locally switched.
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Figure 51 Create Local Switching WLAN
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2. Turn on AAA override for the WLAN by checking the Allow AAA Override check box.

WLANSs > Edit ‘ciscowlc’
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3. Create a FlexConnect ACL.

FlexConnect ACL can be configured from the Security page as well as from the Wireless page.
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Figure 52 Configure FlexConnect ACL
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Figure 53 Configure FlexConnect ACL
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4. Assign the FlexConnect ACL to the FlexConnect Group or to the AP.
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Figure 54 ACL Mapping on FlexConnect Group

FlexConnect Groups > Edit "abe’

| General | Local Authentication | Image Upgrade Central DHCP | WLAN VLAN mapping

| AAA VLAN-ACL mapping | WLAN-ACL mapping | Policies |

Policies

Policy ACL |_acl 5]
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Figure 55 ACL Mapping on AP

All APs > AP_3600 > ACL Mappings

AP Mame AP_3800
Base Radio MAC 24:08:4e:07:5b:cl
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5. Configure the Airespace attribute on the Radius/Cisco ACS server/ISE.

110



Flex 7500 Wireless Branch Controller Deployment Guide

Client ACL Support

Figure 56 Aire-Acl-Name on Cisco ACS Server
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Figure 57 Airespace ACL Name on ISE
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6. Authenticate the client.
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[#¥ Cisco Aironet Desktop Utility - Current Profile: ciscowlc

Action Optiors Help

Cumrend Stalin | Profila M wnagement  Dwasgnostics

CiscoSvstems

Proflle Name:.  cscowic
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CLI Configuration

The Client ACL can be seen on the AP using the commands show access-list and show controllers dot11Radio

Figure 58 show access-lists Output

Figure 59 Client ACL on AP

http://www.cisco.com/c/en/us/support/wireless/flex-7500-series-wireless-controllers/tsd-products-support-series-
home.html

Guidelines

B Prior to AAA sending the client ACL, the ACL should be pre-created on the group or AP. The ACL will not be
dynamically downloaded to the AP at the time of client join.

B A maximum of 96 ACLs can be configured on the AP.

112


http://www.cisco.com/c/en/us/support/wireless/flex-7500-series-wireless-controllers/tsd-products-support-series-home.html

Flex 7500 Wireless Branch Controller Deployment Guide

Client ACL Support

B Each ACL will have a maximum of 64 rules.

B [f client is already authenticated, and ACL name is changed on the radius, then client will have to do a full
authentication again to get the correct client ACL.

B Since ACL not saved in cache at the controller, if the AP reboots/crashes, its cache will not be updated and the client
will have to do full authentication for correct client ACL to be applied.

® If an ACL is returned from the AAA server but the corresponding ACL is not present on the AP, the client will be
de-authenticated. A log message will be generated at the AP and WLC console.

On AP:

*Mar 4 09:20:43.255: %LWAPP-3-CLIENT_ACL_ENTRY_NOT_EXIST: Deleting Mobile for 0040.96b8.d4be: CLIENT
ACL not exist on AP

On WLC:

*spamApTask7: Mar 04 14:51:03.989: HHREAP-3-CLIENT_ACL_ENTRY_NOT_EXIST: spam_lIrad.c:36670 The client
00:40:96:b8:d4:be could not join AP : 34:a8:4e:e7:5b:c0 for slot 1, Reason: acl returned from RADIUS/local policy not
present at AP

The various scenarios are listed in the table below:

ACL present on AP ACL returned from Behavior
AAA

No No N/A

No Yes Client will be de-authenticated

Yes No Normal L2 authentication.
No ACL will be applied.

Yes Yes L2 Authentication with client ACL
being applied.

VideoStream for FlexConnect Local Switching

Introduction

Cisco Unified Wireless Network (CUWN) release 8.0 introduces a new feature—VideoStream for Local Switching, for
branch office deployments. This feature enables the wireless architecture to deploy multicast video streaming across the
branches, just like it is currently possible for enterprise deployments. This feature recompenses the drawbacks that
degrade the video delivery as the video streams and clients scale in a branch network. VideoStream makes video
multicast to wireless clients more reliable and facilitates better usage of wireless bandwidth in the branch.

Components Used

VideoStream feature for Local Switching is available in CUWN software version 8.0. This feature is supported on all
wireless LAN controllers (WLANs) and newer generation indoor access points (APs). This feature is unavailable on
autonomous access points.
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Supported Wireless Hardware and Software

VideoStream is supported on all the following Cisco Wireless LAN controllers:
®  Cisco 5500 Controller

m  Cisco 7510 Controller

®  Cisco 8510 Controller

B Cisco WiSM-2 Controller

m  Cisco 2504 Controller

m vWLC

IGMPv2 is the supported version on all of the controllers.

VideoStream is supported on 802.11n models of APs consisting of Cisco Aironet 1140, 1250, 1260, 1520, 1530, 1550,
1600, 2600, 3500, 3600 series APs and 802.11ac models 3700 and 2700 series APs.

Theory of Operation

Before going into details about the VideoStream feature, you should understand some of the shortfalls in Wi-Fi multicast.
802.11nis a prominently discussed wireless technology for indoor wireless deployments. Equally prominent requirement
is seen in multimedia service on an enterprise and branch network, in particular, video. Multicast does not provide any
MAC layer recovery on multicast and broadcast frames. Multicast and broadcast packets do not have an
Acknowledgement (ACK), and all packet delivery is best effort. Multicast over wireless with 802.11a/b/g/n does not
provide any mechanism for reliable transmission.

Wireless deployments are prone to interference, high channel utilization, and low SNR at the edge of the cell. There are
also many clients sharing the same channel but have different channel conditions, power limitations, and client
processing capabilities. Therefore, multicast is not a reliable transmission protocol to all the clients in the same channel
because each client has different channel conditions.

Wireless multicast does not prioritize the video traffic even though it is marked as Differentiated Service Code Point
(DSCP) by the video server. The application will see a loss of packets with no ACK, and retries to the delivery will be bad.
In order to provide reliable transmissions of multicast packet, it is necessary that the network classify queues and
provisions using Quality of Service (QoS). This virtually removes the issue of unreliability by eliminating dropped packets
and delay of the packets to the host by marking the packets and sorting them to the appropriate queue.

Even though the 802.11n, and now 802.11ac, adaptation has gained momentum both with the network and clients,
wireless multicast has not been able to use the 802.11n and 802.11ac data rates. This has also been one of the factors
for an alternate mechanism for wireless multicast propagation.

VideoStream

VideoStream provides efficient bandwidth utilization by removing the need to broadcast multicast packets to all WLANs
on the AP regardless if there is a client joined to a multicast group. In order to get around this limitation, the AP has to
send multicast traffic to the host using Unicast forwarding, only on the WLAN that the client is joined and at the data rate
the client is joined at.

VideoStream can be enabled globally on the controller. The feature can also be enabled at the WLAN level, and provides
more control to the administrator to identify specific video streams for Multicast Direct functionality.
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Stream Admission

As mentioned earlier, while video is an efficient, high-impact means of communication, it is also very bandwidth
intensive, and as is seen, not all video content is prioritized the same. From earlier discussion it is clear that organizations
investing in video cannot afford to have network bandwidth consumed without any prioritization of business-critical
media.

Multicast to Unicast

By enabling 802.11n data rates and providing packet error correction, multicast-to-unicast capabilities of Cisco
VideoStream enhances reliability of delivering streaming video over Wi-Fi beyond best-effort features of traditional
wireless networks.

A wireless client application subscribes to an IP multicast stream by sending an IGMP join message. With reliable
multicast, this request is snooped by the infrastructure, which collects data from the IGMP messages. The AP checks the
stream subscription and configuration. A response is sent to the wireless client attached to the AP in order to initiate
reliable multicast once the stream arrives. When the multicast packet arrives, the AP replicates the multicast frame and
converts it to 802.11 unicast frames. Finally, a reliable multicast service delivers the video stream as unicast directly to
the client.

Higher Video Scaling on Clients

With Cisco VideoStream technology, all of the replication is done at the edge (on the AP), thus utilizing the overall network
efficiently. At any point in time, there is only the configured media stream traversing the network, because the video
stream is converted to unicast at the APs based on the IGMP requests initiated by the clients. Some other vendor
implementations do a similar conversion of multicast to unicast, but do it inefficiently as evidenced by the load put on the
wired network to support the stream.

Switch Configuration

VideoStream can be deployed on an existing branch wide wired and wireless network. The overall implementation and
maintenance costs of a video over wireless network are greatly reduced. The assumption is that the wired network is
multicast enabled. In order to verify that the access switch is part of the layer 3 network, connect a client machine to the
switchport and verify if the client machine is able to join a multicast feed.

show run | include multicast displays if multicast is enabled on the layer 3 switch else if not enabled for multicast,
you can enable multicast by executing the following command on the switch:
L3_Switch#show run | include multicast

ip multicast-routing distributed

Depending on the type of Protocol Independent Routing (PIM) configuration on the wired network, the layer 3 switch is
configured either in PIM Sparse mode or in PIM dense mode. There is also a hybrid mode, PIM sparse-dense mode which
is widely used.

interface Vlan56

ip address 9.5.56.1 255.255.255.0

ip helper-address 9.1.0.100

ip pim sparse-dense-mode
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end

show ip igmp interfaces display the SVI interfaces that are participating in the IGMP membership. This command
displays the version of IGMP configured on the switch or the router. The IGMP activity on the interface can also be verified
in the form of IGMP join and leave messages by the clients.
L3_Switch#show ip igmp interface
VlIan56 is up, line protocol is up

Internet address is 9.5.56.1/24

IGMP is enabled on interface

Current IGMP host version is 2

Current IGMP router version is 2

IGMP query interval is 60 seconds

IGMP configured query interval is 60 seconds

IGMP querier timeout is 120 seconds

IGMP configured querier timeout is 120 seconds

IGMP max query response time is 10 seconds

Last member query count is 2

Last member query response interval is 1000 ms

Inbound IGMP access group is not set

IGMP activity: 6 joins, 3 leaves

Multicast routing is enabled on interface

Multicast TTL threshold is O

Multicast designated router (DR) is 9.5.56.1 (this system)

IGMP querying router is 9.5.56.1 (this system)

Multicast groups joined by this system (number of users):

224.0.1.40(1)

The above configuration can be verified by running the show ip mroute command on the layer 3 switch. The above
configuration has certain entries that need to be looked into. The special notation of (Source, Group), pronounced “S, G”
where the source “S” is the source IP address of the multicast server and “G” is the Multicast Group Address that a client
has requested to join. If the network has many sources, you will see on the routers an (S,G) for each of the source IP
address and Multicast Group addresses. This output displayed below also has information of outgoing and incoming
interfaces.

L3_Switch#show ip mroute

IP Multicast Routing Table
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Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
L - Local, P - Pruned, R - RP-bit set, F - Register flag,
T - SPT-bit set, J - Join SPT, M - MSDP created entry, E - Extranet,
X - Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
U - URD, | - Received Source Specific Host Report,
Z - Multicast Tunnel, z - MDT-data group sender,
Y - Joined MDT-data group, y - Sending to MDT-data group,
V - RD & Vector, v - Vector
Outgoing interface flags: H - Hardware switched, A - Assert winner
Timers: Uptime/Expires
Interface state: Interface, Next-Hop or VCD, State/Mode
(*, 239.255.255.250), 4d20h/00:02:35, RP 0.0.0.0, flags: DC
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface list:
Vlan56, Forward/Sparse-Dense, 4d20h/stopped
(*, 229.77.77.28), 4d15h/00:02:36, RP 0.0.0.0, flags: DC
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface list:
Vlan56, Forward/Sparse-Dense, 00:24:34/stopped
(*, 224.0.1.40), 5d17h/00:02:41, RP 0.0.0.0, flags: DCL
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface list:

Vlan56, Forward/Sparse-Dense, 5d17h/stopped

Controller Configuration
Enabling VideoStream—Global

Enable Global Multicast Mode and IGMP snooping on the controller as shown below:
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Figure 60 WLC Configuration
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¥ COP

(Cisco Controller) >config network multicast global enable

(Cisco Controller) >config network multicast igmp snooping enable

To enable the VideoStream feature globally on the controller, navigate to Wireless > Media Stream > General and check
the Multicast Direct Feature check box. Enabling the feature here populates some of the configuration parameters on
the controller for VideoStream.
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Figure 61 Enable VideoStream - Global
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(Cisco Controller) >config media-stream multicast-direct ?

enable

disable

Enable Global Multicast to Unicast Conversion

Disable Global Multicast to Unicast Conversion
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The multicast direct button under WLAN > QoS appears on if the feature is enabled globally.

NINm

c!sco WNITC CONTROLLER wWinPLESsS SECLRITY A ALY M T s AN gL
WLANS WLANs > Edit ‘enjoy’
* WLANS g
sy o L= Al e Rl
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Derwmnblrasm  UpSlresm
Average Dats Mate
Burst Dats Rate
Average Beai-Time Rate
Brut Rgsd - Tora Bate

e o o o
o o oo

This provides the flexibility to enable VideoStream feature per SSID and is described later in this document.

Turn on Local Switching under WLAN > Advanced and ensure that the APs in the setup are in FlexConnect mode.
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Figure 62 Enable Local Switching on WLAN
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Figure 63 Change AP Mode to FlexConnect
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Add Media Stream Configuration

To add a multicast stream to the controller, navigate to Wireless > Media Stream > Streams and click Add New.

Figure 64 Media Stream Configuration
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For configuration using CLI use:
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configure media-stream add multicast-direct <media-stream-name> <start-IP> <end-IP> [template | detail
<bandwidth> <packet-size> <Re-evaluation> video <priority> <drop|fallback>]

As mentioned it is necessary that the administrator is aware of the video characteristic streaming through a controller. A
true balance must be drawn when the streams configuration are added. For example, if the stream bit rate varies between
1200 Kbps and 1500 Kbps the stream must be configured for a bandwidth of 1500 Kbps. If the stream is configured for
3000 Kbps then you will have lesser video client serviced by the AP. Similarly, configuring for 1000 Kbps will cause
pixelization, bad audio, and bad user experience.

The multicast destination start IP address and end IP address can be the same address as shown in Figure 64 on
page 122. You can also configure a range of multicast address on the controller. There is a limitation of 100 on the
number of multicast addresses entries or the number of stream entries that will be pushed to the APs.

Enabling VideoStream - WLAN

One or all WLANs/SSIDs configured can be enabled for streaming video with VideoStream. This is another configuration
step that can control the enabling of the VideoStream feature. Enabling or disabling the VideoStream feature is
non-disruptive. Click WLAN > <WLAN ID> > QoS.

Figure 65 Enable VideoStream - WLAN
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Configure the Quality of Service (QoS) to Gold (video) to stream video to wireless client at a QoS value of gold (4). This
will only enable video quality of service to wireless clients joined to a configured stream on the controller. The rest of the
clients will be enabled for appropriate QoS. To enable Multicast Direct on the WLAN, check the Multicast Direct check
box as shown in Figure 65 on page 123. This will enable the WLAN to service wireless clients with the VideoStream
feature.
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(Cisco Controller) >config wlan media-stream multicast-direct 1 ?

enable Enables Multicast-direct on the WLAN

disable Disables Multicast-direct on the WLAN.

All wireless clients requesting to join a stream will be assigned video QoS priority on admission. Wireless client streaming
video prior to enabling the feature on the WLAN will be streaming using normal multicast. Enabling the feature switch the

clients to multicast-direct automatically on the next IGMP snooping interval. Legacy multicast can be enabled on the
WLAN by not checking the Multicast Direct feature. This will show that wireless clients streaming video are in Normal

Multicast mode.

Verifying VideoStream Functionality

Make sure the wireless clients are associated to the access point(s), and are configured for a correct interface. As seen
in the Figure 66 on page 124, there are three clients associated to one AP. All three clients have an IP address from VLAN
56 (SSID name—enjoy).The associated clients have an IP address and good uplink connectivity to the AP.

Figure 66 Client Summary
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Enable streaming on the wired side by connecting a video server with a configured multicast address 229.77.77.28.

Refer the following link to know how to stream from a Video Sever:

https://wiki.videolan.org/Documentation:Streaming_HowTo_New/#Streaming_using_the_GUI

Complete the steps:

1. Join wireless clients to the multicast streaming video.

Note: Use VLC player to stream and watch video.

2. Double click on the VLC icon on your desktop. Click Media > Open Network stream. Choose

Protocol = UDP, Address = 229.77.77.28, Port = 1234 in the format udp://@229.77.77.28:1234.

3. Click Play.

L3_Switch##show ip mroute

IP Multicast Routing Table
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Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
L - Local, P - Pruned, R - RP-bit set, F - Register flag,
T - SPT-bit set, J - Join SPT, M - MSDP created entry, E - Extranet,
X - Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
U - URD, | - Received Source Specific Host Report,
Z - Multicast Tunnel, z - MDT-data group sender,
Y - Joined MDT-data group, y - Sending to MDT-data group,
V - RD & Vector, v - Vector
Outgoing interface flags: H - Hardware switched, A - Assert winner
Timers: Uptime/Expires

Interface state: Interface, Next-Hop or VCD, State/Mode

(*, 239.255.255.250), 4d20h/00:02:47, RP 0.0.0.0, flags: DC
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface list:

Vlan56, Forward/Sparse-Dense, 4d19h/stopped

(*, 229.77.77.28), 4d15h/00:02:44, RP 0.0.0.0, flags: DC
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface list:

Vlan56, Forward/Sparse-Dense, 00:17:24/stopped
(*, 224.0.1.40), 5d17h/00:02:53, RP 0.0.0.0, flags: DCL
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface list:

Vlan56, Forward/Sparse-Dense, 5d17h/stopped

It is observed that the MAC address of the wireless clients is in a Multicast-Direct Allowed State.

125



Flex 7500 Wireless Branch Controller Deployment Guide

Client ACL Support

Figure 67 FlexConnect VideoStream Clients
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The Wireshark capture on the client shows the Multicast to Unicast Video Stream. The Ethernet
MAC address of the client as the Destination MAC address, for example, 7c:d1:¢3:86:7e:dc.

Figure 68 Wireshark Capture Depicting mc2uc
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Limitations

The limitations to this feature scope include:

1. There is no admission control for local switched clients’ multicast video requests, which means always admit the
configured video stream subscriptions as mc2uc.

2. Due to the limit of CAPWAP payload length, only the first 100 media-streams will be pushed from the controller to
the AP in this release. For example,

config media-stream add multicast-direct streaml 225.0.0.1 225.0.0.10 template coarse, iS considered as
one entry.

3. Roaming support is limited to adding mobile payload. Whenever the client roams to another AP, the WLC will add
the entry for the client in the mc2uc table. This means that roaming in standalone mode of FlexConnect AP will not
be supported for this feature.

4. Currently this feature only has IPv4 support.

Show Commands - Controller

Some of the show commands are documented earlier in this document. The following section is only for your reference:

(Cisco Controller) >show ap summary

Number of APS......covvuiiiiieiieeeeceie, 5

Global AP User Name........ccccovvvvveemnnnnnnnn. Not Configured

Global AP Dot1x User Name......c..c.cccvvuunneen. Not Configured

AP Name Slots AP Model Ethernet MAC Location Country IP Address Clients DSE Location

AP1142 2 AIR-LAP1142N-A-K9 f0:f7:55:f1:75:20 default location IN 9.5.56.109 0 [0,0,0]
AP_2600 2 AIR-CAP2602E-N-K9 fc:99:47:d9:86:90 default location IN 9.5.56.110 0 [0,0,0]
AP3700 2 AIR-CAP3702E-N-K9 7c:ad:74:ff:6b:46 default location IN 9.5.56.116 0 [0,0,0]
AP_3600-2 2 AIR-CAP3602I-N-K9 a4:4c:11:f0:e9:dc default location IN 9.5.56.111 0 [0,0,0]
AP_1600 2 AIR-CAP1602I-N-K9 6c:20:56:13:f6:23 default location IN 9.5.56.105 2 [0,0,0]

(Cisco Controller) >show client summary

Number of Clients.........ccccvevevviiivneeennnns 2

Number of PMIPV6 Clients...........ccceeevuneeee. 0
GLAN/
RLAN/

127



Flex 7500 Wireless Branch Controller Deployment Guide

Client ACL Support

MAC Address AP Name Slot Status WLAN Auth Protocol Port Wired PMIPV6 Role
88:¢cb:87:bd:0c:ab AP_1600 1 Associated 1 Yes 802.11a 1T No No Local
d8:96:95:02:7e:b4 AP_1600 1 Associated 1 Yes 802.11a 1T No No Local

(Cisco Controller) >show media-stream multicast-direct state
Multicast-direct State.............cceeevvnnneen. enable

Allowed WLANS........cooiiiiiiiiiiiiiin, 1

(Cisco Controller) >show media-stream group summary

Stream Name Start IP End IP Operation Status
Medial 239.1.1.1 239.2.2.2 Multicast-direct
Media2 229.77.77.28 229.77.77.28 Multicast-direct

(Cisco Controller) >show media-stream group detail Media2

Media Stream Name........ccccccevvevuirirnnnnnnn. Media2
Start IP Address......cceoveeeeeiineeiiiinennns 229.77.77.28
End IP Address......ccooeeveeivieenncennnnnnn. 229.77.77.28

RRC Parmmeters

Avg Packet Size(Bytes)........cccceerevveeernnee 1200
Expected Bandwidth(Kbps).........ccccceeeeunnee 500
PoliCY..cceiieeee Admit

RRC re-evaluation.......c.c.coecvvevieinnnns periodic
QOS.. e Video
Status..ccoveeiiiiiieeiiee Multicast-direct
Usage Priority........cccvmmieeeieeeeecnnnnes 1
Violation.........eeeeveeeeeeeiieeeeeeeeeeeeees fallback

(Cisco Controller) >show flexconnect media-stream client summary

Client Mac Stream Name Multicast IP  AP-Name VLAN Type
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7c¢:d1:c3:86:7e:dc Media2 229.77.77.28 AP_1600 0 Multicast Direct
88:cb:87:bd:0c:ab Media2 229.77.77.28 AP_1600 0 Multicast Direct
d8:96:95:02:7e:b4 Media2 229.77.77.28 AP_1600 0 Multicast Direct

(Cisco Controller) >show flexconnect media-stream client Media2

Media Stream Name.........cccccceeevniirennnnn.. Media2

IP Multicast Destination Address (start)......... 229.77.77.28

IP Multicast Destination Address (end)........... 229.77.77.28

Client Mac Multicast IP  AP-Name VLAN Type
7¢:d1:c3:86:7e:dc 229.77.77.28 AP_1600 0 Multicast Direct
88:cb:87:bd:0c:ab 229.77.77.28 AP_1600 0 Multicast Direct
d8:96:95:02:7e:b4 229.77.77.28 AP_1600 0 Multicast Direct

Show and Debug Commands - AP
B Debug ip igmp snooping group
B Debug capw mcast
B Show capwap mcast flexconnect clients

B Show capwap mcast flexconnect groups

AP_1600#show capwap mcast flexconnect clients

Multcast Group Address 229.77.77.28::
MCUC List:

Number of MCUC Client: 3
88cb.87bd.0cab(Bridge Group = 1 Vlan = 0)
7cd1.c386.7edc(Bridge Group = 1 Vlan = 0)

d896.9502.7eb4(Bridge Group = 1 Vlan = 0)
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MC Only List:

Number of MC Only Client: 0

AP_1600#show capwap mcast flexconnect groups
WLAN mc2uc configuration:

WLAN ID 1, Enabled State 1

WLAN ID 2, Enabled State 0

WLAN ID 3, Enabled State 0

WLAN ID 4 , Enabled State 0

WLAN ID 5, Enabled State 0

WLAN ID 6 , Enabled State 0

WLAN ID 7 , Enabled State 0

WLAN ID 8, Enabled State 0

WLAN ID 9, Enabled State 0

WLAN ID 10, Enabled State 0

WLAN ID 11, Enabled State 0

WLAN ID 12, Enabled State 0

WLAN ID 13, Enabled State 0

WLAN ID 14, Enabled State 0

WLAN ID 15, Enabled State 0

WLAN ID 16, Enabled State 0

Video Group Configuration:

Group startlp 239.1.1.1 endlp 239.2.2.2

Group startlp 229.77.77.28 endlp 229.77.77.28

FlexConnect Faster Time to Deploy

The existing system requires an AP reboot when converted from Local mode to FlexConnect mode. Once the AP boots
up, it joins back the controller and subsequently all the FlexConnect configuration is pushed down to the AP. This process
increases the total time to deploy a FlexConnect solution in a branch. Time to deployment is a critical differentiator for
any branch deployment.
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This feature in release 8.0 eliminates the need to reboot when the AP is converted to FlexConnect mode. When the
controller sends the AP a mode change message, the AP will get converted to FlexConnect mode without requiring a
reload. The AP sub mode will also be configured if the AP receives the AP sub mode payload information from the
controller. With this approach, the AP entry will be maintained at the controller and there will not be any AP
disassociation.

Only Local mode to Flexconnect mode conversion is supported, any other mode change will cause an AP reboot.
Similarly, changing of the AP sub mode to WIPS does not need reboot, but the rest of the sub mode configuration
requires AP reboot.

Figure 69 Conversion to FlexConnect - No Reboot Required
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FlexConnect Plus Bridge Mode

From release 8.0 onward, FlexConnect + Bridge mode allows the Flexconnect functionality across mesh APs. Flex +
Bridge mode is used to enable Flexconnect capabilities on Mesh (Bridge mode) APs. Refer to the Information about
FlexConnect plus Bridge Mode section in Cisco Wireless LAN Controller Configuration Guide, Release 8.0 for more
details.

Application Visibility and Control for FlexConnect

AVC provides application-aware control on a wireless network and enhances manageability and productivity. AVC is
already supported on ASR and ISR G2 and WLC platforms. The support of AVC embedded within the FlexConnect AP
extends as this is an end-to-end solution. This gives a complete visibility of applications in the network and allows the
administrator to take some action on the application.

AVC has the following components:

B Next-generation Deep Packet Inspection (DPI) technology, called as Network Based Application Recognition
(NBAR?2), allows for identification and classification of applications. NBAR is a deep-packet inspection technology
available on Cisco IOS based platforms, which supports stateful L4 - L7 classification. NBAR2 is based on NBAR and
has extra requirements such as having a common flow table for all I0S features that use NBAR. NBAR2 recognizes
application and passes this information to other features such as Quality of Service (QoS), and Access Control List
(ACL), which can take action based on this classification.
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B Ability to Apply Mark using QoS, Drop and Rate-limit applications.

The key use cases for NBAR AVC are capacity planning, network usage base lining, and better understanding of the
applications that are consuming bandwidth. Trending of application usage helps the network administrator to plan for
network infrastructure upgrade, improve quality of experience by protecting key applications from bandwidth-hungry
applications when there is congestion on the network, capability to prioritize or de-prioritize, and drop certain application
traffic.

AVC is supported on the 5520, 8540, 2500, 5508, 7500, 8500, and WiSM2 controllers on Local and FlexConnect modes
(for WLANSs configured for central switching only) since release 7.4. Release 8.1 introduces support for Application
Visibility and Control for locally switched WLANs on FlexConnect APs on 5508, 7500, 75100, WiSM2, and vVWLC.

How AVC Works

AlreQsS B.1 App Visibllity &
User Exparionce Report

-
T

(P avesal

Static

P e ] AP
NBAR on AP

Deep Packet Perf. Collection &
Inspection Exporting

AP collects application info

DPI1 engine (NBAR2) and export npg controller

identifies applications every 90 saconds
using L7 signatures

Reporting Tool

Advanced reporting tool

aggregates and reports
application performance

B NBAR2 engine runs on the FlexConnect AP.

B Classification of applications happens at the access point using the DPI engine (NBAR2) to identify applications using
L7 signatures.

B AP collects application information and exports it to controller every 90 seconds.
B Real-time applications are monitored on the controller user interface.

B Ability to take actions, drop, mark or rate-limit, is possible on any classified application on the FlexConnect access
point.
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1 WabEx 1000
2 Msft-Lync 2300
3 Skype 660 NBAR2 (1000+ Applications) will be ported onto Access Points

Stateful context transfer will be supported for intra FlexConnect Group roams

AVC Facts and Limitations
B AVC on the FlexConnect AP can classify and take action on 1000+ different applications.
B The protocol pack running on the FlexConnect APs is different from the one running on the WLC.

B AVC stats on the GUI are displayed for the top 10 applications by default. This can be changed to top 20 or 30
applications as well.

B Intra FlexConnect Group roaming support.

B |Pv6 traffic cannot be classified.

B AAA override of AVC profiles is not supported.

B Multicast traffic is not supported by AVC application.

B Netflow export for FlexConnect AVC is not supported in 8.1.

Configuring Application Visibility
To configure the application visibility, perform these steps:
1. Open a web browser on the wired laptop, and then enter your WLC IP Address.
2. Create an OPEN WLAN with naming convention, for example, “FlexDemo”.

3. Enable FlexConnect Local Switching on the WLAN and then click Apply.
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cisco MONITOR WLANs CONTROLLER W]RELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs > Edit 'FlexDemo'
e | General | Security = QoS | Policy-Mapping | Advanced e
b Advanced Wi=Fi Direct Clients Policy Disabled H B02.11b/g/n (1 - 255) |1

Maximum Allowed Clients Per AP Radio 200 NAC

Clear HotSpot Configuration _|Enabled

Client user idle timeout(15-100000) 74 30
Timeout Value (secs)

NAC State | None
Load Balancing and Band Select

Client user idle threshadd (0-10000000) © Bytes " Client Load Balancing
Radius NAI-Realm - Client Band Select o
Off Channel Scanning Defer Passive Client
Scan Defer Priarity 01234567 Pasiive Chiert
M )
Voice
Hean Defer.Time{masce) 100 - Media Session Snooping Enabled
FisxDonmct Re-anchor Roamed Voice Clients || Enabled
FlexConnect Local KTS based CAC Policy Enabled
Switching 2 & Enabied I
- Radius Client Profiling
FlexConnect Local Auth 12 Enabled
DHCP Profiling
Learn Client IP Address & Enabled
HTTP Profiling
Vian based Central

Switching 13 Enabled Local Client Profiling

4. Make sure that the APs connected to this WLAN are among the list of supported access points for this feature.

5. Convert the AP to FlexConnect mode by selecting FlexConnect in the AP Mode drop-down menu, and then click
Apply. The mode changes to FlexConnect without a reboot.

All APs > Details for AP3600

General | Credentials | Interfaces | High Availability | Inventory | FlexConnect | Advanced

General Versions

AP Name APIE00 Primary Saoftware Version
Location default location Backup Software Version
AP MAC Address ad:93:4c:30:Mb:5a Predownload Status
Base Radio MAC f4:7:35:42:0d:70 Predownigaded Version None
Admin Status Enable = Predownload Mext Rebry Time NA

| 4P Mode FlexConnect | | Predownioad Retry Count MA
AP Sub Mode None : Boot Version 12.4.23.0
DOperational Status REG IDS Version 15.3(20141113:174201)%
Port Number 1 Mini I0S Version 0.0.0.0
Venue Group Unspecified & 1P Config
Venue Type Unspecified & CAPWAP Preferred Made Ipvd (Global Config)

Venu N
e SR DHCP Ipvé Address 10.10.10.104

Language Static IP (Ipv4/Ipv6)

Netwark Spectrum  ggonao 4 FE420B737AFBA0BIEZ4CEFB19

Interface Ke:
: Time Statistics

GPS Location

UP Time Dd,00h05m23s
Pr
GRS Bresant Controller Associated Time 0d,00h 00 m 27 5
Controller Association Latency O0d, 00h 04 m 5535
Hardware Reset Set to Factory Defaults

6. Create a FlexConnect Group and add the AP to the FlexConnect Group. In the following example, “FlexGroup” is the
FlexConnect Group and the access point AP3600 is added to it.
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7. Applications that can be identified, classified, and controlled are listed under Wireless > Application Visibility and
Control > FlexConnect AVC Applications. The access points support Protocol Pack version 8.0 and NBAR engine
version 16.

MONITOR  WiANs CONTROLLER WIRELESS SECUSUTY MAMAGEMENT (CDMMARDS HELP FEEDEADK

Wireless FlexConnect AVC Applications ‘\ Entries 1 - 50 af 1070
] LI345miM
= Arcess Points Currant Filber (Shange filiec) [Deac Aifar)
Pretocal Pack Name: Advassed Protcel Pack
I‘hﬂha:rh&hr-n: (-] I |Engine Version: s
Application Bnginé  Salectar
] Application Nama Application Graup -] 1) i
atier 538 1 LF]
¥ e 977 | 106
Ieg layerJ-over-ip 788 1 M
91ac/g at-gamn 1109 1 1m
Bols ot gdrrin are 3 564
Calsg DA 45 BNV DSty Ty -0 1113 1 216
Egngpiredl Fle-sharing 1180 | BOBS
Hahity Gre praes 1386 1 6997
¥ BOZ.11afn/fac Bian maet-adrmin 582 | B78
b BOL1lb/g/n Ceasand i * i
3 5 it agher 662 3 888
' L s07 3 699
Application Visibillty
¥ And Contrel atier 513 3 599
AVT Appleatons industrial-pretasots 975 | 104
AVC Profiles
FewCannect AVE Pt 2y 1194 13 473
Applcations
FlexConnact AVE Profiss Bt & 8 1l - PO Stiviey -eO 0 a1 13 290
Cauniry Bttt 8 nd -produtlivity oot 1441 3 505
Lo 963 3 189
Timers
Btk A N Pt Ty Best 1327 | EL]
b Metflew
Al SdrFury 609 3 108
e WS and v iSes 148 i3 540

8. Create an AVC profile under Wireless > Application Visibility and Control > FlexConnect AVC Profiles > New with
name “Drop_youtube”.

MONITOR  WLANS CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK

Wireless FlaxConnect Profile Hame M.,

* Acoess Peints
Al APy FlaxCannect Profilehiams
» Radics

ROZ. 1A a
BOL1ik/oin
Crni-flan Riaficn

Glabsl Configuraton

Advanced

Netwaork Lists
#0210 n/ec
LCER LT

Modia Stream

9. Click Apply.
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FlexConnect Profile > New < Back | Apply |

Profile Name Drop_youtube /

The AVC profile is created with the new name “Drop_youtube”.

FlexConnect Profile Name

FlexConnect ProfileName

Drop youtube ﬂ

10. Click the Profile name and then click Add New Rule. Select the Application Group, Application Name, and Action,
and then click Apply.

Flexconnect Profile > Rule > 'Drop_youtube'

Application Group voice-and-video :
Application Name [ youtube '
Action Drop H

11. Verify that the rule is added as shown in the following figure.
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MONITOR  WLANs CONTROLLER W]RELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

Wireless FlexConnect Profile > Edit 'Drop_youtube®
Access Points
2 e Rate Limit (avg/burst
- n,-w..,: Application Nama Application Group Name  Action DSCP Direction rata)Kbps
BOZ.11a/n/se routube wolce-and-video drop NA NA WA [ ~]

BO2.118/g/n
Dunl-Rand Radios
Global Configuratian

Advanced
Mesh

b ATF

RF Profiles

FlexConnect
Groups
MexConnect ACLS
FexConnect VIAN
Templates

OEAP ACLs
MHetwork Lists
B02.11a/n/ac

-

- w

B02.11b/g/n
} Media Stream

Application

¥ Visibility And
Control
AVC Applicatians
AVC Profiles
FlexConnect AVC
Applications

FexCannact AVC *
Profiles

The status of the FlexConnect AVC profile at this point is Modified.

CISCO MONITOR WiaN: CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS. HELP FEEDBACK

Wiraless FlexConnect Profile Name

* Access Points

ety sxConract FrofllaName Wo of Rules Status
- Radios
B2 § infndac Drom wouiube g m o
Bz 11b/gin

Dual-Band Radios
Globa! Configuration

¥ Advanced

Mash

¥ ATF
AP Profiles
FlexConnect
Groups
FexConrec ACLs

PlancConmect VLAN
Tumpiates

OEAP ACLs

Metwork Lists
b BBlilafnfac
b BOZ1ibfgin
¥ Madia Stream

Application

= Wisibility And
Control
AVT Appiications
AV Profiles
FlerConnect AN
Apphcations
FrexConnect AW
Profies

12. Select the profile and click Apply for the profile to be applied and to take effect.
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FlexConnect Profile > Edit 'Drop_youtube’ Apply | < Back Add New Rule
Application Group Rate Limit (ava/burst

Application Name MName Action DSCP Direction rate]Kbps

Joom-ampd ather drap MA Py A [~}

The status of the FlexConnect AVC profile is changed to Applied.

FlexConnect Profile Name

FlexConnect ProfileName Mo of Rules Status

Drop_youtube 1 Applied B

13. Enable Application Visibility on the FlexConnect group under Wireless > FlexConnect Group > FlexConnect Group
name > WLAN AVC Mapping by selecting the WLAN ID and choosing Enable from the drop-down menu.

14. Apply the FlexConnect AVC profile by selecting the profile created in the previous set from the Flex AVC Profile
drop-down menu. Click Add and then click Apply.

HONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS MELP FEEDBADK

Wireless FlexConnect Groups > Edit  "NewFlexGroup' '
¥ Access Points
el sl Bl e o i RN S|  WLAN AVC mapping

= Radies

002 11a e
WLAN AVC Mapping

WLAN g

" 1
Agplcation Visibaty | Dnabin : .
Flam AVC Profile [ i)
¥ s h
WLAN 1d Applicatian VielbSity ANC Profils

OEAP ACLS

Netwark Lists

» mOZ.iiafn/sc

¥ BOZ11bjg/n

¥ Madia Stréam
Appiication

v WVisibility And

Cantrol
AT Apploatans

ad "'iii- A
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15. Once AVC is enabled on the FlexConnect Group, from the associated wireless client, start different types of traffic
using the applications (already installed) such as Cisco Jabber/WebEx Connect, Skype, Yahoo Messenger, HTTP,
HTTPS/SSL, Microsoft Messenger, Ping, Trace route, and so on.

Once traffic is initiated from the wireless client, visibility of different traffic can be observed on a per FlexConnect Group
and per client basis. This provides the administrator a good overview of the network bandwidth utilization and type of
traffic in the network per client and per branch site

16. To check the visibility globally for all WLANs on a FlexConnect Group, click Monitor > Applications > FlexConnect
> FlexConnect Groups and then select the FlexConnect group created earlier.

The following screen is visible which lists aggregate data for the top 10 applications running on that particular
FlexConnect group.

aliali e b b
CIsco HONITOR  WLANs CONTROLLER 'WJRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBADK i Home
Monitor }im(;um'.e:l > Groups > Application Statistics = Hack Claar AVC Stats |
Summary
Max Number of Recaonds 10 s
b Accass Points
¢ Cisco Cleandir AUC St l
b Statistics Aopgregute  [lpet e RN ConaSSt e
¥ COP
b Rogues Applicathon Laat 90 Socs Susts Appliestion Cumulative Siats
Clients App Nama Pachet Count Byte Cowil  Uibge] %)
Sleeping Clients App Mams Packst Count Byie Count  Awsrage Packet Siae Usage(%) b . R 3844
bt icloud &7 2262 0D 345 41.51 facebook m 076 KB 2084
fazebook 51 12131 KB 150 A6 unknown ur IETH KB 2158
= Mpplications unkngwe T 11.27 KB 162 X060 dna 1] 730 KB BI7
WLAN
dna 50 4,80 KB 58 LE dhap 1 154 KB 406
Mextannect Grouns dhep : 129 KB 330 2.37 omp 5 180 KB 2.06
Local Profiling g 3 1.18 KD 402 116 whatiapp 12 115 KB 1.2
hitp 4 % B 0.44
Application Last 20 Secs Usege(%e) Application Cusmulative Usags] %)
.—:
r
r
r

This page provides more granular visibility per FlexConnect Group and lists the top 10 applications in the last 90 seconds,
as well as cumulative stats for the top 10 applications. You can view upstream and downstream statistics individually per
FlexConnect Group from the same page by clicking the Upstream and Downstream tabs.

Note: The number of applications that are displayed on this page can be increased to 20 or 30 by modifying the Max
Number of Records field on this page. The default value is 10.

17. To have more granular visibility of the top 10 applications per client on a particular locally switched WLAN where

AVC visibility is enabled, click Monitor > Applications > FlexConnect Group > FlexConnect Group name > Clients.
Then, click any individual client MAC entry listed on that page.
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MONITOR  WLANs CONTROLLER

WIRELESS SECURITY

MANAGEMENT DOMMANDS

Monitor ) FlexCannect > Groups > Application Statistics

Summary

Mas Nusbas of Recsds
Access Points -

Elient MAC Addr TP Address{Tovd /Tpvi)

FLRCH TR T 10.10.10,109

* v v wr w
"W

AP Mames
APIGO0

Says Configuation  [Bng  Logout Eedresh
HELF FEEDBACK A Home
< Back :l Cheuas AVC Stats:

WLAN Profile
Pealemo

WLAN S5TD
FgsDemeg

After clicking on an individual client MAC entry, the client details page appears.

COMMANDS

Usmgei %)
9136

70
.57
117
[ 7
a5
48
% |
(¥

MONITOR  WiANs (DNTRODLLER WIRELESS SECURITY  MANAGEMENT
Maonitor FIB:C onnect > Groups > Clent > Application Statistics ]
Summary
Mas Number of Records o :
b Access Points .
b Ciico ClaanAls
sics Avarege
ooy Kpplicatins Namse Padiost Coiinl Dyte Count  Packst Sige
b COP pocpE-arices 888 1.08 Mn 53
} Rogues o $21 TEET TR T
kv po 240 54.20 KB 231
ENanks sl [ 40.47 K0 an
Skeeping Cllents wEtute L 30,54 Wi 08
Mullicast izt e L9.48 KD e
yahso-man 4% 1175 s N7
= Applications dm [ 718 K0 i1t
WLAN 3
FaaConnad: Grsups Tacebook b 3.37 KB i¥¥
emp 13 13 KB 258

Local Profiling
Bpplication Last #0 Secu Usage{ ¥}

-1

Says Cosfgurstion  Peg  Logoid  Rafess

MELP  FEEDBADN f Home
o Back Cleas AVE Stats

Application Name Pachat Coust Nyts Count  Usnge|%)

DEIGIE-SETeES 18646 1.08 ME LR ]

0 561 1391368 398

shybe 40 5420 KB 155

g 123 42,20 KD .M

m Al 4047 KB L%

] . JH.59 KB a.ny

farebooh e 660 KD aar

vatoo-mad a9 13,75 KB o

dns 16 11,99 kS 0.34

wemn 11 4,41 Kk a1

Apalication Cumistative Usago(%)

This page provides further granular stats per client associated on locally switched WLANs, where AVC visibility is enabled
on the WLAN itself or on the FlexConnect Group as in this example. The page lists the top 10 applications in last the 90
seconds as well as cumulative stats for top 10 applications.

18. You can view upstream and downstream stats individually per client from the same page by clicking the Upstream

and Downstream tabs.

Note: The number of applications that are displayed on this page can be increased to 20 or 30 by modifying the Max
Number of Records Field on this page. The default value is 10.

19. You can clear the AVC stats for the particular client by clicking the Clear AVC Stats button.
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Now, if you open YouTube, from wireless clients, you will observe that client cannot play any YouTube videos. Also, if
applicable, open your Facebook account and try to open any YouTube video. You will observe YouTube videos cannot be
played. Because YouTube is blocked in the FlexConnect AVC profile, and AVC profile is mapped to WLAN on the
FlexConnect Group. You cannot access YouTube videos via browser, or even via YouTube application or from any other
website.

Note: If your browser was already open with YouTube, refresh the browser for the AVC profile to take effect.

VLAN Support / Native VLAN on FlexConnect Group

Feature Introduction

Prior to release 8.1, VLAN support and Native VLAN ID configuration is available on a per FlexConnect AP basis.

To consolidate the configurations for all the FlexConnect APs at each branch, ease the process of configuration and
management, as well as to bring about consistency of configuration within a given branch, this configuration is provided
at the FlexConnect Group starting release 8.1.

This feature is supported on all WLCs and APs supporting FlexConnect mode in release 8.1.

VLAN Support/ Native VLAN on FlexConnect Group
B This feature provides the ability to configure VLAN Support and Native VLAN ID on a FlexConnect group.
B Additionally, an override option is also provided at the group.

B The override option overrides the VLAN Support and Native VLAN ID parameters previously configured on the access
points, changes the inheritance level at the AP to “Group-specific”, removes AP specific WLAN-VLAN mappings,
and pushes the group-specific configuration including WLAN-VLAN mapping configured on the group to all the APs
in that group.

B When the override flag is set at the FlexConnect group, modification of VLAN Support, Native VLAN ID, WLAN-VLAN
Mappings, and Inheritance-Level at the AP is not allowed.

B In addition to the above-mentioned configurations, an additional Inheritance-Level configuration is provided at the
FlexConnect AP. This needs to be set to “Make VLAN AP specific” to configure any AP-Specific VLAN Support,
Native VLAN ID, and VLAN-WLAN mappings on the AP. Note that the user can modify this knob only when the
override flag at the group is disabled.

In the following example, two FlexConnect groups have been configured. FlexConnect group 1 has the override flag
enabled. As a result, all the APs in this group inherit the VLAN configuration from the group including the VLAN Support,
Native VLAN, and WLAN-VLAN mappings. FlexConnect group 2 has the override flag disabled. Thus, the APs in this
group will follow the inheritance based on the AP and group specific configuration and inheritance order. An AP that has
inheritance set to AP-Specific will have the AP-specific parameters in action. An AP that has inheritance set to
Group-specific will inherit the configuration from the group.
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gz
"iﬁa m Mative VLAN 1D = 10
Mative VLAN ID = 10 i VLAN Support : On
VLAN Support : On B FCG WLAN-VLAN Mappings

FCG WLAN-VLAN Mappings

Override Flag : On Override Flag : Off

Inheritance - . Inheritance
AP Specific Group Specific
Native VLAN ID = 20 Native VLAN ID = 10
- VLAN Support : On VLAN Support : On
- AP WLAN-VLAN Mappings FOG WLAN-VLAN Mam:il'lﬂ,s_

FlxComect Grocp | FlexConnect Group |

AP Fallback Behavior

With Override Flag Enabled on Secondary Controller

When the override flag is enabled on the secondary controller, the APs inherit the configuration from the secondary
controller irrespective of the configuration on the primary controller and the APs.

ey
LY
e

;;'.;a.r"; Primary

= e
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With Override Flag Disabled on Secondary Controller

With the override flag disabled on the secondary controller, the APs that were configured with AP-specific parameters
retain their AP specific configuration unless specifically changed on the secondary controller on a per AP basis. The APs,
which inherit their configuration from the FlexConnect group on the primary, will inherit their configuration from the
FlexConnect group on the secondary controller based on the configuration of the secondary FlexConnect group. Note
that the FlexConnect group override flag configuration is not stored on the AP.

Override Flag Disabled - p— ’
Native VLAN ID = 20 | - e
VLAN Support ’ 5

FCG WLAN-VLAN Mappings Secondary Primary

Native VLAN ID = 30
VLAN Support
AP WLAN-VLAN Mappings

MNative VLAN 1D = 20
VLAN Support

Inheritance F
Group Specific FCG WLAN-VLAN Mappings

Inheritance
AP Specific

Upgrade and Downgrade Considerations
When upgrading to release 8.1, the existing FlexConnect group configuration follows the following rules:
B Native VLAN ID on the FlexConnect group is set to 1
B VLAN support on the FlexConnect group is disabled
B Override flag on the FlexConnect group is disabled
When downgrading from release 8.1:
B VLAN Support and Native VLAN ID is on a per AP basis

®  WLAN-VLAN mappings follow the previous inheritance model

Configuring VLAN Support / Native VLAN Using Web Ul

To configure VLAN Support/ Native VLAN from the GUI, perform these steps:
1. Go to Wireless > FlexConnect Groups > ‘FlexConnect Group Name’ > WLAN VLAN Mapping.

2. Check the VLAN Support check box, enter a Native VLAN ID in the box provided, and check the Enable Override
Native VLAN on AP check box as shown in the following figure.

The knob for Override Native VLAN on AP does the following:

B Overrides the VLAN Support and Native VLAN ID parameters previously configured on the access points.
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HONITOR WLANs CONTROLLER WIRELESS SECURITY MANMAGEMENT COMMANDS HELP FEEDRACK

Wircless FlexConnect Groups > Edit "NMewFlexGroup®

* Access Points

i | General | Local Authentication | Image Upgrade | ACL Mapping | Central DHCP | WLAN VLAN mapping | WLAN AVC mapping
BDZ2.11a/m/ac
BO2.01b/g/n i -
Dual-land Radics VLAN Support #  Mative VLANID |10

Global Configuratian H
{3 T n AR
W kb Dvarrade Native VLAN o

Mesh
b ATF
RE Profiles wLAN 18 [1
FlexConnect Groups Visnld 11
FlexCannect ACLs Add
FlexConnect VLAN _I
Templates
OEAP ACLs WLAN Id WLAN Profile Name Vian

WLAN VLAN Mapping

Metwork Lists 1 PlexDemio 11 (- |
b BOZ.1la/nfac
b 802.11bfo/n
¥ Madia Stream

B Changes the Inheritance Level at the AP to “Group-specific”.

All APs > Details for AP2700

i 1 " m— > | o —

VLAN Make VLAN AP Specific ’ Go
_— peci _Go |
nihveritance

N ovel Group-Specific

Mative VLAN 1D WLAN Mappings

FlexConnect

Group FlexGroups

Mame

WLAN Template Name Department-Mapping

MM Mappin

PreAuthentication Access Control Lists

B Removes AP Specific WLAN-VLAN Mappings.

B Pushes the group-specific configuration including WLAN-VLAN Mapping configured on the group to all the APs in
that group.
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FlexConnect Group

AP Name

WLAN Id
3

Base Radio MAC

All APs > AP2700 > VLAN Mappings

AP2700

FO: 7f:06:3d:f1:c0

WLAN VLAN Mapping

Make AP Specific 6o |
WLAN

id SSID

1 enjoy

2 ciscowlc

4 ciscowlc-peap

5 ciscowlc-eaptls

Centrally switched Wilans

SSID
enjoy-WebAuth

VLAN
iD NAT-PAT Inheritance
56 . no Wian-specifi
56 no Wian-specifi
119 l ne Wlan-specifi
VLAN ID
N/A

Note: When the override flag is set at the FlexConnect Group, modification of VLAN Support, Native VLAN ID,
WLAN-VLAN Mappings, and Inheritance-Level at the AP is not allowed.

3. In addition to the above-mentioned configurations, an additional Inheritance-Level configuration is provided at the
FlexConnect AP. Set this to Make VLAN AP specific to configure any AP-Specific VLAN Support, Native VLAN ID,
and VLAN-WLAN mappings on the AP. Note that the user can modify this knob only when the override flag at the

group is disabled.

Wireless

* Access Points
Al AP
= Radios
B02.11a/n/ac
B02.11b/g/n
Dual-Band Radios
Global Configuratian

b Advanced
Maesh

b ATF
RF Profiles

FlexConnect Groups
FexConnect ACLs
FlexConnact VLAN
Templates

OEAP ACLs
Network Lists
B0Z.11a/njac
B02.11b/g/n
Media Stream

b Application Visibility
And Control

-

Country

MONITOR WLANs CONTROLLER WJIRELESS SECURITY MANAGEMENT COMMANDS

All APs > Detalls for AP3600

[canersi}Ferasantinis S rcaniiio s avalissme B[S trvenoryl] Fexc

VLAN
Suppaort a

| tnneritance i
Laval AP-Specific

Native VLAN ID

FlexConnect
Group HNewFlexGroup
HName

WLAN AVC
Mapping

VLAN Template Name rna

WLAN Maree Id Madoings

PreAuthentication Access Control Lists

ATl Wi Eha n A

HELP  FEEDBACK

o Make VLAN AP Spegific Ga I
Remaove VLAMN AP Specific |

0 VLAN Mappings

ha
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All APs > Details for AP2700

| General | Credentials | Interfaces | High Availability | Inventory | FlexConnect | Advanced

VLAN | Make VLAN AP Specific 2 Go

Inheritance - \
AP-Specific

Native VLAN ID VLAN Mappings

FlexConnect

Group FlexGroupd

Name

VLAN Template Name Department-Mapping

N N M, in:

PreAuthentication Access Control Lists

External WebAythentication ACLS

All APs > AP2700 > VLAN Mappings

AP Name AP2700

Base Radio MAC fO:7f:06:3d:f1:c0

WLAN VLAN Mapping

Make AP Specific  ¢| Go |

WLAN \ VLAN
~ 1d SS5ID ID NAT-PAT Inheritance

1 enjoy .53 . no [AP-specirﬁc
2 ciscowlc l56 ] no Wlan-specifi

4 ciscowlc-peap 56— no Wlan-specifi
B ciscowlc-eaptls 56 |no Wilan-specifi

Centrally switched Wilans
WLAN Id SSID VLAN ID

3 enjoy-WebAuth N/A

AP level VLAN ACL Mapping
Vian Id Ingress ACL Egress ACL

58 none ¢ | [‘none ¢

Configuring VLAN Support / Native VLAN Using CLI

To configure FlexConnect Group-Specific VLAN Support, Native VLAN ID, and Override flag, the following CLIs can be
used:

B Enable or disable VLAN Support at the FlexConnect Group
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config flexconnect group <groupName> vlan <enable / disable>

B Configure Native VLAN ID at the FlexConnect Group

config flexconnect group <groupName> vlan native <vlan_id>
B Configure Override flag at the FlexConnect Group

config flexconnect group <groupName> vlan override-native-ap <enable / disable>
To configure the AP-specific configuration, the following CLIs can be used:

B Existing CLI to Configure VLAN Support at FlexConnect AP

config ap flexconnect vlan <enable/disable> <AP Name>

B Existing CLI to Configure Native VLAN ID at FlexConnect AP

config ap flexconnect vlan native <vlan-ID>
B New CLI to Remove Native VLAN ID configuration at FlexConnect AP

config ap flexconnect vlan native remove <AP Name>

The following show commands can be used to view the VLAN Support, Native VLAN ID and Override flag configuration
at the FlexConnect Group:

(Cisco Controller) >show flexconnect group detail NewFlexGroup

Number of AP's in Group: 1

ad:93:4c:3e:fb:5a AP3600 Joined Flexconnect
<snip>

Group-Specific Vlan Config:

Vlian Mod€....ceeeeeeecccccnns Enabled

Native Vlan......c.ceeeeeeeees 10

Override AP Config....cccee.n Disabled

<snip>

The following show commands can be used to view the Inheritance level, VLAN Support, and Native VLAN ID
configuration at the FlexConnect AP:

(Cisco Controller) >show ap config general AP3600

<snip>
Native Vlan Inheritance: ........cecececececcccns AP
FlexConnect Vlan mode :.....ccceeeeececccccccncss Enabled
Native ID f.c.ceeecececececcccacacasoasoasoscsnsscs 10
WLAN 1 2...cceecescccceosscscccaossascsccosscsccacsscas 11 (Group-Specific)
FlexConnect VLAN ACL Mappings
FlexXConneCt GroUD . .« v vt vttt en ettt eeneeeeeennns NewFlexGroup
Group VLAN ACL Mappings
<snip>

FlexConnect Client Troubleshooting

In 8.1, you can debug the client connectivity issue on the access point (AP) by entering a particular MAC address of a
client from the controller console. Also, you can debug the client connectivity issue across the branch site without
entering debug commands on multiple APs or enabling multiple debugs. A single debug command should enable this
functionality.

Key Enhancements

B Ability to track a given client in a branch
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B Central and local authentication support

B Provide AP and group level client troubleshooting

B Complete client life cycle support

B Maximum four clients per FlexConnect AP or FlexConnect group

B Support for debugging in roaming scenarios within FlexConnect group

Debug per AP

From the WLC CLI, run the following command to enable the debug per AP:

debug flexconnect client ap <AP-Name>add <MAC addr1>

(PODE-WLC) >debug flexconnect client ap PODG6-AP3600 |?

Configures the client mac addresses on AP for debug
Deletes the client mac addresses on AP

Configures syslog server for debug logging

(PODE-WLC) >debug flexconnect client ap PODE-AP3600 add aa:bb:cc:dd:ee:ff

Debug per FlexConnect Group (FCG)
From the WLC CLI, run the following command to enable the debug per FCG:

debug flexconnect client group <group-name> add/delete <addr1> { <addr2> | <addr3> | <addr4>}

(PODE-WLC) >debug flexconnect client group podé-flex add aa:bb:cc:dd:ee:ff

Enabling Syslog on FlexConnect AP and FlexConnect Group

1. Open the tftp32 application [7 e installed on your PC.

2. Click Settings.
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Cument Directory | gIEE N IR et ey _-J Browse I
IntelRJPR »|  Show Dir |

Server inteifaces  10,10.105.93
. Titp Server I Syslog server  Log viewer

Clear Copy |
I

About | Settings Help

3. Check the Syslog Server check box to enable the application as a syslog server and then click OK.

GLOBAL | TFTP | DHCP | 5Y5LOG |

[~ Start Services
W TFTP Server
™ TFTP Client
[~ SNTP server
|
I DHCP Server
. [~ DNS Server

[ Enable IPv6

oK Detault Help Cancel

4. Go to the WLC CLI and set the syslog server for the debugs by running the following commands:
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PODE-WLC) >debug flexconnect client ap PODE-RAP3600 syslog 10.10.60.¥YY

Syslog Per FlexConnect Group

(PODE-WLC) >debug flexconnect client group podé-flex syslog 10.10.60.YYY

The show debug command on WLC CLI verifies that the syslog is configured.

(PODE-WLC) >show debug

AC debugging disabled
Debug Flags Enabled:

enabled

Syslog IP Address Mac Addresaess

aarbbrccrddies: ££

Mac Addresses

aa:bb:cc:dd:ee: ££

The debug logs can be viewed on the syslog server file and on the AP console.

Web Links

m  Cisco WLAN Controller Information:
http://www.cisco.com/c/en/us/products/wireless/4400-series-wireless-lan-controllers/index.html
http://www.cisco.com/c/en/us/products/wireless/2000-series-wireless-lan-controllers/index.html

B Cisco NCS Management Software Information:
http://www.cisco.com/c/en/us/products/wireless/prime-network-control-system-series-appliances/index.htmil

B Cisco MSE Information: http://www.cisco.com/c/en/us/products/wireless/mobility-services-engine/index.html

B Cisco LAP Documentation: http://www.cisco.com/c/en/us/products/wireless/aironet-3500-series/index.html

Terminology
®  APM-AP Manager Interface
B  Dyn—Dynamic Interface
B Management—Management Interface
B Port—Physical Gbps port
B WiSM-2-Wireless Service Module
B AP-Access Point
B LAG-Link Aggregation

B SPAN-Switch Port Analyzer
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B RSPAN-Remote SPAN

B VACL-VLAN Access Control List

®  DEC-Distributed Etherchannel

B DFC-Distributed Forwarding Card
B OIR—Online Insertion and Removal
B VSL-Virtual Switch Link

B [SSU-In Service Software Upgrade
B MEC-Multichassis Ether Channel

B VSS—Virtual Switch System

B WCS—-Wireless Control System

®  NAM-Network Analysis Module

B |IDSM-Intrusion Detection Service Module
B FWSM-Firewall Service Module

B STP-Spanning Tree Protocol

B VLAN-Virtual LAN

B SSO-Stateful Switchover

B WCP-Wireless Control Protocol

B WiSM-2-Wireless Service Module-2

FAQ

Q. If | configure LAPs at a remote location as FlexConnect, can | give those LAPs a primary and secondary controller?

Example: There is a primary controller at site A and a secondary controller at site B. If the controller at site A fails,
the LAP does failover to the controller at site B. If both controllers are unavailable does the LAP fall into FlexConnect
standalone mode?

A. Yes. First the LAP fails over to its secondary. All WLANSs that are locally switched have no changes, and all that are
centrally switched just have the traffic go to the new controller. And, if the secondary fails, all WLANs that are marked
for local switching (and open/pre-shared key authentication/you are doing AP authenticator) remain up.

Q. How do access points configured in Local mode deal with WLANs configured with FlexConnect Local Switching?

A. Local mode access points treat these WLANs as normal WLANSs. Authentication and data traffic are tunneled back to
the WLC. During a WAN link failure this WLAN is completely down and no clients are active on this WLAN until the
connection to the WLC is restored.

Q. Can | do web authentication with Local switching?

A. Yes, you can have an SSID with web-authentication enabled and drop the traffic locally after web-authentication.
Web-authentication with Local switching works fine.
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Q. Can | use my Guest-Portal on the Controller for an SSID, which is handled locally by the H REAP? If yes, what happens
if | lose connectivity to the controller? Do current clients drop immediately?

A. Yes. Since this WLAN is locally switched, the WLAN is available but no new clients are able to authenticate as the web
page is not available. But, the existing clients are not dropped off.

Q. Can FlexConnect certify PCI compliance?

A. Yes. FlexConnect solution supports rogue detection to satisfy PCl compliance.

Cisco Support Community - Featured Conversations

Cisco Support Community is a forum for you to ask and answer questions, share suggestions, and collaborate with your
peers. Below are just some of the most recent and relevant conversations happening right now.

ot]1e1]0s Discussions Happening Now in

CISsCO The Cisco Support Community

Want to see more? Join us by clicking here

WLAN desian guide for branch office gariup.guido 12 Replies 10 months, 1 week ago

Flex 7500 supported RADIUS Servers jburk at pmme-i.com 2 Replies 9 months, 2 weeks

Cisco Flex 7500 Series Wireless... dvaggalis 3 Replies 1 year, 1 month ago

ASK THE EXPERTS: Branch Office Wireless_. ciscomoderator 25 Replies 1 year, 5

months ago
HREAP Scalability - Clients wirelessdeploy 2 Replies 1 year, 1 month ago

Start A New Discussion Subscribe [

350543

Related Information
B HREAP Design and Deployment Guide
B Cisco 4400 Series Wireless LAN Controllers
B Cisco 2000 Series Wireless LAN Controllers
B Cisco Wireless Control System
B Cisco 3300 Series Mobility Services Engine
m  Cisco Aironet 3500 Series
B Cisco Secure Access Control System

B Technical Support & Documentation - Cisco Systems
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	Flex 7500 Wireless Branch Controller Deployment Guide
	Introduction
	Prerequisites
	Requirements
	Components Used
	Conventions

	Product Overview
	Product Specifications
	Data Sheet
	Platform Feature
	Network Interface Ports
	System MAC Addresses
	Serial Console Redirect
	Inventory Information


	Flex 7500 Boot Up
	Flex 7500 Licensing
	AP Base Count Licensing
	AP Upgrade Licensing

	Software Release Support
	Supported Access Points
	FlexConnect Architecture
	Advantages of Centralizing Access Point Control Traffic
	Advantages of Distributing Client Data Traffic
	FlexConnect Modes of Operation
	WAN Requirements

	Wireless Branch Network Design
	Primary Design Requirements
	Overview
	Advantages

	Features Addressing Branch Network Design
	IPv6 Support Matrix
	Feature Matrix
	Infrastructure Multicast

	AP Groups
	Configurations from WLC
	Summary

	FlexConnect Groups
	Primary Objectives of FlexConnect Groups
	Backup RADIUS Server Failover
	Local Authentication
	Local EAP (Local Authentication Continuation)
	CCKM/OKC Fast Roaming

	FlexConnect Group Configuration from WLC
	Verification Using CLI

	FlexConnect VLAN Override
	Summary
	Procedure
	Limitations

	FlexConnect VLAN Based Central Switching
	Summary
	Procedure
	Limitations

	FlexConnect ACL
	Summary
	Procedure
	Limitations

	FlexConnect Split Tunneling
	Summary
	Procedure
	Limitations

	Fault Tolerance
	Summary
	Limitations

	Client Limit per WLAN
	Primary Objective
	Limitations
	WLC Configuration
	NCS Configuration
	Configuration through Cisco Prime

	Peer-to-Peer Blocking
	Summary
	Procedure
	Limitations

	AP Pre-Image Download
	Summary
	Procedure
	Limitations

	FlexConnect Smart AP Image Upgrade
	Summary
	Procedure
	Limitations

	Auto Convert APs in FlexConnect Mode
	Manual Mode
	Auto Convert Mode

	FlexConnect WGB/uWGB Support for Local Switching WLANs
	Summary
	Procedure
	Limitations

	Support for an Increased Number of Radius Servers
	Summary
	Procedure
	Limitations

	Enhanced Local Mode (ELM)
	Guest Access Support in Flex 7500
	Managing WLC 7500 with NCS
	Managing WLC 7500 with Cisco Prime
	Support for PEAP and EAP-TLS Authentication
	EAP-TLS
	Certificate Generation for EAP-TLS
	Configuration of EAP-TLS on FlexConnect AP
	Certificate Files on AP
	Client Configuration
	Client Certificates
	Show Commands

	EAP-PEAP
	User Creation
	Client Configuration
	Show Commands

	CLI Support for PEAP and EAP-TLS on FlexConnect APs
	Guidelines

	WLAN-VLAN mapping at FlexConnect Group Level
	WLAN-VLAN Mapping Inheritance
	GUI Configuration
	CLI Configuration
	Guidelines

	VLAN Name Override for FlexConnect
	Dynamic VLAN Assignment with RADIUS Server
	VLAN Name Override Overview
	Use Case Definition
	VLAN Mapping Design
	Solution – AAA Override of VLAN Name
	Feature Configuration
	Configuring Features

	VLAN Name Mapping
	Creating VLAN Name Template
	Copying VLAN Name Template (Optional)
	Assigning VLAN Name Template
	Verifying VLAN Name Mappings on FlexConnect AP

	RADIUS Server Configuration
	Verifying AAA Override


	Client ACL Support
	Client ACL Overview
	Configuring Client ACL
	CLI Configuration
	Guidelines
	VideoStream for FlexConnect Local Switching
	Introduction
	Components Used
	Supported Wireless Hardware and Software
	Theory of Operation
	VideoStream
	Stream Admission
	Multicast to Unicast
	Higher Video Scaling on Clients
	Switch Configuration
	Controller Configuration
	Add Media Stream Configuration
	Enabling VideoStream – WLAN
	Verifying VideoStream Functionality

	Limitations
	Show Commands – Controller
	Show and Debug Commands – AP
	FlexConnect Faster Time to Deploy

	FlexConnect Plus Bridge Mode
	Application Visibility and Control for FlexConnect
	How AVC Works
	AVC Facts and Limitations
	Configuring Application Visibility

	VLAN Support / Native VLAN on FlexConnect Group
	Feature Introduction
	VLAN Support/ Native VLAN on FlexConnect Group
	AP Fallback Behavior
	With Override Flag Enabled on Secondary Controller
	With Override Flag Disabled on Secondary Controller

	Upgrade and Downgrade Considerations
	Configuring VLAN Support / Native VLAN Using Web UI
	Configuring VLAN Support / Native VLAN Using CLI

	FlexConnect Client Troubleshooting
	Key Enhancements
	Debug per AP
	Debug per FlexConnect Group (FCG)
	Enabling Syslog on FlexConnect AP and FlexConnect Group


	Web Links
	Terminology
	FAQ
	Cisco Support Community - Featured Conversations
	Related Information


