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Application Visibility and Control Release Update

Phase 1-AVC 7.4 B Application classification and control of 1039 applications with NBAR2
engine.

B Support of 16 AVC profiles with 32 rules per profile.

B One AVC profile support per WLAN; the same profile can be supported on
multiple WLANSs.

B AVC profile mapped to WLAN has a rule for MARK or DROP action.
B Graphical presentation on the controller for all classified applications
B One NetFlow exporter and monitor can be configured on the WLC.

B AVC NetFlow monitoring on Pl with PAM license.
Phase 2—AVC 7.5 B Protocol Pack 4.1 support in AVC Phase 2.

B Additional application support—Total of 1056 applications

B Support for loading protocol pack dynamically to update applications.
Phase 3—AVC 8.0 B Protocol Pack 9.0

B NBAR Engine Release 3.1
B AAA AVC Profile override for clients.
B Application rate limiting per-user on WLAN.

B Integration of AVC profiles to the Local Policy classification per user and per
device.

B AVC Directional QoS DSCP Marking for Upstream and Downstream traffic.

B Support for 1105 applications

Application Visibility and Control—Phase 1

Network Based Application Recognition (NBAR) provides application-aware control on a wireless network and enhances
manageability and productivity. It also extends Cisco’s Application Visibility and Control (AVC) as an end-to-end solution,
which gives a complete visibility of applications in the network and allows the administrator to take some action on the
same.

Cisco Systems, Inc.  www.cisco.com
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Application Visibility and Control-Phase 2

NBAR is a deep-packet inspection technology available on Cisco IOS based platforms, which supports stateful L4 - L7
classification. NBAR2 is based on NBAR and has extra requirements such as having a Common Flow Table for all I0OS
features which use NBAR. NBAR2 recognizes application and passes on this information to other features like QoS,
NetFlow and Firewall, which can take action based on this classification.

The key use cases for NBAR are capacity planning, network usage base lining and better understanding of what
applications are consuming bandwidth. Trending of application usage helps network admin to plan for network
infrastructure upgrade, improve quality of experience by protecting key applications from bandwidth-hungry applications
when there is congestion on the network, capability to prioritize or de-prioritize, and drop certain application traffic.

NBAR is supported on 2500, 5500, 7500, 8500 and WiSM2 controllers on Local, Mesh, and Flex Mode APs (for WLANs
configured for central switching only).

NBAR Supported Feature

NBAR as a feature can perform the following tasks:
1. Classification-Identification of Application/Protocol.

2. AVC-Provides visibility of classified traffic and also gives an option to control the same using Drop or Mark (DSCP)
action.

3. NetFlow-Updating NBAR stats to NetFlow collector like Cisco Prime Assurance Manager (PAM).

Application Visibility and Control-Phase 2

In phase two of the AVC support for Protocol Packs has been added. Protocol packs are software packages that allow
update of signature support without replacing the image on the Controller. You have an option to load protocol packs
dynamically when new protocol support is being added. There are two kinds of Protocol Packs—Major and Minor:

B Major protocol packs include support for new protocols, updates, and bug fixes.
B Minor protocol packs typically do not include support for new protocols.

B Protocol packs are targeted to specific platform types, software versions and releases separately. Protocol Packs
can be downloaded from CCO using the software type “NBAR2 Protocol Pack”.

Protocol packs are released with specific NBAR engine versions. For example, WLC 7.5 has NBAR engine 13, so protocol
packs for it are written for engine 13 (pp-unified-wng-152-4.S-13-4.1.1.pack). Loading a protocol pack can be done
if the engine version on the platform is same or higher than the version required by the protocol pack (13 in the example
above). Therefore for example - PP4.1 for 3.7 (version 13) can be loaded on top of 3.7 (version 13) and 3.8, but PP4.1
for 3.8 cannot be loaded on top of 3.7. It is strongly recommended to use the protocol pack that is the exact match for
the engine.

For AVC phase 2, protocol packs can be downloaded directly from CCO-Protocol Pack 4.1.1 for engine XE 3.7. The
protocol pack file “pp-AIR-7.5-13-4.1.1.pack” (Format: pp-AIR-{release}-{engine version}-M.m.r.pack) will be located
in the same location with the controller code version 7.5. This is the only tested and supported protocol pack released
with controller software version 7.5.

Note: If you download the protocol pack from the below link where protocol packs for other Cisco devices is posted for
download, the protocol packs might work but will not be supported. See
http://software.cisco.com/download/release.html?mdfid=282993672&flowid=20841&softwareid=284509011&release
=4.0.0&relind=AVAILABLE&rellifecycle=&reltype=Ilatest


http://software.cisco.com/download/release.html?mdfid=282993672&flowid=20841&softwareid=284509011&release=4.0.0&relind=AVAILABLE&rellifecycle=&reltype=latest
http://software.cisco.com/download/release.html?mdfid=282993672&flowid=20841&softwareid=284509011&release=4.0.0&relind=AVAILABLE&rellifecycle=&reltype=latest
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Application Visibility and Control-Phase 2

Download Software ki b

Cisco 5508 Wireless Controller

& > NBARZ? Protocol Packs-4.1.1

%/ Release 4.1.1

Fi information Relesse Date = Size

NBAR? Advanced Protocol Pack 4.1 for Aire05 T.5: NBARZ Engine 13 [ 3-JUL-2013 022 M8 Download
pp-AR-T.5-13-4.1.1.pack

A0 te carl

Complete list of the protocols supported in the release posted at the link below

http://www.cisco.com/en/US/docs/ios-xml/ios/qos_nbar/prot_lib/config_library/
nbar-prot-pack-library.html

Note: For AVC Phase 2 the downloadable NBAR Protocol Packs are supported on 5500, 7500, 8500 and WiSM2
controllers on Local, Mesh, and Flex Mode APs (for WLANs configured for central switching only). The 2500 series
controllers do not support Protocol Packs.

NBAR/AVC Facts

NBAR/AVC phase 2 on WLC can classify and take action on 1054 different applications.

Two actions, either DROP or MARK is possible on any classified application.

Maximum 16 AVC profiles can be created on a WLC.

Each AVC profile can be configured with a maximum 32 rules.

Same AVC profile can be mapped to multiple WLANs. But one WLAN can have only one AVC profile.

Only 1 NetFlow exporter and monitor can be configured on WLC.

NBAR/AVC stats are displayed only for top 10 applications on GUI. CLI can be used to see all applications.
NBAR/AVC is supported on WLANs configured for central switching only.

If AVC profile mapped to WLAN has a rule for MARK action, that application will get precedence as per QOS profile
configured in AVC rule overriding the QOS profile configured on WLAN.

Any application, which is not supported/recognized by NBAR engine on WLC, is captured under the bucket of
UNCLASSIFIED traffic.

IPv6 traffic cannot be classified.
AAA override of AVC profiles is not supported.
AVC profile can be configured per WLAN and cannot be applied per user basis.

NBAR/AVC is not supported in vWLC and SRE WLC.


http://www.cisco.com/en/US/docs/ios-xml/ios/qos_nbar/prot_lib/config_library/nbar-prot-pack-library.html
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Loading AVC Protocol Pack-Phase 2

AVC and QoS Interaction on the WLAN

The AVC/NBAR2 engine on the controller interoperates with the QoS settings on the specific WLAN. The NBAR2
functionality is based on the DSCP setting. The following occurs to the packets in Upstream and Downstream directions
if AVC and QoS are configured on the same WLAN:

Upstream
1. Packet comes with or without inner DSCP from wireless side (wireless client).

2. AP will add DSCP in the CAPWAP header that is configured on WLAN (QoS based configuration).
3. WLC will remove CAPWAP header.

4. AVC module on the controller will overwrite the DSCP to the configured marked value in the AVC profile and send it
out.

Downstream
1. Packet comes from switch with or without inner DSCP wired side value.

2. AVC module will overwrite the inner DSCP value.

3. Controller will compare WLAN QoS configuration (as per 802.1p value that is actually 802.11e) with inner DSCP
value that NBAR had overwritten. WLC will choose the lesser value and put it into CAPWAP header for DSCP.

4. WLC will send out the packet to AP with QoS WLAN setting on the outer CAPWAP and AVC inner DSCP setting.

5. AP strips the CAPWAP header and sends the packet on air with AVC DSCP setting; if AVC was not applied to an
application then that application will adopt the QoS setting of the WLAN.

AVC Operation with Anchor/Foreign Controller’s Setup

In the case of Anchor and Foreign controller’s configuration, the AVC has to be configured where the application control
essentially is required. In most cases in Anchor/Foreign setups the AVC should be enabled on the Anchor controller. AVC
profile enforcement will happen on the WLAN on the Anchor controller. If Anchor controller is release 7.4 or higher the
above mentioned setup will work.

Loading AVC Protocol Pack-Phase 2

Loading of Protocol Packs is supported only via the command line interface. The command to load a protocol pack is
shown in the example below:

(Cisco Controller) >transfer download datatype avc-protocol-pack

(Cisco Controller) >transfer download start

Mode......cccoeeeeieiiiiiiiininee FTP

Data Type.....eucveeeerreeeeennes AVC Protocol Pack

FTP Server IP..................... A.B.C.D

FTP Server Port................... 21

FTP Path.......ccccvieeienennes /

FTP Filename..........ccoeeeuene. pp-unified-wng-152-4.S-13-4.1.1.pack
FTP Username...........cccceeeee. cisco

FTP Password...........ccc.uc.e... Fkkdkkkxk
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Loading AVC Protocol Pack-Phase 2

Starting transfer of AVC Protocol Pack
This may take some time.
Are you sure you want to start? (y/N)

Y

(5508-60-Active) >transfer download datatype avc-protocol-pack *"—_—.-

[(5508=-60=-Active) >transfer download start

[5508=60=Active) >transfer download filename pp-adv-asrlk-152-4.8-13=-4.1.1.pack *--—.

L~ I L L e T TFTP

Data TyDE. . cueceaananssssssssassnssnssnasnnnnsnns AWC Protocol Pack

TETP Server IP..icicciivninssvvssussusnansansansnt 10.70.0.59

TFTP Packet TimeouUt......c.oceeenoacnaanoaanaasans L]

TFTP Max RetrleSciseisersnnnasnsnonnsnsasnnsnaons 10

TFTP PACH. . ... nnnannnnnnsnassmssnsnnsnnnnnsnns

TFTP Fillenmame. .....o.cceecneerassnasnannannnnnsnns pp-adv-asrlk-152-4.5-13=4.1.1.
pack

Startcing cranfer of AVC Protocol Pack

Thi=z may take =ome time.
Are you sure you want To start? (y/N) I

The download process might take some time.

|

TFTF AVC Protocol Pack transfer starting.
TFTF receive complete,.. Loading Protocol Pack.
INFO, deactivation XDR was bypassed as batch config was idencified

% INFO NEAR : engine deactiwvation
AVC Protocol Pack installed.

Use the show command to view the currently loaded protocol pack
(Cisco Controller) >show avc protocol-pack version

AVC Protocol Pack Name: Advanced Protocol Pack

AVC Protocol Pack Version: 1.0

Use the show command to view the current Nbar2 Engine Version
(Cisco Controller) >show avc engine version

AVC Engine Version: 13

Before installing the Protocol Pack the default pack will show as follow:

R4 A0

3E1510
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Configure Application Visibility

(5508-60-Active) >shov ave engine version
AVC Engine Version: 13 f——.
{5508-60-Active) >shov ave protocol-pack version

AVC Protocol Fack Name: Advanced Frotocol Pack
AVC Protocol Pack Wer=zion: 1.0

281511

[5508=60=hctive) ]

After installing the Protocol Pack the AVC pack will show as version 4.10001:

(5508=60=-Active) >»show avc engine wversion
AVC Engine Version: 13 *—
(5508=60=-Active) >show avce protocol-pack version

IVC Protocol Pack Neme: Adwanced Protocol Pack
AVC Protocol Pack Version: JI.IEIEII:II.*—

(5508-60-hctive) ]

251512

Debug Commands
(Cisco Controller) >debug avc events enable

(Cisco Controller) >debug avc error enable

Configure Application Visibility
Complete these steps:
1. Open a web browser on the Wired Laptop. Enter your WLC IP Address.

2. Create an OPEN WLAN with naming convention as for example: “POD1-Client” and enable Application Visibility on
that WLAN under QOS TAB. Map this WLAN to management interface.

To enable Application visibility, click WLAN ID and then click the QOS tab and check the enable option for
Application Visibility and click Apply.

alialn

b MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
WLANs WLANSs > New
* WLANS =
WLANS Type | WLAN v
" hivanced e e oo
sSID POD1-Clignt o
1 '}
1o 1 " =
o
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Configure Application Visibility

i l| . .! 0 Saye Configuration  Ping  Logout |Refresh
CISCO MONITOR WIANs CONTROLLER WIRELESS SECURITY M MEN 5 HELP
WLANS WLANs > Edit 'POD1-Client’ < Back | Apply |
b | General | Security | QoS | Policy-Mapping | Advanced
LANS |
r hdvanced Quality of Service (QoS) lS_iI\g.u_r._l:bu?t- e-‘f;Fort!. W
Application Visibility Enabled .*——
AVC Profile none ¥ o+
Metflow Monitor nene " E
ua
s I o

3. Once Application Visibility is enabled on the specific WLAN, from the associated wireless client start different types
of traffic using the applications (already installed) like Cisco Jabber/WebEx Connect, Skype, Yahoo Messenger,
HTTP, HTTPS/SSL, Microsoft Messenger, YouTube, Ping, Trace route, etc. Once traffic is initiated from wireless
client, visibility of different traffic can be observed globally for all WLANS, Per Client Basis and Per WLAN Basis which
provides a good overview to the administrator of the network bandwidth utilization and type of traffic in the network
per client, per WLAN, and globally.

As mentioned above Visibility of traffic can be monitored:
B Globally for all WLANs
B Individual WLAN
B Individual Client

4. To check the visibility globally for all WLANs on WLC, click and scroll down.

Saye Configuration

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AAA Authentication Failure for UserName:cB4c757945d User Type: Wi
Access Point Summary Vigw Al
Tatal itk Down Top Applications /
::ii:ﬂf“ 1 LR ®o0 Detall Application Name Packet Count Byte Count
:g‘;iisw’f" 1 ®1 ® o Detall  hitp (W 1216 o
All AP 1 91 ®0 Detai| (D) 2210 3164720
youtube [{*}} B4E 21806
Client Summary [{)] 1455 1919261
23l [{%}] 186 19344
Current Clients 4 Detail (D) 214 154042
Exeluded Clients o Detall  Skype &)} 525 11189
Disabled Clients o Datall =) 561 24614
ms-live-accounts ({0} EE 3364
[{+3]) 28 13588
ping [{1}] S0 5760
[{+] 90 5760
dns {u) 7 305
)] 7 2580
yahoo-voip-over-sip [{¥}] 1 as
[{=)} 1 ]
webex-meating [{"}] 3 Ers
(™ 3 £y
paca [{7}] 3 40
(o) 2 ] i
o
This page refréshes every 30 seconds. ﬁ




Application Visibility and Control Feature Deployment Guide

Configure Application Visibility

Note: The monitor screen list the applications classified by NBAR engine running on WLC for all the WLANs. The top ten
applications in the last 90 seconds in both Upstream (U) and Downstream (D) directions will be listed on this page.

5. To have more granular visibility per WLAN, navigate to Monitor > Applications. This page will list all the WLANs on
which AVC visibility is enabled.

Monitor WLANS

Sy WLAK 1D Type Prafile Hame WLAN 551D Admin Status  Awc Profile]
P Access Polnts 1 WLAN PODL.Chant POD-Cliant Enabded Hure

¥ Cisco CleanAir

b Statistics

F CDP

¥ Rogues
Clients

Multlusk/’-
Applicatifing

AE1E1E

Now click the individual WLAN ID and the below screen will be visible which will list aggregate data for the top ten
applications running on that particular WLAN.

MONITOR WILAN CONTROLLER WIRELESE SECURIT MENAGEMENT

WLANs > Application Statistics < Bag
aqggreqate | Upstream | Dovmstroam |
Applicstion Last 90 Secs Slats application Cumulstive r.uu""""-—-—-
Packet Dyte Ayerage Usage
A Mamie Lot Conimnil Facket Size (%) Ll Fickst coust Byty Count - UKSg %)
ghalk-chat 5 4010 180 085 bt 546 52017 7,72
yahoo-massanger @ 671 an7 b4z e ] i b
webax-mesting 7 232 e 2326 phatkeohat ] . et
s
Fetp 19 EHETS 143 19.68 wobaz-merting # AFHES 6.6
betnrrent & 0 Ly 1.47 vahoo-mssenger 41 14584 i.88
R & el i 031 biftrrant 3 L1 o1
Application Last 90 Seds Usage({®s) Application Cumualative Usage])

I ghali-char{ .08 ) | BECES

I pahon-martengen] J6.43% ) I gl 16.90% )
Bl webormastingl 23.26% ) B otalk-chatt 7.20% )
I Ritp 39.68% § I mabax-mestingl &.26% )
I Esttorrantl 147% ) l yahoo-messenger] 1.25% )

l'\-ﬁc‘fD-Jl\‘l Ibmfﬂﬂll'ﬁ:l

351517

Note: This page will provide more granular visibility per WLAN and will list the top ten applications in last the 90 seconds,
as well as cumulative stats for the top ten applications. The above screen lists the aggregate traffic on a particular WLAN,
which includes upstream as well as downstream data. You can view UPSTREAM and DOWNSTREAM stats individually
per WLAN from same page by clicking the Upstream and Downstream tab.

6. To have further granular visibility of the top ten applications per client on a particular WLAN on which AVC visibility
is enabled, navigate to Monitor > Clients and click any individual client MAC entry listed on that page.
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Configure AVC Profile

EECURITY

MANAGEMENT

Monitor Clients wries 1 - 3ol 1

Summary Current Filter

Client MAC AlldAmr

b Access Poinis

¥ Cisco Cleanir

WILAN Profile WLAN S5ID Status Auth Port

¥ Statlstics
¥ CDP

¥ Rogues ‘-_'____,..--F

§ PODI-AP FODE-Clent POD1-Chent Assocated Tes 1

251514

After clicking on an individual client MAC entry listed on the above page, the client details page will open which will
have two tabs; one for general information and another tab with the name AVC Statistics. Click the AVC Statistics
tab to see the NBAR statistics for the top ten applications for that particular client.

MONITOR

WLANS  CONTROLLER  WIRELESS HELP  FEEDBACK

P )

SECURITY MANAGEMENT COMMANDS

Clients > Detail

General AVC Statistics

Last 00 Secs Stats d———— Cumulative Stats "

AvErage Packet Packet

Application Name Packet Size Count Byte Count Application Name Count Byte Count

gtalk-chat 174 25 4010 whne 555 520060

yahoo-messenger 611 i0 36T1 hittp 154 136257

webex-megbng 11 7 23z ghalk-chat 2a7 58458

hittp 245 21 2942 webex-meeting 100 52157

bittorrent 1] ] 204 yahoo-messenger 51 18355 2

wne ] 9 43 ssl 27 BOEE E
[l

Note: This page will provide further granular stats per client associated on WLAN on which Application Visibility is
enabled and will list the top ten applications in last 90 seconds as well as cumulative stats for top ten applications. The
above screen lists the aggregate traffic per client, which includes upstream as well as downstream stats. You can view
UPSTREAM and DOWNSTREAM stats individually per client from same page by clicking the Upstream and Downstream
tab.

Configure AVC Profile

Complete these steps:

1. The NBAR feature on a WLC not only gives a visibility of applications running in the network, but also gives the
administrator an option to control the applications running in the network by creating an AVC profile. AVC profiles
can be configured to take the following actions on the recognized applications:

a. Action DROP (Traffic for that application will be dropped)

b. Action MARK (Particular applications can be marked with different QOS profiles available on WLC, or the
administrator can custom define the DSCP value for that application)

2. To see all the applications supported by NBAR engine for stats, visibility and control action (DROP/MARK), navigate
to Wireless > Application Visibility And Control > AVC Applications. This page will list down all the applications in
sorted order with the application group they belong.
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Configure AVC Profile

i II 1 h Saye Configuration | Bing  Logout  Refresi
" ' "
cCisCo MOMITOR  WLAN: (ONTROLLER  WIRELESS ~SECURITY MANAGEMENT COMMANDS HELP FEEDSACK
Wireless AVC Applications Entries i - 50 of 5i
L 1 i L)
* Access Points Current Filter Hane [Change Fiter] fClngr Filtar]
Application Engine  Selector
Application Name Application Growp I n m
¥ Advanced ather 538 3 [¥s]
Mest 3 obsalete ar? 3 104
Mesh
HF Profiles apL layard-over-ip Tah 1 34
2idcly net-adimn 1108 3 211
FlexConnect Groups
FlexConnect ACLs 2pfs fEt-admin 479 3 564
F 802.11a/nfac acad net-adman 5&2 3 674
¥ 802.11bfg/n hoad othar L 3 62
¥ Media Stream asensskilder other 662 3 B84
¥ ore th &O7 3 L1
- Application Visibility i’
And Control r scp othar £13 3 259
S LRsLene cr-ngm industrial-protocals a7 3 104
Coitry actve-directary ather 1184 i3 ChE]
Tiniers actvaiyng Buisness-and-productivity -tocls 1419 13 450
k Netflow hdoft-Gonnect other 1441 13 505
b QoS Asd:513 obsalete 953 3 149
(L
afnavertcn busaness-and-product vty -tooks 1327 3 48 f=]
=)
ageri: net-admin 409 3 TOE Irs]
b
[P aloes net-admin m 1 483 o

Note: While creating the drop/mark action for any application under AVC profile, application group need to be selected
first. This page list down all the applications with application group they belong and with simple lookup for application
using browser “FIND” option, an administrator can find applications and its group and use this group in AVC profile to

configure drop/mark action which is discussed further in this guide. NBAR on WLC supports visibility of 1054 different
applications.

3. To configure any action (drop/mark), the AVC profile should be created first. To configure the AVC profile, navigate
to Wireless > Application Visibility And Control > AVC Profiles and then click New to create the AVC profile.

l'I'llIll Legout | e

cisco

Wireless AVC Profile Name

* Access Points
All AP+ AYE Prafile Hame

Adwanced
Mash

RF Prufiles
FlexCennect

Groups

Fle Cionnect

B802.11afn
BOZ.11bfgfn

Modia Stroam

Application
= Wisibility And
Cantral

351521

4. Enter AVC profile name and click Apply.

10
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Configure AVC Profile

Logout ' Rafres)

MOMITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  EEEDBACK

AVC Profile > New Apply

— =

AVC Profile Name  Blodk_Toutube

3518522

5. After Apply is clicked, the AVC profile will be created and you can see the above-created profile, which can be
clicked further to create rules to take drop/mark action. Maximum of 16 AVC profiles can be created on a WLC.

alaln
CISCO MONITOR WLANe CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Wireless AVC Profile Name
* Access Points
All aps ANC Profile Hame
= Radios

B0Z11a/n Block Youtube [+]

Global Configuration

251523

6. After creating the AVC profiles, you can click on any profile name and create rules for individual profiles. Maximum
of 32 rules can be configured in each profile. Rules can be configured to take any of the two actions i.e. DROP or
MARK. If no rule is configured for any application the default action will be “Allow” with QOS policy configured on a
WLAN. To create rules under profile, navigate to Wireless > Application Visibility And Control > AVC Profiles and
then click any of the above created profile.

Ping ' Logout Refrest

MOMITOR  WiLANs CONTROLLER  WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP |
AVC Profile > Edit 'Block_Youtube' Add New Rule
Application  Application

Hame Growp Name Action DSCP

251524

7. Now click Add New Rule and the below page (2nd screen shot) is displayed where the administrator can select the
application group from the first drop-down which filters the applications that belong to that group only. Then, from
the second drop-down application can be selected. Once the application is selected from second drop down, the
administrator can select what action should be taken on that application from third the drop-down. Once the action
is selected click Apply.

Ping  Logout |Refrasy
|
|

MOMITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP

AVC Profile > Edit 'Block_Youtube’ Add Hew Rule

-

Application  Application
Mame Group Name Action DSCP

3515245
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Configure AVC Profile

Logout 'Refres

MOMITOR WLANS CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP
AVC Profile > Rule > '‘Block_Youtube' / Apply
Application Group | voice-and-video g G—

Application Name | youtube ¥ fp—

Action Drop v ‘.______

351526

Note: In 7.5 release, WLC is capable of classifying 1054 applications and provide an option to take any action. To take
an action on any application, the administrator has to select application group first to which that application belongs
which will filter the list of applications for that application group only. The reason for this implementation is all 1054
applications cannot be displayed in a single drop-down. Also in release 7.5, the Application Names are now selectable
and by hovering over and clicking the application name in the list the above profile rule can be created.

Save Confguratich  Pwg  Logout 'Befres

|ll||l|'1|

CISCo OR Wi CONTROLLER RITY ML EMT NDS  HELP  EEED

Wireless = auth amail 935 3 56
* Access Points ag-ch business-and:productivity tools 934 3 54
&l APs A G wrnal 1010 ] 165
= Radios .
802 11a/nian ins=idp layer3-overip TG X 2
b0 fr 3i email 937 3 58
Dual
Global Confsguration AnE-timne rtadrnin 932 3 52
¥ Advanced o layer3rover-ip 70 1 36
Mish riitn other 422 3 508
RF Profiles inindows net-admin 45 3 €000
FlexCannect T e - il othar 1018 3 173
Groups vahoc mail emiail 1462 13 826
FlaxConnact ACLE =
taboe- M FEEngET instant-messaging LEs 13 m
F BOD2.11a/nfac
FAbE G- v RIR-MAEEE ST woice-snd-video &74 13 422
* BDZ.11b/g/n rabog-voip-pyer-5ip woicerand-video 1195 13 mz
F Media Stream woice-and-video a2 13 B2
Application 235 e business-and-productivity-tnals 1108 3 10
~ visibility and | S " '
Control Tannet file-shanng 1157 3 nz b
::.:-_ :f:‘#;:"'on‘ zathes woice-gnd-video 115 11 428 %
2 gsary other 783 3 1) 0
Country w i

8. After Apply is clicked, the action rule will be created and displayed as captured in the below screen. You can add
more rules under the AVC profile on the same page. Maximum of 32 rules can be configured in a single AVC profile.

Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

ANC Profile > Edit "Block_Youtube' Add Now Rula
Application Name Application Group Mame  Action DSCP
youtube woite-and-videa drap e B

2351528

9. Another rule can be configured under the same AVC profile to MARK traffic with a different QOS profile or custom
DSCP value. In this example, another AVC profile was created following step 3, 4 and 5 with the name
“Mark_Http_Webex”. In this example this AVC profile is used to create a rule to mark “Http” with low priority and
give “Webex” more precedence.
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TROLLER  WIR SECURITY SEMENT iS5 HELE  EEER

AVC Profile Name

AYC Profile Name

Block voutube (-}
Mark Http Webex [~} *'_——-__—-

As discussed in previous steps 6, 7 and 8, click the AVC profile name to create rules for the profile. Click Add New
Rule.

PFing  Logout Refres

MONITOR WLAN: CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
AVC Profile » Edit "Mark_Http_Webex' Add New Rule

’/* .

Application  Application Iy

Mame Group Name Action DSCP o

o

Select Application group from the first drop-down and Application name as Webex from second drop-down. Then,
configure Action as MARK and select QOS profile as Platinum and the click Apply.

Logout  Hefre

MONITOR WLANS CONTROLLER WIREL SECURITY MANAGEMENT COMMANDS HELP

AWC Profile > Rule > "Mark_Http_Webex' #—‘_. _._.".'.'.'!_‘."'.'.L_J
Application Group Evm:u-and-vlden NS %

Application Name ;wubux-megtmu V| f— =
Action | Mark w -— %
Drscp (0 to &3) ;Pluhnum{vnlne} L ﬁ

After Apply is clicked, the action rule will be created and displayed as captured in below screen. Click Add New
Rule on same page to create another rule to MARK another application “Http”.

Ping  Logout Refre

MONITOR  WIANs CONTROLLER WIRELESS SECURITY  MAMAGEMENT COMMAMNDS  HELP
AVC Profile > Edit 'Mark_Http_Webex' — Add New Rule [
Application Application
Hame Group Name Action DSCP -
webex-mesting woice-and-video mark 46 (=] %
o
©

Create another rule in the same profile by just clicking Add New Rule on the same page. Select Application group
from the first drop-down and Application name as http from second drop-down. Then, configure Action as Mark
with QOS profile as Bronze. Then click Apply.
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Logout | Refre

MONITOR WlLaNs CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS HELP
AVC Profile > Rule > ‘Mark_Http_Webex' S Apply
Application Group browsing 5!
Application Name hitp | —

o
Action Mark » o
Dsep (0 to 63) Bronze(background) » &

After Apply is clicked, the action rule will be created and displayed as captured in below screen.

MONITOR  WILANs CONTROLLER : EC MANAGEMENT COMMANDS HELP FEEDBACK

AVC Profile > Edit "Mark_Http_Webex'

Application Application

Name Group Mame Action DSCP

webax-meesting voice-and-video mark 46 -] ‘ oy

http browsing mark 10 [~ — E
)

Note: For the same AVC profile two rules are created. The Administrator can configure up to 32 rules in the same AVC
profile. Individual rules can be configured for action MARK or DROP in the same profile. A single rule can only be
configured with a single action i.e. either MARK or DROP.

The administrator is also flexible while configuring Action as MARK to choose the Differentiated Services Code Point
(DSCP) value as Custom instead of selecting “Platinum/Gold/Silver/Bronze”. Once Custom is selected as DSCP
value, a text filed will be visible where admin can enter a custom DSCP value in range of 0 - 63.

AVE Profile > Rule > "Mark_Http_Webex'

Application Group browsin g V:
Application Hame flash-video bt

Action Mark v /
Dsep (0 to 63) Custom vio |

251525

10. The Next step will be to apply these AVC profiles on the WLAN. Only one AVC profile can be mapped to a single
WLAN. A single AVC profile can be mapped to multiple WLANs. Once an AVC profile is mapped to a WLAN and if it
has a rule for MARK action, that application will get precedence as per QoS profile configured in AVC rule interacting
with the QOS profile configured on the WLAN. All the AVC profiles created will be visible under AVC Profile
drop-down in WLAN under QOS TAB. To see the AVC profile in the drop-down on WLAN, navigate to WLANs >
WLAN ID and then click QOS tab. All the AVC profiles created are visible under the AVC Profile drop-down. The
administrator can select the AVC profile on the WLAN as per network requirement.
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anfiguration  Pwg | Logout Refresh

HELP  EEEDBACK
WLANS WLANSs > Edit 'POD1-Client' < Back | apply |
L | General | Security | QoS | Policy-Mapping | Advanced
WLANS Tt S §
Ll
o AECANESE Guality of Servics {QaS) Siyer (best efort) v
Appheaton Vesdblity = Enabled
ANC Profile

Hetflowr Monitor rasdiar
Black_vaitube o
Guarride Por-User Bandwiclark HTTE Webex y Ik

DownStream  UpStream

2E1E3E

Average Data Rate [i] (]

11. For example, select the AVC profile Block_Youtube from the drop-down and click Apply.

nfiguraton Ping  Logout Refresh

|l||+||l|

CISCO MONITOR

WLANS WLANs > Edit 'POD1-Client’ < Back_| T |
- WLANS /

wlaNs 0 e e T e

Ll
r Adeancad Guality of Service (Qo5) Silver (best effort) =
Applcation Yisibility Enabled
AVE Profile Block_Toutube . H
Hetflow Monitor none »

251537

Override Par-User Bandwidth Contracts (kbps) £

Note: If Application visibility is not enabled on the WLAN, and users selects an AVC profile and Apply is clicked, this
automatically enables Application visibility. But to disable Application visibility from WLAN, AVC profile, which is mapped
to WLAN, should be removed first by selecting None from drop-down.

12. Once AVC profiles are applied on WLAN it is also visible under Monitor > Applications. All the WLANs which has
Application Visibility enabled will be displayed

CISCO MONITOR \WlANs CONTROLLER W]RELESS

Maonitor WLANS

Summary WLAN ID Type Profile Name WLAN 551D Admin Status  Ave Profile
Arcess Points 1 WLAH PODL-Client PODL-Client Enabled Block _foutube
Ciseo CleanAir

Clatiztice
b CDp

Rogues

Clients

Multicast "’,..f'

Applications

351538

13. Now try to open www.youtube.com from wireless clients. Make sure that the client cannot play any videos on
YouTube. Also try to open your Facebook account (in case you have one) and try to open any YouTube video from
your Facebook account. You will observe YouTube videos cannot be played.

Because YouTube is blocked in the AVC profile and AVC profile is been mapped to WLAN, clients will not be able to
access YouTube videos via browser or even via YouTube application or from any other website.
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Note: If your browser was already open and running Youtube.com, refresh the browser for the AVC profile to take effect.

14. Now change the AVC profile on the WLAN to test the MARK operation of the NBAR feature. Select AVC profile
Mark_Http_Webex from the drop-down under QOS tab on the WLAN and click Apply.

"Ilﬂl.l Saye Configuration  Ping Logout  Refresh
CISCOo MONITOR  WLANs CONTROLLER 'WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACE
WLANs WLANs > Edit 'POD1-Client uuk/'__gu_l | g tpp!
R MLLANS General | Security | QoS | Policy-Mapping | Advanced |
ANE r r
k Advanced

Quabty of Service (Qos) Silver (best effort) v

application Visibility Enabled /
ANC Profils Mark_HTTP_Webex ¥

Netfiow Monitor none o

351539

15. Once the AVC profiles are applied on the WLAN, it is also visible under Monitor > Applications. All the WLANs which
has Application Visibility enabled will be displayed.

CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

CI5Co TOR

Monitar WLANSs

Summary WLAM ID Type Profile Hame WLAN 5510 Admin Status  Avc Profile
¥ Access Paints i WLAN PODL-Chent FODL-Client Enabled Mark_Hiip_Webex

b Cisen Cleandir

F Statistics

¢ CDP

F Rogues
Clients
Multicast

251540

Applications

16. Once the AVC profile Mark_Http_Webex is applied on the WLAN, initiate or login to your individual WebEx account
(if you have one) and also initiate some HTTP connections and observe the marking for these two applications under
client details. Once the AVC profile is mapped to a WLAN and if it has a rule for the MARK action, that application
will get precedence as per QoS profile configured in AVC rule overriding the QoS profile configured on the WLAN.

Although the WLAN in this example is mapped to the default QOS profile SILVER, the AVC profile has been created
and mapped to this WLAN to MARK application WebEx and HTTP with a different QOS profile. Traffic for application
WebEx will be marked with PLATINUM profile and traffic for all HTTP application will be marked with BRONZE profile.
Rest of the applications that do not match any rules in the AVC profile; will be marked with QOS profile configured
on WLAN i.e. SILVER in this example.

17. To see the markings stats for client traffic, navigate to Monitor > Clients and then click any individual client MAC
entry listed on that page.
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Bing' | Logeut |Redr)

MOMITOR  WLANs CONTROLLER WIRELEES SECURITY MANAGEMENT

Manitor Clients Entries 1 - 8 af I

Summary Current Filter Hone [ I I

hcecess Poinls

Cisco CleanAir
Statistics
b CDP

Rogues ‘-—_'___,_.-l-‘

Clignt MAC Add AP Hame WLAN Profile WLAN 551D Status Auth Port

o090 b5 sh:E] PODA-AP PODE-Chant POD1-Chent Aszocated Tes 1

351541

After clicking on the individual client MAC entry listed on the above page, the client details page will open which will
have two tabs; one for general information and another tab with name AVC Statistics. Click the AVC Statistics tab
and further click the UPSTREAM tab to notice the MARKING operation of the AVC profile.

Clionts > Detall e
General | AVC Statistics

~ Aggregate | Upstream Downstream |

Last 90 secs Stats Cumulative Stats
Average Packet Dscp Packeat

Applcation Name Packet Size Count Byte Count In/Out Application Name Count Byte Count
gaik-chat 162 L] 4063 T e 495 ATIATA
yahoo-messenger k] 5 3671 oo r’ http 124 128090
webex-meeting 538 & 232 0yas wibex-mesting 72 40755

L 245 12 042 0710 M gtalk-chat o1 12696 @
bittonnent -] 3 04 /10 yahoo-messenger 19 11013 ,“2
Wi [ 7 43 oo bittorrent 12 812 -

Notice the above output and make sure the WebEx application is getting OUT DSCP value as 46 because the WebEx
application is been configured with Platinum QOS profile and HTTP application is getting OUT DSCP value as 10
because the HTTP application is been configured with Bronze profile.

Configure NBAR NetFlow Monitor

A NetFlow monitor can also be configured on the WLC to collect all the stats generated on a WLC and these can be
exported to the NetFlow collector. In the following example, Cisco Performance Application Manager (PAM) is shown as
being used as a NetFlow collector. PAM is a licensed application running on Cisco Prime Infrastructure.

1. Add NetFlow Exporter first on WLC by configuring Exporter (NetFlow collector). In this example Cisco PAM is an

exporter. It collects all the NetFlow stats generated by the WLC. To add an exporter in the WLC, navigate to Wireless
> NetFlow > Exporter, then click New.
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Wireless Exporter List Mo,

* Acoess Polnls
d Eunporter Mame Esporter Ip Port Mumber

(=]l red R adios

Slobal Configuration

Advanced
Miah
RF Profiles

FlexConnoect
Groups

FlaxCannact ACLS
* oB02.11afn
Boz.a1bfafn

* Media Stream

Application

B Wisibility And
Control
Country
Timers

= Netflow

Mandor
Lxporter M

351543

2. Enter the details of PAM, Exporter IP, as an example below 10.10.105.3 and Port Number as 9991 which will collect
all the NetFlow stats generated by the WLC and then click Apply.

I.III‘III‘ Logout - Refre
cisco MONITCR p
Wireless Exporter Create .'..--'" Apply
I’ Tl:lt::‘s Palnts Expaorter Name Cisco PAM *.—.-'-
= Radios c Exparter Ip 10.10,10%.3 Wfpm—

Part Humber 7591 —

351544

Exporter List New...

Exporter MName Exporter Ip Port Number

Cisco PaM 10.10.105.3 9991 | =] *.-._.—.

3515445

Note: Only one exporter can be added in the WLC.
3. After adding Exporter details on the WLC i.e. PAM server, a monitor needs to be created which will store the NetFlow

stats and export the same to the PAM server. To create a Monitor, navigate to Wireless > NetFlow > Monitor, then
click New.
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Logout Re

Wireless Monitor List page Hew...

* hccess Points
:'" I“? Monitor Name Record Name Exporter Same Exporterlp Port
~ Radws
a02.11an
80211k n
b and Radics
Global Conhgur abion

D,

Advanced
Mesh

RF Profiles
FlexConnect
Groups

FlegxCannect ACLS
Bo2.11afn
802.11b/q/n
Media Stream

- w

-

Application
Visibility and
Control

Country
Timers

- Nl‘-!llnw/
Monitor

Exporiar

351546

4. Enter any name to create the Monitor entry on WLC and click Apply.

Logout | Refre

MONITOR WLANs CONTROLLER 'WIRELESS 3§ Y MAMAGEMENT COMMANDS HELP
MNetflow Monitor > New —  Apply
&
Monitor Name NetFlow Monitor] A E
(]

5. Once applied, the Monitor entry will be created which will need to be further mapped to the Exporter created in step

2.
Monitor List page Hew...
1)
Monitor Mame "',..— Record Kame Exporter Name Exporterip Port E
NatFlgw Maritor rone Hone 0.0.0.0 @ o
o

Note: Only one Monitor entry can be added in the WLC.

6. Click the Monitor entry and map it to the Exporter entry, which is Cisco PAM. The exporter name drop-down list the
“Exporter” entry that is created above. Record name “ipv4_client_app_flow_record” is auto generated by WLC,
which records all the NBAR statistics and exports to the Cisco PAM. Select this record entry in the record name
drop-down and click Apply.
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Logout Rafre

MONITOR ANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Metflow Monitor > Edit "NetFlow Monitor' — |
Exporter name Clsnn PAM v ‘—’-/ a
*— )
Record Name ipwa_client_app_flow_record ¥ o
o

| Logout Be
ROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Monitor List page / New...
Monitor Name Record Mame Ewporter Mame Emporterip Port E
L]
HatFlow Monitgr ipwd_client_app_flow_record Cisco PAM 10.10.105.3 a1 @ o
L]

7. Once the Monitor entry is created and the Exporter entry is mapped to the same, it should be mapped to the WLAN.
To map the exporter entry to WLAN, click WLANSs and then click the specific WLAN ID. Click the QOS tab and choose
the Monitor entry created above from the NetFlow Monitor drop-down and then click Apply on the WLAN Edit page.

WLANS WLANs > Edit ‘POD1-Client'

v m_l:‘"ﬁ’“ | General | Secority | QoS || Policy-Mapping | Advanced |
N !‘ =
¥ ARvaRLed Qusity of Service (Q0S) | Silver [best effurt)
Applicatien Visibility Enabled
AVC Profils Block Toutubs __w
Hetflow Monitor -Nuuiow_l-'io-n-l.k;ol -

override Per-User Bandwidth Contracts (kbps) &
DownStream  UpStream

2515581

8. Now open a new tab on the browser and login to the Cisco Prime Infrastructure Server to add individual WLCs to
PAM.

Username: XXXXXX

Password: XXXXXXX
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“&. Cisco Prime
@ Infrastructure

S Version: 1.4

P 2003 Oso Syees Inc. Choo. Ciso Symtems and Choo Sywems koo are regisered trademars of Cieo wat]i
Symems.Inc.andjor i3 affifates in the LS and certain ocher countries ';lls‘c'a‘
’

3E1EEZ

9. Add the WLC in Cisco PAM. To add WLC into Cisco PAM, login to Cisco PAM and navigate to Operate > Device
Work Center, then click Add Device in the Lifecycle Theme.

Device Work Center g B Dvery £ Confguraton etives (] ScfotedDepoyment St £, et ]

Device Group Dedar Goup > ALL
ALL

&gy &, / senat e B &,

Bu i Y e e s + & MO bkt W %

10. Enter the details of individual WLC i.e. WLC Management IP Address (Example WLC-POD4 = 10.10.40.2) and
Community String as public and then click Add.

351553
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Add Device

« General Parameters

* [P Address | xoxx

- SHMP Parameters
Wersion | wic
* Rutries | 2
* Timeout [10
* Community [sesesed

= Telmet/S5H Parameters
Pratool
Timeout | 60
L I
Passward |
Confirm Password |
Enable Password |
Confirm Enable Password |

= Http Paramatars

351554

11. Once the WLC is added, start some traffic from wireless clients. You can view the number of clients per WLAN and
usage per client. To see the usage by clients, navigate to Home > Detail Dashboards > Application. Now filter the
Application Box as All, Site as Unassigned, and Network Aware as Wireless > PODX-Client and then click Go.

m“ e gy * ._w Magont * mi

v boden  Peomane [T
S Dol p ] oo End L Exgariral f
Filters Ty "Aobcaton o O @ TmeFoms [Pamtred o | @ lemcwi O M Mot pOD1Lied O [
Top N Ciente(n s Out] g & % (5 B0 Npplestion Configurstion. . Wy (D)
Appi ghon Proforod Pord B
= EAH
. | e uw
Ly as
o JEN - |
Tt . [T s
=i YRS T i
-] L o
o
i 2017 ot 08, 172616 5T E
2 ©

Note: You can see the number of clients on WLAN “POD1-Client” which is filtered under Network Aware. Also, in same
screen, you can see the applications used by both the clients.

12. To see the application usage by a particular client, navigate to Home > Detail Dashboards > End User Experience
> Under Filter and then select the client IP.
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Site Dervice Interface Application
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13. To see application usage per WLAN, navigate to Home > Detail Dashboards > End User Experience > Under Filter
and then select the Network Aware as WLAN i.e. POD1-Client in this example. Click GO.

oween oo resewrcr (IR
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351558

- a——— Word N Claris by Transaction Time

AVC—Phase 3 in CUWN Release 8.0

In this release, a lot of enhancement has been made on the AVC feature set that includes the following:

B AAA AVC Profile override for clients.

23



Application Visibility and Control Feature Deployment Guide

AVC—Phase 3 in CUWN Release 8.0

B Application rate limiting per-user on WLAN.
B Integration of AVC profiles to the Local Policy classification per user and per device.
B AVC Directional QoS DSCP Marking for Upstream and Downstream traffic.

B Support for 1105 applications with Protocol Pack 9.0 and NBAR Engine release 3.1.

AAA AVC Profile Override for Clients

As mentioned above in releases 7.4, 7.5, and 7.6, the AVC Profile is configured on a WLAN and all clients connected to
that WLAN inherit the same AVC profile. The value proposition to allow for the AAA AVC profile override is to enable
different clients (logging in as different users) to obtain different AVC profiles even though they are connected to the
same WLAN.

The AAA attribute for a client or user profile can be configured on AAA servers, for example, Cisco ACS or ISE. The AAA
attribute is defined as a generic Cisco AV Pair and can be defined as a string and value pair in AAA. This attribute is
processed during L2/L3 Authentication by the WLC and the same is overridden by what is configured on the WLAN.

Steps to Configure Application Visibility Per User Role

Complete these steps:

1. Create/Configure a WLAN with L2 Security set for WPA2/802.1x authentication. Assuming that the
user/administrator has already configured the AAA server for dot1x authentication, choose the AAA server from the
Authentication Servers drop-down list and click Apply.

MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'POD2-1x' <Back | Apply |

General I Security | QoS | Policy-Mapping | Advanced |

Layer2 | Layer3 | AAASen.rers/ A

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface [ Enabled

Authentication Servers Accounting Servers EAP Parameters
Enabled Enabled Enable ] IS
@0
Server 1 |1P:10.10.105.90, Port:1812 W |[IP:10.10.105.90, Port:1813 V| by

Click the Advanced tab and enable “AAA Override” as shown below.
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MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'POD2-1x’

General | Security | QoS l Policy-Mapping I Advanced | /

~
Allow AAA Override @ﬁd DHCP

Coverage Hole Detection Enabled

DHCP Server [l override
Enable Session i 1800 E
Timeout Session Timeout (secs) DHCP Addr. Assignment [ Required 2

2. To enable Application Visibility, click the WLAN ID and in the QoS tab, check the Enabled check box for Application
Visibility. Click Apply.

MONITOR WIANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'POD2-1x'

/ < Back | Apply |

General | Security | QoS | Policy-Mapping | Advanced |
Quality of Service (QoS) \ Silver (best effort) v| al
Application Visibility Enabled
AVC Profile
Netflow Monitor §
]

AAA Configuration for AVC Profile

The AAA AVC Profile is defined as a Cisco AV Pair. The string is defined as avc-profile-name and this has to be
configured for any AVC profile existing on the WLC.

Complete these steps:

1. To demonstrate the AVC profile being applied per user through AAA server, create AVC profiles by navigating to
Wireless > Application Visibility And Control > AVC Profiles and click New. In this setup/example, we created a
teacher-AVC and student-AVC. We will mark specific traffic (YouTube and so on) for user/role teacher and
block/drop the specific application/traffic (YouTube, Facebook and so on) for user/role student. You can create your
own AVC profiles according to your network requirements.
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(of f-{of¢) MONITOR WLANs CONTROLLER WIRELESS [ EMENT COMMANDS HELP FEEDBACK
Wireless AVC Profile Name

¥ Access Points

il APs AYC Profile Name
» Radios

g02.11a/n

802.11b/g/n

Dual-Band Radios
Global Configuration

b Advanced
Mesh
RF Profiles

FlexConnect
Groups
FlexConnect ACLs

b 802.11a/n
b 802.11b/g/n

b Media Stream

Application "/

¥ Visibility And
Control
AVC Applications
AVC Profiles

352879

2. Enter the AVC profile name and click Apply. Similarly, create another profile.

MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AVC Profile > New <Back | Apply

AVC Profile Name [teacher-AvC |

352880

3. The AVC profile is created and you can view the above created profile, which can be clicked to create rules to take
drop/mark/Rate Limit action from the GUI. A maximum of 16 AVC profiles can be created on the WLC.
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Save Configuration  Ping  Logout = Refresh|

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless ~ AVC Profile Name New...
¥ Access Points
All APs AVC Profile Name
= Radios
802.11a/n/ac teacher AVC

802.11b/g/n nt-AVH \
Dual-Band Radios \

Global Configuration

-

Advanced
Mesh
RF Profiles

FlexConnect
Groups
FlexConnect ACLs

802.11a/n/ac
802.11b/g/n

-

v -

Media Stream

Application
* Visibility And
Control
AVC Applications
AVC Profiles M

352881

4. After creating the AVC profiles, you can click any profile name and create rules for individual profiles. A maximum of
32 rules can be configured in each profile. Rules can be configured to take any of the 3 actions, that is, DROP, MARK,
and RATE LIMIT. If no rule is configured for any application, the default action will be “Allow” with the QOS policy
configured on the WLAN. To create rules for a profile, go to Wireless > Application Visibility And Control > AVC
Profiles, and then click any Profile.

MONITOR WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AVC Profile > Edit 'teacher-AVC' <Back |  Add New Rule
/ g
Application Group @
Application Name Name Action DSCP 8

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

k
AVC Profile > Rule Edit > 'teacher-AVC' < Back ] Apply |

Application Name youtube

Application Group Name  voice-and-video

Action Mark
Dscp (0 to 63) Platinum(voice)
Direction Bidirectional #

352883

Note: WLC is capable of classifying 1105 applications with Protocol Pack 11.0 and gives an option to take action. To take
an action on any application, the administrator has to select the application group first to which that application belongs,
which will filter the list of applications for that application group only. The reason for this implementation is all 1105
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applications cannot be displayed in a single drop-down. The administrator is also flexible while configuring Action as
MARK to choose the Differentiated Services Code Point (DCSP) value as Custom instead of selecting

“Platinum/Gold/Silver/Bronze”. Once Custom is selected as the DSCP value, a text field will be visible where the admin
can enter the custom DSCP value in the range of 0 - 63.

Prior to Release 8.0, the DSCP Marking is only applied bi-directionally for traffic. But in Release 8.0, an extra

configuration parameter of “Direction” is available where marking can be specified with respect to direction, that is,
Upstream or Downstream as shown below.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AVC Profile > Rule Edit > 'teacher-AVC' < Back | Apply |

Application Name youtube

Application Group Name  voice-and-video

Action Mark

Dscp (0 to 63) Platinumivoice)

Direction v Bidirectional K
Downstream
Upstream

352884

5. Once the appropriate Marking is selected, click Apply. The action rule will be created and is displayed as captured
in the below screen. You can add more rules under the same AVC profile on the same page. A maximum of 32 rules
can be configured in a single AVC profile.

Another rule can be configured under the same AVC profile to MARK traffic with a different QoS profile or custom DSCP
value with a specific direction.

Here, we configured Netflix and YouTube to be marked for the AVC profile “teacher-AVC” with DSCP 34 (Gold) with the
direction set to Bidirectional and Upstream, respectively.

AVC Profile > Edit 'teacher-AVC’ <Back | Add New Rule |
/ Rate Limit (avg/burst
Application Name Application Group Name Action DSCP Direction rate)Kbps
netflix voice-and-video mark 34 Bidirectional  NA (~]
youtube voice-and-video mark 34 Upstream NA [~ ] @
&
S

6. Similarly, the following example displays another AVC profile (student-AVC) for a different role type, which is student
in our setup and is configured to drop Facebook, YouTube, and BitTorrent traffic.
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AVC Profile > Edit| 'student-AVC' < Back Add New Rule

Application Group

Application Name Name Action DSCP

youtube none \‘ drop N B
facebook none drop na B
bittorrent none drop TN v |
ftp none dop  nNa B

352886

7. Now, assume that the user/administrator has already configured the AAA server (ISE/ACS/Open Radius) with users
(teacher and student), devices (WLC), and Authorization Profiles. To configure the AAA Server to match the profile
for the AVC set on the WLC, from ISE main menu bar, go to Policy > Policy Elements > Results > Authorization >
Authorization Profiles. Here, you see the configured profiles (Student and Teacher) displayed in the example
screenshot below.

o q#lﬁ” . Ei!ﬁﬂe

‘) Home Operations| v | Policy| | Administration | v

[2) Authentication  |s) Authorization  [4) Profing | Posture |5 Client Provisioning [ Security Group Access | o Policy Elements
Dictionaries  Conditions

Results oy
Standard Authorization Profiles
[ ol
@\ iy JEdt  obadd  [fyDuplicate | Y Delete
» [ Authentication e
& [ Name Description
= / [ Blackhole_Wireless_Access Default profile used to blacklist wireless devices. Ensure that yo
¥ [ Authorization Profiles . _ : s
= [ cisco_IP_Phones Default profile used for Cisco Phones.
» | Downloadable ACLs 0 T
yAcce e le witl ess type as A -Reject
5 Inine Posture Node Profes DenyAccess Defaul: Profile with access type as Access-Reject
v g Profig [] Mon_Cisco_IP_Phones Default Profile used for Non Cisco Phones,
» == Posture [0 PermitAccess Default Profile with access type as Access-Accept
» | Client Provisioning O
v [ Seanity Group Access O

Student
Teacher ‘\ &

352887

8. Click the authorization profile which you created for the role Teacher, and under Advanced Attributes Settings,
configure AVC Profile Name by adding cisco-av-pair=avc-profile-name=The AVC profile name created on the
WLC, as shown below.
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Results | Voice Domain Permission
I P
' |_ Web Redirection (CWA, DRW, M
e |- .
> im ' Ausba Crnast Dar
v EMM

¥ Advanced Attributes Settings

352888

v [ Profiling
v £ Posture .
» ) Clent Provisioning ' [Select an item [© =1
Cisco
[ L
- @'!g' ,lv
Mwm | Securi  w disco-abort-cause—-[21]
u cisco-account-info-{250)
_| Voice Domain Permission = =
— .
ye
I I | Web Redirection (CWA, DRw, M = Gscocalfiter{243]
@ e S u disco-call-id-{141]
» [ Authentication o i D u cisco-call-type—{19]
v [ Authorization U dsco-command-code—[252]
» [ Authorization Profiles @ cisco-control-info--[253]
» (£ Downloadable ACLs r . @ dsodatafiter-{242)
» amwmm ¥ Advanced Attributes Settings . (197]
> [ Profiing @ cisco-disconnect-cause--[195]
» [ Posture , . —
» R Glent rovisoning i [Seloctan ftem o= Q)=
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v Advanced Attributes Settings

|Cisco:dsoo-av—palr o~ ] — [role=teadaer ™) |

 [Gisco:cisco-av-pair o E |avc-profile-name=teacher-AvC & | II

v Attributes Details

Access Type = ACCESS_ACCEPT
i -nair = = r

cisco-av-pair = avc-profile-name=teacher-AVC I

[ =

If you are using the Cisco ACS, go to Policy Elements > Authorization and Permissions > Network Access >
Authorization Profiles. Add cisco-av-pair to match the string value avc-profile-name=The AVC profile name created
on the WLC.

352880

0 O Secure Al

» g My Workspace Poicy Elements > Authorization and Permissions > Network Access > Authorization Profies > Edit: "AlF
» 1};) Network Resources
» &8 Users and identity Stores

f || Common Tasks || RADIUS Attributes |
| Common Tasks Aftributes
| Attribute Type Value

~ Device Administration Manually Entered -
Value
Command Sets cisco-av-pair |Sting Tave-profile-name=leacher-AVG

» f;,« Moenitoring and Reports
» k! System Administration

352891

Similarly, configure the Authorization profile for student as well. Once configuration is done, you can connect a wireless
client to the 802.1x WLAN with teacher credentials. You will be able to access Netflix and YouTube.

When the wireless client (with role student) connects to the same 802.1x WLAN, the client cannot play any videos on
YouTube. Also, if the client tries to access a Facebook page and tries to open any YouTube video from the Facebook
account, the YouTube video will not be played.

Because both YouTube and Facebook are blocked in the AVC profile for Student-AVC, therefore clients with student role
will not be able to access YouTube videos via a browser or even via a YouTube application or from any other website nor
they can access Facebook.

On the other hand, when the client logs in with Teacher credentials, the traffic is just marked and no application is
dropped.

To verify if the policy is applied, from the WLC CLI prompt, run the following command:
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show client detail mac_address, then scroll down to see the applied profile.

(POD2—ULGC?> »show client detail 18:28:32:hd:52:h7

Client MAC Address 18:20:32:bd:52:h7

Client Username teacherl
3cice:?3:38:24:78
EODZ—HP3GBB

Azsociated
Access

Hot Supported
3cice:V3-3B:24:7F
8288 secs

64

1@._1@_21 2848
18.1@.21 .1
%55.255.255.8

Open System
1

a

Mo CCX support
Re—Authentication Timeout. 3:1
QoS Lewvel Silver

—More— or <gluit

Avg data Rate

Burst data Rate

Avg Real time data Rate..

Burst Real Time data Rate.

#g02 .1PF Priority Tag.. . disabled

ICTS Security @rqup T nnt Applicable

o
Enabled

BEKX EBE UI U0
OH

m7
6.8.2.8.12.0.18.8.24.08.36.8.
48 . @8_54_8

Local

a

Yes
RUN
Yes
RELS BEAARA67?52af a3c3
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none
Unavailable

Application Rate Limiting Through AVC

In this release, we can configure only 3 applications for rate limiting which can be done from the WLC CLI through the
following command:

(WLC) >config avc profile <prof-name> {add|remove} rule application <app-name> {drop|mark
<dscp-value>|ratelimit <avg_rate> <burst_rate>}

Note: The minimum ratelimit value can be set from minimum 0 Kbps to maximum 2147483647 Kbps.
The configuration example below is performed on the profile “student-AVC” when using the BitTorrent application:
(WLC) >config avc profile student-AVC rule add application bittorrent ratelimit 150 500

Similarly, from the WLC GUI, the Rate Limiting can be configured by selecting the application on which the user wants to
apply Rate Limit and from the Action drop-down list, choose Rate-Limit.
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Save Configuration Ping Logout Refresh

MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

802.11b/g/n & . . N
Dual-Band Radios AVC Application > Edit <Back | Apply_ |
Global Configuration
» Advanced Application Name bittorrent
Mesh Application Group Name file-sharing
RF Profiles AVC Name none -
FlexConnect Action Drop - ’
Groups
FlexConnect ACLs
OEAP ACLs

Network Lists
802.11a/n/ac
802.11b/g/n

» Media Stream =

v v

Application

+ Visibility And
Control
AVC Applications

AVC Profiles

352893

This brings up an option for the user to configure the average and burst rates for the desired application that the user
needs to rate limit. The user can assign any value in Kbps from 0 to 2147483647. Once the Rate-Limit is set, the user
can choose the “AVC Name” on which he wants to apply the Rate Limit and click Apply.

In this example, we are rate limiting the BitTorrent application with the average rate set to 150 Kbps and burst rate set
to 500 Kbps and applying this to the AVC profile “student-AVC”.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AVC Application > Edit < Back Ilgnlv |

Application Name bittorrent

Application Group Name file-sharing !:/

AVC Name student-AVC /

Action Rate-Limit

Rate Limit(avg/burst rate) 150 Kbps S00 Kbps

352894

-_—r W

The BitTorrent application displays ratelimit in the Action column with Rate Limit average and burst rate values.

AVC Profile > Edit 'student-AVC' <Back |  Add New Rule |

Rate Limit (avg/burst

Application Name Application Group Name Action DSCP Direction rate)Kbps

youtube voice-and-video drop NA NA NA ]

facebook browsing drop NA NA NA 8

ftp file-sharing drop NA  NA NA 8 @
Jb\ncr'ent file-sharing ratelimit NA  NA 150/ 500 8 E

NBAR Facts (AVC Phase 3)

B NBAR Engine 13 and PP 11.0 can support 1105 different applications.

B Three actions DROP, MARK and RATE LIMIT is possible on any classified application.
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B A maximum of 16 AVC profiles can be created on the WLC.

B Each AVC profile can be configured with a maximum of 32 rules.

B The same AVC profile can be mapped to multiple WLANs. But one WLAN can have only one AVC profile.

B Only one NetFlow exporter and monitor can be configured on the WLC.

B NBAR statistics are displayed only for the top 30 applications on the GUI. The CLI can be used to see all applications.
B NBAR is supported on WLANs configured for central switching only.

m If the AVC profile mapped to the WLAN has a rule for MARK action, that application will get precedence as per QOS
profile configured in the AVC rule overriding the QOS profile configured on the WLAN.

m Directional Marking can only be applied either Bidirectional, Upstream or Downstream on a particular application.
®  Currently, Rate Limit can only be applied to three applications.

B Any application that is not supported/recognized by the NBAR engine on the WLC is captured under bucket of
UNCLASSFIED traffic.

B |Pv6 traffic cannot be classified.
B AAA override of AVC profiles is supported in 8.0 release.
B The AVC profile can be configured per WLAN and applied per user basis.

B NBAR is not supported in vWLC and SRE WLC.

AVC Profiles Attached to Local Policies

In Release 8.0, an AVC profile can be mapped to a local policy for a client with a particular device type. Ensure that each
local policy can be configured with a different AVC/mDNS profile name based on the AAA override to restrict the policy
from being able to use the services not allowed by the profile on the same WLAN.

Introduction to Profiling and Policy Engine on the WLC

Cisco currently offers a rich set of features which provide device identification, onboarding, posture, and policy, through
ISE. This new feature on the WLC does the profiling of devices based on protocols such as HTTP, DHCP, and so on to
identify the end devices on the network. The user can configure the device-based policies and enforce per user or per
device policy on the network. The WLC will also display statistics based on per user or per device end points and policies
applicable per device.

With BYOD (Bring your own device), this feature has an impact on understanding the different devices on the network.
With this, BYOD can be implemented on a small scale within the WLC itself.

Scope and Objectives

In this section, the user will be configuring and implementing Profiling and Policy on a Cisco WLC running AireOS 8.0
code.

The profiling and policy enforcement will be configured as two separate components. The configuration on the WLC is
based on defined parameters specific to clients joining the network. The policy attributes which are of interest are:

a. Role—Role defines the user type or the user group the user belongs to.
For example: Student or Employee

b. Device—Device defines the type of device.
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For example: Windows machine, Smart phone, Apple device such as iPad, iPhone and so on.

c. Time of day—Allows configuration to be defined at what time of the day end-points are allowed on the network.

d. EAP Type—Checks what EAP method the client is getting connected to.

The above parameters are configurable as policy match attributes. Once the WLC has a match corresponding to the
above parameters per end-point, the policy enforcement comes into picture. Policy enforcement will be based on

session attributes such as:
®  VLAN

B ACL

B Session Timeout

B QoS

B Sleeping Client

B Flexconnect ACL

B AVC profile (added in 8.0 release)

B mDNS profile (added in 8.0 release)

The user can configure these policies and enforce end-points with specified policies. The wireless clients will be profiled
based on the MAC OUI, DHCP, and HTTP user agent (valid Internet required for successful HTTP profiling). The WLC uses
these attributes and predefined classification profiles to identify the device.

Profiling and Policy Configuration

Complete these steps:

1. To configure device profiling on a WLAN, go to the specific WLAN on which you want to implement Native profiling
and policy and click the Advanced tab. Disable Allow AAA Override if it is enabled. In the DHCP area, check the
Required check box for DHCP Addr. Assignment.

WLANSs > Edit 'POD1-dotix’

| General | Security | QoS | Policy-Mapping | Advanced

Allow AAA Override Enabled
Coverage Hole Detection @ Enabled

Enable Session Timeout 1800

g Sesslon Timeout (secs)
Aironet 1E #Enabied
Diagnostic Channel Enabled
Override Interface ACL  IPv4 | None : 1IPv6 | None
Layer2 Adl None @
P2P Blocking Action Disabled

Client Exclusion 2 @Enabied 60
Timeout Value (secs)
Maximum Aliowed Clients [

DHCP

DHCP Server Override
DHCP V6 Servir Override

DHCP Addr. Assignment o Required #—————

OEAP

Split Tunned Enabled
Management Frame Protection (MFP)

MFP Client Protection £ | Optional -

352896

DTIM Period (in beacon Intervals)

2. After enabling the DHCP required option, scroll down and in the Local Client Profiling area, enable DHCP Profiling
and HTTP Profiling if they are not enabled and click Apply.
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WLANSs > Edit 'POD1-dot1x’ _ <Back | | Apply |

General | Security | QoS | Policy-Mapping | Advanced

Mgmt Via Wireless [JEnabled Passive Client O
Off Channel Scanning Defer Voice
Scan Defer Priority 01234567 Media Session Snooping () Enabled
Do00OdEEO Re-anchor Roamed Voice Clients (] Enabled
Scan Defer Time(msecs) mu | KTS based CAC Policy (] Enabled
Fltonnact Radius Client Profiling
FlexConnect Local DHCP Profifing (8]
) Enabled
Switching 2 O HTTP Profiling O
FlexConnect Local Auth 12 Enabled Local Client Profiling
Learn Client P Address & ¥/ Enabled DHCP Profiling & —
Vian based Central s HTTP Profiling -—
nal
Switching £2 PMIP
Central DHCP Processing Enabled PMLP Mobllity Type ] ;
{:s]
Override DNS Enabled ——
o i PMIP NAI Type (Hexadecmal ¢ | o
NAT-PAT Enabled kel

Creating Policies on the WLAN from the WLC GUI

3. Once Profiling is configured, we can move on to create Local policies and apply them on the WLAN. On the WLC
menu bar, go to Security > Local Policies, which will take you to the Policy List.

SECURITY

Security General

¥ AAA
General
» RADIUS Mumber of entries, already used 3
Authentication
Accounting
Fallback
DS
FTACATSH
LDAP
Local Met Users
MA Filtering
Disabled Clients
Uszer Login Policies
AP Policies
Paszward Policies

Masimum Local Database entries (on nest reboot), 2048 (Current Masimum is 2048)

¥ Local EAP

} Priority Order

¥ Caertificate

» A_ccess Control
Lists

» Wireless
Protection Policies

» Web Auth
TrustSac SXP
Local Policies

¥ Advanced

352898

4. When in the Local Policy List, click New to create a Policy Name. In this example, teacher-LP is used as a policy
name, but you can use any name to define your own policy.
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Policy > New C<lack | Apaly |

Policy Name  teacher-LP p——

ISz Ba9

Once policy name is configured, you can create policies to match a Role, EAP Type, and Device Type. Also, you can
define the required actions related to the Match criteria.

Here, in our setup we use User Role and Device Type to Match Criteria, but you can use any other type if required.
Note: Make sure Match Role string is the same as AAA defined role name. In this example, it is configured as teacher.
5. Enter User Role and click Apply. Here the role name “teacher” is used as an example.

6. To apply the policy based on a user device, in the Device List area, from the Device Type drop-down list, choose
the device type on which you want to enforce the policy and then click Add.

Here, we used Apple-iPad as a device type for Match Criteria. You can add Apple-iPhone and other Apple devices as
well from the Device Type drop-down list.

Note: If you do not want to match any device type then do not configure the Device Type option.

7. To apply the appropriate action, choose from the parameters under the Action area to enforce the policy. Select the
AVC profile that should be defined in the last section.
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Policy Name teacher-LP

Policy 1d 7

Match Criteria

Match Role String teacher e ——

Match EAP Type | none =

Device List

Device Type Android Add

Apple-iPad B —
Action

1Pv4 ACL ‘none %

VLAN ID Q

Qos Policy none =

Session Timeout {seconds) 1800

Sleeping Client Timeout {(min} .720

Flexconnect ACL none = |

AVC Profile teacher-AVC 3 | o

mDNS Profile none =)

Active Hours

Day Mon )|
Start Time Hours Mins
End Time Hours Mins
o
=
_Add | s
&
=

8. User can create more than one Local policy and apply it for student as “student-LP”.
Note: Ensure that the Match Role String is the same as the defined role name on the AAA/Radius Server.

To apply the policy based on a user device, in the Device List area, from the Device Type drop-down list, choose the
device type (Apple-iPad) on which you want to enforce the policy and then click Add.

To apply the appropriate action, choose from the parameters under the Action area to enforce the Policy. Select the AVC
profile (student-AVC) that should be defined in the last section.
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Policy > Edit

Policy Name student-LP

Policy 1d 6

Match Criteria

Match Role String student e ——
Match EAP Type | none R
Device List
Device Type | Android = Add
Apple-iPad g +————
Action
1Pv4 ACL none :
VLAN ID 0
Qos Policy none =
Session Timeout {seconds) 1800
Sleeping Client Timeout (min) 720
Flexconnect ACL nene - |
AVC Profile student-AVC % | g
mDNS Profile none s

Active Hours

Day ‘Mon )
Start Time Hours | Mins
End Time Hours Mins

Add

| as2001

9. Create a default local policy for any other device.

If no other ACL is applied in the Local policy, then any other device, other than Apple-iPad, will be able to access
the applications because the final filter function of all policies is Allow all.

In order to block all applications on all devices except Apple-iPad, create a deny all ACL and apply it on the Local
Policy and then apply that policy on the WLAN as the last resort. See the configuration examples in the screenshots
below.

Create an ACL to deny all IPv4 flow.
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Logout Refresh

Save Configuration  Ping

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security Access Control Lists > Edit <Back | Add New Rule
~ AAA
General General
= RADIUS
Authentication Access List Name deny-all
Accounting
Fallback Deny Counters o
DNS
Downloaded AVP Source Destination
» TACACS+ Seq Action 1P/Mask 1P/Mask Protocol Source Port  Dest Port DSCP  Direction Number of Hits &
LA 0.0.0.0 0.0.0.0 e
b vt 1 Deny / / Any Any Any Any  Any 0 8 |
MAC Filtening 0.0.0.0 0.0.0.0 w
]

Disabled Clients

Create a Local Policy Block-all and apply the deny all ACL to it, do not choose any devices roles or profiles.

Logout Refresh |

Saye Configuration ~ Ping

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Securi - > <Back |
£ Policy > Edit I
* AAA
General
- RADIUS Policy Name block-all
Authentication .
Accounting PoRcy 3d ¥
Fallback
DNS
Downloaded AVP Match Criteria
FACAL ST Match Role String
LDAP
Local Net Users Match EAP Type none v
MAC Filtering
Disabled Cliants
User Login Policies Device List
AP Policies Rk =
Password Policies Davics- Type Android i Add
» Local EAP |
Advanced EAP
B Action
¥ Priority Order —
- Pud & -all ™
b Certificate lata
z LAN ID o
+ Access Control Lists M
Access Control Lists Qos Policy none v
CPU Access Control Lists ri
FlexConnect ACLs Session Timeout (seconds) 1800
Layer2 ACLs Sleeping Client Timesut (min) 720
Wireless Protection
Polides Flexconnect ACL ni“_e i3 "
s e ot S— =
— =
TrustSec SXP mODNS Profile none v &
el

Mapping Policy on WLAN

1. Go to WLANSs from the WLC menu bar and click the WLAN ID on which you want the policy to be implemented. From
the WLAN edit menu, click the Policy-Mapping tab.

Set the Priority index to any value from 1-16. From the Local Policy drop-down list, choose the policy which you have
already created. To apply the policy on the WLAN, click Add. The policy will be mapped to the WLAN and can be seen
under Policy Name.
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WLANSs > Edit 'POD1-dot1x’

~ General 1 Security T QoS ] Policy-Mapping [ Advanced I

= Back

Apply

[ ]
Priority Index (1-16) 1 -
Local Policy | teacher-LP 3| —

Add | e —

Priority Index Local Policy Name

2. Add the appropriate policies to Policy-Mapping under WLAN.

352904

352905

l'lllllll Saye Configuration Ping  Logout Refresh
CISCO  MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs > Edit 'pod3-dotix’' <Back | Apply
e | General | Security | QoS | Policy-Mapping | Advanced
b Advanced .
Priority Index (1-16)
Local Policy teacher-LP ¥
Add |
Priority Index Local Policy Name
1 teacher-LP [+ ]
2 student-LP B
3 block-all +]
3. In the Advanced tab, disable Allow AAA Override if it is enabled.
| WLANS > Edit "POD1-dotix’ <Back Apply

General | Security | QoS | Policy-Mapping | Advanced |
Allow AAA Override () Enabled DHCP
Coverage Hole Detection ¥ Enabled DHCP Server O override
Enable Session Timeout 1600 -
Session Timeout (sees) DHGE VG Server Lh G

Alronet (€ @Enabled
Diog Channel [JEnabled DHCP Addr, Assignment [ Required
Override Interfoce ACL  1Pvd [ None 3| 1Pv6 [Mone 3 | OEk
Layer2 Acl [(None 3] Split Tunne! (] Enabled
F2P Blocking Action [ Disabled =

P P
Cllont Bxcluon rery 50 Management Frame Protection (MFP)

Timeout Value (secs)
Maximum Allowed Clents [~ | MFP Client Protection 2 | Optional |
X DTIM Peried (in beacon Intervals)
Static 1P Tunneling 22 [ Enabled

a
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4. Check if the AAA role is configured properly, that is, role name on the AAA server should match the role string
defined in the local policy. The example below is from the Cisco ISE server and Cisco ACS.

ISE:

— |

=) ation D] |} Profiling = Posture |4 Client Provisioning |= Security Group Access 1. Policy Elements
Dictionaries ~ Conditions  Results

¥ LOMMON 1asKs

Results
[ o] () DACL Name
- — O
Q- B Qi ) VLAN
» [ Authentication
~ [ Autherization [ Voice Domain Permission

[ Authorization Profics

e bl [ Web Redirection {CWA, DRW, MDM, NSP, CPP)
» [ Downloadable ACLs

» ] Inline Posture Node Profiles (] Auto Smart Port
3 Profiting

o [ Filter-ID

25 Posture

[ Client Provisioning
= Secunty Group Access

v v v ¥

¥ Advanced Attributes Settings

i [Ciscorci pai © | = [role=teacher Q]

* Antributes Details

Access Type = ACCESS_ACCEPT
disco-av-pair = role=teacher o

352907

ACS:

Poicy Elements > Authorization and Permissions >mm:~mmw: Edt: "AF

[ General || Common Tasks | RADIUS Attributes |
Common Tasks Attributes
Atribute __Type _Value -
Manually Entered
Attribute Type Value
cisco-av-pair String \ave-profile-name=teacher-AVC
cisco-av-pair String role=teacher
@
(=1
7]
o
w
(2]

Once the client associates to SSID with teacher credentials through Apple iPad, it should be able to access Internet and
different applications per its AVC profile configuration. If the user tries to connect from any device other than Apple iPad,
then it will not be able to access the Internet.

To verify if the policy is applied from the WLC GUI, go to Monitor > Clients, and then click the Client MAC address.
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Clients > Detail

Max Number of Records | 10 : |

General | AVC Statistics |

Encryption Cipher CCMP (AES)
EAP Type PEAP

SNMP NAC State Access
Radius NAC State RUN

CTS Security Group Tag

Not Applicable

AAA Override ACL Name  none

AAA Override ACL .
Applied Status Unavailable
AAA Override Flex ACL none

AAA Override Flex ACL U ilabl
Applied Status R
Redirect URL none

IPv4 ACL Name none
FlexConnect ACL Applied .
Status Unavailable
IPv4 ACL Applied Status  Unavailable
IPve ACL Name none

IPvE ACL Applied Status  Unavailable
Layer2 ACL Name none
Layer2 ACL Applled Unavailable

Status
mMDNS Profile Name
mDNS Service

default-mdns-profile

Advertisement Count d
AAA Role Type teacher
Local Policy Applied teacher-LP

e

—

352909

To verify if the policy is applied from WLC CLI prompt, run the following command:

show client detail mac_address and then scroll down to the end to see the applied profile.
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AAA ROLE TYPEiussnsnsnssnsnssnsnnsssnssarasnasass téacher 4+———
Local Policy Applied...ivevuvannnsnnasansnnnnnnns teacher-LP ¢——
IPv4 ACL Name.:svesssssssnasssnanssssssnssnsssnas NONE

FlexConnect ACL Applied StatuS....:vssssssss:.... Unavailable

IPv4 ACL Applied StatuS..ivuvissssssssnsssasssesss Unavailable

IPvE ACL Name.vvsvssvassnssnnssnassnsannssnnsansss NONE

IPv6 ACL Applied StatuS..evevessnsnsasesnnnsannns Unavailable

Layer2 ACL Name..:uovuessssssnssanssnsssnssannssass NONE

Layer2 ACL Applied StatuS...svesecssvassssassasass Unavailable

Client Typeivsvasssssssnssasssnsssssnnsssassassss SimpleIP

MDNS StatusS.ivsesssnssnnssnnssnsnnsssnnsnssnnasans Enabled

mMDNS Profile Name....eessusnsssnssssnnsnssnssnass default-mdns-profile
No. of mDNS Services Advertised...:veevevansnnnns ()

Policy TYp@uivsvassnsasnnsnsssnnsnssnnnsnsnnsssses WPAZ

Authentication Key Management.....eveevuesnsasas. 802.1x

Encryption Cipher.iieeiieanasonsnsnsasosnnnsnnnns CCMP (AES)
Protected Management Frame ....ivvevasnsranssssas NO
Management Frame Protection.....veevecenesnnnnnns No

EAP TYPEusussesesrsssnsnsssassssnsssnssnsnssssass PEAP
Interfacel.l.ll.l.ltlI.l.llll.l.llll.l.’llllltlll managementl
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To verify if the AVC policy is applied from the WLC:
AVC Profile Name: .......cccoveviiiieiiiiiiieeeeeeeeeeie e, teacher-AVC

Try to connect SSID with student credentials, you should see another policy applied (student-AVC) and if the client device
is not an Apple-iPad, the user will not be able to access the network.

Native Profiling Limitations
B Wired clients behind the WGB will not be profiled and policy action will not be done.
B Only 16 policies per WLAN can be configured, and globally 64 policies will be allowed.

B Policy action will be done after L2 authentication is complete or after L3 authentication or when the device sends
http traffic and gets the device profiled. Due to which certain scenarios profiling and policy actions will happen more
than once per client.

B This release will support only IPv4 clients to be profiled.

B No support for WGB wired clients for profiling because http profiling is not supported on WGB wired clients.

Summary
B By default, profiling is disabled on all WLANs

®m  Each WLAN can have mapped profiling policies configured.

B Each Policy can have matching Role Type, Device Type, EAP type configured and an associated policy index
mapped.

B The policy index signifies which policy needs to be matched first.
B The corresponding policy name will be deduced from the policy Index.

B The policy matching will exit at the first policy match and the corresponding policy action attributes will be set per
client.

B The order of applying the policies per client will be based on the security type.
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AVC in FlexConnect Mode

For more information, see
http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-1/Flex-7500/Flex_7500_DG.html#pgfld-1317
17.

VVOD Reference

Cisco AVC - Per User Application Control: http://www.youtube.com/watch?v=ESg5303ufDQ&feature=youtu.be

Web Links and Terminology
Cisco WLAN Controller Information:
http://www.cisco.com/en/US/products/hw/wireless/products.html
http://www.cisco.com/cisco/web/support/index.html
Cisco Prime Management Software Information:
http://www.cisco.com/en/US/products/ps11686/index.html
Cisco MSE Information:
http://www.cisco.com/en/US/products/ps9742/index.html
Cisco LAP Documentation:

http://www.cisco.com/en/US/products/ps10981/index.html
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