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Phase 1—Client IPv6 Support in WLC Release 7.2 to 7.6

This document provides information about the theory of operation and configuration for Cisco’s Unified Wireless LAN
solution as it pertains to supporting IPv6 clients.

The Phase 2—Infrastructure IPv6 Support in WLC Release 8.0 and Later, page 19 section of this document provides
information about the Infrastructure support for IPv6 protocols in the Unified controllers in Release 8.0.

IPv6 Wireless Client Connectivity Supported in Release 7.2 and Later
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The IPv6 feature set within the Cisco Unified Wireless Network software release version 7.2 allows the wireless network
to support IPv4, Dual-Stack, and IPv6-only clients on the same wireless network. The overall goal for the addition of IPv6
client support to the Cisco Unified Wireless LAN is to maintain feature parity between IPv4 and IPv6 clients including
mobility, security, guest access, quality of service, and endpoint visibility.

Up to eight IPv6 client addresses can be tracked per client. This allows IPv6 clients to have a link-local, SLAAC address,
DHCPv6 address, and even addresses in alternative prefixes to be on a single interface. Work Group Bridge (WGB) clients
connected to the uplink of an Autonomous Access Point in WGB mode can also support IPv6.

Every IPv6 enabled interface must contain at least, 1 Loopback and 1 Link-Local address. Optionally, every interface can
have multiple Unique-Local and Global IPv6 addresses.
Solution Components
B Wireless controllers 2500 series, 5500 series, WiSM2, 7500 series, 8500 series, and vVWLC
B Cisco AP 1040, 1130 (feature parity with release 7.6; release 8.0 features are not supported), 1140, 1240 (feature

parity with release 7.6; release 8.0 features are not supported), 1250, 1260, 1600, 2600, 2700, 3500, 3500p, 3600,
3700, Cisco 600 Series OfficeExtend Access Points, AP 702, AP 702W, AP 801, and AP 802

Cisco Systems, Inc. WWW.Cisco.com
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B Cisco Aironet 1530 series outdoor 802.11n mesh access points, Cisco Aironet 1550 (1552) series outdoor 802.11n
mesh access points, Cisco Aironet 1520 (1522, 1524) series outdoor mesh access points

Note: The 1520 and 1550 series APs with 64 MB does not support PPPoE and PMIPv6.

B An IPv6-capable Router and/or Switch

Prerequisites for Wireless IPv6 Client Connectivity

To enable wireless IPv6 client connectivity, the underlying wired network must support IPv6 routing and an address
assignment mechanism such as SLAAC or DHCPv6. The wireless LAN controller must have L2 adjacency to the IPv6
router, and the VLAN must be tagged when entering the controller interfaces. Prior to Release 8.0, APs did not require

connectivity to an IPv6 network, as all traffic is encapsulated inside the IPv4 CAPWAP tunnel between the AP and the
controller.

SLAAC Address Assignment

IPvE
Router

2001:db8:0:20:1/84

2001:db8:0:20- 364 " | IR -@- s

Router Advertisement (RA)
2001:db8:0:20:.2/64
Prefix — 2001:db8:0:20: /64

The most common method for IPv6 client address assignment is Stateless Address Auto Configuration (SLAAC). SLAAC
provides simple plug and play connectivity where clients self-assign an address based on the IPv6 prefix. This process
is achieved by the IPv6 router sending out periodic Router Advertisement messages which inform the client of the IPv6
prefix in use (the first 64 bits) and of the IPv6 default gateway. From that point, clients can generate the remaining 64
bits of their IPv6 address based on either the MAC address of the adapter or randomly. Duplicate address detection is
performed by IPv6 clients to ensure random addresses that are picked do not collide with other clients. The address of
the router sending advertisements is used as the default gateway for the client.

The following configuration example from a Cisco-capable IPv6 router has the necessary commands to enable SLAAC
addressing and router advertisements:

interface Vlan20

description IPv6-SLAAC

ip address 192.168.20.1 255.255.255.0
ipv6 address 2001:DB8:0:20::1/64

ipv6 enable

end
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DHCPv6 Address Assignment

Q/ 000000000000 F:E:tz ,

................ @

2001:db8:0:20::1/64

| DHCPv6 Server

- R
DHCPv6 Request / -a 2001:db8:0:20::100/64
—_—>

The use of DHCPvV6 is not required for IPv6 client connectivity if SLAAC is already deployed. There are two modes of
operation for DHCPv6 called Stateless and Stateful.
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The DHCPv6 Stateless mode is used to provide clients with additional network information not available in the router
advertisement. This information can include the DNS domain name, DNS server(s), and other vendor-specific options.
The following interface configuration example is for an IPv6 router implementing stateless DHCPv6 with SLAAC enabled:

interface Vlan20

description IPv6-DHCP-Stateless

ip address 192.168.20.1 255.255.255.0

ipv6 enable

ipv6 address 2001:DB8:0:20::1/64

ipv6 nd other-config-flag

ipv6 dhcp relay destination 2001:DB8:0:20::100
end

The DHCPv6 Stateful mode operates similar to DHCPv4, that is, it assigns addresses to each client instead of the client
generating the address as in SLAAC. The following interface configuration is for an IPv6 router implementing stateful
DHCPv6 with SLAAC turned off:

interface Vlan20

description IPv6-DHCP-Stateful

ip address 192.168.20.1 255.255.255.0

ipv6 enable

ipv6 address 2001:DB8:0:20::1/64

ipv6 nd prefix 2001:DB8:0:20::/64 no-advertise
ipv6 nd managed-config-flag

ipv6 nd other-config-flag

ipv6 dhcp relay destination 2001:DB8:0:20::100
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end

IPv6 Client Mobility

Roaming
Client

Advertisement

Foreign
WLC

In order to deal with roaming IPv6 clients across controllers, the ICMPv6 messages such as NS, NA, RA, and RS must be
dealt with specially to ensure that a client remains on the same Layer 3 network. The configuration for IPv6é mobility is
the same as for IPv4 mobility and requires no separate software on the client side to achieve seamless roaming. The only
required configuration is the controllers must be part of the same mobility group/domain.

The process of IPv6 client mobility across controllers is as follows:

1. If both controllers have access to the same VLAN the client was originally on, the roam is simply a Layer 2 roaming
event where the client record is copied to the new controller and no traffic is tunneled back to the anchor controller.

2. If the second controller does not have access to the original VLAN the client was on, a Layer 3 roaming event will
occur, meaning all traffic from the client must be tunneled via the mobility tunnel (Ethernet over IP) to the anchor
controller. In a mixed deployment with Release 7.x and 8.x, Ethernet over IP is used. In pure 8.0 deployments, we
support CAPWAP tunnel for IPv6 mobility tunnel.

a. To ensure that the client retains its original IPv6 address, the Router Advertisements from the original VLAN are
sent by the anchor controller to the foreign controller where they are delivered to the client using L2 Unicast from
the AP.

b. When the roamed client goes to renew its address via DHCPv6 or generate a new address via SLAAC, the Router
Solicitation, Neighbor Advertisement, and Neighbor Solicitation packets continue to be tunneled to the original
VLAN so that the client receives an IPv6 address that is applicable to that VLAN.

Note: Mobility is based on VLAN information. It is not based on the IPv4 subnet or IPv6 prefix in use. This means that
IPv6 client mobility is not supported on untagged VLANS.
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Support for Interface Groups

Router 1

g/ Interface ~

s [ VLAN 100 ][ VLAN 200 | )
roup o RA
\ / VLAN = 100
RA From

VLAN 100 Rl AW y—
00000000 CAPWAP Tunnel [Ce€e0e]

-\k/—/ ‘\\ RA
A From \*\\/LAN =200
D VLAN 200 S

Router 2
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The interface groups feature allows an organization to have a single WLAN with multiple VLANs configured on the
controller to permit load balancing of wireless clients across these VLANSs. This feature is commonly used to keep IPv4
subnet sizes small while enabling a WLAN to scale to thousands of users across multiple VLANSs in the group. To support
IPv6 clients with interface groups, no additional configuration is required as the system automatically sends the correct
router advertisement to the correct clients via L2 wireless unicast. By unicasting the router advertisement, clients on the
same WLAN, but a different VLAN, do not receive the incorrect RA.

Note: It is not recommended to mix IPv4 and IPv6 dual stack clients in the same Interface Group.

First Hop Security for IPv6 Clients

Router Advertisement Guard

CAPWAP [nweenly..------. oS . - eu

Tunnel
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The RA Guard feature increases the security of the IPv6 network by dropping router advertisements coming from wireless
clients. Without this feature, misconfigured or malicious IPv6 clients could announce themselves as a router for the
network, often with a high priority, which could take precedence over legitimate IPv6 routers.

By default, RA guard is enabled at the AP (but can be disabled) and is always enabled on the controller. Dropping RAs
at the AP is preferred as it is a more scalable solution and provides enhanced per-client RA drop counters. In all cases,
the IPv6 RA is dropped at some point, protecting other wireless clients and upstream wired network from malicious or
misconfigured IPv6 clients.
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DHCPv6 Server Guard

The DHCPv6 Server guard feature prevents wireless clients from handing out IPv6 addresses to other wireless clients or
wired clients upstream. To prevent DHCPv6 addresses from being handed out, all DHCPv6 advertise packets from
wireless clients are dropped. This feature operates on the controller, requires no configuration and is enabled
automatically.

IPv6 Source Guard

The IPv6 source guard feature prevents a wireless client spoofing an IPv6 address of another client. This feature is
analogous to IPv4 source guard. IPv6 source guard is enabled by default.

IPv6 Access Control Lists

In order to restrict access to certain upstream wired resources or block certain applications, IPv6 Access Control lists
can be used to identify traffic and permit or deny it. IPv6 Access Lists support the same options as IPv4 Access Lists
including source, destination, source port, and destination port (port ranges are also supported). The wireless controller
supports up to 64 unique IPv6 ACLs each with 64 unique rules in each. The wireless controller continues to support an
additional 64 unique IPv4 ACLs with 64 unique rules in each for a total of 128 ACLs for a dual-stack client.

AAA Override for IPv6 ACLs

In order to support centralized access control through a centralized AAA server such as Cisco’s Identity Services Engine
(ISE) or ACS, the IPv6 ACL can be provisioned on a per-client basis using AAA Override attributes. To use this feature,
the IPv6 ACL must be configured on the controller and the WLAN must be configured with the AAA Override feature
enabled. The actual named AAA attribute for an IPv6 ACL is Airespace-IPv6-ACL-Name similar to the
Airespace-ACL-Name attribute used for provisioning an IPv4-based ACL. The AAA attribute contents must be equal to
the name of the IPv6 ACL as configured in the controller.

Network Resource Efficiency for IPv6 Clients

Neighbor Discovery Caching

MAC IPv6 Address

00:24:56:75:44:33 2001:db8:0:20::2
00:44:22:11:66:44 2001:db8:0:20::1
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Neighbor Advertisement(NA)

The IPv6 neighbor discovery protocol (NDP) utilizes Neighbor Advertisement (NA) and Neighbor Solicitation (NS) packets
in place of ARP to allow IPv6 clients to resolve the MAC address of other clients on the network. The NDP process initially
uses multicast addresses to perform address resolution. This process consumes valuable wireless airtime because the
multicast addresses are sent to all the clients in the network segment.
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To increase the efficiency of the NDP process, neighbor discovery caching allows the controller to act as a proxy and
responds back to the NS queries that it can support address resolution and duplicate address detection. Neighbor
discovery caching is made possible by the underlying neighbor binding table present in the controller. The neighbor
binding table keeps track of each IPv6 address and its associated MAC address. When an IPv6 client attempts to resolve
another client’s link-layer address, the neighbor solicitation packet is intercepted by the controller that responds back
with a neighbor advertisement packet.

Router Advertisement Throttling

Router Advertisement (RA) throttling allows the controller to enforce rate limiting of RAs headed towards the wireless
network. By enabling RA throttling, routers that are configured to send RAs frequently (every 3 seconds) can be trimmed
back to a minimum frequency that will still maintain IPv6 client connectivity. This allows airtime to be optimized by
reducing the number of multicast packets that must be sent. In all cases, if a client sends a Router Solicitation (RS), then
an RA will be allowed through the controller and unicast to the requesting client. This is to ensure that new clients or
roaming clients are not negatively impacted by RA throttling.

Note: When RA throttling occurs, only the first IPv6 capable router are allowed through. For networks that have multiple
IPv6 prefixes being served by different routers, RA throttling must be disabled.

IPv6 Guest Access

The wireless and wired guest features present for IPv4 clients work in the same manner for dual-stack and IPv6-only
clients. Once the guest user associates, they are placed in a “WEB_AUTH_REQ” run state until the client is authenticated
via the IPv4 or IPv6 captive portal. The controller will intercept both IPv4 and IPv6 HTTP and HTTPS traffic in this state
and redirect it to the virtual IP address of the controller. Once the user is authenticated via the captive portal, their MAC
address is moved to the run state and both IPv4 and IPv6 traffic is allowed to pass.

To support the redirection of IPv6-only clients, the controller automatically creates an IPv6 virtual address based on the
IPv4 virtual address configured on the controller. The virtual IPv6 address follows the convention of [::f££f:<virtual
IPv4 address>]. For example, a virtual IP address of 192.0.2.1 would translate into [::££££:192.0.2.1].

afiar]
cisco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBA
Controller nterfaces > Edit
General
Inventory

Goneral Informatlon

Interface Groups intarface Hame wirtual

sulticast MAC Address 0o 2 97169 0h 20

Metwork Routes
Intarface Address T
R : -
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i DMNE Host Name o

b Mobility Management -
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Enter an IPv6 enabled URL such as www.ipv6.google.com or an IPv6 address of a web site, for example—[2001::120].
The controller will intercept IPv6 HTTP and HTTPS traffic in this state and redirect it to the IPv6 virtual IP address of the
controller as shown below:



Draft Label—-Cisco Confidential
Cisco Wireless LAN Controller IPv6 Deployment Guide, CUWN Release 8.0

Phase 1—Client IPv6 Support in WLC Release 7.2 to 7.6

Cannot Verity Server identity
BRI CAAT vy Ta ety o
NGO ] Ve you e b
COTre ey T

Carcel
Drethety

Continue

When using a trusted SSL certificate for guest access authentication, ensure that both the IPv4 and IPv6 virtual address
of the controller is defined in DNS to match the SSL certificates hostname. This ensures that clients do not receive a
security warning stating that the certificate does not match the hostname of the device.

IPv6 VideoStream

VideoStream enables reliable and scalable wireless multicast video delivery, sending each client VideoStream in a
unicast format. The actual multicast to unicast conversion (of L2) occurs at the AP providing a scalable solution. In
Release 8.0, the controller sends the IPv6 video traffic inside an IPv4 or IPv6 CAPWAP multicast tunnel which allows
efficient network distribution to the AP.
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IPv6 Quality of Service

Gourca IP Addrass (120 tets)

QoS Marking
Preserved Desiinalion P Addbess {125 bis)

IPv6 packets use a similar marking to IPv4’s use of DSCP values supporting up to 64 different traffic classes (0 - 63). For
downstream packets from the wired network, the IPv6 “Traffic Class” value is copied to the header of CAPWAP tunnel
to ensure that QoS is preserved end-to-end. In the upstream direction, the same occurs because client traffic marked
at Layer 3 with IPv6 traffic class will be honored by marking the CAPWAP packets destined for the controller.

IPv6 and FlexConnect

g P P, - CAPWAP Control Channel
\v( . ~—

FlexConnect—Local Switching WLANs

FlexConnect in local switching mode supports IPv6 clients by bridging the traffic to the local VLAN, similar to IPv4
operation. Client mobility is supported for Layer 2 roaming across the FlexConnect group.

The following IPv6-specific features are supported in FlexConnect mode:

®  |Pv6 RA Guard

B |Pv6 Bridging

B |Pv6 Guest Access

The following IPv6-specific features are not supported in FlexConnect local switching mode:
B |Pv6 Access Control Lists

®  [Pv6 Source Guard

B Neighbor Discovery Caching
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m  DHCPv6 Server Guard
B Router Advertisement Throttling
B Layer 3 Mobility

B |Pv6 VideoStream

FlexConnect—Central Switching WLANSs

In release 8.0, FlexConnect can join CAPWAP multicast group. The controller should be set to Multicast - Multicast
mode for both AP Multicast mode and IPv6 AP Multicast mode.

Note: FlexConnect mode APs will join IPv4 or IPv6 Multicast group if AP Multicast mode is configured as Multicast
in release 8.0; however, there will be slight Data through-put degradation impact in the FlexConnect centrally
switched scenario compared to AP Multicast mode configured as Unicast.

Note: Smart AP image upgrade does not work on the 7500 controllers when the primary AP is connected over
CAPWAPV6.

The following IPv6 specific features are not supported in FlexConnect central switching mode:
B Layer 3 Mobility

B |Pv6 VideoStream

Configuration for Wireless IPv6 Client Support

Configuring Global Controller (Screen Shots from Release 8.0)

Complete these steps:
1. Go to the Controller tab under the General page, do the following:

B From the AP Multicast Mode drop-down list, choose Multicast and enter a valid multicast group address in the
Multicast Group Address text box.

B From the AP IPv6 Multicast Mode drop-down list, choose Multicast and enter a valid IPv6 multicast group address
in the IPv6 Multicast Group Address text box. The IPv6 multicast group address must be in the FFXX::/16 range
which is scoped for IPv6é multicast applications.

Saye Configurn

il
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LG Mods on neit reboot Dugabled = {LAG Mode i currently disabled)
Interface Groups
R Broadcast Forwarding Cugabled »
uitcas
b Nk o RaLTRE AF Mafticast Mode 3 TMulbeast W 1209 100,100,51  Multcast Group ASdress
1 Rvdundnnrv AP [Pwh Multhoast 1'|-:-|‘lelt Multseast s Fle:i239:100:100:% 1Py Midhicast Group Address
AP Fallback I
b Internal DHCP Server T it 2
b Mahility Management e bt Deiabied 38 =
Ports Lnk Local Bndging Cusabled ﬁ
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Note: It is important to perform this step for configuring the 2500 Series Wireless Controller. To enable efficient multicast
transmission, perform this step in all wireless controller.

If the FlexConnect mode APs are used for centrally switched IPv6 WLANSs, do the following:
—  From the AP Multicast Mode drop-down list, choose Unicast.

— From the AP IPv6 Multicast Mode drop-down list, choose Unicast.

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT  COMMANDS
Controller General
General Hame 5508-MA6
Wnyentory 802.3x Flow Control Mode Disabled +|
Interfaces : 3
LAG Made on naxt rebaat Disabled = {LAG Made 1z currently disabled)
Interface Groups
Broadeast Farveardsng Disabled
Multicast —
T I 0 T
b Network Routas AP Multicast Mode Umcast &
i :
v Redundancy AP 1PvE Mulbieast Made Unicast
AP Faliback TEnath T
¥ Internal DHCP Server " S "; o
Fast SS10 change i o
¥ Mobility Management 9 Disabied ) n
Link Local Bridging Disabled | 3

Ports

2. Connect an IPv6 capable client to the wireless LAN. To validate that the client receives an IPv6 address, go to
Monitor > Clients > Detail.

alia]n,
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
Monitor Clients > Detail
Summary
» Access Points Client Properties
b Cisco CleanAir MAC Address f8:1e:dfie3:0a:76
b Statistics 1Pv4 Address 152.168.20.30
1PvE Address 2001:db8:0:20:518:2245:bbf8:f235,
¢ CDP 2001:db8:0:20:fale:dfff:fee3:a7s,
b Rogues fe80::fale:dfff:fee3:a75,
Clients
- B
Multicast ]
™M
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Configuring IPv6 Multicast

The controller supports MLDv1 snooping for IPv6 multicast allowing it to intelligently keep track of and deliver multicast
flows to clients that request them.

Note: Unlike previous versions of releases, IPv6 Unicast traffic support does not mandate that “Global Multicast Mode”
be enabled on the controller. IPv6 Unicast traffic support is enabled automatically.

Complete these steps:

1. Go to the Controller tab > Multicast page. To support multicast IPv6 traffic, check the Enable MLD Snooping check
box. In order for IPv6 Multicast to be enabled, the Enable Global Multicast Mode of the controller must be enabled
as well.

CISCO MONITOR.  WLANs CONTROLLER WIRELESS SECURITY  MAa
Controller Multicast
General
Inventory Enable Global Multicast Mode
Interfaces Enable IGMP Snooping
Interface Groups IGMP Tirmeout (30-7200 seconds) 60

sl IGMP Query Interval (15-2400 seconds) |20

Network Routes —
e DL Enable MLD Snooping

Redundancy ] i
MLD Timeout (30-7200 seconds) 60

Internal DHCP Server

MLD Query Interval (15-2400 seconds) |20

Mobility Management
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Ports

2. To verify that IPv6 multicast traffic is being snooped, go to the Monitor tab > Multicast page. Notice that both IPv4
(IGMP) and IPv6 (MLD) multicast groups are listed. Click the “MGID” to view the wireless clients joined to that group
address.

12
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alia]n

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
Monitor Multicast Groups
Summary
b Access Points Layer3 MGID(Multicast Group ID) Mapping
b Cisco CleanAir Group address  Vlan MGID IGMP/MLD
b Statistics 224.0.0.251 20 1106 IGMP
224.0.0.252 20 1101 IGMP
¢ CDP
239.255.255.250 20 1103 IGMP
* Rogues ff02::¢ 20 1102 MLD
Clients ff02::fb 20 1105 MLD
Multicast f02::1:3 20 lm MLD H
fi02::2:fbb5:a199 20 1110 MLD %

Configuring IPv6 RA Guard

Complete these steps:
1. Go to the Controller tab and then IPv6 > RA Guard page.

2. From the IPv6 RA Guard on AP drop-down list, choose Enable. RA Guard on the controller cannot be disabled.
Along with RA Guard configuration, this page also displays any clients that have been identified as sending RAs.

||||I|I|-

Cisco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS — HELP
Controller
IPv6 > RA Guard
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Interface Groups 1PwE RA Guard on AP Enable »
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Network Routes

Internal DHCP Server
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Mobility Management
Ports
F NTP
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* IPvG
Neighbor Binding Timers
RA Throttle Policy
A& Guard
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Configuring IPv6 Access Control Lists
Complete these steps:
1. Go to the Security tab.

2. In the left pane, click Access Control Lists.

3. Click New.

Saye Configurabion  Ping  Logout Refresh

SECURITY ANAGEMENT HELP FEEDB

WLANs CONTROLLER WIRELESS

Access Control Lists

General Enable Counters ||
- RADIUS
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Faliback
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LDAP
Local Net Users
MAC Filtering
Desabled Clients
U=er Login Policies
AP Policies
Password Policies

Name Type

Local EAP
Priority Order
Certificate

v v

-

* Access Control Lists
Access Control Lists
CPU Access Control Lists
FlexConnect ACLs
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4. Enter a unique name for the ACL, change the ACL Type to IPv6, and click Apply.

Sav E:nnllgum!mn Ping Logout Refresh

:IIIlllll
CISCO MONITOR WLANs CONTROLLER

WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Access Control Lists > New <Back | Apply |
- AAA
Ganeral Access Control List ook HTTPvE Corier
= RADIUS Name
Authentication ACL Typs 1 IPwd
ACTounting
Fallback

5. Click the new ACL that was created in the above steps.

14
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ahiat]n,
cisco
Security Access Control Lists
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» RADIUS
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Accounting 1 -

! HT TP IPvE
Fallback o ©
DNS

Downloaded AVP Foot Notes
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1. Counter contiguration is giobal for acl and layerzad,

6. Click Add New Rule, and enter the desired parameters for the rule, and click Apply. Leave the sequence number
blank to place the rule at the end of the list. The Direction option of Inbound is used for traffic coming from the
wireless network, and Outbound for traffic destined for wireless clients. Remember, the last rule in an ACL is an
implicit deny-all.

Save Configuration Ping Logout Refresh

CISCO MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Access Control Lists > Rules > New < Back Apply |
v ARA Sequence 1
General IPvE Address Prefix Length
» RADIUS = b
Atthenbcation Source IP Address - 2001:db8:0:20:: 64
Accounting '
Eallback B - IPvE Address Prefix Length
Destination IP Address = S i e |
» TACACS+ 2001:db8:0:113::200 128
LDAP
Local Net Users Protocal TCP >
MAC Filtering )
Disabled Clients Source Port Any -
User Login Policies
AP Policies Destination Part HTTP -
Password Policies
} Local EAP DSCP Any v
e Direction Inbound -
b Certificate
Action Deny -

v Access Control Lists
Access Control Lists
CPU Access Control Lists
FlexConnect ACLs
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7. IPv6 ACLs are applied on a per WLAN/SSID basis and can be used on multiple WLANs concurrently. To apply the
IPv6 ACL, navigate to the WLANSs tab and click the WLAN ID of the SSID in question. Click the Advanced tab and
change the Override Interface ACL for IPv6 to the ACL name.

15
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CISCO MONITOR wWLANS CONTROLLER WIRELESS SECURITY MAMNAGEMENT
WLANS WLANSs > Edit 'test’
- WLANS | Gemeral | Security | QoS | Policy-Mapping | Advanced
WLANS —_— — — : —
3 Advanced
Allow aas Override [ Enabled
Coverage Hole
et Enabled
EI_1!|:I|E Session ;iﬁﬂﬂ |
Timeout Session Timeout (secs)
Aironet IE [“lenabled
: . o
Override Interface IEve -
ACL IPv4 | None | Block HTTPvE-Server v | b
TayerZ ol TNone w | -
P2P Blocking Action | Disabled v
g A [
Client Exclusion Enabled 50 |
Timeout Value {secs)
Maximurn &llowed
Clients £
f:&hc 1P Tunneling Denabled
Wi-Fi Direct Clients .'l_b:usa_b_lle_r.l v

Paolicy

Configuring IPv6 RA Throttling

Complete these steps:
1. Go to the Controller tab.
2. In the left pane, click IPv6 > RA Throttle Policy.

3. Check the Enable RA Throttle Policy check box. Adjust the throttle period and other options as required. However,
the default is recommended for most deployments.
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Cisco

MONITOR

WLANS WIRELESS SECURITY MANAGEMENT

COMMANDS

CONTROLLER

Controller RA Throttle Policy > Edit
General
Inventory Enable RA& Throttle Policy
Interfaces Throttle Period {10-2&400 seconds) 600
Interface Groups Max Through (0-256) 10 | No Limit
Multicast Interval Option Passthrough %
b Network Routes
Allow At-least (0-32) I
b Redundancy .
Allow At-most (0-256) 1 No Limit (]

b Internal DHCP Server

k Mobility Management
Ports

B NTP

¢ CDP

¢ PMIP¥G

* IPvG
PR W e
RA Throttle Policy

353134

Each RA Throttling option is described below:

B Throttle Period: The period of time that throttling takes place. RA throttling takes effect only after the “Max Through”
limit is reached for the VLAN.

B Max Through: This is the maximum number of Router Advertisements on the VLAN before throttling kicks in. The “No
Limit” option allows an unlimited amount of RAs through with no throttling.

B Interval Option: The interval option allows the controller to act differently based on the RFC 3775 value set in the IPv6
RA.

— Passthrough - This value allows any RAs with an RFC3775 interval option to go through without throttling.

— Ignore - This value will cause the RA throttler to treat packets with the interval option to be treated as a regular
RA and subject to throttling if in effect.

— Throttle - This value will cause the RAs with the interval option to always be subject to rate limiting.

B Allow At-least: The minimum number of Router Advertisements per router that will be sent as multicast before
throttling takes effect.

B Allow At-most: The maximum number of Router Advertisements per router that will be sent as multicast before
throttling takes effect. The “No Limit” option will allow an unlimited amount of RAs through for that router.

The numerical values of the Allow At-least option must be less than the Allow At-most option which should be less than
Max Through option.

Configuring the IPv6 Neighbor Binding Table

Complete these steps:

1. Go to the Controller tab.
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2. In the left pane, click IPv6 > Neighbor Binding.

Cisco

SECURITY MAMAGEMENT

Controller

General

Inventory

Interfaces

Interface Groups
Multicast

Metwork Routes
Redundancy

Internal DHCP Server
Mobility Management

Ports
NTP

cop
PMIPvG

10y

HNeighbor Binding

£ 4 el el K
TP 1 TLT TR T i |

RA Guard

MONITOR  WLANs CC

Meighbor Binding

Down Lifetirme (0-86400 seconds)
Reachable Lifetime (0-86400 seconds)
Stale Lifetimne (0-86400 seconds)

Unknown Address Multicast NS Forwarding

HA Multicast Forwarding

o0
BEA0D
Disable »

Enable

353133

3. Adjust the Down Lifetime, Reachable Lifetime, and Stale Lifetime as required. The default values should be sufficient

for most deployments.

Each lifetime timer refers to the state that an IPv6 address can be in:

Down Lifetime - The down timer specifies how long IPv6 cache entries should be kept if the interface goes down.

Reachable Lifetime - This timer specifies how long an IPv6 address will be marked active, which means traffic has
been received from this address recently.

Stale Lifetime - This timer specifies how long to keep IPv6 addresses in the cache which have not been seen within
the “Reachable Lifetime”.

Configuring IPv6 VideoStream

Complete these steps:

1. Ensure Global VideoStream features are enabled on the controller.

Refer to Cisco Unified Wireless Network Solution: VideoStream Deployment Guide for information on enabling
VideoStream on the 802.11a/g/n network as well as the WLAN SSID.

2. Go to the Wireless tab on the controller.

3. In the left pane, click Media Stream > Streams.

4. Click Add New to create a new stream.


http://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/112889-cuwns-vidstrm-guide-00.html
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Saye Configuration  Ping  Logowt Refresh

v,

CISCO MOMITOR WiANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMARDS HELP FPEEDBACK

Wireless Media Streams [ Add New i! Dalete All |

* Access Points
all APs

w Rados

Stream Mame Start TP Address End 1P Address Dperation Status

»

RF Profiles
FlaxConnoct Groups
FlesCanneet ACLS

¢ BD2.11a/n

» B802.11bfg/n
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5. Name the stream and enter the start and end IPv6 addresses. When using only a single stream, the start and end
addresses are equal. After adding the addresses, click Apply to create the stream.

illil‘lll

cisco
Wireless Media Stream > New
= Access Points Stream Name Stream-A-1PvE
All APs
» Sadios Multicast Destination Start IP Address{ipvd/ipws) e 2::20
Bol.11a/n Multicast Destination End I[P Address{ipva/ipvs) FO0:0:2::22
802.116/g/'n
Globat Configuratian Maximum Expected Bandwidth(l to 35000 Kbps] 500
R Resource Reservation Control(RRC) Parameters
Mesh
Select from predefined templates Selact -
RF Profiles
Average Packet Size [100-1500 bytes) 1200
FlexConnect Groups i
SEREAEERE RRC Periodic updets ¢
» B02.11a/n RRC Priority (1-8) i
» BD2.11b/g/n Traffic Profile Viclation bast-affort -

Phase 2—Infrastructure IPv6 Support in WLC Release 8.0 and Later
This section provides a set of instructions to effectively configure native IPv6 features based on WLC Release 8.0.
The following are the Infrastructure IPv6 configuration items:
B Address assignment
B PING for IPv6
B Management access (Wired and Wireless)—Telnet/SSH/HTTP/HTTPs

m  CAPWAPvV6
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UDP Lite for IPv6

Tunnel switch

CAPWAP Preferred mode
Data DTLS

Mobility Configuration - L3
Auto Anchor/Guest Access
WebAuth for pure IPv6 client
NTP over IPv6

Syslog over IPv6

Radius Over IPv6

CDP v6

Flex Connect Central/Local switching with CAPWAP IPv4/IPv6 but IPv4 clients only

Service port SLAAC configuration

This section will not discuss standard controller features that were covered in earlier configuration and deployment
guides.

Enabling IPv6 on Your |IOS Infrastructure Device

Enabling IPv6 on an individual infrastructure device to which wireless controller will be connected.

Refer to the following Cisco documentations for configuring IPv6 on other IOS devices.

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6/configuration/15-2mt/ipv6-15-2mt-book.pdf

http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750/software/release/12-2_55_se/configuration/guide/
scg3750/swipv6.html

See Appendix A, page 46 for sample IPv6 configurations on the 3750 switch.

Controller Configuration for IPv6 Support

Controller configuration for the native IPv6 support is similar to that of the IPv4 controller with the exception of the few
interfaces accepting the IPv6 addresses as demonstrated in the following examples:

Management solution supports one IPv6 address (+ LLA address).

Dynamic interfaces support only IPv4 addresses.

Dynamic AP manager supports only IPv4 addresses.

Redundancy management/Redundancy port (HA interfaces support IPv4 only) supports only IPv4 addresses.
Service-port can get an IPv6 address statically or using SLAAC (Only SLAAC interface is supported on the WLC).

LAG is required for IPv6 AP load balancing.

DHCPv6 Proxy is not supported on dynamic interfaces (Only IPv6 DHCP bridging is supported- like 7.6 legacy).

20


http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6/configuration/15-2mt/ipv6-15-2mt-book.pdf
http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750/software/release/12-2_55_se/configuration/guide/scg3750/swipv6.html

Draft Label-Cisco Confidential
Cisco Wireless LAN Controller IPv6 Deployment Guide, CUWN Release 8.0

Phase 2—Infrastructure IPv6 Support in WLC Release 8.0 and Later

&
—* . o
| P Clost | - —— pe—— & P: 2001:db8:a°7i64
: — - Radius Server
| sz ] G

IPvdlvE router
mit: 2001:dbB:a-2/64
- 10 1:?3.3 2001:db8:a::1/64
o 10.10.10.1
H
1. 1547.9150 -
IP: 2001:db8:a:6/64 O ——
SNMP Server, Syslog Server, NTP Server
titpifip/scp Server

1. To configure the IPv6 address for WLC, from the WLC’s main menu, go to Controller > Interfaces > Management.

a. Inthe Interface Address area, enter the Primary IPv6 Address in the 2001:XX:XX:X0::XX format. Enter the Prefix
Length as 64. In Primary IPv6 Gateway text box, assign the Link-Local address of the VLAN XO.

b. Login/telnet to the default gateway and run the command:
show ipvé int brief Or show ipvé int vlanXO.
c. Now, copy/paste the specific link-local address to the WLC Primary IPv6 Gateway.

The following screenshot displays an example of the link local address for VLAN10 on a sample Core-Switch.

SEUT—core—SWHzh ipuvb int hr

Ulani [administratively down.down]l
unazsigned

UlaniA Tupupl

FE88A: :5E58:15FF:FE74:D3C1 |
AUl - 1H-1H-1H- -3

When you copy/paste the Link Local IPv6 address in the Primary IPv6 Gateway text box, ensure that there is no
space in the beginning and end of the Link local IPv6 address. Click Apply to save the settings.
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stfoen]rs
Cisco MONITOR WIANs CONTROLIFR WIREIESS SECURITY MANAGEMENT
Controller Interfaces > Edit
General
DesOy General Information
Interfaces
Interface Groups Interface Name management
Multicast MAC Address e0:2f:6d:5c:f0140

& 4

Network Routes . .
Configuration

» Redundancy
b Internal DHCP Server ~ Cuaranine .
arantine Vian Id o
» Mobility Management farma -
Ports NAT Address

¥ NTP :

Enable MAT Address
» COP
» PMIPVG Interface Address
» IPv6 VLAN Identifier e, |
* mDNS IF Address |10.10.10.2
» Advanced Netmask |255.255.255.0

Gataway |10.10.10.1

Primary IPvE Address :2001:10:'q_:_1_|§|::3 ‘

Prefix Length [64 E
Frimary [PvE Gateway IEEEI:I::SE_SG:].SH:F!N.'dEcL “‘

Link Local IPvG Address feB0::e22f: 6dif:feSc:f040/64

The Management Interface is assigned a Link Local address by default. Global Unicast or Unique Local address must
be configured on the management interface.

Gateway must be the Link-Local address of the next hop router.

A Management Link-Local address is assigned automatically to the management interface, but the Primary address
must be a globally unique address.

2. Configure Dynamic interfaces:
B No IPv6 address is used, IPv4 address is used on the Dynamic Interface.
B An IPv6 address can exist on an IPv6 enabled switch/router because traffic is bridged on the VLAN.

B A DHCPv6 server or relay must exist on the VLAN interface at the switch/router

Intarfaces
Interface Name VLAN Identifier IP Address Interface Type Dynamic AP Management IPwE Address
managemant 14 16.16.10.2 Static Enabled 2001:10:10:10::27/64 I
mdancy-managearment 10 10.10010.20 Static Met Supported
redundancy-port untagged 169.254.10.10 Static Mot Supported
servicg-port Ma 0.0.0.0 Static Disabled =138 =
wirbual /& 1111 Static Het Supported g

3. Once the IPv6 address is assigned to the WLC management interface, try accessing the WLC GUI, that is, launch
https://[2001:10:10:X0::2] through your respective wired client connected to your controller.
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[ Cisco Systems Login x )
<« C | & b#tps://[2001:10:10:10:2]
afean]es
CISCO

Wireless LAN

Controller

© 2005 - 2014 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are

registered trademarks or trademarks of Cisco Systems, Inc. andior its affiliates in the United States and
certain other countries. All third party trademarks are the property of their respective owners.

4. Associate a wireless client, that is, your iPhone/iPad/laptop, to your respective controller WLAN and check if the
client is able to receive the IPv4 and IPv6 addresses. Also, go to WLC > Monitor > Clients and click the client MAC

address to view the IPv4 and IPv6 addresses.

Clients > Detail
Max Number of Records |10 ¥
General |SANCERSISY
Client Properties AP Properties
MAC Address ac:fdiec:ibi3b: 74 AP Address a8:0c:0d:db:d2:90
1Pvd Address 10.10.10.51 H AP Mame FOD1-APZT00
1Pl Address 2001:10:10: 10:4d0e:e7a1:2274:bhbe, AP Type 802.11an
2001:10:10:10:930:947a:d2db: B1f3,
2001:10:10:10:cB4:3321:5cca1 73T, AP radic slot Td 1
2001:10:10: 10:88da:f3f: I7F4: 3547,
faB0:: 1och: 350 5108 fine, WLAN Profile PODL-PEKE
WLAN SSID FOD1-PSK
Status Associated
Agsociation 1D 1
B02.11 Authentication Open System
Reason Code 1
- Status Cade [
Client Type Regular
CF Pollable Mot Innplemanted
User Name
CF Foll Request Mot Implemented
Port Numbar 1
Shart Breamble Mot Implemented
Interface management
PBCC Mot Implemented
VLAN 1D 10 =
Channal Agility Mot [mplementad

The following screenshots display a client running MacOS, where the client is connected to the WLAN. The client

receives both IPv4 and IPv6 addresses. Also, the client is able to ping the IPv6 address.
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Status: Connected [ Turn Wi-Fi Off |
Wi-Fi is connected to POD1-PSK and has the
I IP address 10.10.10.65.
Network Name: | POD1-PSK :]
|| Ask to join new netwarks
Known networks will be joined automatically.
If no known networks are available, you will §
have to manually select a network. E
= Wi-Fi
| Wi-Fi DNS | WINS = 802.1X | Proxies  Hardware |
Configure IPv4: | Using DHCP 3
IPv4 Address: 10.10.10.65 | Renew DHCP Lease |
Subnet Mask: 255.255.255.0 DHCP Client ID: | _ |
{ If required )
Router: 10.10.10.1
Configure IPv6: | Automatically %
Router: feB0::5e50:15ff:fe74:d3cl ’
IPvE Address Ere_ﬁ)_:._._.
2001:10:10:10:8638:35ff:fe3e:818a 64
2001:10:10:10:51d5:88f3:32:ba3d 64
2001:10:10:10:801c:2ecd:3eec:f3f3 64

353145
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. NSNS fit all — bash — 80xZ4

Last login: Fri Mar 28
Alis-MacBook-Air:~ ali3|pingb 2
PINGG(56=408+B+8 bytes) !
16 bytes from 2001:10:10:18::
16 bytes from 2001:10:10:18::
16 bytes from 28@1:10:108:1@::
16 bytes from 28@1:10:108:16::
16 bytes from 28@81:10:108:16::
16 bytes from 208@81:10:10:16:;
16 bytes from 2001:10:10:18::
16 bytes from 2001:10:10:18::
~C

BR1:18:10:10::1

:10: ! 1Tede:B18a —-> 2001:10:10:18::1
icmp_seq=8 hlim=64 time=35.736 ms
icmp_seg=1 hlim=b64 time=13.047 ms
icmp_seq=2 hlim=b4 time=13.039 ms
icmp_seq=3 hlim=b4 time=12.466 ms
icmp_seq=4 hlim=b4 time=16.461 ms
icmp_seq=5 hlim=64 time=12.798 ms
icmp_seg=6 hlim=64 time=12.388 ms
icmp_seg=7 hlim=64 time=13.317 ms

== = = =t == = b =

3531468

Mobility Group Configuration in Release 8.0

To support Mobility group configuration for Guest Anchor or Auto Anchor, the Guest Anchor should be on the 8.0 code
to support controllers in release 8.0. This allows 8.0 WLCs sharing the mobility group to connect by using the CAPWAPv6
tunnel, and the WLCs running prior to release 8.0 will join by using the EolP tunnel.

There is no need for New Mobility with this configuration. In this configuration mode, both ends of the Mobility tunnels
have to be configured with IPv4 addresses. In pure 8.0 and later deployments, IPv6 addresses can be assigned and
CAPWAPV6 can be used.

Guest Anchor

CAPWAPV6 tunnel EolP tunnel

Mobility Group

P4 Re 80 - W4Re! 7.6
= =
.

AP Join Prefer-Mode in Release 8.0

The Prefer-mode option allows administrators to configure IPv4 and IPv6 CAPWAP L3 transport through which APs will
join the WLC based on the primary, secondary or tertiary configuration.
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|||1||Ih

CIsco
Wireless All APs > Detalls for APIT00_TME_lab
v Access belets ioh Availabilty | lavestory | Advanced
AN APy 1
= Mg
F"_ :‘;.‘ T Fame *Management [P Address{lpvy 4 fipvi)
Dl B :-‘j Radai Primiary Conbrolar SSO00-MMAL J001: 11 A0 T0 TS
bl Confoursbon Secondary Controller  S508-MA-80 10.70.0.600
b Advenced Tertiary Controller
Mesh =
R’ Profiles b
AP Felyvar Prionity Hagh w 1}
FlexConmect Grougs M

There are three levels of the prefer-mode option:
1. AP Group Specific
2. Global

3. Static IP configuration

CAPWAP Prefer-Mode Configuration

1. AP Group specific “prefer-mode” will be pushed to AP if the “prefer-mode” of the AP Group to which the AP belongs
is configured.

2. Global prefer-mode will be pushed to default-group APs and to those AP Groups that do not have prefer-mode
configured.

3. By default, AP Group prefer-mode will be un-configured and Global prefer-mode is set to IPv4.

4. If an AP tries to join the WLC with configured prefer-mode and it fails to join, then it will fall back to choose the AP
manager of the other transport and joins the same WLC. When both transports fail, the AP will move to the next
discovery response.
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e a
o 1 AF's Flash
. /;,‘/ S
P mfered-Mode
2 v
= Mo = YES
— v ¥
Y
CAPWAR Discovery IPvd IPve
wd and vB
¥ ¥
CAPWAP Disoovery CAPWAP Discovery
v mnd v wd and v
¥ ¥
. Select leas! loaded 1Pvd Salect IPV6 ap-mgr and
ap-mgr and join WLC jain WLC
Y ¥
| Prot-Mode on WLE — lpwd + Prel-Mode on WLC - Ipvé
i A L. Y v
YES < | MR nNC T IV YES < w0 >
I S
¥ ¥ Salect |PvE AP-mansger B T
Failed 18 Join Chani and proceed to Join |Flmbhlﬂl Clieni
¥ 3 b L v ¥
Saloct IPy AP-manager » Client Fcldann| Saloct Inast loadod IPv4 Prel-Mode on
and procesd 1o Jain D ap-mgr and join WLC WL = IPwad
: . 2
— Select least lopded 1Pyl ¥
[Fchdlodah - ap-mgr and join WLC Salec! least loaded IPvd
Ree— ap-mgr and join WLC
¥ ¥
Cliant Failed to Join|
¥ ¥
Select Next 1 Select IPvE AP-manager
b Discovery Rlespanse F.'Hh'hh“ | and proceed o Join

5. The Static IP configuration takes precedence over prefer-mode.
For example:
— Preferred mode configured as IPv4.
— Static IPv6 configuration on AP using CLI or GUI.
— AP joins the WLC using the IPv6 transport mode.
6. XML support of prefer-mode CLls is provided.

7. Trap log is used when there is a failure in pushing the prefer-mode configuration to the AP.

Configuring Preferred-Mode from the GUI

Complete these steps:

1. As indicated above, Global prefer-mode will be pushed to default-group APs and to those AP Groups that do not
have prefer-mode configured. The following example displays the Global prefer-mode configuration in the GUI,
where the IPv4 or IPv6 address is chosen for the CAPWAP preferred-mode.
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Clisco
Controller Ganeral
Gemeral _— e
AREA—Y 80735 Flow Contred Mode Ditabled =
Y LAG Mode on nest reboot Duiabiled » [LAG Mods is currently disabled)
Iitertaie Groups
Molticast Broadcast Formarding Cupabiled »
b Network Routes AP Picart Mode 4 Mulbcait ¥ (239.100.000.54  [Multicast Group Address
b Redundancy AP [Fv Hulticast Mode Mulbeait o] Mie:i239:100:100:% [Py Mullicast Group Addrass
b Internal DHCP Server pemmrtmte fnabied v
b Mobility Management || A7 ™AF Preferred Hade ol 28
Ports Fast 5510 change ‘E v
¥ NTP
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2. AP Group specific prefer-mode will be pushed to AP if prefer-mode of the AP Group is configured to the AP it
belongs. Global prefer-mode will be pushed to default-group APs and to those AP Groups that do not have
prefer-mode configured. To configure in the GUI CAPWAP preferred mode for the AP Group, see the following
example:

Wl l el I LI
CISCOo
WLANS Ap Groups > Edit "AVC-group'
o L General | WLANs | RFProfile | APs | 802.11u
- Advanced
AP Groups
‘\ AP Group Name AVC-group
AP Group Descripion APs in AVC group
NAS-ID S508-MAS

Enable Clent Trafhic ing [

Enable DHCPw4 Qing 2
i Service Vian Id 0

CAPWAP Preferred Mode ipvd W
ipl

353151

3. The following is an example of a Static IPv6 configuration for the CAPWAP preferred mode. As noted earlier, the

Static IP configuration will take precedence over the prefer-mode.
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-III. 1 I I Saxe Configurabon - Ping | Logout Refresh
cisco
Wireless All APs > Details for AP3T00_TME_lab < Back Apply
= posea ROt Generol | Credentials | Interfaces | High Avallability | laventory | Advanced
w Rad -~
General Versions
AP Name APITOO_THE_lab Primary Software Verson
T3 Lbcaton Lab Backip Software Verdsn
i AP MAC Address Te:adi74: 324 Predownioad Status
Mash Base Radio MAC 0B:ci68:b4:11100 Predowniasded Verson Nare
e Adrmin Status Ensble » Predownlosd Naxt Retry Time A
fl:m.rn_'f':':'tcm“m AF Mode hocal - Predownload Retry Count WA
OEAP ACLS i AP Sub Mode Hone w Boot Version
Network Lists Operational Status REG 105 Verson
b 802.11a/n/ac Port Number i Mina 105 Version
b 802.11bJg/n Vanus Group Unspecified - 1P Canfig
venus Trpe Unipeched »

CAPWAP Preferred Mode

Media Stream
Wenue Name

3 Application Visibility | DHCP [pvd Address 10.70.0.254

And Control T Static 1P (Ipwd/Tpvé) ] _

*

Country :‘::.‘:f.’us,"::"”'“ FTIFO3ZZFRAIEFIEDS1F ME1BFERC 3 Static 1P (Ipwi/lpvé)  [10.70.0.2%4

Timers S 1P Mask/Prefix Length |265.265.255.0
b Netflow Gateway (Ipva/lpvs) [10.70.01

GRS Present

b QoS L ousie

Address{lpvd/Tove)

Domamn Narme

Time Statistics

353152

Configuring Preferred-Mode from the CLI
config ap preferred-mode ipv4/ipv6 <apgroup>/<all>

This CLI command is used to configure the prefer-mode of the AP Group and all APs. Global prefer-mode is not applied
to APs if the AP Group prefer-mode is already configured. After configuration, the AP restarts the CAPWAP to join with
the configured prefer-mode after choosing the WLC based on its primary/secondary/tertiary configuration.

config ap preferred-mode disable <apgroup>

This CLI command is used to disable (unconfigure) the prefer-mode of the AP Group. APs that belong to <apgroup>
restarts the CAPWAP and joins back with the global prefer-mode.

show ap prefer-mode stats

This CLI command is used to display the statistics of the prefer-mode configuration. Statistics are not cumulative, but is
updated for the last executed CLI configuration of prefer-mode.

show wlan apgroups
This CLI command displays the prefer-modes that are configured for all the AP groups.

show network summary
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WebFortal Onlins CLISAT ...csisssssssssssssas o

WebFortal NTF_LOGOUT CLIBAC ...csssassaansas o

EINS BR00P1id. casasasssasnanssasasaanananans Diszabled
EONS Query INCeCVAL...csassnssasasaasananans 15 minuces
Webh Color ThemE....cssssananssasasaanannnsns Default

Capwap Prefer Mode......sesnssnnnnnnsnnannns IFvd *\

({Cisco Controller) ‘2.

Ping IPv6 address of the GW in the AP using ping 2001:10:10:x0::1.

The AP rejoins the controller with pure IPv6 tunnel.

MONITOR WILANs CONTROLLER WIRHESS SECURITY MANAGEMENT COMMANDS

All APs

Current Filter None [Change Filter] [Clear Filter]
Number of APs -

AP Name IP Address(Ipv4/Ipv6) AP Model
POD1-APZ600 10.10.10.54 AIR-CAP3IG0ZI-A-K9
POD1-AP3700-1 10.10.10.71 AIR-CAPITO2I-A-K9
POD1-AP2700 2001:10:10:10:7d85:567d:beea:c636 AIR-CAP27021-A-K9

Configuring Additional IPv6 Features on the WLC

AP IPv6 Discovery Mechanism

Broadcasting is not supported in IPv6 addresses, so APs must use the following mechanisms to join a WLC via
CAPWAPV6.
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AP Boots UP

<
<

Discovery

<<

DTLS Setup Image Data
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B DHCPv6 Option 52:

— OPTION_CAPWAP_AC_V6 (52) RFC 5417.
— As part of the DHCPv6 response, the server provides the IPv6 WLC management IPv6 address.
— The AP begins Unicast CAPWAP discovery.
B Multicast Discovery:
— IPv6 address does not support broadcast.
— Sends CAPWAP discovery messages to all APs multicast address (FF01::18C).
B Using DNS:
— Configure the DNS server to resolve cisco-capwap-controller.domain-name
— The domain-name is returned from the DHCPv6 server.
B AP Priming:

—  Preconfiguring the AP with a primary, secondary, and tertiary IPv6 address of the WLC management interface.

Selecting Primary, Secondary, and Tertiary Controllers

When selecting a primary, secondary, or tertiary controller, the process is similar to CAPWAPv4. The WLC management
IP address can either be IPv4 or IPv6, it does not matter as long as the address is reachable. It is not possible to add
both the IPv4 and IPv6 address because only one entry is allowed per WLC.
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WLCH1 WLC2 WLC3

\ 2 S ty Y s U/
e G N

Primary: WLCA Primary: WLC2 Primary: WLC3 o
Secondary: WLC2 Secondary: WLC3 Secondary: WLC2 z
Tertiary: WLC3 Tertiary: WLCAH Tertiary: WLCA @

Saye Configuration.  Ping  Logout Eefresh

Wireless All APs > Details for AP2600-8aba < Back Apply
T Aeeas Paince . G | Credentisls | Interfaces | High Availability | Inventory | Advanced
APs
Hame Management [P Address(ipva /Ipvs)
Primary Controller WLT1 2001:1:10:70::7%
Secondary Controller |WLC2 10.10.10.5
b Advanced Tertiary Controller WL 2001::db8 ;4

Mash
RF Profiles
FlexConnect Groups

AP Faillover Pricrity High -
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Once the AP selects a WLC, the AP chooses to join via CAPWAPv4 or CAPWAPvV6, depending on the CAPWAP
preferred-mode selected on the WLC.

PING IPv6 and IPv4 Addresses

You can ping IPv6 and IPv4 addresses from the controller interface. The following example shows how to use the ping
protocol in an IPv6 management interface:

ping <ipv4/ipv6 address>

(Cimco Controller)li>ping 2001:1:10:70::75

Send count=3, Receive count=) from 2001:1:10:70::75

3557

Similar process can be followed in a switch interface.

Management Access (Wired and Wireless)—Telnet/SSH/HTTP/HTTPs
The WLC (wired/wireless) is accessed in the IPv6é Management Interface using:
B Telnet

B SSH
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B HTTP

m  HTTPS

Mamt: 2001:db8:a::2/64
10.10.10.2

Dynamic interfaces do not have IPv6 addresses.

(Cisco Controller) >show ipvb interface sSummary
Husbber of InCerfacel....ccccatssccsssnsssnnnss 2
Interface Name Port Vlan Id IPv6 Address/Prefix Length
management 1 70 feB0::ledf:fff:fect:alal/64
1 70 t1/128
[service-port N/h N/A feB0::1edf:fff: feco:alal/64
N/L N/A s:f128

SNMP Trap Receiver

In controller Release 8.0, SNMP MIBs are sent to the IPv6 destination. Prime Infrastructure will support IPv6 in Release

2.2 and later.
y_
H’_ g7_e =
— - e )
Mgmt: 2001:db8:a::2/64 IPv4/v6 router IP: 2001:db8:a::5/64 §
10.10.10.2 2001:db8:a::1/64 SNMP trap receiver ®

10.10.10.1
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SNMP Trap Receiver > New

Community Name private

1P Address{Ipv4/Ipva) 2001:db8&:a::5
Status Enable =
IP5ec

UDP Lite for IPv6

B Enabling UDP Lite speeds up the packet processing time.

B UDP Lite computes checksum on the pseudo header of the datagram.

B The IP protocol ID is 136 and it uses the same CAPWAP ports as UDP.

B Enabling UDP Lite requires that the network firewall allows protocol 136.
B Switching between UDP and UDP Lite causes all APs to re-join the WLC.

m  UDP Lite is enabled by default.

Configuring UDP Lite

Complete these steps:

1. UDP lite can be configured per AP or globally for all APs.

(mavora-wlc-5500-2) >config ipvé capwap udplite ?\
enable Enables IFvé Capwap UDF Lite
disable Disables IPv6 Capwap UDP Lite

(mavora=-wlc=-5500-2) >config ipvé Lap'ﬁap udplite enable 7

all Configure IFv6 Capwap UDF Lite on All Cisco AFs
<Cimsco AP> Enter Cisco AP nams

(mavora-wlc=5500-2) »config ipvé capwap udplite esnable all l

353161

2. Check the UDP Lite configuration using the show ipvé summary command.
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iCisco Controller) >show 1pvé Sumpary

GLODRL CORE R 5 o b aa v iom i b o o s e s e s a s s e s Enab led
Reachable-lifetime valut.csssssansanssssssas J00
Stale=11Tecime VALIUE. .. ccconsnssnnnnssnsnssn B5400

Pown-Llifetime VAlUB.ccovevsnssssnsnsnsnsnssa IO

Bl ThEOtCLling . ssssasnsssaasssnssasssnsssssss Enab led
FA Throttling allow at=least.... R |

RA Throttling allow ac-most..... sensanese L

RA Throttling max-through. ..ccoesccacssansas 10

RA Throttling throttle-period..csssssvsssnns SO0

RA Thrortling interval-opLtiloN. . sscsssssssss passchrough
NS HMulitcast CacheNMisa Forvarding..:ssssss+« Dizabled
NA Rulitcast FOrwARAINg...scsevassssnnnsnnns Enab led

IPvS Capwap UDP Lit@..ccvscssccannanansnnnnn Enab led
Operating System IPvE otate ..icssssssassnss Emabled

~
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Data DTLS Enable

Like CAPWAPvV6, DTLS also uses the AP’s IPv6 address. DTLS is enabled by default on the APs. To verify this, enter the
following command:

show dtls connections

(mavora-wle-5500-2) »show dtls connections ‘_

AP Hame Local Port Peer IP Peer Port Ciphersuite
1-V6-AP-1600-2_P13_  Capwap Crtrl 2001:9:5:94:206:£61L: felB:250c 33361 TLS_R3A_WI
1-VE-AP-1600-2_P13_  Capwap Data te]8:250¢ 33361 TLS RSA WI|
3-V4-AP-2602-1_P10_  Capwap Ctrl 2001:9:5:91:4498:d688:1500:8d90 43476 TLS RSA W
3-V4-AP-2602-1 P10_  Capwap Data 2001:9:5:91:4498:4688:1500:84390 43476 TLS RSA W

(mavora=-wle=5500-2) >config ap 117
link-encryption link-latency

(mavora-wle=-5500-2) >config ap link?
link-encryption link-latsncy

(mavora-wle-5500-2) »config ap link-enczyption ?

enable
disable

Ensbles Data Link encryption
Disables Data Link sncryption

(mavora=-wlc=5500-2) »config ap link-encryption enable ?N

<Ciaco AF>» Enter the name of the Cisco AP.
all Apply the configuration for all capable Ciaco AP

353164

(mavora-wle-5500-2) >config ap link-sncryption snable I

Configuring Data DTLS

DTLS can be enabled on an individual AP or globally for all APs with the command below:

config ap link-encryption <enable/disable>
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(mavora-wle-5500-2) >config ap link-encryption ? -*____-_-

nable Enables Data Link encryption
=able Dimables Data Link encryption

(mavora-wlec=5500-2) »config ap link-encriyption ensble 7

[<Ciseo AP> Enter the name of the Cisco AP.
all Apply the configuration for all capable Ciseco AP

A53185

Note: Data DTLS for CAPWAP APs joining over IPv6 tunnel is not available in release 8.0 for vWLC platform.

Web-Auth with Pure IPv6 Client

On the controller, the configuration is similar to IPv4. Before client authentication, it is displayed in the WEBAUTH_REQD
state as shown below.

ol I P 'I 7 Saye Configuration Ping [Logout Refrash
CISCO MONITOR WiLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELF FEEDBACK
Monitor Clients > Detail <Back | LinkTest | Remove | |
Summary ~ General | AVC Statistics |
’ ‘mss Poin‘s TTILDUE CoUe T .
=
¥ Cisco CleanAir : Cr Pollable
Client Type Regular
» Statistics LS equea
User Name ot B o
» eambile
e Port Number 1 - g
> E
Rogues Interface management |
Clients Channel Agility
; VLAN ID 94
Sleeping Clients Timeout
CCX Version CCXv4
Multicast WEP Stata |E
E2E Version  E2fv1 |
Applications
Mobility Role  Local PMIP Properties
Mobility P
16 Address. WA Mobilcy type
Folicy
Managar State WESAUTH REQD
Management
Frame No
Protection
UpTime (Sec) 226
Power Save
Mode ofr
Current
TuRateSet T3 332
6.0,8.0,12.0,18.0,24.0,36.0,48.0,5 =00
DCata RateSet 4.0 » ¥ (LPJ

Access an IPv6 enabled website such as www.ipv6.google.com or enter an IPv6 address of a website, for
example—[2001::101].
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Cannot Verify Server Identity
Safari cannot verify the identity of
“[::ffff:192.0.2.1]". Would you like to
continue anyway?

Cancel

Details

Continue
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To verify that the WebAuth is in the RUN state, check the controller.

Sayve Conhguration Ping Logout Refrash

CISCO MONITOR WIANs CONTROLLER WIRELESS SECURITTY MANAGEMENT COMMANDS HELP FEEDBACK
Monitor Clients > Detail <Back | LinkTest| Remove |
[r—)
S Generol_|jSAVG Sttt
¥ Points Interface management Aty @
13 Channel
Cisco CleanAir VLARID 94 B
Stati CCxX Version CCXvé
b cop WEP State L
E2E Version  E2Evl
$ Rop Mobility Role  Local PMIP Properties =
__(;Iianb M ;
: ) P i VR Mobility type
Sleeping Clients Policy 0
Manager State E
Multicast Moy
Applications Frame Ne
Protection
UpTime (sxk‘ a9

Power Save

Mode OfE
Current

TxRateSet

DetaRateSet  S99012010.0240,36.048.05

Capability
802.11u

KTS CAC Ne

Net Supported
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NTP Over IPv6

The NTP server configuration is supported on the controller in the native IPv6é mode, and NTP version 3 is now supported
using MD5 encryption.

Save Configurabon  Ping  Logout Refrash

llliullln

CISCO MONITOR WILANs CONTROLLER WIRELESS SHE( Y  MANAGEMENT COMMANDS HELP FEEDBACK
Controller NTP Servers Apply | nNew.. |

General

Inventory NTP Palling Interval seconds | 3600

Interfaces

Server NTP Msg Auth
Interface Groups Index Server Address Key Index Status
Multicast i 2001:9:5:94::1 1 auTHsuccess @

Metwork Routes \
Redundancy

Internal DHCP Server
Mobility Management
Ports

¥ NTP [:?

Server
Keys
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Syslog Over IPv6

In Release 8.0, the native IPv6 syslog server is supported.

A
H’_ gv_e =
I - L O
Mgmt: 2001:db8:a::2/64 IPv4/v6 router IP: 2001:db8:a::5/64 -
10.10.10.2 2001:db8:a::1/64 10.10.10.10 =
10.10.10.1 Syslog Server 8

The following is an example of the IPv6 Syslog Server configuration.
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Saye Conhguration Ping = Logout Refresh

CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP [FEEDBACK

Management Syslog Configuration Apply |

Summary Add
RS Syslog Server IP Address  [2001:9:5:90::113 —‘r‘

HTTP-HTTPS

Syslog Server

Telnet-SSH

Serial Port Syslog Lavel Debugging B

Local Management Syslog Facility  [Local use 0 v

Users

User Sessions
Msg Log Configuration

¥ Logs
Conhg
Message logs Biffered Log Lavel o E
Mgmt Via Wireless il om0
b Software Activation File Info @
§ Tach Seppast Trace Info ¥
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As an example, on Syslog Watcher you can see logs from the controllers. In this release, both syslog v4 and syslog v6
are generated.

Syslog Server
2001:9:5:90::113 Remgye
9.2.90.113 Remove
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: » o =
@O B ) / - 3 & o
| Collect | Stop Status = Reload  Filter  Find | Search Import Export Delete Reports = Storage Settings
g 0 0
- Vendor Pack
 Show AqSeverky' from 2001:9:594z11- last 1000 3 messages | Updateevery 5 3 seconds | Updated at 6/30/2013 11:30:51 AM
[ AutoScroll (7]
?_ / Last 1000 Syslogs * Syslogs for Peri Import/Search Results (0} ' Sources (1) ' Server Log * Backups
2| Received Source [P Facility  Seventy Tag Mﬁuge :[
3 |8/29/2013703:46.549 PM 2001:9:594:11 local0  Info  “sisfSwitcherTask Aug 29 19:04:47388: =SISF-6-ENTRY_CREATED: sisf... |
| 8/29/2013 7:03:46.549 PM 2001:9:5:94:11 local0  Info *sisfSwitcherTask Aug 2019:04:47 388: #SISF-6-ENTRY_CREATED: sisf...
S | 8/29/2013703:46.549 PM 2001:9:594::11 locald  Info “SISF BT Process: Aug 29 19:04:47.389; #SISF-6-ENT..,
= 8/29/2013704:06:992 PM 2001:9:594:11 local0  Info ~SISF BT Process: Aug 29 19:05:07.833: #SISF-6-ENT...
£ |8/29/20137:04:10.614 PM 2001:9:5:94::11 local0  Info =sisfSwitcherTask Aug 29 19:05:11 454: SSISF-6-ENTRY_CREATED: sisf...
|8/29/2013 7:04:10.992 PM 2001:3:5:94::11 local0 Info “SISF BT Process: Aug 29 19:05:11.833; #SI5F-6-ENT...
[8/28720137:04:11.868 PM 2001:9:594:11 locel0  Info “sisfSwitcherTask Aug 29 1905:12.709: #SISF-6-ENTRY_CREATED: sif...
[8/29720137:04:11 869 PM 2001:8:594:11 Tlocal0 Info *sisfSwitcherTack Aug 29 19:05:12.710: SSISF-6-ENTRY_CREATED: sif...
|8/2920137:04:11 870 PM 2001:9:594:11  local0  Info “SISF BT Process: Aug 29 16:05:12.710: #5ISF-6-ENT...
|8/30/201311:30:32.526 ... 2001:9:594:11 local0  Notice ‘“tplusTransport.. Aug 30 11:31:26.504: SAAA-S-SELECT_CALL SUCC... ||,
|8/30/201311:30:325698 ... 2001:0:594:11 local0  Waming  beastReceiveTask Aug 30 11:31:26675: :acm-d-w.n NOTA QUE.. =
013 11:30: 34 505 .. 2001:0:-594-11 local 0 Warning *beastRecenve Task Aug 20 11:31-2867%: *BCAST-4-MLD | , g

Radius Over IPv6

RADIUS authentication server IPv4 and IPv6 are supported in this release natively.

Save Configuration  Ping  Logowt Refrash

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Authentication Servers
= AAA
i 1
Cataal Call Station 1D Type System MAC Address E
- FL"’J-";i'-F‘-i Auth Call Station 1D Type  [AP MAC Address:SSID_ [w]
i}
Accl Tpting
Fallback Une:ARE Knp imp B8 (Designed for FIFS customers and requires a key wrap comphant RADIUS 4
DNS r
§ TAEARS MAC Delimiter Hyphen =]
LDAP
Local Net Users Metwork Server
MAC Filtering User Management Index Server Address Port
LSS LA @ @ 1 2001:9:6:401:62 pmm—— 12
User Login Policias :
AP Policies ]| ] 2 9.1.0.101 fpemm— 1812

Password Polices

Accounting servers IPv4 and IPv6 are also supported.
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CIsCo
Security

* AAA
General
= RADIVS
Authenticahon
Accounting
Fallback
DNS
} TACACS+
LDAP

MONITOR

Gave Configurahon  Ping  Logout  Refrash
WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
RADIUS Accounting Servers Apply
MAC Dalimiter | Hyphen E
Network Sarver
User Index Server Address Port IPSec
] 9,1,0.101 ‘——. 1813 Disabled
9 2 ) ' =
| 2001:9:6:40::82 1813 eable

In the figure below, the IPv6 servers are mapped to the WLAN.

ol | y "l 2 Save Configuration Ping  Logeut Refrash
CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit ‘mavora-5500-2Pv6-1-Management' <Back | Apply |
s General | Security | QoS | Policy-Mapping | Advanced |

» Advanced | layer2 | Layer3 | AAAServers
Select AAA servers below to override use of defaull servers on this WLAN
Radius Servers
Radius Server Ovarwrite intarface  [|Enabled £
Authentication Servers E(wnllng Servers
Enabled [¥ enabled
Server 1 IP;2001:9:5:40::62, Port:1812 1P:2001:9:5:40::62, Port: 1!I
Server 2 None [x]| None
CDP IPv6

CDPv6 works natively on the controller Release 8.0.

To see the CDPv6 on the controller, execute the following command:

Show cdp entry all

As shown in the example below, IPv4 and IPv6 neighbors are displayed:

a
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I::sca Controller) »show cdp entry all

Device ID: THE_3750_MAZ
Encry addresas(es):

IF addressa: 10.70.0.2

IPvE address: 2001:1:10:70::2 (global unicasct)

IPvE address: r£d01:1:10:70::2 iglobal unicast)

IPvE address: fef0::216:cTff:fe96:2543 (link-local)
Platform: cilsco WS=C3T505-24P5, Capabilities: Switch IGHP
Interface: GigabitEthernecd/0/1, Port ID (outgoing port): GigabitEthernetZ/0/27
Holdtime : 161 sec

Version :
Cizco I0S Softwvare, C3750 Software (C3I750-IPSERVICESKI-N), Version 15.0(2)5E4, RELEASE
echsupport Copyright (o) 1986=2013 by Cisco Systems, Inc. Compiled Wed 26=Jun=13 02:41

Advertisement version: 2
Duplex: Full

The same can be executed from any neighbor switch and the controller will be displayed in the CDPv6 list.
The Controller CDP command can also be executed for APs:

show ap cdp neighbors

all-Displays cdp neighbor information for all Cisco APs.

ap-name—Displays cdp neighbor information for a specific Cisco AP.

detail-Displays detailed cdp neighbor information for a Cisco AP.

(Cisco Controller) >show ap cdp neighbors ?

all Show cdp neighbor information for all Cisco APs.
ap-nomwe Show cdp neighbor information for a specific Cisco AP.
detall Shov detailed cdp neighbor information for Cisco AP

[C15c0 Controller] >show ap cdp neighbors all

AP Nome AP IP Neighbor Neme Neighbor Port
APZ600-Baba 10.70.0.110 THE_3750_MA2 GigabitEchernet2/0/3
IP address: 10.70.0.2
IPvé address: 2001:1:10:70::2 (global unicast)
IPv6 address: £d01:1:10:70::2 (global unicast)
IPvE address: £e80::216:c7£L£:£e96:2543 (link-local)
AP3IT00_THE_lab 10.70.0.254 THME_3750_MA2 GigabitEthernet2/0/7
IP address: 10.70.0.2
IPvé address: 2001:1:10:70::2 (global unicast)
IPv6 address: £d401:1:10:70::2 (global unicast)
IPv6 address: £e80::216:c7££:£e96:2543 (link-local)

353178

Flex Connect Central/Local Switching with CAPWAP 1Pv4/IPv6 but IPv4 Clients
Only

IPV6 and IPv4 are supported on the Flex Connect APs in the Centrally switched mode only. In the Locally switched mode,
IPv4 clients work as before with no issues.

Service Port SLAAC
SLAAC is only applicable for the Service port.
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(Cisco Controller) >shov 1ipvé interface summary

Number of INnterfaces. ... cossesssassssnssssnsss 2
Interface Name Port Vlian Id IPvé Address/Prefix Length
nagement 1 untagged £eB0::224:971£2:1e69:93c0/64

= UREEEe
ervice=-port N/A N/A feB0::224:971L:Le69:93c1/64

N/A N/A 1:/128

353179

{Cisco Controller) >!

To disable the SLAAC interface on the Service port, enter the following command:

{Cizco Controller) »config 1pvé interface slaac service-port disable
Requested 3tate Configured Successfully .

(Cisco Controller) >shov 1pvé interface Swmmary

Number of Interfaces..iviisrnsnsrnsssnnansnsns &

Interface Name Port Vlian Id IPvé Address/Prefix Length

[management 1 untagged teB0::224:9711:£e69:93c0/64
1 untagged 2001:1:10:70::75/64

service-port N/A N/A feB0::224:97£L:£069:93¢c1/64

353180

N/A N/A ﬂ 1:/128

The SLAAC interface can also be enabled in the WebUI interface on the Service port as shown below:
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Cayve Conhguraban Prigy Logout  Refresh

CISCO MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDEACK
Controller Interfaces > Edit <Back | Apply |
General
Inventory

General Information

Intarfacas :
Interface Name service-port

Interface Groups
Multicast MAC address &4 2b: 03:ba: 981

b Nelwork Routes

¢ Redundancy Interface Address
b Internal DHCP Server =
DHEP Protocel [ Enatie
¥ Mobility Management
1P Address 9551114
Ports
Netmask 235.2595.255.0
P NTP
b CoP Pvé —
b PMIPvE SLAAC FE!E"’ E
b IPvG Primary Address | 2001:9:5:91-862b: 1 febd:f381
b mDNS Prefix Length 54 |
b Advanced Link Local Address ez 462b:3:febd: /81 /64

Note: Changing the Interface parameters causes the WLANE fo be temporarily disabled and
ties may resull in loss of connectivity for some clients.

Rogue APs Origin Based Service Discovery

Rogue services are working as before on the controller with IPv6. See example below:

(mavora=-wlc=5500-2)| >show rogue ap summary I

Rogue Detection Security Level.......civevvivnans custom

Rogue Fending Time.......cvveesnssssnnnnnsansanss 180 30CH
Rogue on wire Auto-Contsdn.......ieesvcavsavsnsas. Dissbled
Rogue using our SS5ID Auto-Comeain.......sseissa.. Disabled

Yalid client on rogue AP Auto-Contedn............ [isabled

Rogue AP CAMEOUL ...c.coviuncivassnsanssssansssssass 1200

Rogue Decection Report INCEIVEAL......ccvssccssus: 10

Rogue Detection Min R38du.iisseusssnsnsunnsnsvenss =128

Rogue Detection Transient INterval......eeovsemes 0

Rogue Detection Client Num Thershold..........«.: 0

Total Rogues (AP+Ad-hoc) supported..essssssssssnss 2000

Total Rogues classified..........cccvviiennrnnnas 451

HAC Addzess Classification § APz § Clients Last Heard

00:08:30:8e:76:7e¢ Unclassified 1 0 I Fri Aug 30 11:44:34 2013

00:16:9c:91:10: 3¢ Pending 1 (] Fri Aug 30 11:41:53 2013

00:16:92:91:10:3f Unclassified 1 ] Fri Aug 50 11:32:53 2013

00:19:07:05:d45:b0 Unclassified 1 0 Fri Aug 30 11:42:52 2013

00:19:07:05:45:02 Unclassified 1 o Fri Aug 30 11:42:12 2013 g
00:19:07:05:d5:b3 Unclassifisd 1 ] Fri Aug 30 11:35:52 2013 Ei
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Phase 2—Infrastructure IPv6 Support in WLC Release 8.0 and Later

Features Not Supported in Release 8.0

Deployment Modes:

Flexconnect - Local switched

Mesh/Outdoor

Teleworker/OEAP
— Converged Access
Services:
— Bonjour

- AVC

Trustsec

Mobility Multicast
Unsupported APs:
— Bridge mode APs/AP with 64 Mb RAM

* OEAP 600

» ISR 800/802

e 1130/1240/1250
e 1310/1410

e 1550 with 64 Mb
e 1520

Note: See Controller Release Notes for complete details.

Misc. Configuration Options

Internal DHCPv6 Server

— DHCPv6 Proxy

— Auto configuration

— Dynamic interfaces

— RAInterfaces

— OSCP and CA Server URL
— VLAN pooling

Protocols

— NTPv4

- MLDv2

— IPsec v3 and IKE v2
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— RLDP and CIDS
—  PMIP v6 on the WLC

- New Mobility
Appendix A

Loading Images to Your IOS Switch

It is recommended that you download the entire “universal” “tar” image that has web-based access to the IOS switch
as well.

For example, Cisco Catalyst 3750E 10S images can be downloaded from the link below:

http://software.cisco.com/download/release.html?mdfid=280831063&flowid=2587&softwareid=280805680&release=
15.0.2-SE6&relind=AVAILABLE&rellifecycle=ED&reltype=Ilatest

Cisco Catalyst 3750E-24PD-E Switch

"

Release 15.0.2-SE6 ED ~ © 7 Release Note
Expand All| Collapse All
w Suggestad = 15.0(2)5E8
E5-SEO(ED)
12 2 ‘5 SES'ED m File Information a Reags Date DRAMT lash
IP BASE 28-APR-2014 ZEE /B4

CITH0e-ipbasekiome, 150-2,. 566 bin

= All Releases

*15.0
~15.0SE ]| 1P BASE WITH WEB BASED DEV MGR 28-APR-2014 256164
15.0.2-SER(ED) c3750e-ipbasekd-tar 150-2. SE6 tar
15.0.2-SESED)
15.0.2-SE4(ED)
15.0.2-SE2(ED)
15.0.2-SE1(ED) UNIVERSAL ZE-APR-Z014 256/ 64
15.0.2-SE(ED) £I7T50e-universak9-mz. 150-2.5E6 bin
15.0.1-3E3(ED)
15.0.1-SE2(ED)
15.0.1-SE1(ED) @
15.0.1-SE(ED) UNIVERSAL WITH WEB BASE DEV MGR 28-APR-2014 28066 |
22 c3T50e-univarsakd.tar 150-2 SE6 far g

It is recommended that I0S 15.2SE4 images or later be used for IPV6 support:

Catalyst 3750e - c3750e-c3750e-universalk9-tar.150-2.SE4

Catalyst 3750x - ¢c3750e-c3750-ipservicesk9-tar.150-2.SE4

To install images on your I0S switch, use the following CLI under the privilege mode:
archive download-sw /overwrite /reload tftp://<tftp server ip>/<path>/<filename> flash:
For example:

archive download-sw /overwrite /reload
tftp://9.1.0.150/wnbu/c3750e-universalk9-tar.150-2.SE.tar flash:

The I0S switch replaces the older I0S image and does the necessary delete and so on and reloads.

46


http://software.cisco.com/download/release.html?mdfid=280831063&flowid=2587&softwareid=280805680&release=15.0.2-SE6&relind=AVAILABLE&rellifecycle=ED&reltype=latest

Draft Label-Ci

sco Confidential

Cisco Wireless LAN Controller IPv6 Deployment Guide, CUWN Release 8.0

Appendix A
Switch Ports HNodel 3W Version SW Image
* 128 W3-C3IT750G-24P5 15.0(2) 3E4 C3750-IFPSERVICESKES-H
Z 28 W3-C37506-24P5 15.0(2) SE4 C3750-IPSERVICESES-H

Post IOS Switch Reboot

To enable the IPv4/IPv6 stack (dual) on your IOS switch, do the following:

enable

configure terminal

license boot level ipservices

sdm prefer dual-ipv4-and-ipv6 default

write memory

reload

yes

Before the sdm command:

THE_3'.-‘5I:I_HJLEF=11 Scm prefer |

The current template iz "desktop default”™ template.

The selected template optimizes the resources in

the switch to support thiz level of features for

& routed interfacesz and 1024 VLAN=.
nuriber of unicast mac addresses: 6K
numiper of IPvd IGHP groups 4+ multicast routes: 1K
muarber of IPv4 unicast routes: 8K

number of directly=-connected IPv4 hosts: 6E
nurber of indirect IPv4 routes: 2K

number of IPvE multicast groups: 0
number of directly-connected IPvée addresses: a0
number of indirect IPVE unicast routes: a0
numger of IPv4 policy based routing aces: a0
number of IPv4/MAC gos aces: 0.5K
number of IPv4/HAC security aces: 1K
nuriper of IPvE policy based routing aces: 0
nuriper of IPVE gos aces: z0
nuriper of IPvE security aces: 25
On next reload, template will be "desktop IPv4 and IPvE vian™ template.

After: sam prefer dual-ipv4-and-ipvé default
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"% cuczens EpTRTE-TrrEy
The cuccent ktop IPvd and IPvé default®™ template.
The selected template optimizes the resources in
the switch to support this level of features for
8 routed interimces and 1024 VLANa3,
number of unicast mac addcesses: 2K
number of IPvd IGHP groups + multcicast rouces: 1K
number of IPv4 unicast rouces: 3K
number of direccly-connected IPvd hoaca: 2K
nuxber of indirecc IPvd rouces: 1K
number of IPvE multicasc groups: 1.125k
number of dirececly-connected IPvE addresses: ZK
number of indirect IPVE whicast rouces: 1K
number of IPvd policy based routing aces: 0
number of IPVE/HAC qos aces: 0.5K
numbes of IPva/MHAC securicy aces: 1E
number of IPvé policy based routing aces: a
number of IPvE qos aces: 0.625k ‘%
number of IPvé security aces: 0.5K E

Enable IPv6 on the Required Interfaces
Example: Add an IPv6 address to the uplink port interface gi 1/0/24 with the command ipvé address £409:9:x::x/64.
Add the IPv6 address to VLAN interfaces with ipv6 address fd09:9:x:x::x/64.
Add the IPv6 address to the VLAN interfaces with ipv6 address 2001:9:x:x::x/64.
Address fd09:: is an IPv6 Unique Local Address, that is used for private networks.

Address 2001:: is an IPv6 Global Address.

Enable IPv6 Routing on the Required Interfaces

The following commands are examples for RIP routing configuration:
IPv6 unicast-routing
IPvé router RIP user id (For example: Cisco-user, follow this strictly so there is no duplication.)

Example: Go to interface gi 1/0/24 and run the ipvé rip cisco_user enable command (this interface is the uplink of
your own I0S switch Core, if it is different from gi1/0/24, replace with the appropriate uplink port).

Run the ipvé rip cisco_user enable command in all the VLAN interfaces for routing.

Sample output of a IPv6 configured I0OS switch:

Uplink Port Config
interface GigabitEthernet3/0/24

description ****Uplink to distribution switch *****
no switchport

ip address 9.12.0.26 255.255.255.0
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ipv6 address FD09:9:12::26/64
ipv6 address 2001:9:12::26/64

ipv6 rip cisco-user enable

Global Config
ipv6 unicast-routing

ipv6 mld snooping

ipv6 router rip miadler

L3 Vlan Interface Config
interface Vlan128

ip address 9.12.128.1 255.255.255.0

ip helper address 9.1.0.100

ip pim sparse-dense-mode

ip igmp version 3

ipv6 address FD01:1:10:70::2/64

ipv6 address 2001:1:10:70::2/64

ipv6 enable

ipv6 nd autoconfig default-route

ipv6 nd managed-config-flag (for stateful DHCPv6 use)
ipv6 nd router-preference High

ipv6 dhcp relay destination 2001:9:6:40::XX

Configuring DHCPv6 Server Functions
The DHCPv6 server function can be enabled on individual IPv6-enabled interfaces.

The DHCPv6 server can provide those configuration parameters that do not require the server to maintain any dynamic
state for individual clients, such as DNS server addresses and domain search list options. The DHCPv6 server may be
configured to perform prefix delegation.

All the configuration parameters for clients are independently configured into the DHCPv6 configuration pools, which are
stored in NVRAM. A configuration pool can be associated with a particular DHCPv6 server on an interface when it is
started. Prefixes to be delegated to clients may be specified either as a list of preassigned prefixes for a particular client
or as IPv6 local prefix pools that are also stored in NVRAM. The list of manually configured prefixes or IPv6 local prefix
pools can be referenced and used by DHCPv6 configuration pools.

The DHCPv6 server maintains an automatic binding table in its memory to track the assignment of some configuration
parameters, such as prefixes between the server and its clients. The automatic bindings can be stored permanently in
the database agent, which can be for example, a remote TFTP server or local NVRAM file system.
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Configuration Information Pool

A DHCPv6 configuration information pool is a named entity that includes information about available configuration
parameters and policies that control assignment of the parameters to clients from the pool. A pool is configured
independently of the DHCPv6 service and is associated with the DHCPv6 service through the command-line interface
(CLi.
Each configuration pool can contain the following configuration parameters and operational information:
B Prefix delegation information, which could include:

— A prefix pool name and associated preferred and valid lifetimes.

— Alist of available prefixes for a particular client and associated preferred and valid lifetimes.

B Alist of IPv6 addresses of DNS servers.

B A domain search list, which is a string containing domain names for DNS resolution.

Configuring DHCPv6 Configuration Pool

This task explains how to create and configure the stateful DHCPv6 configuration pool and associate the pool with a
server on an interface.

Summary Steps
1. enable

2. configure terminal
3. ipv6 dhcp pool vlan-90-clients
4. address prefix FD09:9:5:90::/64
5. address prefix 2001:9:5:90::/64
6. dns-server 2001:9:5:90::115
7. domain-name test.com
8. information refresh 1
9. exit

10. interface type number

11. ipv6 dhcp server poolname [rapid-commit] [preference value] [allow-hint]

Configuring DHCPv6 Relay on L3 VLAN Interfaces

A DHCP relay agent that resides on the client’s link, is used to relay messages between the client and server. The DHCP
relay agent operation is transparent to the client. A client locates a DHCP server using a reserved, link-scoped multicast
address. Therefore, it is a requirement that for direct communication between the client and the server, the client and

the server must be attached to the same link. However, in some situations where management, economy, or scalability

is a concern, it is desirable to allow a DHCP client to send a message to a DHCP server that is not connected to the same
link.

This task describes how to enable the DHCPv6 relay agent function and specify relay destination addresses on an
interface.
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Summary Steps:
1. enable

2. configure terminal

3. interface type number

4. ipv6 dhcp relay destination ipv6-address [interface-type interface-number]
For example, if you want to add DHCPv6 relay to Vlan128 in your I0OS switch, do the following:
configure t
interface vlan128

ipv6 dhcp relay destination 2001:9:6:40::XX

Implementing DHCPv6 Option 52 on Microsoft and Linux Based DHCP Servers

DHCPv6 Option 52 Overview

The CAPWAP protocol allows a lightweight access point (AP) to use DHCP to discover a wireless controller to which it
is connected to. Cisco lightweight APs running 8.0 and above support DHCP discovery for both IPv4 and IPv6 networks:

B |Pv4—Cisco lightweight APs implement DHCP option 43 to supply the IPv4 management interface addresses of the

primary, secondary, and tertiary wireless controllers (see the guide).

® |Pv6—Cisco lightweight APs implement DHCPv6 option 52 (RFC 5417) to supply the IPv6 management interface

addresses of the primary, secondary, and tertiary wireless controllers.

In 8.0 and above, Cisco lightweight APs support both stateless and stateful DHCPv6 addressing modes. In stateless
mode, the APs obtain an IPv6 addressing using SLAAC while additional network information (not obtained from router
advertisements) is obtained from a DHCPv6 server. In stateful mode, the APs obtain both IPv6 addressing and additional
network information exclusively from DHCPVG6 (similar to DHCPv4). In both modes, a DHCPVG6 server is required to provide
option 52 if wireless controller discovery using DHCPv6 is required. If a DHCPv6 server is not available, an alternative

discovery method such as DNS or AP Priming is required.

Cisco lightweight APs request DHCPv6 options using DHCPv6 Solicit and Request packets which are forwarded to all
DHCP servers multicast address (FF02::1:2). Request packets are forwarded in stateless mode while both Solicit and
Request packets are forwarded in stateful mode. The Solicit and Request packets include an Option Request field that
the APs use to request additional network information from the DHCPv6 server. The requested options include option 23

(Name Server), option 24 (Domain Search List) and option 52 (CAPWAP access controllers).
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Figure 1 Option Request Field in a Solicit and Request Packets

=
Filter Ulw Cles  Apply Save
[Ho. T baiid Distinatacn Prefoce! Infy
1 0.000 Fel0::FeSb:36FFifFFO2::1:2 DHCPVE Solicit XID: Ox389008 CID: OOO03000LFC3bI0NECO0
2 0.005 FebD: - Iete: 23FF  F Feb0: - Fesh: 36FF 1 Fad? : HDRCPVE advertise XI0: On3ISH0bS TAA: 2000 :470:52c%:15:2::250)
311199  felD 5b:3ff:f Ffo2: :1:2 DRCPVE Eequest XID: Ou3Ped3t CID: 0003000LFCILID0OBECOD IAA:
41,208 fab0:r3e0e: 2376 f fas0: :Fesh: 39ff Fa07 : HoRCPve

Beply NID: Ox3ed434 Tad: 2001:470:52c5:15:2::250 CIO)

PGaC

« Internat Protocel mlm 6, Src: £ fe07:3888 (feBO::

© User patapras Protocol, Srcofort: sd& tsuj B3t Port: 547 (5473
OHCPVE

message type: selicit (1)
Transaction 1o: Ox30a0Bd
# Elapsed Time
# Client Tdentifier
option Request
option: option mequest (6]
Length: &
walua: DO1700180034
Eequested Oprion code: D85 recursive nase server (23)
AT LTRL Las)
Requested oprion code: CAPWAP Access controllers £52) I

# Tdentity Assolfation for KON-Tesporary address

|@‘~f ﬁmmmm :

If the requested option 52 is defined within the IPv6 scope servicing the APs, the DHCPv6 server includes option 52
values in the DHCPv6 Advertise and Reply responses forwarded to the APs. The option 52 values forwarded to the APs
may include up to three wireless controller management IPv6 addresses in order of preference.
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Figure 2 DHCPvV6 option 52 field in Advertise and Reply Packets
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Length: 32
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Option Formatting

Each DHCP server is unique and includes different pre-defined options from the server vendor. Unfortunately, option 52
is not pre-defined on Microsoft Windows Server 2008, Windows Server 2012, or Linux ISC which requires option 52 to
be globally defined before the option and values can be assigned to a IPv6 scope.

When defining option 52 on DHCPV6 server, it is important to note that the option must be defined using a specific format.
If not, the supplied wireless controller management interface IPv6 addresses will be rejected by the APs. To be supported
by Cisco lightweight APs, option 52 must be defined as an array of IPv6 addresses and cannot be defined as a string or
other type. If the option is not formatted correctly, the APs will reject the Advertise and Reply packets and fail to obtain
an IPv6 address.

DHCPv6 Server Configuration Examples

Internet Systems Consortium (ISC) DHCP Server
This section describes the configurations necessary on a Linux ISC DHCP server (4.1 and above) to define DHCPv6
option 52 and then assign the option and values to an IPv6 scope.

Configuration File

1. Modify the dhcpd6.conf file (typically, /Jetc/dhcp/dhcpd6.conf). Define a new unique option name (example,
dhcp6.capwap-ac-v6) as shown in the following example. The option code value must be set to 52 and type set to
array of ip6-address:
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aption dhcpé. domain-search "tmelahs. local";

option dhcpe.name-servers Z2620:0:iccc:2,2620:0:ccdrid;
option dhcph.capwap-ac—-w6 code 52 = array of ipe-address;
detault-lease-time 26400;

max<-lease-time 172800;

2. Locate the IPv6 scope servicing your Lightweight APs. Under the IPv6 range, add the newly defined option name
(example, dhcpv6.capwap-ac-v6) followed by the management interface IPv6 addresses of the primary WLC.
Optionally, define secondary and tertiary management interface IPv6 addresses if required. Note that a comma must
separate each IPv6 address.

# LAB1-APS
subnetes 2001 :470:52c5:15:1 1764 4
ranges 2001 :470:52c5:15:1:0:01 2001 :470:52c5:15 2 1:254;

option dhcpé.capwap—ac—ve 2001 :470:52c5:14::16, 201 :470:52c5:14 - :17;

3. Restart the ISC DHCPv6 Service:

root@linux-serverl : fhomekewvinmard service isc-dhcp-serwvers restart
1sc-dhcp-serwvere stopswaiting

isc-dhcp-serveré start/running, process 4822

Microsoft Windows Server 2008 / 2012

This section describes the configurations necessary on a Microsoft Windows Server 2008 / 2012 to define DHCPv6
option 52 and then assign the option and values to a IPv6 scope.

Defining DHCPv6 Option 52 Globally

1. Open the DHCP Manager and expand the DHCP tree. Right-click IPv6 and then select Set Predefined Options.
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File  Actien  View Help

o n(m cz BE e

3 oHCP || Option Hame Vender Value Clasa Actices

4 [§ WaN-ASFTIDNUTS) [ 00023 DNS Recussive Mam_ Standard "6 ced:", "2EMkecc2" Hene m—é
" gm 3 00024 Domain Search List  Standard tmelabslocal Hone
sl |

vidd Diitplary Ststiatacs...

B

a

rp——

| m s <] - 3|

1AL rarFrove of Changh cptiont From the predelined it

The Predefined Options and Values for v6 window appears.

2. In the Option class drop-down list, select DHCP Standard Options, and then click Add.

The Option Type window appears.
3. Enter a Name for the new option (for example, capwap-ac-v6), and then set the Data type to IPv6 Address. Check

the Array check box, and then enter the Code value of 52. Click OK and then OK again. The new option is now
defined and can be assigned to IPv6 scopes.
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Assigning the DHCPv6 Option 52 and Values to an IPv6 Scope
1. Expand the first IPv6 scope servicing your Lightweight APs. Right-click Scope Options and then select Configure
Options.

Fle Actien View Help

e a6 B

F oHCP Opticn Mime Vender Vadue Cuse |
4 [ WN-AGFTIDIUTS! B 00023 DS Recursive Nsm_ Standard Mool “MiMibecend None | [igE
r B 3§ 0002 Domain Search List  Standard tmelabslocal Hone |
4 o
p [ Scope [2000:470 520 5:0:] PRI
b (21 Scope [2001:470:52c% 14| LAB1-SERVI
4 (7] Scope [2001:470:520515:] LAS1-APS
i Address Lestes
i Bechmions
5 A
= 5c ; | | Configure Gptions... |
g E e L i Tetrech '
+ 2] Scope (200147052051 7] LAG1-USERS. | 1
b (1] Scope [2001:470:52¢518:] LAB1-USERS|| !
¢ [ Seope [2001-470:52:5:1%:] LAR1-USERS. Wiewi 2
2§ Server Options. Acangelcone .
Line up lcons:
Help
< " 2 1 <] m |

The Scope Options window appears.

2. In the Available Options list, select the option 00052 capwap-ac-v6. In the New IPv6 address field, enter the
management interface IPv6 address of the primary WLC and then click Add.
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[ 00030 HIS+ Domain Hame List
100031 SNTP Servers IPv6 Address List

[ 00052 capwap-ac+6
L .
-

- Duta ertry

| lzuoi A70:525:14:: 16

Cument |Pv6 address:

3. (Optional) Define secondary and tertiary IPv6 addresses if required. Click Apply and then OK.

oo [ Rehanced]

Avadable Optiors

[ 00030 NS+ Domain Name List

[ 00031 SNTP Servers IPvE Addness List
[ 00032 Information Refresh Time

[ 00052 capwap-ac+6

<[ [ |

2001:470:5205: 1417

The WLC management IPv6 addresses are assigned to the IPv6 scope servicing the Lightweight APs.
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Vendor Yalue
2| DD052 capwap-ac-vE Standard 2007:470:52c5:14:17, “2001:470:52¢5: 14167
3 r1 () P TAVN L s AL EA A L
:J 00024 Domain Search List Standard trelabs.local

Verifying Cisco Lightweight Access Points

You can verify that a Cisco Lightweight Access Point (AP) has received an IPv6 address and options by logging into an
AP and issuing the show ipv6 dhcp interface command. The output displays any assigned IPv6 addresses along with
options and values:

APfcSb.3907.383884 show ipve dhop interface

EVWI1l i5 in client mode
Prefix State is IOLE
Address State 15 OPEN

Rensw for address will be sent in 2dzzh

List of known servers: Link Local PG address of the
Reachable wia address: FES0::3EQOE: 23FF:FEL14:E3ES Eﬁgpufaﬁgg?r TSI

OUTIOD: Q00100005 51AF2 00002 95 95 B
Freference: 0O
Configuration parameters:
Ia MAD IA ID O«<001&0001, T1 245600, T2 SL29&0 APs IPvE allocated by the
sddress: 2001:470: 52052 16 1 B0SE 1 AE4: FESZ 1C4FE /128 LFIERE etvier
preferred 1ifetime 31200, walid Tifetime 1036200
expires at apr 11 2015 O7:2& PM (943352 seconds)

OMS sermyer: 2ez0i0iCC0:g
Received option 23 (name

OWS sermver: 2e20:0:0C00C1:2 " server) & 24 (domain-rEme)

Domain name: amelabs.local _

CAPwWAaP ACcess Controller: 2001:470:52C5:14::16 Received option 52 [CAPYWAP
— values

CoPaP access Controller: 2001:470:52C5:14::17

Information refresh time: 0
Prefix Rapid-Commit: disabled

Address Rapid-Cammt: disabled

|OS DHCPV6 Relay

In most enterprise deployments, the first hop router is configured to relay DHCPv6 messages to a centralized DHCP
server. You can verify that the DHCPv6 packets are being exchanged between an AP and DHCPv6 server on an 10S
device by issuing the debug ipv6 dhcp relay command.
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DIST-1-1# debuyg ipvr6

dhop relay

IPvE DHCP relay debugging is on

Mar

Mar

Mar

Mar

Mar

Mar

Mar

Mar 31 21:30:43.460:

31

31

31

31

31

31

31

21:30:42.251:

21:

21:

21:

21:

21:

21:

30:

30:

30:

30:

30:

30:

42

42

42

43

43

43

2520

2611

2611

i 1

i 1

el

IFvE

IFvE

IFvE

IFvE

IFvE

IFvE

IFvE

IFvE

OHCF_REL&Y: Relaying SOLICIT fron FESO::F27FieFF:iFEES: 1214 an Wlanzl
OHCF_REL&Y: Packet Torwarded T£o 2001:470:52C51AI:7

OHCF_REL&Y: Relaying REL&w-REFLY Trom 2001:470:52C5:AHI7F on wlanlo
OHCF_REL&Y: Packet forwarded To FESO0::F2PFi&FFIFEES:1214 wia wlanzl
OHCF_REL&Y: Relaying REQUEST Trom FESO::F27FieFF:FEES: 1214 an Wlanzl
OHCF_REL&Y: Packet Torwarded T£o 2001:470:52C51AI:7

OHCF_REL&Y: Relaying REL&w-REFLY Trom 2001:470:52C5:AHI7F on wlanlo

DHCP_RELAY: Packet fTorwarded to FESO0: :F2FF:&FF:FEES:1214 wia wlanzl

In the above example, the DHCPv6 Solicit and Request packets from the AP are relayed to the DHCPv6 server with the
IPv6 address 2001:470:52C5:A::7. The Advertise and Reply packets from the DHCPv6 server are relayed back to the
APs link local address FE80::F27F:6FF:FEE8:1214.
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Linux ISC (dhcpd.conf)

[bption dhcpse.domain-search "tmelabs. local";

option dhcpe.name-servers Ze20i0icocii2,2e20:0: coda: 2;
option dhcpe.capwap-ac-we code 52 = array of ipé-address;
default-lease-time S&400;

max<-lease-time 172500;

# PRODUCTION-SERWICES

subnete 2001:470:52C5:ar: 64 {

ranges 2001:4 70252002 arl:21 20014700525 ar2i2584;

1
# LAB1-SERVWICES
subnete 2001:470:52C8:14:: /84 {
ranges 2001:470:52c8:114:1:001 20014705 2C5:014: 22 12543
1
# LABL1-AFS
subnets 2001:470:C52C0015:: M8 |
ranges 2001:470:52C5:15:01::1 20014025 2C0215: 2002547
option dhcpe.capwap-ac—we 2001l:470:62cC5:14:0:16,2001:470:52C5 1145217,
1
# LAB1-USERS1
subnets z00Ll:470:52C5:16:: 564 {
ranges 200147005 2CEileiliil 2001 4705 2Ch 1620 12543
1
# LAB1-USERSZ
subrnets 2ZO0Ll:470:52C5:17:: %64 |
ranges 2001:470:52C5:1701::1 20014028 2C0017 200204,
1
# LAB1-USERS3Z
subnets zO0l:470:52cC5:15:: /64 |

ranges 2001:470:52CE: 1801001 2001:470252C5218: 28 1254,

i

# LAE1-USERS4H
subnets 2001l:470:52C5:19:: /64 {

ranges 2001247005205 19:1::1 200147025 2C5219: 20 1204,
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