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Cisco currently offers a rich set of features which provides device identification, onboarding, posture,
and policy, through ISE. WLC has been enhanced with some of these capabilities. This document deals
with basic configuration of device profiling and policy implementation through Cisco WLC.

This new feature (Profiling and Policy) on WLC does the profiling of devices based on protocols like
HTTP and DHCP to identify the end devices on the network. Users can configure device based policies
and enforce per user or per device policy on the network. The WLC will also display statistics based on
per user or per device end points and policies applicable per device.

Wireless device profiling and policy classification engine enables simple BYOD deployments with
visibility and user/wireless device policy integrated into the wireless controller.
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Scope, Objectives, and Expectations
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Scope, Objectives, and Expectations

Profiling and policy enforcement allows profiling of mobile devices and basic onboarding of the profiled
devices to a specific VLAN assigns ACL and QOS, or configures session timeout. It can be configured
as two separate components. The configuration on the WLC is based on defined parameters specific to
clients joining the network. The policy attributes which are of interest are:
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a. Role — Defines the user type or the user group the user belongs to, for example, student or

employee.

b. Device — Defines the type of device, for example, Windows machine, Smart phone, Apple
device such as iPad, iPhone and so on.

c. Location — Defines where the end point is connected on the network. Location represents AP
group. APs can be divided or grouped according to the location and policy can be applied per

AP group.

d. Time of day — Allows configuration to be defined at what time of the day end-points are allowed

on the network.

e. EAP Type - Checks what EAP method the client is getting connected to.

The above parameters are configurable as policy match attributes. Once WLC has a match corresponding
to the above parameters per end-point, policy enforcement comes into picture. Policy enforcement
allows basic device on-boarding of mobile devices based on session attributes such as:

a. VLAN Assignment

b. ACL
c¢. Session Timeout

d. QoS

r Wireless Device Profiling and Policy Classification Engine on WLC



Terminology W

e. Sleeping Client-Timeout duration for a specific sleeping client (in hours)

The user can configure these policies and enforce end-points with specified policies. The wireless clients
will be profiled based on MAC OUI, DHCP, HTTP user agent (valid Internet is required for successful
HTTP profiling). The WLC uses these attributes and predefined classification profiles to identify
devices.

Terminology

Term Expansion

APM AP Manager Interface
Dyn Dynamic Interface
Mgmt Management Interface
Port Physical Gbps port
AP Access Point

LAG Link Aggregation
VSL Virtual Switch Link
VLAN Virtual LAN

SSO Stateful Switchover
WiSM-2 Wireless Service Module-2

Profiling and Policy Configuration

In 7.5 release, only embedded or built-in profiles are available on the WLC through which it can identify
devices.

In later releases, it should be possible to create user-defined profiles, which will take precedence over
the embedded profiles. Currently there are 88 built-in profiles and can be viewed through WLC CLI
prompt.

Go to WLC and run show profiling policy summary. For the purpose of this document we just
displayed the first 6 profile.

{Cisco Controller) >show profiling policy summary

Android
Apple-Device
Apple—MacBook
Apple—iPad
Apple—iPhone
Apple—iPod

3508932

To configure device profiling on a WLAN through GUI, go to the WLAN (here we created WLAN
Demo-Employee) and click Advance, then enable DHCP by checking the Required check box. After
enabling the DHCP required option, scroll down and under Local Client Profiling enable DHCP
Profiling and HTTP Profiling by checking the respective check boxes and click Apply.

Wireless Device Profiling and Policy Classification Engine on WLC
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Profiling and Policy Configuration
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To configure profiling through ISE use Radius Client Profiling.

Now, try associating a client to the WLAN on which profiling is enabled. In our setup we associated an

Apple iPad, an Android device and a Windows machine.

From the WLC main menu bar, navigate to Monitor > Clients and under Device Type column, notice
that there are three devices associated to the WLAN and all of them are being profiled. See the below
figure — Windows PC as Microsoft-Workstation, iPad as an Apple-iPad and Motorola Zoom as an

Android device.

Clhents
Currmnt Fill o

Chami HAC Addr  AD e

[ degp AFTE00

384T

[Crangs Fin

WA Prnfie

CemasEmgioyes
Bami-Erdlones
Damar-imaiowes

WLAN SSLD
DemoEmplores
Eami-Emplapes

B dmalern

e Mame Brotedal Status Auih  Pori  BHIPvE WEB
Unicngen 2 Apgocisted  Tes I ho na
Ul Bapacimted  Yer L L
Umlsmamn Assncisted  Yes 1 [ [

Eatvias 1 -3 883

The same can be viewed from CLI as well, run a command show client

the clients being profiled.

summary devicetype tO see

We clearly see that the client devices are classified under Device Type.
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Creating Policies on WLAN from WLC GUI [l

{ULC? >show client summary devicetype

Humber of Clients........ccecccersscccsncsssnsnns 3

MAC Addr fl E Sta Device Type

Hicrosof t—Workstation
Android
Apple—iPad

Creating Policies on WLAN from WLC GUI

Once the policy has been configured you can create policies and apply them on the WLAN. On WLC
menu bar, go to Security > Local Policies which will navigate you to the Policy List.

|
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In Policy List page, click New to create a Policy Name. In our set up we are using “Employee-iPad” as
a policy-name but you can use any name to define your own policy.

MONITOR  WiANs CONTROLLER WIRELESS

Policy List LTS

Palicy Mamse Pralile 1D

350829

MONITOR  WiANs CONTROLLER WRELESS — SECURITY 2 HELP  FEEDEACK

Palicy > New = Bark Apply |

Beliey Name | Employes-@ad /

350800

Once the Policy Name is created, click that policy name to configure the rules.

Wireless Device Profiling and Policy Classification Engine on WLC
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B Creating Policies on WLAN from WLC GUI
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Under Policy Name, you can create policies to match a Role, EAP Type and Device Type. You can also
define what actions to take related to the Match criteria. In our setup we used Device Type for the Match
Criteria but if required, you can use Role or EAP type as well.
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To apply the policy based on a user device, go to Device Type and scroll down to select the device type
from the drop down menu on which you want to enforce policy and then click Add.

Here we used Apple-iPad as a device type for Match Criteria.

MONIT

Policy > Edit

Palicy Mame Employee-iPad
Palicy Id t

Match Criteria

Match Reols String

Match EAR Type none - ‘f',.-f'

Device Type Apple-iPad -
Add |
Device /'
List
Action
IPyd ACL nong v
VLAMID 0
Qos Policy LT -
Sassion Timeout (saconds) (§=1eli]

Sleeping Client Timeout (hours) 12

Active Hours

Day Mon -
Srart Time Hours Mins
End Time Hours Mins
A |
Start End
Day Time Tinie
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The device type will appear under the Device List section.
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Note

Creating Policies on WLAN from WLC GUI

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK
Policy > Edit

Folicy Mame Employee-ifad

Policy Id 1

Match Criteria

Match Role String

Match EAP Type none -
Device Type Android -
Add |
Device
List
Apple-iPad '\ [~}
Action
IPwd ACL none v
WLaM ID o
Quos Policy none -
Session Timeout (seconds) 1500

Sleeping Client Timeout (hours) 12

Active Hours

Day Man -
Start Timk Hours Mins
End Tims Hours Minz
Add
Start End
Day Time Time

There are 88 device profiles listed under Device Type, but you can add/list only 16 devices per policy.

Now to apply the appropriate action, choose from the parameters under the Action menu to enforce the
Policy. There are five attributes ACL, VLAN ID, QoS Policy, Session Timeout and Sleeping Client
Timeout. You can configure these attributes and enforce clients with specified policies. By default the
Session timeout is 1800 seconds and Sleeping client timeout is 12 Hrs.

The Sleeping Client refers to the clients already in RUN state after successful web authentication and
are allowed to sleep and wakeup without the need to re-authenticate through the login page. The sleep
client’s duration for which client needs to be remembered for re-authentication is based on user
configuration.

The Sleeping Client timeout configuration set in policy overrides the global sleeping client timeout
configuration set on WLAN. These configurations and details are discussed later in this document, refer
Appendix-A.

Active Hours menu allows configuration to be defined/set for what time of the day clients are allowed
on the network.

Wireless Device Profiling and Policy Classification Engine on WLC g



Bl Mapping a Policy on WLAN

S

Note  For the purpose of ease and demonstration only device parameters and VLAN attributes are used to do
profiling and policy enforcement in our setup.

Now Assign a VLAN ID and click Apply.

i
N
350904

As discussed in previous sections, we created a separate interface on the WLC when enforcing policy
through VLAN attributes. We have VLAN 20 for management and VLAN 22 for Employees iPads and
Apple devices. Any iPad or Apple device connecting to a policy enforced WLAN will be redirected to a
different VLAN. In the case of the given example, it is VLAN 22.

MONITOR ~ WLANs CONTROLLER WIREL MANAGEMENT COMMANDS  HELP
Interfaces
Interface Name VLAMN Identifier IP Address Interface Type Dynamic AP Management
andraid 23 10.0.33.2 Dynamic Digabled [~}
I Aol 22 10.0.22.2 Dynarmic Disabled [ -]
dyngmig 21 10.0.21.2 Dymamic Cusabled ﬂ §
]
| managemeant 20 10.0.20.2 Static Enabled | g

Mapping a Policy on WLAN
Go to WLANSs from WLC menu and click the WLAN ID on which you want the policy to be

implemented. As you can see in the WLAN> General tab, Interface/Interface Group is tied to
management interface which is on VLAN 20.

Saye Configuration

MONITOR WiANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELF FEEDBACK

WLANSs
Current Filter: ~ Mane (Change Fiter] [Clage Fiter] Create New =] lica
WLAN 1D Type Profile Name WLAN 5510 Admin Status Security Policies g
-]
;‘.._____-:-uu Deme-Emphiyes Demo-Employes Enabisd Nene -] ﬁ

From the WLAN edit menu choose the Policy-Mapping tab.

r Wireless Device Profiling and Policy Classification Engine on WLC



Mapping a Policy on WLAN

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDB

WLANSs > Edit 'Demo-Employee’

General | Security | QoS | Policy-Mapping_ | Advanced |

Profile Name Demo-Employee
Type WLAN

S5ID Demo-Employes
Status [¥] Enabled
Security Policies None

{Maodifications done under security tab will appear after applying the changes.)

Radio Policy All [=]
Interface/Interface Group(G) | management w
Multicast Wian Feature 7] Enabled
Broadcast SSID [¥] Enabled

350907

Set the Priority index to any value from 1-16. Then select the policy which you already created, from
the Local Policy drop down menu. To Apply the policy on WLAN click Add. The policy will be mapped
to WLAN and can be seen under Policy Name.

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs > Edit 'Demo-Employee’

| General | Security | QoS | Pelicy-Mapping | Advanced |
Prienty Index (1-16) i "-......._-
Local Classification Palicy | Emgloyee-ifad EF'__

/ﬁl

Priority Index Policy Name

350908

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'Demo-Employee’

‘General | Security | QoS | Policy-Mapping | Advanced
Priority Index (1-16)
Local Classification Policy Employee-ifad E
Add |
Priority Index Palicy Name @
F Employee-iPad | 2 %
=

Now when an iPad associates to a policy enforced WLAN it is redirected to a VLAN tied to that policy.
Scrolling down to Security Information will show you the local policy applied.

Wireless Device Profiling and Policy Classification Engine on WLC g



Bl Mapping a Policy on WLAN

MONITOR WiANg CONTROLLER W]RELESS SECOURITY

Clients > Detail

Client Properties

MAC Address

1Pvd Address
1PvE Address

Client Type

User Hame

Port Humber

interface

WLAN 1D

COX Version

EJE version

Mobkdity Role

Mobdity Peer [P Addrass
Palscy Manager State

Fo:de:a2:0a:ca:05
10.0.22.53
feB0i72decadif fele; cals,

Regular

22 *—-—-"—
Mot Supperted
Mot Supported
Lacal

MA

RUN

COMMANDS HELP

EEEDRACK

AP Properties
AP Address 3e:om:73:1b: 3900
4% Mame APZE0D
AP Type BO3.118n
[wian prafite Dema-Employes |
Sratug Aggociated
Azgooation [D ]
BO02.11 Authentication Open Syiem
Reasen Code H
Status Code (]
CF Pollable Mt Trnplamentad
CF Poll Request Nat Implementad

Shart Preamble
PROC

Channel Agility
Timsout

WER State

PMIP Properties

Mobality type

Mat Irnplarmentad
Mat Implearmented
Mot Imipbemented
1800

WER Disable

Sample

Security Information
Security Policy Complated
Folicy Typa
Auth Kay Mgmt
Emerpplian Ciphar
EAE Type
SRME NAC State
Radius HAC State
CTS Secunty Group Tag

ARA Dverride ACL Name

Asp Cverride ACL Applied
Status

ARA Cvernide Flex ACL

ARA Qvarride Flax ACL
Applied Status

Radirect URL

1Pl ACL Narms

IPw4 ACL Applind Status
iPvh ACL Name

IvE ACL applisd Status
mONS Profile Hame

Count
AdA Raola Type

Mot Applicable
ASAE
Unavailable
nane
WUnavailable
nans

nons
Unnvailable
LT
Unavailable
dafault-mdns-profile

a

mONS Service Advertisamant

Lal-To1

| Local Pakicy 22plied

Emplayea-iDad |

A50814

50810
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Mapping the Policy to an AP Group Il

Mapping the Policy to an AP Group

Disable the WLAN on which you want to configure the policy.

To apply the policy on an AP group we assume that you already have AP Groups configured on the WLC.
If AP Groups has already been configured in your setup, please skip Step1 to 3.

If not, create an AP Group by going to WLC menu.

Step1  Navigate to WLANSs > Advanced> AP Groups and click Add Group.

WLANS CONTROLLEN 'WIRELESS SECUITY MSMAGEMENT COMMANDS HELP  FEEDGACK

WLANS AP Groups nbrees i - B ulf @ A Creww |

AP Group Hame AP Griup Deveription /
dafad i ans

Then type in the name to define your AP Group Name and click Add button.

- WLANMS

It
- Mﬂm‘/‘
2 e

350012

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AP Groups

Add New AP Group

AP Group Name [Employee-AppleDevice

Descrption

i e

50913

Step2  Now click on the AP Group Name and then from the menu click WLANs and Add Ne\;

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AP Groups
AP Group Name / AP Group Description
ploves-AppleDevi -]
default-group
bl
-
om
(=]
w
L]
MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Ap Groups > Edit 'Employee-AppleDevice'
General !rwmus | RFProfile | APs | 802.11u
d New
WLAN ID WLAN SSID Interface/Interface Group(G) SNMP NAC State
u
&
(=]
wn

Step3  From the drop down menu for WLAN SSID and Interface, select the required SSID and Interface
respectively. Once selected click Add button to apply the selected WLAN on the AP Group.

Wireless Device Profiling and Policy Classification Engine on WLC
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Bl Mapping the Policy to an AP Group

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Ap Groups > Edit "Employee-AppleDevice'

| General | WLANs | RFProfile | APs | 802.11u |

Add New
Add New
WLAN SSID Deme-Employee(1) EI‘\
Interface
[Interface managemeant =
GrouplG)
SNMP MAC State [ JEnabled

/ ' Add | cCancel

Step4  Hover your mouse over the blue drop-down arrow for the desired WLAN on which you want to configure
the Policy. Then select Policy-Mapping from the drop-down menu.

350016

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

&

Ap Groups > Edit 'Employee-AppleDevice’

General | WLANs | RFProfile | APs | 802.11u |

Add New
SNHMP NAC
WLAN ID WLAN SSID Interface/Interface Group(G)  State
1 Deamio-Employes management Disabled

NAC Enatls

Ramocws

350017

Step5  Set the Priority Index to any value from 1-16, and then select the policy which you already created from
Local Policy drop down list. To apply the policy on AP Group click Add. The policy will be mapped to
AP Group and can be seen under Policy Name.

Click Back to go to the AP Group menu.

Saye Corbguratan | Bng  Loged Refrash

MONITOR WidNs CONTROLLER WJRELESS FOURITY  MANAGEMENT COMMANDGS HELP FEEDAADK

AP Group > Policy Mappings

= Dack
AF Genup Name Emgioyee-dccietevice /

WLAN 1D
Prigrity indew (1-18)
Local Classdhcation Faly Emcicees-iFad (e
W add |
-
Priority Index Policy Rame ke
I Emglovee-=3d] [-] =]
Bl

Step6  If the APs are not added to group go ahead and add them by selecting the AP and clicking the Add APs
button. Here we added AP2600 to the AP Group.

r Wireless Device Profiling and Policy Classification Engine on WLC



Mapping the Policy to an AP Group Il

Save Contiguration

MONITOR WLANS CONTROLLER WJRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK

Ap Groups > Edit ‘Employee-AppleDevice’

APs currently in the Group Remove APz | Add APs to the Group Add
AP Name Ethernet MAC AF Hame Group Name
APIE00 default-grous

350019

/ AP2600 default-group

Saye Conhgurabon

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDEACK

Ap Groups > Edit 'Employee-AppleDevice’

| General | WiaNs | REProfila | APs | S0Z.11u |

APS currently in the Group Hemouve APa)| Add APs to the Group Add APs |
AP Hame Ethernet MAC AR Name Group Name

AFZED0 \ 44:3b:03:50: 9010l AR3E00 default-group

Once the AP has joined the specific AP group then Enable the WLAN on which the policy is enforced.

350820

Test the policy enforcement by associating an iPad/Client to the WLAN. Once the device is associated
and profiled, it gets redirected to the VLAN matching the policy.

MONITOR WiANs CONTROULER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Clients > Detail

Cliant Propertics AP Properties
MAC Address Fo:dece2:08:ce:05 AP Address 3e:omi73:1b: 3900
1P Address 10.0.22.53 AP Name AP2600
IPvE Address faB0::72de: a2 fale:ca0s, A Type 802118
[wian erarie Bema-Employee |
Status Agsooated
Assocation 10 i

BO2.11 Authentication Qpen System

Resson Code 1
Status Code ]
CF Padlable Mot Irmplamented
CF Pa#l Request Mt Implementad
ks G- Shart Prasmbla Mat Implementad
e PRCC Mat Implermentad
s et : ‘.—-""'"' Channal Agility ot Impbemented
Inkiface apple Timeout 1800
= *_...--""
b = WEP State WEP Disable
CCX Version Mok Supporied
EIE WVersion Mot Supperted PMIP Propartias
Mobelity Role Lecal Mobality type Semple

Mobelity Pear [P Address MA

350821

Palicy Mansger State RUN

Wireless Device Profiling and Policy Classification Engine on WLC g



B Example of Policy Enforcement on Other Device Types
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If your device is not being profiled correctly then the policy would not be enforced.

Example of Policy Enforcement on Other Device Types

Example
Policies were created for different device types (Android, Macbook, and Windows) coming into our
network to be redirected to particular VLANSs once they get profiled and policies are being enforced.

For this, dynamic interfaces such as “android” mapped to VLAN 23, Interface “apple” mapped to VLAN
22 and interface “dynamic” mapped to VLAN 21 was created.

Interfaces

Interface Name VLAN Identifier IP Address Interface Type Dynamic AP Management

sndread 23 10.0.23.2 Dymamic Disabled [~ ]
22 10.0.22.2 Drynamic Disabled [~

L]

21 10.0.21.2 Dynamic Disabled 2 o

(=]

20 10.0.20.2 Static Enabled n

In the following example, we are demonstrating profiling and policy implementation for Android and
MAC devices.

For Employee MacBooks we created a policy name Employee-Mac-Device and added the Profiles from
the WLC predefined profile list from the Device Type drop down menu.

Once the profile is matched, the policy enforcement is based on VLAN attribute. Here, the device should
be redirected to VLAN 22 if it is a MacBook and to VLAN 23 if it is an Android device.

r Wireless Device Profiling and Policy Classification Engine on WLC



Example of Policy Enforcement on Other Device Types W

Policy “Employee-Mac-Device”

NITOR WWLANY E L SECLURIT COAMIANIDYS HELF FEEDE
Falicy = Edit

Falicy Hame Employes-Mac-Cevice

Pahey I8 &

Match Criteria
Match Rcls String
Match EAF Type none [=]

Cawice Type

Db Lint

08 _¥_Lien-Worksiation
D5_¥_Lecpard-Worksishon

o5 _¥_Snowleopard-'Workstaton
O _ N _Teger\Warkststion

o5 _X-Werkatation
dpple-HacBogk
i

le-Doaoe

Action
[P ACL neng =]
WLAN ID 22
Gos Pelicy nene =

3509324

Sexsion Tumeout (seconds) 1

Policy “Employee-Android”

TROLLER WIRELESS SECURITY MANAGEMENT LA HELP EEEDEACK

Policy > Edit

Palicy Mame Ermcployea- & rdrond
Faliey 1d &

Match Critena
Maich Rale S3nng
Match EAP Type rare =]

Device Type

Add
[k iml

== a

agtion
1Pvd ACL M“"I_E_I_,..-—-'"
WLAN 1D 22
Qos Policy nane [=] ﬁ
Segson Timeout (seconds) L+ E
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Il Example of Policy Enforcement on Other Device Types

These policies are mapped to the WLAN “Demo-Employee”

WLANSs > Edit ‘Demo-Employee’

General T Security r QoS ] Policy-Mapping f Advanced 1

Priority Index (1-16)

[=]

Employee-Mac-Device

Add

Policy Name

Local Classification Policy

Priority Index

1 Employse-iPad B8
2 Employee-WindowsClient B8
3 Employee-Android [~ ]
4 Employee-iPhone B
5 Employee-Mac-Device B8

350028

In the above example, an Android device and a Macbook is associated to SSID Demo-Employee and
both the device is being redirected to the VLAN 23 and VLAN 22 respectively.

Client details for Android Device:

MOMITOR  WLANS CONTROLLER  WIRELESS LHITY MANAGEMENT COMMANDS HELP FEEDEACK
Clients > Detail
Cliant Proparties AP Propariies
HAT Address 18: *5.:7:1\::8‘-:'!3‘--. LF Address Jcioe T b 39ool
IPvs Addness 10.0.28.57 AF Mame AFIESD
IPvE Address feB0a 1846 I TH fame Bl AP Tyea A8 11EA
[oeias erchia D Emcloyaa |
Tlabus dpgooeaied
Aggonaton 10 1
B33 11 Acrhermzaben Cpen Syakem
Spaier Sode 1
Sltabws Crge e
LF Folisbis Rct Implamanted
CF Foll Reassi hezr Implemented
(= . Reguds
e d Bhem Prasmbls trnplirmanied
Lisar Neme
oo et Emplemanted
For Mumber 1
Tt Agikty Rt implamantad
H T P androsd s
TolradCat 1
WLaM 10 =3 .
WEF Sknin WEP Dutable
CCX ergen (=t g0
EZE Werson hor Sunenmed PMIP Properties
Hobikty Hole Limezal Wity Ly Sarela
.
Mebibty Bper [ Addmeg WA "E“
Pohmlr Fiabe L] @

Client details for Apple MacBook:
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Role Based Policy

MONITOR WiLANSs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Clients > Detail

Client Properties
MAC Address e daz e U
Ifwd Address 10.0,22.54 ‘

IPvE Address

AP Properties

fes0: :falerdfif.feed:edle

Implemeantad

Regulas
Not Implemented
Not Implemanted
*____,- Nat Implemented
Interface appie i
VLAN IC %
NEF Disable
CCX Verghon Not Supported
E2E Wearsicn Net Supported PMIP Properties
Maobdity Rolg Local Habilrt Simple
- = 2
Mobdty Pear [P Address LT 12
=
Folicy Manager Staks RLUM ::-3

Device Profile:

(WLC>» >zhow client summary devicetype

Statu Device Type

AP2688 ciated Android

AP2688 ociated

03 _X_SnowLeopard-Workstation
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Role Based Policy

Role is identified as a Cisco AV-pair from the AAA server and a user needs to configure the role as per
user on the AAA server as:

Cisco:cisco-av-pair= role= <role-type>
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M Role Based Policy

The following example shows the role type “student” configured on ISE.

Results
| D

ik - 1 pACL Harre
b O Avhenbcadon
» I Avthorsabon / | VAN
¢ Authorzaton Profies
v [ Dowriosdable ACLS
¢ [ Inine Posture Node Profies
» 5 Arofing
r B Posare
» B et Provesonng
" ;__l Saanity Groun Aocess

L Voice Domain Permission

| Wab Redirection (CWA, DRV, MDM, NSF, CPP)

|r-:|le- student

g
:
:

» Attributes Deta

Arcess Type = ACCESS ACCEPT

CECo-av-pair = role=student
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Example of similar role type configured on ACS:

Role Based Policy W

User Setup

r

Cisco I0S/PIX 6.% RADIUS Attributes

M[009\001] ¢isco-av-palr

role=student

fom

IETF RADIUS Attributes

Hedmoi Aiges
Frafilas

iy
3
=
¥
)
&

[006] Service-Type
Authenticate only
[007] Framed-Protocol

Ascend MPP
[009] Framed-IP-Netrmask
0.0.0.0
Z[010] Framed-Routing
None

Submit [ Dalete || Cancel

i Help

* Account Disabled
# Deloting a Usermama

® TACACS4 Enabla Control
® TACACS+ Enable Pasaword

Account Disabled Status

Selact the Accourt Dizablad chach box to dizabla thiz actount; claar the chack box to anable
the sccount,

[Back to Top]
Dalating a Usamama

The Delete button appears only vhen you are editing an existing user account, not when
you are adding a new user account. To delete the current user account from tha database.
click Dalate, Whan sskad to confirm your acbon, dick DK.

[Back to Top]

Now, to apply the role based policy on WLC, navigate to Policy > Edit page and under Match Criteria
define the Match Role String that the user created earlier on the AAA server. In the example, the Match
Role String is configured as student. Once the policy is created, the user can tie the policy to a specific

WLAN (with L2 Security set to 802.1x).
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B Flex-Connect Support

Policy > Edit

Policy Name

Policy Id

Match Criteria

student

i

< Back | Apply

Match Role String student
Match EAP Type none -
Device Type Android

Add

Flex-Connect Support

The following table explains the Policy application support matrix for FlexConnect mode.

Flex Operation Feature Support Comments

Central Switched Yes The policy application will work
for central switching as per
design.

Local Switched Partial support Only VLAN override is
supported.

Central Authentication Yes The policy application will work
as per design.

Local Authentication No No local authentication support.

Standalone mode No When in standalone mode the

clients will be out of policy. The
clients need to be centrally
authenticated to get the policies
applied again. Same would apply
for external web-authenticated
clients.

Limitations

e When local profiling is enabled, radius profiling is not allowed on a particular WLAN, both
configurations are mutually exclusive.

e If AAA override is enabled and you get any AAA attributes from AAA server other than role type,
the configured policy action is not applied. The AAA override attributes will have higher
precedence.

Wireless Device Profiling and Policy Classification Engine on WLC
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Summary

~

Note

Summary W

Wired clients behind the WGB won’t be profiled and policy action will not be done.

Only the first Policy rule which matches will be given precedence. Each policy profile will have an
associated policy rule which will be used for matching the policies.

Only sixteen policies per WLAN can be configured and globally sixty four policies will be allowed.

Policy action will be done after L2 authentication is complete or after L3 authentication or when
device sends http traffic and gets the device profiled. Due to which certain scenarios profiling and
policy actions will happen more than once per client.

This release will support only IPv4 clients to be profiled.

No support for WGB wired clients for profiling as http profiling is not supported on WGB wired
clients

By default profiling is disabled on all WLANSs.
Each WLAN can have mapped profiling policies configured.

Each Policy can have matching Role Type, Device Type, EAP type configured and an associated
policy index mapped.

The policy index signifies which policy needs to be matched first.
The corresponding policy name will be deduced from the policy Index.

The policy matching will exit at the first policy match and the corresponding policy action attributes
will be set per client.

The order of applying the policies per client will be based on security type.

If a device is profiled once, the client is stored and the corresponding policy actions is applied.

See Cisco Wireless Device Profiling and Policy video for more information on setup and configuration.

Show Commands

show user <username> devices
show client wlan <WLAN Id>
show client wlan <WLAN Id> device-type <ipad | ipod | macbook ..>

show wlan <wlan-id>

Debug Commands

debug policy [events|errors] <enable\disables>

Debugs for profiler will be enabled by the existing "debug profiling <enable | disable>"
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Commands to Configure Profiling through CLI

Commands to Configure Profiling through CLI

config wlan disable<wlan-id>
config wlan profiling <radius/local> <all/dhcp/http> enable <wlan-id>

config wlan enable <wlan-id>

Commands to Configure Policy through CLI

config policy <policy-name> create

config policy <policy-name> match device-type add <device name>
config policy <policy-name>action vlan <enable|disable> <vlan #>
config wlan policy add <policy index number> <policy-name> <WLAN Id>

To configure the policy and match it to a corresponding AP group, we need the policy Index also, which
signifies which policies need to be matched first. The CLI command will be:

config wlan apgroup policy add <policy index number> <policy-name> <apgroup name> <WLAN
Id>

To configure the policy and match it with time of day, the CLI command will be:

config policy <policy-name>active add hours <08:00 - 17:00> days <Mon | Tue \ wWed | Thurs
| Fri | Daily | Weekdays >

To configure the policy match with EAP type, the CLI command will be:

config policy <policy-name> match eap-type add <peap | leap | eap-fast \ eap-tls>
For policy action as ACL, the CLI command will be:

config policy <policy-name> action acl <acl-name> <enable/disable>

For policy action as QoS, the CLI command will be:

config policy<policy-name> action gos <bronze | gold | platinum | silver>
<enable|disable>

For policy action as Session-Timeout, the CLI command will be:
config policy <policy-name> action session-timeout <timeout in sec> <enable|disable>
For policy action as Sleeping Client Timeout, the CLI command will be:

config policy <policy-name> action sleeping-client-timeout <enable|disable><timeout in
hours>

Appendix-A

Sleeping Client Support

Currently in 7.4 release, guest client devices connected to the WLC on web-auth enabled WLANSs have
to enter login credentials every time the client goes to sleep and wakes up.

From 7.5 release, clients already in RUN state after successful web authentication are allowed to sleep
and wakeup without the need to re-authenticate through the login page. The sleep client duration for
which client needs to be remembered for re-authentication is based on the configuration.

Other salient features are as follows:
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e Feature is configurable per wlan.
e Supported only for L3 security enabled WLANSs. Not applicable to Guest LAN or Remote LAN.

¢ Sleep client duration is configurable for 1hrs to 30days (720 Hrs) with a default value set to 12
hours. This duration is configurable on WLAN as well as on the policy mapped to the WLAN. The
policy mapped configuration takes precedence over WLAN configuration.

¢ The maximum number of sleeping clients supported is based on the platform.
- WiSM/5508 — 1000
- 7500/8500 — 9000
- 2500 - 500

¢ Flex connect AP Support — Sleep client support feature works with flexconnect mode AP’s in local
switching case for both internal and external web-auth.

e High Availability— Only configuration sync is supported. Sleep cache entries are not synchronized
across active and standby.

WLAN Configuration for Sleeping Client

As sleeping client is only supported for L3 security WLANS, navigate to the particular WLAN on which
you want to enable the sleeping client feature. Navigate to Security > Layer 3 and select Web Policy
from the Layer 3 Security drop-down list.

Select the radio button Authentication and enable Sleeping Client by checking the box as shown in the
image below.

I
| WLANS > Edit ‘Guest-Services
1

General serurlty(qos | Policy-Mapping | Advanced |

Layer2 | Layer3 AAA Servers

Lavar 3 Security 1 [ wab Policy [w] "
@ Authantication *—

Passthrough

Conditionsl Wab Redirect

Splash Page Wab Radirect

On MAC Pilter fadlurels

Srasuthenticstion ACL [Bve | Hone (] 18vE  None lw] Webduth Flexac | None le|

Slesping Cliant ¢ Enable Wfe—
Slewping Cliant Timeoul(l to 720 Hrs) 313

Ovar-ride Global Cenfig Enabls

350930

Navigate to Advanced tab and make sure that the session timeout is greater than the client idle timeout,
otherwise the sleeping client entry would not be created.
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| General | Security | QoS | Policy-Mapping | Advanced

Allew AAA Override [7] enabied
Coverage Hole Datection [#] Enablad
Enable Session (2800 |
Timeaut == Session Timecut (secs)
Aironat TE [FlEnabled
Diagnostic Channel [Cenablad
Cwverride Interface ACL IPv4 | None |1|
P2P Blocking Action Disabled E
Clignt Exclugion 2 [ 50
BRI miafct Timeout Value (secs)
Maximum Allowed Clients 8 0
Static IP Tunneling 11 E_:En;blm;t
Wi-Fi Direct Clients Palicy [Disabled [=]

Maximum Allowed Clients Per AR Radio 200

Claar HotSpot Configuration [TEnabled (
Client user idle imeout (15-100000) 300 Seconds
Client user idle threshold (0-10000000) 0 Eytes
L__0ff Chagnel Scanning Defee

A5093Y

Now connect a client to the WLAN on which sleeping client feature is enabled. Then navigate to Monitor
> Clients, the status of the client shows that it is in Associated state but Not Authenticated as
username/password required for web-auth.

. Chumt MAC Al 19 Abirms A e AN Bt i ss1n s Hamen Protsssl  Siaim ik Pun Seld IRl WGR Deviia Ty
povs Mdvalieesds 1B010sH  ARMS: el Gverlanis e e e = e e R 7 T ]
Begues
Clienin
o4
Steeping Clients o
- @
Aoptscations e
E
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Under Client Properties menu, it is seen that the client is in Web-auth required state.

Clients > Detail

Client Properties

MAC Addrass

1Ps Addrass
1P Address

Client Type

Msar Name

Pt Numibar

Interface

WLAN ID

CCX Varsisn

EZE Version

Mability Aole

Mability Pasr IP Addresa

Policy Mansger Stute

Managamant Frame
Protection

UpTime (Sec)
Povar Save Mode
Current TuRateSet
Cata RateSet

KTS CAC Capability

802.01u

General | AVC Stalistics

TOide 42i0e:28:05

10.0.10,13%

Regular

1
mansgamant
10

tak Supporied
tat Supperied
Lozsl

. ‘/‘

WEBAUTH_REQD

1.0,2.0,5.5,11.0,6.0,9.0,12.0
L10.0.24.0.36.0.40.0.34.0 <

hat Suppetied

AP Properties
AP Addrass
AR Name
AF Type
&2 radia slot [d
WLAN Prafile
Status
Agsociateon 1D
00211 Authantication
Rasson Code
Status Cede
CF Pollabla
CF Pell Reguest
Shart Preamble
FECC
Channal Agily
Timaout

WED Sinte

PMIP Properties

Mobibty type

S d@:20:T2:a:40
ADS

802.11bn

-]

Guest-Serdzes
Associated

1

Opan System

1

o

Hat Emplarmanted
tak Irmplarmente:
Implamented
tiat Implamaente
tiot Implamantec
1800

WES Dizable

Sémple

350933

Appendix-A W

After entering the appropriate login credentials for web-auth, the client get authenticated and moves to

RUN state.
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Clients > Datail

Client Properties

Felicy Manager State

General | AVC Statistics |

RUN *_-._.-—-.

AP Properties

MAC Addrass F0:dw:a2:Dazcw:0S AP Addrass 4w 20:72:01:40
IPvd Addrass 10.8.10.13% AD Namae ADS
IPv6 Address AR Type 802.11an
AR radio slot 14 1
WLAN Profils Guast-Sefvices
Status aggociated
Association [0 1
802.11 Authentication Open System
Reason Code i
Status Code a
CF Paliable Mot Implementec
Client Tyoe Raguler
CF Poll Reguast Mot Implementec
Uzer Narma ali
Short Freamble Mot Implamente:
Bort Hurmbaer 1
PECC Het [mplamaente:
Interface management
Channal Agility Mot Impleamentec
WLAN ID 110
Timaout 1800
COX Varsion Mk Suppented
WEP State WEP Disable
EZE Version Mot Supponted
Mobility Role Local PMIP Properties
Mability Paer [P Address A Mebility typa Simple

Management Frame Ne

Protaction

UpTime [Sec) 5]

Powar Save Mode o

Cyrrant TxRateSet

£.0,9.0,12.0,18.0,24.0,26.0,4

Data R Ebatat 8.0,34.0

KTS CAC Capability No =
o

s02.11u Nt Susported 5
EY

After successful web-auth, the user is successfully authenticated.

wilinilia
CIsEe

" Cmos Claamkir

* Stntics

+ cor

" B
Climmin
Sargeng Chin
Hulticast
ppn atnan

350035

Now if the client configured is idle for 300 seconds (default idle timeout value) or disconnects from the
WLAN it is connected to, then the client will move to sleeping clients. Click Sleeping Clients option to
check if the client entry exists.
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Appendix-A

OR WlANs CONTROLER WIRELESS SECURITY MAMAGEMENT

Monitor Sieeping Clients

Sumimany R rriinisg
Tima{Hra)

Forde w2 0eica10d Guest-Services al 11 -]

Statistics /
coP

Rogues

Access Points Chant Mae WLAN SS1D

Usér Naime

Cisco CleanAir

* v T ww

Clients
Sheeping Clients
Hulticast
Applications

COMMANDS

HELF FEEDBACK

350036

Once the client is moved to the Sleeping Clients, the timeout session starts and the remaining time before

the client entry is deleted/cleared is displayed.

If the client wakes up or joins back to the same WLAN, it doesn’t require re-authentication.

Sleeping Client CLI commands

To enable the sleeping-client feature on wlan:

(controller) >config wlan custom-web sleep-client
To configure sleeping-client interval on wlan:

(controller)

enable/disable <wlan-id>

> config wlan custom-web sleep-client timeout <1- 720hours> <wlan-id>
To check sleep client configuration on wlan:
(controller) > show wlan <wlan-id>
To delete any unwanted sleeping-client entries:
(controller) > config custom-web sleep-client delete <mac-addr>

To show summary of all the sleeping-client entries:

(controller) > show custom-web sleep-client summary

To show the details of sleeping-client entry based on mac address:

(controller) > show custom-web sleep-client detail

<mac-addr>
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Native Profiling and Policy in CUWN Release 8.0

In release 8.0, two major enhancements were introduced related to Native Profiling and Policy
classification feature on WLC:

New attributes added to Local Policy
Dynamic MAC OUI and Device Profile updates

AVC/mDNS Profiles Attached to Local Policies

Prior to release 8.0, all clients associated with a WLAN/SSID pick the same AVC/mDNS profile mapped
to the WLAN and allow the services configured for the profile. In release 8.0, a AVC/mDNS profile can
be mapped to a local policy for a client with a particular device type. This ensures that each Local policy
can be configured with a different AVC/mDNS profile name based on AAA override, to restrict the
policy from being able to use the services not allowed by the profile on the same WLAN.

Profiling and Policy Engine on WLC

In this section, you will configure and implement Profiling and Policy on a Cisco WLC running AireOS
8.0 code.

The profiling and policy enforcement are configured as two separate components. The configuration on
the WLC is based on defined parameters specific to clients joining the network. The policy attributes
which are of interest are:

a. Role—Defines the user type or the user group the user belongs to, for example, student or
employee.

b. Device—Device defines the type of device, for example, Windows machine, Smart phone,
Apple devices such as iPad, iPhone, and so on.

c. Time of day—Allows configuration to be defined at what time of the day, the end-points are
allowed on the network.

d. EAP Type—Checks what EAP method the client is getting connected to.

The above parameters are configurable as policy match attributes. Once WLC has a match corresponding
to the above parameters per end-point, policy enforcement comes into picture. Policy enforcement is
based on session attributes such as:

VLAN

IPv4 ACL

Session Timeout

QoS

Sleeping Client Timeout

Flexconnect ACL

AVC Profile (added in release8.0)

mDNS Profile (added in release 8.0)

Avg.Data Rate (added in release 8.0)

Avg. Real Time Data Rate (added in release 8.0)
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e Burst Data Rate (added in release 8.0)

You can configure these policies and enforce end-points with specified policies. The wireless clients will
be profiled based on the MAC OUI, DHCP, HTTP user agent (valid Internet required for successful
HTTP profiling). The WLC uses these attributes and predefined classification profiles to identify
devices.
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Profiling and Policy Configuration

Step 1

Step 2

Complete these steps:

To configure device profiling on a WLAN, go to the specific WLAN (with 802.1x security configured)
on which you want to implement Native profiling and policy and click the Advanced tab. In the Allow
AAA Override field, uncheck the Enabled check box if it is checked. In the DHCP area, in the DHCP
Addr. Assignment field, check the Required check box.

WLANSs > Edit 'POD1-dot1x’

| General | Security | QoS |-Polk:v-nnppino J Advanced

< Back

Apply

Allow AAA Override
Coverage Hole Detection

Enable Session Timeout

Aironet IE

Diagnostic Channel
Override Interface ACL
Layer2 Acl

P2P Blocking Action
Client Exclusion 2

Maximum Allowed Clients
8

(] Enabled
@ Enabled
1800

Session Timeout (secs)
@ Enabled

| Enabled
1Pva [ None O
None : |
Disabled
60
Timeout Value (secs)

@Enabled

0

IPV6 | None : |

DHCP

DHCP Server

DHCP V6 Server

DHCP Addr. Assignment
QEAP

[J Override
O Override

& Required #————

Split Tunnel

() Enabled

Management Frame Protection (MFP)

MFP Client Protection £

| Optional

DTIM Period (in beacon intervals)

353336

In the Local Client Profiling area, check the check boxes corresponding to DHCP Profiling and HTTP
Profiling if they are not checked and click Apply.

WLANSs > Edit 'POD1-dot1x’

General | Security | QoS | Policy-Mapping | Advanced |

Mgmt Via Wireless
Off Channel Scanning Defer

JEnabled

Scan Defer Priority

01234567

00DOd@d
Scan Defer Time(msecs) 100
FlexConnect

FlexConnect Local

Switching i [/ 1mh
FlexConnect Local Auth 2 Enabled
Learn Client I Address £ ¥/ Enabled
Vian based Central

Switching 12 e
Central DHCP Processing Enabled
Override DNS Enabled
NAT-PAT Enabled

PPassive Client
Voice
Media Session Snooping Enabled
Re-anchor Roamed Voice Clients Enabled
KTS based CAC Policy ) Enabled
Radius Client Profiling
DHCP Profiling 0
HTTP Profiling
Local Client Profiling
DHCP Profiling #d —
HTTP Profiling H —
PMIP
PMIP Mobility Type (]
PMIP NAI Type Hexadecimal

< Back

Apply

Now, associate a client to the WLAN on which profiling is enabled.

From the WLC main menu, go to Monitor > Clients. The profiled devices are listed under the
Device Type column.

353337

Notice that there are three devices associated to the WLAN, and all of them are being profiled in the
following example.
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Clients Entries 1 -3 ol 3
Current Filter Hone [Change Filter] [Claar Filter] \
Client MAC Addr AP Name WLAN Profile WLAN S510 User Name Protocel Status Auth Port PMIPvS WGB Device Type
00:27:30:d2:83:c0 AP2600 Demer U Dem | L 80Z.11an Associated Yas 1 Mo Ne WindovaT-Wer
1§9:7 AP2600 play o I B0Z.11an Azgociated  Yex L Me He Andraid
I0ideied:0uice 0l AP2600 play ' h 802.11an Associated Yes T Mo Ho Apple-iPad

Also, the Local Profiling option under the Monitor page provides the administrator a better
understanding of the kind of devices that exists in the network. The local profiling option, which
was introduced in CUWN 7.6 release, enables viewing the basic device statuses.

alln pr—
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Monitor Local Profiling > Device Stats

Summary
Access Points
Cisco CleanAir
Statistics

» CDP

Rogues
Clients
Sleeping Clients
Multicast
Applications
Local Profiling

Device Stats Manufacturer Stats

-

- -

-

“

W Apple-Device( 33.33% )
W Apple-iPad( 33.33% )
W O5_X-Workstation( 33.33% )

I Apple-Device( 66.67% )
8 Macintosh-Workstation 33.33% )

Device Type Count (%) O count -~
Apple-Devi %

st PBE o : we

05 X-Warkstation 1 33.33 Macintosh-Workstation 1 33.33

Creating Policies on WLAN from the WLC GUI

Step3  Once profiling is configured, you can create Local policies and apply them on the WLAN. From the
WLC main menu, go to Security > Local Policies.
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alaln
cisco MONITOR  WLAN: CONTROLLER WIRELESS RITY MANAGEMENT MMANDS  HELP  FEEDBACK
Security General
* AAA
Maximum Local Database entries (on next reboot), 2048 (Current Maximum is 2048)

General
* RADIUS Number of entries, already used 3
Authantication
Accounting
Fallback
DHNS
# TACACS+
LDAP
Local Met Users
MAC Filtaring
Disabled Clients
User Login Policies
AP Policies
Password Policies

Local EAP

Priority Order

Certificate
, Access Control
Lists

Wireless
Protection Policies

¥ Web Auth
TrustSec SXP
Local Policies

b Advanced

353340

Stepd  When in the Local Policy List, click New to create a Policy Name. In this example, teacher-LP is used
as a policy name, but you can use any name to define your own policy.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Policy > New

Policy Name teacher-LP

353341

Once Policy Name is configured, you can create policies to match a Role, EAP Type, and Device
Type. Also, you can define the required actions related to the Match criteria. In this example, we use
User Role and Device Type to Match Criteria, but you can use any other type if required.

~

Note  Ensure that the Match Role string is the same as AAA defined role name. In this example, it is

configured as teacher.

Step5 In the Match Role String text box, enter a user role, for example, teacher. From the Match EAP Type
drop-down list, choose the EAP type that you want to match the clients to, else, leave as is and click

Apply.
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Step 6

Step 7

Native Profiling and Policy in CUWN Release 8.0 W

Policy > Edit <Back | Apply |
Policy Name teacher-LP /
Policy Id 2
Match Criteria /
Match Role String teacher o
<
Match EAP Type none @
[u]

To apply the policy based on a user device, in the Device List area, from the Device Type drop-down
list, choose the device type on which you want to enforce the policy and then click Add. In this example,
Apple-iPad is used as a device type for Match Criteria. You can add other devices as well from the Device
Type drop-down list.

~

Note  If you do not want to match any device type, then do not configure the Device Type option. There
are 156 default device profiles that the users can choose from the Device Type drop-down list,
but only 16 can be applied per policy.

To apply the appropriate action, choose from the parameters under the Action area to enforce the policy.
In the following example, only the AVC Profile attribute is selected, but you can select other attributes
as well according to your network requirement and then click Apply.

AVC Configuration
In this example, two AVC profiles (teacher-AVC and student-AVC) are created. The teacher-AVC
profile is configured to just mark some applications, while the student-AVC profile is configured to
drop applications such as YouTube, BitTorrent and so on.

If there are no AVC profiles configured on the WLC, go ahead and create them.
See the Application Visibility and Control Feature Deployment Guide for AVC configuration.
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Policy > Edit

Policy Name
Palicy Id

Match Criteria
Match Role String

Match EAP Type

Device List

Device Type

Apple-|Pad (

Action
IPv4 ACL
VLAN ID
Qos Policy
Average Data Rate
Average Real time Data Rate
Burst Data Rate
Burst Real time Data Rate
Session Timeout (seconds)
Sleeping Client Timeout (min)
Flexconnect ACL
AVC Profile

mONS Profile

Active Hours
Day
Start Time

End Time

teacher-LP

2

teacher

none )

Androld

none

hone

o o a o

1800
720
none 3

teacher-AVC § (

nong

Hours Mins

Hours Mins

Add |

Add |

_ <Back | | Amly

Step8  You can have multiple policies with different role types and different AVC Profiles set on the same
WLAN. In this example, we created one more local policy for student role as student-LP.

~

Note  Ensure that the Match Role string is the same with Radius Server defined role name (student).

To apply the policy based on a user device, in the Device List area, from the Device Type drop-down

list, choose the device type (Apple-iPad) on which you want to enforce the policy and then click
Add.

To apply the appropriate action, choose from the parameters under the Action area to enforce the
policy. Select an AVC profile from the AVC Profile drop-down list. In this example, the AVC profile
(student-AVC) is already created. Click Apply.

Wireless Device Profiling and Policy Classification Engine on WLC
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Policy Name student-LP *——-—

Policy 1d 3

Match Criteria

Match Role String student ‘-f

Match EAP Type none
Device List
Device Type Android = Add
Apple-iPad ‘/ B
Action
IPv4 ACL none
VLAN ID 0
Qos Policy none o
Average Data Rate 0
Average Real time Data Rate 1]
Burst Data Rate 0
Burst Real time Data Rate 0
Session Timeout (seconds) 1800
Sleeping Client Timeout (min) 720
Flexconnect ACL none ‘/
AVC Profile student-AVC :
mDNS Profile none
Active Hours
Day Mon H
Start Time Hours Mins
End Time Hours Mins

Create a default local policy for any other device.

— If no other ACL is applied in the Local policy, then any other device, other than Apple-iPad,
will be able to access the applications because the final filter function of all policies is Allow
all. In order to block all applications on all devices except Apple-iPad, create a deny all ACL
and apply it on the Local Policy and then apply that policy on the WLAN as the last resort. See
the configuration examples in the following screenshots.

— On the WLC, create an ACL to deny all IPv4 flow.
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cisco
Security

¥ AAA
General
w RADIUS
Authentication
Accounting
Fallback
DNS
Downloaded AVP
» TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients

MONITOR  WLANS

Access Control Lists > Edit

CONTROLLER WIRELESS  SECURITY

Save Configuration  Ping

MANAGEMENT COMMANDS HELP

General

Access List Name deny-all

Deny Counters 0
Source Destination

Seq Action IP/Mask 1P/Mask Protocol Source Port Dest Port
0.0.0.0 0.0.0.0

Ll Deny / / Any Any Any Any  Any
0.0.0.0 0.0.0.0

DSCP Direction Number of Hits

Logout Refresh

FEEDBACK

< Back [

Add New Rule

o
a
353345

— Create a Local Policy Block-all and apply the deny all ACL to it, do not choose any device roles
or profiles.

Security

¥ AAA
General
* RADIUS
Authentication
Accounting
Fallback
DNS
Downloaded AVP
» TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

¥ Local EAP

Advanced EAP
¥ Priority Order
b Certificate

¥ Access Control Lists
Access Control Lists
CPU Access Control Lists
FlexConnect ACLs
Layer2 ACLs

Wireless Protection
Policies

» Web Auth
TrustSec SXP

MONITOR ~ WLANS

Policy > Edit

CONTROLLER

Save Configuration

WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Policy Name

Policy I1d

block-all
3

Match Criteria
Match Rele String

Match EAP Type

Device List

Device Type

none bl

Android ¥

Action
IPva ACL
VLAN 1D
Qos Policy
Session Timeout (seconds)
Sleeping Client Timeout (min)
Flexconnect ACL
AVC Profile
mDNS Profile

Ping  Logout Refresh

< Back |

Mapping Policy on WLAN

Complete these steps:

Step 1

Go to WLANSs from the WLC menu and click the WLAN ID on which you want the policy to be
implemented. From the WLAN edit menu, click the Policy-Mapping tab.
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Step 2

Step 3

Native Profiling and Policy in CUWN Release 8.0

Set the Priority index to any value from 1-16. From the Local Policy drop-down list, choose the
policy which you have already created. To apply the policy on the WLAN, click Add. The policy is
mapped to the WLAN and can be seen under Policy Name.

WLANSs > Edit 'POD1-dot1x’ <Back | Apply |

General | Security | QoS | Policy-Mapping | Advanced |

Priority Index (1-16) 1 ———

Local Policy | teacher-LP : | ——

N

Priority Index Local Policy Name

353347

Add the appropriate policies to Policy-Mapping under WLAN.

Save Configuration Ping Logout Refresh

CISco MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit 'pod3-dotix’ <Back | Apply |
- V\\l‘:ﬁ:s | General | Security | QoS | Policy-Mapping |Wnoed|
\ e L -
13
R Priority Index (1-16)
Local Policy teacher-LP ¥
Add

Priority Index Local Policy Name

1 teacher-LP [~ ]

2 student-LP [~ ]

3 block-all [~}

In the Advanced tab, in the Allow AAA Override field, uncheck the enabled check box if it is checked.
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WLANs > Edit 'POD1-dot1x’ < Back Apply
| General | Security | QoS | Policy-Mapping | Advanced
Allow ARA Override (] Enabled 4= DHCP
Coverage Hole Detection @ Enabled DHCP Server [] Override
Enable Session Timeout 1800
]
Session Timeout (secs) DHCP V6 Server 5l et
Alronet [E @Enabled
Diagnostic Channel _|Enabled SRR 191 L
Override Interface ACL ~ [Pv4 | None IPv6 | None ¢ | OEAP
Layer2 Acl | None ¢ Split Tunnel [ Enabled
P2P Blocking Action | Disabled
M t Fi Protection (MFP’
Cllent Bxclusion 2 o 60 anagement Frame Protection (MFP)
Timeout Value (secs)
Maximum Allowed Clients [ MFP Client Protection 4 | Optional  * |
8
: - DTIM Period (in beacon intervals)
Static IP Tunneling Enabled

Step 4

Check if the AAA role is configured properly, and applied on the Radius Server (in this example, it is

Cisco ISE). The AAA role name on the ISE must match the role string defined in the local policy. See

the ISE settings below.

|& Client Provisioning | Security Group Access

Web Redirection (CWA, DRW, MDM, NSP, CPP)

|4, Authentication |®, Authorization |4, Profiling |7 Posture
Dictionaries Conditions Results.
Lommon 12
Results
[ L] DACL Name
| e S VAR
» [ Authentication
~ [ Authorization \oice Domain Permission
» - Authorization Profiles
» [ Downloadable ACLs
» [ Inline Posture Node Profiles Auto Smart Port
> Profif
e " Filter-ID
» 5 Fosture
> [ Gllnt Provisionis
» [ Security Group Access
- .
| | Ciscorcisco-av-pair

5 | = [role=teacher

Access Type = ACCESS_ACCEPT
cisco-av-pair = role=teacher o

& Policy Elements

353350

Once the client associates to SSID with teacher credentials through Apple iPad, it should be able to
access the Internet and different applications per its AVC profile (teacher-AVC) configuration. If the
user tries to connect from any device other than Apple iPad, then it will not be able to access the

Internet.

To verify if the policy (teacher-LP) is applied, from the WLC GUI, go to Monitor > Clients, and
then click the Client MAC address. In the Security Information area, you should see the policy in

the Local Policy Applied text box.

r Wireless Device Profiling and Policy Classification Engine on WLC
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Clients > Detail

Max Number of Records 10 =
General | AWVC Statistics
Encryption Cipher CCMP (AES)
EAP Type PEAP
SMNMP NAC State Access
Radius NAC State RUN

CTS Security Group Tag

AAs Override ACL Name

AAA Override ACL
Applied Status

AAL Override Flex ACL

Ans Override Flex ACL
Applied Status

Redirect URL
IPva ACL Mame

FlexConnect ACL Applied
Status

IPva ACL Applied Status
IPvE ACL Mame
IPvE ACL Applied Status

Layer2 ACL Name
Layer2 ACL Applied

Mot Applicable
none
Unavailable
none
Unavailable
none

none
Unavailable
Unavailable
none
Unavailable
none

Unavailable

Status
mDNS Profile Name
mDNS Service

default-mdns-profile

Adwvertisement Count o
AAA Role Type teacher —
Local Policy Applied reacher-LP —

To verify if the policy is applied, from WLC CLI prompt, run the following command—
show client detail <mac_address> and then scroll down to the end to see the applied profile.

AAA Role TYpe.seesssensssnnsnsnsssnnssnnnsssnssss LEAChEF e
Local Policy Applied.isissvieenninsnsssssnnnsnssss teacher-LP g
IPv4 ACL Namessssvsssnssnnsssssnnnssssnsnnassssas NONE

FlexConnect ACL Applied StatusS.....svesvssessssas. Unavailable

IPv4 ACL Applied StatusS.sevevovvevasrnnssnnsnnnns Unavailable

IPv6 ACL Name..uvvsvssannnrsnssnnssansnrsassrsnsas NONE

IPv6 ACL Applied StatuS.svivsssssssssssssaannaass Unavailable

Layer2 ACL Name..vuvevvesnnsonnrasnnsnnsssnsssass NONE

Layer2 ACL Applied StatuS.ieeevverssranernnsannns Unavailable

Cllent Typeasssssassnassnrsnnssassnssnassanannsns SimpleIP

MONS StatusS.svsvssssnnnssnnnssnnnssnnnssnanssaass Enabled

MONS Profile Name......vvvuesusssuessesnnesnnas. default-ndns-profile
No. of mDNS Services Advertised...ieviessssnnssas @

POLiCY TYPBeu s v nnranrsnnnsnnnronnnsnnssnnsannns WPA2

Authentication Key Management......vvuvinsvuavnns 802, 1x

Encryption Cipher..svievsssesssssssssassssnssssss CCMP (AES)
Protected Management Frameé ....vevuuvensssnnssnss NO

Management Frame Protection....:ivvvievenusnvanaaas NO

EAP TYPE.u s v rennnranssnnnsnnnrnnnnsnnssnnnnnnns PEAP
INterface.susssssssssnnsssnnsssnnsssnnssnnnsessss Management|

To verify if the policy is applied from the WLC:

AVC Profile Name: . ...ttt ittt et e e e e e e e e e e e e e e e e e e teacher-AvVC

Wireless Device Profiling and Policy Classification Engine on WLC g
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Similarly, try to connect to the same WLAN/SSID using student credentials with the user role
student, you should see another policy applied (student-AVC).

To verify if the policy (student-LP) is applied, from WLC GUI, go to Monitor > Clients and then
click the Client MAC address. In the Security Information area, you should see the policy in the
Local Policy Applied text box.

Clients > Detail

Max Number of Records 10 =
General | AWVC Statistics |
KTS CAC Capability Mo
B02.11w Mot Supported

Security Information

Security Policy Completed Yes

Policy Type RSN (WPAZ2)
Auth Key Mgmt B02. 1%
Encryption Cipher CCMP (AES)
EAP Type PEAP

SHNMP MAC State Access
Radius MNAC State RUN

CTS Security Group Tag MNot Applicable
Ans Override ACL Name reome
g.::;ufverﬂue ACL Applied Unawvailable
AnA Owverride Flex ACL NoMne

Ans Owverride Flex ACL Applied

Status

Redirect URL o

IPwv4 ACL MName one
;I‘ea):ssonnecr_ ACL Applied Unawailable
IPw4 ACL Applied Status Unavailable
IPwE ACL Name none

IPvE ACL Applied Status Unavailable
LayerZ ACL MName one

Layer2 ACL Applied Status Unawvailable
mMDNS Profile Name default-mdns- profile

mMDNS Service Advertisement o

Count /
Ans Role Type student /
Local Policy Applied student-LP

To verify if the policy is applied, from WLC CLI prompt, run the following command—
show client detail <mac_address> and then scroll down to the end to see the applied profile.

r Wireless Device Profiling and Policy Classification Engine on WLC



Audit Session I isisssasinevsevsesrnionininnions
AAA ROLE TYPBssassssansasanaasansnssssosassnsssss

Native Profiling and Policy in CUWN Release 8.0

0abal402000
student

d53c91fde

[tocal Policy Applied...

student-LP |

TPV ACL Name. ... o o e,
FlexConnect ACL Applied Status.....ccoevsssssanss
IPvA ACL Applied StatuS.ssscasensassnsavsnransnns
IPvE ACL Name.....oouus
IPvE ACL Applied StatuS..vevserernrrasns
Layer2 ACL Nam@.ssssossassssnssnnassnsasnssssanns
Layer2 ACL Applied StatuS:sssssnssscnsasnssssanss
Client TypCacoruvrnvnnrannsannsrransnsnnnnanrnans
MDNS StatUS.cossrrnnnreannnsansinernssrnnanrsane
mONS Profile Name...vvsssnnannss STTI I
No. of mDNS Services Advertised.....cisvassnsanss
Policy Type.sevsrnns
Authentication Key Management....ciivinivasanisnss
Encryption Ciphersssssssvnnsnnanrsnsersssenssnns
Protected Management Frame ....eiesvssnsnssnnanss
Management Frame Protection.....ievievernninnaens
EAP TYPBuuisinsusnussronasvensesresonsatoniossais
FlexConnect Data Switching..uvvvvsvnisvnrsnnsnanss
FlexConnect DhEp StatuS.useesrvsersrsnrsrsnrorsnns
FlexConnect Vlan Based Central Switchingeeiessess

R

EEEEEEEE]

)

none
Unavailable
Unavailable
none
Unavailable
none
Unavailable
SimplelP
Enabled
default-mdns-profile
0

WPA2

802.1x

CCMP (AES)

No

No

PEAP

Central
Central

No

Client Dhcp Required:
Allowed (URL)IP Addresses

True

&

AVC Profile Name:

student-AVC

Dynamic MAC QUI and Device Profile Update

In CUWN release 8.0, the WLC administrator can update the MAC OUIs and device profiles on the
WLC. The IEEE file containing the OUIs must be downloaded and saved as a .txt file from the following
location: http://standards.ieee.org/develop/regauth/oui/oui.txt. Download the .txt file to the WLC, using

tftp/ftp.

Apart from the OUI update, the WLC also has a mechanism to update the device profiles. Device profiles
refers to the different types of devices that the WLC can profile. In release 8.0, the WLC supports
profiling 156 types of devices, by default. When a new device profile is updated by the ISE team, the
WLC must integrate the new profile to be on par with the ISE. This feature is implemented to take care
of both the OUI updates as well as the device profile updates.
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CiIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK]
Commands Download file to Controller
Download File
File Type f v Code
Upload File Configuration
e Transfer Mode Signature File
Webauth Bundle
Config Boot Server Details Vendor Device Certificate
Vendor CA Certificate
} Scheduled Reboot 1P Address(Ipva/Ipv6) Login Banner
Reset to Factory ) Ipsec Device Certificate
Default e Folries L0 250 Ipsec CA Certificate
Timeout (1 to 254 seconds) {  AVC Protocol Pack
SetTime o Radius AVP UV
Login Banner e ' Device Profile
File Name }  OUlUpdate f

Downloading MAC-0UI Through the WLC GUI

Step 1
Step 2
Step 3
Step 4

Complete these steps:

From WLC main menu, go to Commands > Download File.
From the File Type drop-down list, choose OUI Update.
From the Transfer Mode drop-down list, choose TFTP or FTP.

Provide the appropriate information under Server Details and click Download.

Download file to Controller

File Type

Transfer Mode

Server Details
1P Address(Ipv4/Ipv6)
Maximum retries (1 to 254)
Timeout (1 to 254 seconds)
File Path

File Name

OUI Update installed.

w

QUI Update

" '\

10.10.105.112
10

6

J

mac-oul-test.txt

For the new Code to take effect, you need to reboot system. Click Here to get redirected to reboot page.

~

Note

The WLC is not required to reboot after the download. This is a cosmetic error which will be

corrected in the next update. The bug ID is CSCup84476.
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Downloading MAC-0UI Through the WLC CLI

The following CLI command downloads the IEEE oui.txt file to the WLC:

<WLC> transfer download datatype oui-update

(POD2-ULC> >transfer download datatype oui-update
(POD2-ULC)> >transfer download mode tftp
>transfer download serverip 10.10.105.112
>transfer download filename mac—-oui-test.txt
>transfer download start
TFTP

OUI Update
Server 10.18.1685.112

Packet Timeout
Max Retries
Filename mac—-oui-test.txt

tarting tranfer of OUI Update

his may take some time.
Are you sure you want to start? (y/N) y

i’TFTP OUI Update transfer starting.

ih'FTP receive complete... Loading OUI Update.
|
OUI Update installed.

Updating Device Profile Through the GUI

Complete these steps:

Step 1 From the WLC main menu, go to Commands > Download File.
Step2  From the File Type drop-down list, choose Device Profile.
Step 3 From the Transfer Mode drop-down list, choose TFTP or FTP.

Step4  Provide the appropriate information under Server Details and then click Download.

S

Note  The Profile update file is an XML file containing the device profiles. A new GUI option is added
to enable you to download the device profiles file to the WLC.
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alvaln =

cisco WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Commands Download file to Controller
Download File File Type Device Profile L /
Uplodd Eila Transfer Mode TETP ¥
Reboot
Config Boot Server Details
¥ Scheduled Reboot 1P Address(1pv4/Ipve) 10.10.105.112

Reset to Factory

Default
Set Time Timeout (1 .
Login Banner File Path
File Name profiler_policies.xml
B [=2]
i : " =
Device Profiles installed. %
For the new Code to take effect, you need to reboot system. Click Hare to get redirected to reboot page. ]

A
Note  The WLC is not required to reboot after the download. This is a cosmetic error which will be
corrected in the next update. The bug ID is CSCup84476.

Updating Device Profile Through the CLI

The following CLI command is used to enable downloading device profiles to the WLC:

<WLC> transfer download datatype device-profile

CPOD2-VULC) >transter download datatype device—-profile
(POD2-ULC) >transfer download filename profiler_policies.xml
(POD2-ULC) >transfer download mode tftp
>transfer download serverip 10.10.1685.112
>transfer download start
Device Profile
Server 10.18.185.112
Packet Timeout 6
Max Retries
Path i
Filename profiler_policies.xml
Starting tranfer of Device profiles

may take some time.
you sure you want to start? (y/N) vy

IFTP Device Profile transfer starting.

IFTP receive complete... Loading Device profiles.

353360

Device Profiles installed.

Note  Both the OUI file and device profiles file are independent of each other, and even if one of them
needs to be updated, the other will still work.
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Limitations

Summary

Native Profiling and Policy in CUWN Release 8.0 W

For example, if the customers want to update only the OUIs, they must download only the OUI file to
the WLC. The existing device profiles will remain as it is, and only the OUIs will get updated.

The new CLI command—show profiling oui-string summary, can be executed to check the updated
MAC OUISs, if any.

POD2-WLC) >show profiling oui-string summary

umber of OUI Strings Availahle: 2101

OUI-String

XEROX CORPORATION
#xAAAAAAAI  XEROX CORPORATION

The existing CLI command—show profiling policy summary, can be executed to check the updated
profiles, if any.

CPOD2-WLCY> >show profiling policy summary

» of Builtin Classification Profiles: 156

i s=======ss=ssss=ss =====s=s======= =

Android-Amazon-Kindle Yes
Android-Asus Yes
Android-Google Yes
Android-HTC Yes
» Android-LG Yes

353362

e Wired clients behind the WGB will not be profiled and policy action will not be done.
e Only 16 policies per WLAN can be configured, and globally 64 policies will be allowed.
e Only 16 device profiles (device types) can be added per policy.

e Policy action will be done after L2 authentication or L3 authentication is complete or when the
device sends HTTP traffic and gets the device profiled. Thus, certain scenarios such as profiling and
policy actions will happen more than once per client.

e This release will support only IPv4 clients to be profiled.

e No support for WGB wired clients for profiling because HTTP profiling is not supported on WGB
wired clients.

e By default, profiling is disabled on all WLAN:S.
e Each WLAN can have mapped profiling policies configured.

e Each Policy can have matching Role Type, Device Type, and EAP type configured and an associated
policy index mapped.

e The policy index signifies which policy needs to be matched first.

Wireless Device Profiling and Policy Classification Engine on WLC g
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e The corresponding policy name will be deduced from the policy Index.

e The policy matching will exit at the first policy match and the corresponding policy action attributes
will be set per client.

e The order of applying the policies per client will be based on the security type.

r Wireless Device Profiling and Policy Classification Engine on WLC
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